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"id": "/subscriptions/xxXXXXXX-—XXXX-XXXX—XXKXX—
XXXXXXXXXXXX/providers/Microsoft.Features/providers/Microsoft.Network/fe
atures/EnableHighAvailabilityMode",

"name": "Microsoft.Network/EnableHighAvailabilityMode",

"properties": {

"state": "Registered"
by
"type": "Microsoft.Features/providers/features"
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If you are upgrading to ONTAP 9.15.0P1, and
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Encryption.
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Restricted Countries

If you are unsure whether your company
complied with all applicable legal requirements
on encryption technology, download the image
without NetApp Volume Encryption.

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ [2.58

GB]
View and download checksums

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.PEM
[451 B]

View and download checksums

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.SIG

[256 B]

View and download checksums

3. LinuxOl|A] 28 md5sum AZURE-<version> PKG.TAR.GZ .

Cloud Volumes ONTAP

DOWNLOAD GCP-9-15-
OP1_PKG.TAR.GZ [7.49 KB]

View and download checksums

DOWNLOAD AZURE-9-15-
OP1_PKG.TAR.GZ [7.64 KB]

View and download checksums

macOSOIA & LSS AHYLICE sha256sum AZURE-<version> PKG.TAR.GZ .

»
M

5. Linux & macOSO|AN = CH2

22 &RISHMAIR. md5sum 12|10 sha256sum af

2 A5t targz THLS

XE5 tar.gz THU0| = CHO|M A E(.sig) THY, 27H 7| QS M (.pem) THY

S 1s cert/ -1

0| CFREE3t Azure 0|0|X|Q| Ztof LX|EtL|C}.

EEDILICE tar -xzf HH,

BN (.pem) Tt O| EEHE[0f

—rw—r-—-——-— 1 netapp netapp 384 May 13 13:00 9.15.0P1 azure digest.sig
AT 1 netapp netapp 2365 May 13 13:00 Certificate-

9.15.0P1 azure.pem

-rw-—r-—-——-— 1 netapp netapp 8537 May 13 13:00 Certificate-Chain-
9.15.0P1 azure.pem

SEj—Eo—=== 1 netapp netapp 8537 May 13 13:00 version readme

Azure Marketplace0{| Al Cloud Volumes ONTAP € VHD O|0|X| L= LH7|

VHD O|0|X|7} Azure 22 E0]| AHA|=H I 04 NetApp 0| A 22| =|X| & LICH CHA,
AlAlEl 0|0|X|= Azure Marketplaced| BHX|EIL|Ct. O|O|X|7t Azure DP“I‘EHOIAOH
AH[O| A E[0] AIAE|H Azure= VHDE| A|ZF 2E20|AM 1MB, 2 £&20i|A 512H}0|E
LTt VHD It e MBS 2helste{™ Azure EIP”"IEHOIAOHH AzureZ} 5 *’“0* VHD

42



O[0[X|E LHELHOF RfLIC}.

AlZtst7| o

A AEI0| Azure CLIZF AX|E|0] Q=X|, OFL|™H Azure Portal2 £l Az
OIS K. Azure CLIE A X|st= 20| CHoE XEAISH LHE 2 CHS 2 R ESHMIR. "Microsoft

ure Cloud Shell2 AT = U =X
M
=

HFEH "
oHd .

|
1.

version_readme ItAL| LHES ARSI A|ARIQ| Cloud Volumes ONTAP S Azure Marketplace 0|0|X|

HZ0i| 02 &L|Ct Cloud Volumes ONTAP H{T 2 CHgat 20| A EL|CH buildname Azure Marketplace
O|0|X| HM 2 CtSat 20| EHEILIC version HZT OHZO)A].

CH2 WloA= Cloud Volumes ONTAP & 9.15.0P1 Azure Marketplace O|0|X| {7 0{| Of &l =!
9150.01000024.05090105 . O] Azure OFZIZ2[0|A 0|0|X| HME2 LtE0| 0|0|X| URNS A& dt= O
A2 EIL|CE,

[
"buildname": "9.15.0P1",

"publisher": "netapp",
"version": "9150.01000024.05090105"

Ct. X|F 0|22 2O 2 AFEELICL 1ocName OUIEZ|0|A 0|0|X|2] URNS
ot X|H9 2 Ligst2{H Chg BE 2 MM .

az account list-locations -o table
O| HO|ME= X|g 0|S0| CHZ 2t 20| LIEHELICH Name EE.

$ az account list-locations -o table

DisplayName Name RegionalDisplayName
East US eastus (US) East US

East US 2 eastus? (US) East US 2

South Central US southcentralus (US) South Central US

ofzH EOllA 3HZ Cloud Volumes ONTAP HZX 1} VM HHE &

2380f i3 SKU 0|22 AESIN Q. SKU 0|22
U= AMEEILICE skuName OFIZ2|0|A O|O|X|2] URNS My

ol
e off HaLCH

0flE 01, Cloud Volumes ONTAP 9.15.02 AI8%H B & thd L E H X = CtS 2 AHEsHOf SfL|Ct
ontap cloud byol SKUO|E2=E.

= AA
HA: Azure CLI AX|
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* Cloud Volumes ONTAP HZ*

9.17.1 0|
9.17.1 0|4
9.16.1
9.16.1
9.15.1
9.15.0
9.15.0

VM H{ZE S35
Azure Ot Z2(0[A
NetApp Console

Azure OFZIIZ2{|0]A

M i

rH

,CHY EEHHE

, 27+E-(HA) i

me- e e e

T

SKU 0|&
ontap_cloud_direct_gen2

ontap_cloud_gen2

e Zatec rlojae
ew Zatec
e Zatec
e Zatec volg
= o8 Zatec |2 o

4. ONTAP HZ 1t Azure OF2IE2|0|A 0]|0|X|S DHE$H = Azure Cloud Shell EE= Azure CLIE AF2310] Azure
Ot Z2{|0] A0 VHD It S L2 HL|C,

Linux|A| Azure Cloud Shell& AF25t0{ VHD It LHELL 7|

Azure Cloud Shell0i|A| OZiZ2{|0|A 0|0|X|E VHD It (0d: 9750.07000024.05090105.vhd)E LHEL D =&
Linux A|AEIO| CHR2 2 EBfLICH Azure MarketplaceX| Al VHD O|O|X|E 7t 2 CtS HHAHIE +™SHMR.

|

1. OFAIZY|0|A 0|0|X|2] URN % 7|E} Oj7HHAE MR s L}

<publisher>:<offer>:<sku>:<version>.

O|0|X| HAE Etolst & o)

=

== T M

Lot

T = 20od™
MEH™ O

(B B |

= T o

SiAlS

URN @42 CtE1t 25U Ct
Z NetApp O} Z2[0|2 O|0|X|E LIEsI0| SHIE

PS /home/userl> Surn="netapp:netapp-ontap-
cloud:ontap cloud byol:9150.01000024.05090105"

PS
PS
PS
PS
PS

141.20231128
9.141.20240131
9.150.20240213

9150.01000024.05090105

/home/userl> $locName="eastus2"
/home/userl> SpubName="netapp"
/home/userl> S$offerName="netapp-ontap-cloud"
/home/userl> SskuName="ontap cloud byol"
/home/userl> Get-AzVMImage -Location $locName
-Offer SofferName -Sku S$skuName

| select

-PublisherName S$pubName
version

2. UKX|st= 0|0|X| HE QS Z OPZIE|0|A o|O|X|of| A Af 2t2| C|ASE BHEL|CH.
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PS /home/userl> $diskName = “9150.01000024.05090105-managed-disk"

PS /home/userl> $diskRG = “fnfl”

PS /home/userl> az disk create -g $diskRG -n S$diskName --image-reference
Surn

PS /home/userl> $sas = az disk grant-access —--duration-in-seconds 3600
--access-level Read --name $diskName --resource-group S$diskRG

PS /home/userl> $diskAccessSAS = ($sas | ConvertFrom-Json) [0] .accessSas

. 22| C|A 30| A Azure StorageE VHD It S LHEHLICH MESE HNA +FO 2 E|0|LHE THSLICY. O]
OloAM 22|= CHZat 22 0|52] ZAHIO|HE MAEUELICE vm-images ~&t ©7H Container M2 =&,
Azure PortalOfl Al HE A AE HMA F|1E THHZLICHL MEL AE > examplesaname > QM| A 7| > key1 >
key > HEA| > <EAb>

PS /home/userl> S$storageAccountName = “examplesaname”

PS /home/userl> S$containerName = “vm-images”

PS /home/userl> S$storageAccountKey = "<replace with the above access
key>"

PS /home/userl> $destBlobName = “9150.01000024.05090105.vhd”

PS /home/userl> SdestContext = New-AzureStorageContext
-StorageAccountName S$storageAccountName -StorageAccountKey
SstorageAccountKey

PS /home/userl> Start-AzureStorageBlobCopy -AbsoluteUri S$diskAccessSAS
-DestContainer S$containerName -DestContext S$destContext -DestBlob
SdestBlobName

PS /home/userl> Get-AzureStorageBlobCopyState -Container S$containerName
—Context $destContext -Blob S$SdestBlobName

- A4 El O|0|X|Z Linux Al A0 L2 2EBILICH AMESITE wget VHD ItY S L2 2E5H= EE:

wget <URL of filename/Containers/vm-images/9150.01000024.05090105.vhd>

URL2 EZ Y42 MELICL Xt52HE 9I0H Of2fet 20| URL EXIE S THIA|Z &= ASLICE E= Azure CLIE
ArEE 4 UASLICH az URLE 7= EHEQIL|Ct URL

Of| Al:https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd[]

. BE|E= A= "HE|
PS /home/userl> Revoke-AzDiskAccess -ResourceGroupName $diskRG -DiskName
SdiskName

PS /home/userl> Remove-AzDisk —-ResourceGroupName S$diskRG -DiskName
$diskName
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Linux0l|A Azure CLIZ AME5H0{ VHD IH LHE LY |
22 Linux A|ARIOA Azure CLIE A0 O E2|0|A O|0|X|E VHD MY 2 LHEHLICE.

tHA|
1. Azure CLIOIl 21915} O E2|0|A O|O|X|E LIFRLICH.

% az login --use-device-code
2. 2a0lst{H @ H2tRNE A6t H0|X|E YLIC. https:/microsoft.com/devicelogin QIZZES
UHSINIR.
% az vm image list --all --publisher netapp --offer netapp-ontap-cloud

--sku ontap cloud byol

{

"architecture": "xo64",
"offer": "netapp-ontap-cloud",
"publisher": "netapp",

"sku": "ontap cloud byol",
"urn": "netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105",
"version": "9150.01000024.05090105"

by

3. OpZUE2{0]A o|O|X|0f| M YX|5t= O|0|X| HEQZ A2 22| C|AIE BHEL|LCY.

Q.

% export urn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

export diskName="9150.01000024.05090105-managed-disk"
export diskRG="new rg your rg"

o o oo o°

az disk create -g $diskRG -n $diskName --image-reference Surn

az disk grant-access --duration-in-seconds 3600 --access-level Read
--name S$diskName --resource-group S$diskRG
{

"accessSas": "https://md-

xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-
28&STr=DESI=XXXXXXXX—XXXX~XXXX~XXKXX-XKXXKXKXKXKXES I JRXXXX XXX XXX XXX XXXXXXXXXX"
}

% export diskAccessSAS="https://md-
xxxxxxX.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

286Sr=DE&SI=XXRXXXXXX~XXXX~XX-XX~XXESIgRXXXRXXXXXXXXKXXXXXXXXXXXX"
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https://microsoft.com/devicelogin

OTZNAE X1S3}st{™ EZE £20]| A SASE FZ0l0F &L C XHA[SH LI 2 sHE EAE XM K.
4. 22| C|A30|M VHD ot S L2 HL|Ct,
a. MEot HNA £ZEOF ZH|0|{E 2HSL|CL O] of|of| A= ZE|[O|L2H= 0|E0]| J}ELICE vm-images ~2t
SH container M2 £F0| AFREILICH

b. Azure Portal0f| Al ME A A™ HMA 7|5 7t SLICE HEA A > examplesaname > HM|A 7| > key1
> key > HA| > <SAb>

Lo CHEE A EE = UASLICH az O] THAOf CHE B LICH.

export storageAccountName="examplesaname"
export containerName="vm-images"

export storageAccountKey="xxxxxxxxxx"

export destBlobName="9150.01000024.05090105.vhd"

o® o° o° o°

o

az storage blob copy start --source-uri $diskAccessSAS --destination
-container S$containerName --account-name $storageAccountName --account
-key S$storageAccountKey --destination-blob SdestBlobName

"client request 1d": "XXXX-XXXX-XXXX-XXXX—XXXX"
"copy id": "XXXX-XXXX-XXXX-XXXX-XXXX"

"copy status": "pending",

"date": "2022-11-02T22:02:38+00:00",

"etag": "\"OxXXXXXXXXXXXXXXXXXX\"",

"last modified": "2022-11-02T22:02:39+00:00",
"request 1d": "XXXXXX-XXXXTXXXX-XXXX-XXXXXXXXXXX",
"version": "2020-06-12",

"version id": null

3. Blob SAEQ| AEHE OISR

=
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% az storage blob show —--name $destBlobName --container-name

ScontainerName --account-name $storageAccountName

"copy": {

"completionTime": null,

"destinationSnapshot": null,

"id": "XXXXXXXX—KXXXK—XXXX—XXXX—KXXXKXXKXX",

"incrementalCopy": null,

"progress": "10737418752/10737418752",

"source": "https://md-
xxxxxX.bluexpinfraprod.eastus2.data.azurecr.io/xxxxx/abcd?sv=2018-03-
28&ST=DESI=XXXXXXKXK~XXXKX—XXXX~XXXX~XXXXXXXXXXXX",

"status": "success",

"statusDescription": null

by

6. MAMEl 0|0|X|2 Linux MHZ CFREESL|CH

wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>

URLS EZ #A|S WELICH XAHS3HE 9Iof Of2liet 20| URL 2AIES THYAIZ 4 UBLICH EE Azure CLIS
A2 £ JELICH az URLE 718 2E= EEALICH URL

Ol Al:https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd][]

7. HE|E|= ClA3 ™HE|

az disk revoke-access --name S$diskName --resource-group $diskRG
az disk delete --name $diskName --resource-group S$diskRG --yes
T N gl

Cloud Volumes ONTAP 0| CH$F Azure Ot Z2|0|A O|O|X| ME &9l

Azure O|0|X| AZ T2 M|AE= VHD It | AlZf 220 1MB, 2 220X 512HI0|EE
st OIS SiA| &2 M E5t0] CHO|HAE MtUS MMEHL|CEH MH EAE LX|A|F|7] s
ol &l0l= _sha256_O| AtEE!L|CE.
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Hash Function ———3! 033b9077D...
Signature
Received data Decrypt Digest valid, when
digests match
E > 033b90770...
M Public key

Azure O|O|X|E CtREEZILICE "NetApp A& AtO|E" J2|10 CIO|MAE (.sig) THY, 374 7| 2B M(.pem) IHY,
Ml ASM(.pem) LS FELLICL . "Azure O|0|X| CHO|H|AE THY CH2 2 =" XpM|TH LIE2.

* ME| Arsol AT,
* 3N 7| B M(.pem)dll M S7H 7|(.pub)E FEFILICE.
* FEE 3 7|12 AH85H0] CIO|HAE ThU S S SetLCt.

* O|0|X| It M AlZE 2 1MB2L & £2 512HI0|ES H|HSh £ W El A Il Mz MdE CHo[R|AEL}
Z0tE H|wBtLICh O] EHAl= OpenSSL BB E =& AHE5I0] =™ E LI} OpenSSL CLI =& IHE EX|of
HIotALE AiE 2 BT HAIX|E EAIRL|C

openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>

Linux0|A| Cloud Volumes ONTAP 0f| Cliit Azure OFZIZ2{|0|A O[O X| A =tol

LinuxOl Al iEH VHD It MBS ASosh= Zgoll= A= Ml 4
EotEILICE,

0l

oA
1. Azure O|0|X| I}Y S CHREESIMR. "NetApp X ALO|E" J2| 1 CIO|MAE(.sig) THY, 37K 7| Q1B A (.pem)
ot Mol QIS M(.pem) LS = ETL|CE,

FZStet "Azure O|O[X| CIO[H|AE Of CI2 2 =" XEM|EE LHE 2.

2. M2 AFEE =HRISHMIR.

=

[o

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. VHD I o A|Z 220iA 1MB(1,048,576HI0|E)E M5t 2 F20{M 512HI0|ES MAZLICH ALEA|
tail, 1 -c +K 0| FM¥2 T+AQ| KM HIO|E0|A HIO|ES ‘H-dBtL|Ct. W2tA 10485772 HERLICE
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tail -c.

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp
rm ./sign.tmp.tail

o° o o°

4. OpenSSLZ AH3I0 QIZMOIM 37 7|5 &5t AERE THU(sign.tmp)S ME It 374 7|2

5.

H{ IETE-=
oo —EO——1

A= C}

H3 Zatol| M2t 83 = HE UEHE HAIXIE EARLIC.

¢

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verification OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

Y S2hs eGSR,

% rm ./9150.01000024.05090105.vhd ./sign.tmp
% rm *.sig *.pub *.pem

macOSO0{| Al Cloud Volumes ONTAP Lli$t Azure OFZIE8|0|A O|O|X| M&H =tol

LinuxOl Al LiEH VHD It ME S ASoh= Zgoll= AE Hiel 4F, ItE HE, ME HE0|

=

EoEILICE,

|
1.

50

Azure O|0|X| O} S CIREESHM K. "NetApp X[ AO|E" O2|10 CHO[HIAE (sig) IHY, 371 7| 1B AM(.pem)

o

oY, H|Ql QIS M (.pem) THUS FEFLICE,

g

Al

SICt"Azure O|O|X| CHO[M[AE T L2 2E" XAt LHE2.

2| AEE =el5tMR.

(o

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK
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3. VHD I}Q| A2 HE20f|A 1MB(1,048,576HI0|E)E M|Hst1 & S20|A 512HI0|EE H|HEILICE A=A
tail, d -c +K 0| M2 mtUo| KHWY HFO|EO|A| HIO|EE MMBtLICE W2tA 10485772 HEEIL|CE.
tail -c.macOSHIME tail HHS 2tFst= O 2F 1020] A £ USLIC

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o° o o°

rm ./sign.tmp.tail

4. OpenSSL2 AHE3t0] ASMOIM S7H 7|18 FE5H, AERE MtU(sign.tmp)S ME Itk 374 7|2
HEYLCL 38 ZEIEE= AT Z00]| 2t 43 = IS LIEHL = HAXISE EAIRLICE

Q

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

o. A ZZtE HElSHM K.

rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem

o oo

Azure Marketplace®|A] Cloud Volumes ONTAP H{IL

Azure Marketplace Z& H{EZE AF23tH Cloud Volumes ONTAP 210 &l A| HiZ g 4

QI&LICH Azure DFIZ20| 2014 T B9 221502 Cloud Volumes ONTAP 27
HHZZ S0 ALE X SHEOAM A VS 452 HAHE 5 JSLICH

O M|2toll it XtM|st LI 2 CH2 S & XSHM|R."NetApp Console 2t OFZIZ2{|0| A0{| A Cloud Volumes ONTAP
X|Z0il CHolf LotEMR." .

o] Ztdofl 2tstoq
Azure Marketplace 21 HHEE AF25H0{ HZEEl Cloud Volumes ONTAP A|AHEI2 CS1 22 £ 42 &Lt
Azure Ot Z2||0|AE Solf Ui EEl S MHH QAAEHAO| 7|52 NetApp Console Of|A] ZAAME o HAEILICE

* %[l Cloud Volumes ONTAP H{Z%(9.16.1 0| &).

* I2H|HY 22F0| 500GiBZ H|$HE!l Cloud Volumes ONTAP 2| 2& 20| MAQIL|Ct. 0] 2t0| M A0|= NetApp

X #o| ZRE|X| i 2=z "M &Lt
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Az

EHA|

52

o JtEE SH(AZ)NM 2IHEY(HA) REZ FdE F e 2= 7|2 €8 M2 IS ELCh 2E2|X]|
7t HAAEZ|X] VM)2 CHSOf| BHZEEILICH "R ¢S QA AER0[M ZE"

7l2XoZ MMEl QIAEIAN CHet RIAQILICE

500GiB ZZH|XY 2Fo| I2|0|Q SSD v2 &2| AT} FE C|A 3 H|0|E C|AZ,

NFS, CIFS, iSCSI % NVMe/TCP Ll|O|Ef AH|AE Ztz= StLto| O|0|Ef K& VMO| HHEE| R} ELICH =7} |0 E
NEA VME *7@ ¢ SA&LICE.

NFS, CIFS(SMB), iSCSI, Autonomous Ransomware Protection(ARP), SnapLock %! SnapMirror CHt
20| M A 7} x| E| QA LICE

"ONTAP 2% PIZF & S 24(TSSE)", 28 Y=ot U 28 7| #2[7t 7|2X o= 2t 3tx|0f JELICE
CHE 71s& X=X &L

° FabricPool A&}

° AEZIX| VM fY HY

o HIE MJ| BE

57| Hof|

-

{88t Azure Marketplace T150| QEX| 2ISHM| K.

HE/Z Q7 MEe SFSH=X] &lstMR. "t AZ0| HA HHE" AzureOl| M. "Cloud Volumes ONTAP 0f| CHSt
Azure HERZ MA" .

Cloud Volumes ONTAP B ZE52{H Ct2 Azure Iet & oL & EHE|0OF BfL|CY.

o 10F2 contributor 7|82 HoH0| /U= ISQILICH XM LIS CI22 & XSHMIR. "Microsoft Azure
AEAM: Azure 7|2 N5 g .

° CtZ #eto] A= AFEX} X1 RBAC S ULICE ZHMISH L2 CH3E B ESIMR. "Azure ©EM: Azure
AFEXF R g

"AFE AT [ { "EY": [ "Microsoft. AAD/SZ/EH", "Microsoft.Resources/FS/2| A AT F/MT|",
"Microsoft.Network/Z2 =2 A/M7|" "Microsoft.ClassicCompute/virtualMachines/2A 71",
"Microsoft. Compute/capacityReservationGroups/Hi /24",
"Microsoft.ClassicCompute/virtualMachines/U| E QI E{H|O| A/HZ EIH| EQ I LD F/MT|",
"Microsoft.Network/U| EY I QIE{H|O| A /M T|" "Microsoft. Compute/virtualMachines/A 7|",
"Microsoft.Compute/virtualMachines/Zt&H/M 7", "Microsoft. Resources/H /A S /EH A",
"Microsoft.Resources/TtE/2| AATE/27|", "Microsoft.Network/virtualNetworks/A 7|",
"Microsoft.Network/virtualNetworks/read", "Microsoft.Network/networkSecurityGroups/write",
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