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Floating IP addresses in
one or more route tables

Node 1 Node 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
T P X

Availability zone 1

Availability zone 2

Subnet 2

Synchronous mirror of
data between nodes

Mediator
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Floating IPs
routed to VPC1
route table

Transit
gateway
i “\ "
,
Floating IPs
routed to ENIs transit gateway
= Mediator Client
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NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

CHS HZ O[0|X|= EA AH|O|ES0|2] B2 H|O|E2S EHELIC}. 6{7]0f= Cloud Volumes ONTAP 0f|Af

- — - A

AHE3t= & 712l VPCE| CIDR EE0f| thet Z=ef 4712 E2E IP F47F ZeHELIC

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q, Filter by attributes or search by keyword

CIDR Attachment Resource type Route type Route state

I 10.100.0.0/16 tgw-attach-06e77bd34e2ff3118 | vpe-0b2bc30eldc8eldb I h "\VP...C‘Z' propagated active

10.160.0.0/20 Tow-attach-00ebadeac3250a7db | vpc-673ae608 | / \ oo propagated active

gw-attach-Ulebadea Ud7db | vpc-b/3aebl \ L‘\ﬂ;}'/“ static active
172.23.0.2/32 tgw-attach-00eba3eac3250d7db | vpe-673ae603 vee, . static active
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 ‘E-Lgnant-m-\g static active
172.23.0.4/32 tgw-attach-00ebadeac3250d7db | vpe-673ae603 LB/ Addresses, ... active

[==J = 1

ChS ME o|ojX| VPC 10] Ch3t ZE2et Z2E |p FAE BeHsls VPC 29| Z2 Blo|22 BOiZLICH
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Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet Asscciations Route Propagation Tags
Edit routes

View All routes -
Destination Target Status Propagated
10.100.0.0/16 local active No
0.0.0.0/0 Igw-072500d01781e67df active No
10.160.0.0/20 1aw-015b7c243661ac279 s/ {“_\L_,J No
172.23.0.1/32 1gw-015b7c243661a0279 active No
172.23.0.2/32 1gw-015b7c249661ac279 Ek}atj n g l B No

o i, | mt

172.23.0.3/32 1gw-015b7c249661ac279 Addresses No
172.23.0.4/32 1gw-015b7¢249661ac279 active No

5. BF IP FA0|| AMALHOF Sh= VPCO| 25 371510 HA 42| VPCO| LYt = E|0|ES +FRiLICt.

O] tHAl= VPC 2t EtRE S 2t=5t7| iiZ0| ZSQELICE
CtE #E 0|0|X|= VPC 12| Z2 E|0|E2 EHFELICt 07|0ll= 25 IP FA2F 22H0|AETL U= VPC 201
oot 227t ZEELICH 252 HAYS X 1f XtSCE E2E IPE ZE H|0|S0f| F/IASLICE
Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View | All routes -
Destination Target Status
10.160.0.0/20 local active
pl-68254001 (com.amazonaws.us-west-2.s3, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2 active
0.0.0.0/0 Igw-b2182dd7 active
10.60.29.0/25 pex-589¢3331 active
I 10.100.0.0/16 1tgw-015b7c249661ac279 I \.\J_P.CZ
10.129.0.0/20 pex-fi7e1396 active
172.23.0.1/32 enl-0854d4715558¢c3¢db F.Ioating
UL
172.23.0.2/32 eni-0854d4715559¢c3cdb acti |B
172.23.0.3/32 enl-0f76681216c3108ed Addresses
e e N
172.23.0.4/32 eni-0B54d4715558c3cdb active
6. VPCol Lot 2= EfTlof CHet Eot OF ™S Ho|o|ERL|Ct
a. 7td AHd 2R E0M *A B SEeL|Ct
b. ZZ H|O|E B2 225l HA Y 25 IP F& & otLtol| cHet Jst= etHS MEfgL|ct
c. *Hot IS SEStMa
d. *QIHIRE & MES MEfSIL|CH
e. *7¥| FI18 SYeLict
f. SN *ZE EfE*S MEHSH CHS VPC IP FAE MEIRIL|CE
g. HE Atets HEotH *H & XE+2 SE5tMR
7. 22 IP FAE A8SI0] 2210 EN &S OIRERLIC
222 25 22| {0 OIRE BE 82 Sl 2501M SHIE IP A8 #2 5 JSLIC
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": |
"arn:aws:kms:us-east-

l:externalaccountid: key/externalaccountid"

I

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true
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"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud(0|=) X4
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

I

"Resource": "arn:aws-us-gov:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1y

"Resource": "arn:aws-iso:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",

"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

boo o
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws—-iso-b:s3

"Effect": "Allow"

° Cloud Volumes ONTAP = =0]| CH$H uHod X xH

:::fabric-pool-*",

:::fabric-pool-*",

_ Ho
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"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud(0|=) X4

41



42

STPAL

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*/*",
"Effect": "Allow"



"Version":

"Statement": [

{

"Action": [

"2012-10-17",

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":

"arn:aws-iso:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",

"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource":

"arn:aws—-iso:s3:::netapp-backup*/*",

"Effect": "Allow"
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"Version":

"Statement": [

° HA &XHX}

{

"Action": [

"2012-10-17",

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":

"arn:aws-iso-b:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",

"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource":

"arn:aws—-iso-b:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses"

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Valumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[“'T\] AWS Markelplace
L

Subscribe and then click 5et Up Your Account to configure your account.

(27} Cloud Manager
2

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Select Charging Method

° Professional By capacity

Essential

Freemium (Up to 500 GiB)
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Per Node
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Edit Credentials & Add Subscription
Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.
Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Valumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.
The next steps:
[/T\] AWS Markeiplace
"~ Subscribe and then click Set Up Your Account to configure your account.
,:‘E'\] Cloud Manager
— Save your subscription and associate the Marketplace subscription with your AWS credentials.
b. 2E2 S0I2 =, H7 ¥ HO|X|7F LIEILHH & 7|Hh Ii7|X| S HESHM K.
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Select Charging Method
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
", A

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel

£2 S0t2 =, Y7 SY Ho[X|7} LIEILIE S 7|8 Ii7|X| S MESHAR.

o
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Select Charging Method
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Quick t 0 \ Advanced create
uick create
/ You set all of the configuration options, including

Use the recommended and default configuration options. You can

) specifying performance, networking, security, backups,
change most of these options later.

and maintenance.

System details

Cloud provider account Instance Profile | Account ID: 2 12 AV
Name (D Action required v
ONTAP Credentials (D) Action required v
Tags 0 Tags v

Deployment and Configuration

Deployment Type Single node AV

Network configuration US East - N. Virginia | VPC name - 172.31.0.0/16 | Subnet name - - A

Charging and Services

Marketplace subscription Sub2-ByCapacityByNodePYGO_delete_after_1234 AV

License Freemium (Up to 500 GiB) A

Data services and features Netapp Backup and Recovery AV

NetApp Support Site account No existing account N
Summary

Overview Y
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Volume Details & Protection

Storage VM (SVM)

ABDCv5689 | svm_coms CVO1 v
Volume Size 7 Unit Snapshot Policy
100 GiB he default he
default policy
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",



"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "*"

"sSid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": [
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",

"ec?2:TerminateInstances",
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"ec2:AttachVolume",
"ec2:DetachVolume"
1y
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec?2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec?2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",

"Wk n



"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

"ec2:
"ec2:
"ec2:

"clo
"clo
"clo
"clo
"clo

L1
LU
"wa
L1
LI

"3

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec?2

"ec2:
"ec2:
"ec2:
"ec2:

lam:

lam:

lam:

lam:

lam:

lam:

lam:

lam:

:RevokeSecurityGroupEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",
:ModifyNetworkInterfaceAttribute",
DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
:DescribeKeyPairs",
DescribeRegions",

DeleteTags",

DescribeTags",
udformation:CreateStack",
udformation:DeleteStack",
udformation:DescribeStacks",
udformation:DescribeStackEvents",
udformation:ValidateTemplate",
PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
ListInstanceProfiles",
CreatelInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

List*",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociatelamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
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"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

I

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

"ok n
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"Version": "2012-10-17",

"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

Yoo
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

I

"Resource": "arn:aws-iso-b:s3

"Effect": "Allow"

:::fabric-pool-*",

3 3 3 falorie=poel=*",



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
1y
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses"

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": "*"

—
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1. "Azure Portal0l|A] Azure Cloud Shell0{] SHA|A"

2. 1718H BE 7|58 SEStMa:

az account set -s AZURE SUBSCRIPTION NAME OR ID

az feature register --name EnableHighAvailabilityMode --namespace
Microsoft.Network

az provider register -n Microsoft.Network

az feature show --name EnableHighAvailabilityMode --namespace
Microsoft.Network

Azure CLI= CHE3t RAFSH 21HE HHetsl{of gL Cf,

"id": "/subscriptions/xXXXXXXXKX—XXXX-XKXXX—XXXXK—
XXXXXXXXXXXX/providers/Microsoft.Features/providers/Microsoft.Network/fe
atures/EnableHighAvailabilityMode",

"name": "Microsoft.Network/EnableHighAvailabilityMode",

"properties": ({

"state": "Registered"

b
"type": "Microsoft.Features/providers/features"
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5. Linux %!

Cloud Volumes ONTAP

Non-Restricted Countries

If you are upgrading to ONTAP 9.15.0P1, and
you are in "Non-restricted Countries", please
download the image with NetApp Volume
Encryption.

DOWNLOAD 9150P1_V_IMAGE.TGZ
[2.58 GB]

View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.PEM [451 B]

View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.SIG [256 B]

View and download checksums

gjo

| macOSO|M= CtS

2 IS A|R. md5sum 2|1 sha256sum

2 A5t targz U S =T

Cloud Volumes ONTAP

Restricted Countries

If you are unsure whether your company
complied with all applicable legal requirements
on encryption technology, download the image
without NetApp Volume Encryption.

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ [2.58

GB]

View and download checksums

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.PEM
[451 B]

View and download checksums

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.SIG

[256 B]

View and download checksums

o md5sum AZURE- <version> PKG.TAR.GZ.

U0 L2 EE

St Azure O|0|X|2| Zt1t

Cloud Volumes ONTAP

DOWNLOAD GCP-9-15-
OP1_PKG.TAR.GZ [7.49 KB]

View and download checksums

DOWNLOAD AZURE-9-15-
OP1_PKG.TAR.GZ [7.64 KB]

View and download checksums

fLICt sha256sum AZURE-<version> PKG.TAR.GZ .
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LIC}. tar -xzf @H.
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9.15.0P1 azure.pem
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Azure Marketplace0|A] Cloud Volumes ONTAP € VHD 0|0|X| Li2LK7|

VHD O|0|X|7} Azure 22t Z0f| AHA[=|H O 0|2} NetApp Ol A 2t2|=[X| SE&LICE CH,
AlAlEl 0]0]|X|= Azure Marketplaced| HH*IE"—IEF O|O|X|Z7} Azure Oz E2[0| A0
AH[O|AE[0] AIAE|H Azure= VHDL| AIZf 2 20{|A 1MB, 2 F20i|A| 512HI0|EE
=ZeL|Ct VHD ool MEHES 2elst2{ ™ Azure Ufﬂ'nﬂﬂoleﬂ)\‘I AzureZt £33t VHD
O|0|X|E LHELHOF gfLC.

AlZFsE7| o

A AEIO| Azure CLIZE MX|=|0] =X, OIL|™ Azure PortalS S38H Azure Cloud ShellS A% 4= Q=X|
SHOISHM| Q. Azure CLIE A X|SH= 2o CHSH XHM|eh LHE 2 TS 2 &ZSHMIK. "Microsoft 2EA: Azure CLI A X|

HpEH
od .
CHA|

1. version_readme Wt O| LIES AE3t0] A|AHIS| Cloud Volumes ONTAP HZH 2 Azure Marketplace 0|0|X|
H 0l OjZ e L|C}. Cloud Volumes ONTAP HAM 2 L2t 20| EHEL|CH buildname Azure Marketplace
O|0|X| HHM 2 Ct3ut Z0] EHELICH version HA OfZOA.

C2 oo A= Cloud Volumes ONTAP & 9.15.0pP1 Azure Marketplace O|0|X| {7 0{| Of &l =!
9150.01000024.05090105 . O] Azure OFZIE2|0|A 0[0|X| HM 2 LtE0f O|0|X| URNS AHEst= O
At EILICE

[
"buildname": "9.15.0P1",
"publisher": "netapp",
"version": "9150.01000024.05090105"

2. VM2 S = X9 2 AELICH X[ 0|82 22 E AFEILICE 1ocName OFZIEZ|0|A 0]O|X|S] URNS
g tEste{H CHE S-S HASHA K.

az account list-locations -o table

Of EO|M= X[ 0|F0| CtZS2t 20| LIEHE LI Name EE.
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3.

4.

$ az account list-locations -o table

DisplayName Name RegionalDisplayName
East US eastus (US) East US

East US 2 eastus?2 (US) East US 2

South Central US southcentralus (US) South Central US

of2i EO|A i Cloud Volumes ONTAP It VM HHE R& 0] it SKU 0|2 AESHM|R. SKU 0| &2
U2 E A ELICH skuName OFIZ2|0|A 0|0|X|2] URNE HEY mff HQL(C
O£ £04, Cloud Volumes ONTAP 9.15.02 A%t B E T L E HY X = OS2 ALE6HOF gLt

ontap cloud byol SKU O|E2E.

* Cloud Volumes ONTAP H{X* VM HZE Sl SKU 0|

9.17.1 0|4t Azure OpIZ|0|A ontap_cloud_direct_gen2
9.17.1 O|At NetApp Console ontap_cloud_gen2
9.16.1 Azure OtZIZ2{|0|A 28 ZaE ClolAE
9.16.1 =2= 28 _2RE

9.15.1 =25 =28 _22RE

9.15.0 2t e HiE o8 Zatec Hiolg
9.15.0 Z&, WIIBY(HA) HHZ <& 2elec H|g

ONTAP HZ 2} Azure OtZIE2{|0|A O|O|X|E
O Z2|0| A0 A VHD IS L= HL|CE

OjZlst = Azure Cloud Shell EE= Azure CLIZ AFR6I0] Azure

Linux%| A Azure Cloud ShellS At23510{ VHD I} LHELK7|

Azu

Linux A|AEI0|| CHRZESHL|C} Azure MarketplaceO|A VHD 0O|0|X|S

A
1.

re Cloud Shell0f|A] OpZIE2{|0]|A 0|0|X|E VHD It (0il: 9150.071000024.05090105.vhd)ZE LD Z&H
7122 C}S tHA E A6t 2.
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PS /home/userl> $Surn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

PS /home/userl> S$SlocName="eastus2"

PS /home/userl> S$SpubName="netapp"

PS /home/userl> S$SofferName="netapp-ontap-cloud"

PS /home/userl> $skuName="ontap cloud byol"

PS /home/userl> Get-AzVMImage -Location $locName -PublisherName S$pubName
-Offer SofferName -Sku S$SskuName |select version

141.20231128
9.141.20240131
9.150.20240213
9150.01000024.05090105

2. YX|Sh= O|0|X| T Z OFZIE2|0|A O|O|X|Of M A 22| CIAFE BHELICH

PS /home/userl> $diskName = “9150.01000024.05090105-managed-disk"

PS /home/userl> $diskRG = “fnfl”

PS /home/userl> az disk create -g $diskRG -n S$diskName --image-reference
Surn

PS /home/userl> $sas = az disk grant-access —--duration-in-seconds 3600
--access-level Read --name $diskName --resource-group S$diskRG

PS /home/userl> $diskAccessSAS = ($sas | ConvertFrom-Json) [0] .accessSas

3. #2| C|A30|M Azure StorageZ VHD IHU S LHEHLICEH MESE HNA £+ZOZ ZH|0|HE THEL|CE O]
Olofl A R2|= CtS 2t 22 0|E9| AH|O|HE AEMELICE vm-images ~2t &7H Container M +&.
Azure Portal0i| A MZ A AE HMA F|E 7FHSLICH ME A AE > examplesaname > HM|A 7| > key1 >
key > HEA| > <EAb>

PS /home/userl> S$storageAccountName = “examplesaname”

PS /home/userl> S$ScontainerName = “vm-images”

PS /home/userl> S$storageAccountKey = "<replace with the above access
key>"

PS /home/userl> S$destBlobName = “9150.01000024.05090105.vhd”

PS /home/userl> S$destContext = New-AzureStorageContext
-StorageAccountName S$storageAccountName -StorageAccountKey
SstorageAccountKey

PS /home/userl> Start-AzureStorageBlobCopy -AbsoluteUri S$diskAccessSAS
-DestContainer S$containerName -DestContext S$destContext -DestBlob
SdestBlobName

PS /home/userl> Get-AzureStorageBlobCopyState -Container S$containerName
—Context $destContext -Blob S$SdestBlobName
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4. MM %l 0|0|X|Z Linux A|AHI0| CtR2 2 EBLICH AFES}CH wget VHD YU S CHREEsH: BH:
wget <URL of filename/Containers/vm-images/9150.01000024.05090105.vhd>

URL2 EZF YA Z ELICH XHS%HE 26l Of2f{et 20| URL EXtE 2 IHAA|Z & JESLICH EE= Azure CLIE
AtgE 2 JELICH az URLE 7= BFQILICH URL

Ol Al:https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd][]

o. 2| TjA3 Fe|

PS /home/userl> Revoke-AzDiskAccess —-ResourceGroupName S$diskRG -DiskName
$diskName

PS /home/userl> Remove-AzDisk -ResourceGroupName $diskRG -DiskName
$diskName

LinuxOi|X| Azure CLIE AF235t0{ VHD It LHELK 7|
EZ Linux A|AEIO|A Azure CLIE AFE3SHY OFZIE8[0|A O|0|X|E VHD It 2 LHE-L|CH

B
1. Azure CLIO|| 21918t OF21Z2|0|A O|0|X|E LIESfL LY.

Q

% az login --use-device-code

2. 23QIstHH A 2K E AHEste] H|0|X[E FLICE. hitps:/microsoft.com/devicelogin QIZZEE
UHSIN K.

Q

% az vm image list --all --publisher netapp --offer netapp-ontap-cloud
--sku ontap cloud byol

{

"architecture": "xo04",

"offer": "netapp-ontap-cloud",

"publisher": "netapp",

"sku": "ontap cloud byol",

"urn": "netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105",
"version": "9150.01000024.05090105"

}y

3. OpziZ2f|o]A o|O|X[of| A YX|St= O|0|X| HHMQOZ AZ2 22| C|AIE FHELCH.

129


https://microsoft.com/devicelogin

(o

% export urn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

export diskName="9150.01000024.05090105-managed-disk"
export diskRG="new rg your rg"

o° o o° o°

az disk create -g $diskRG -n $diskName --image-reference Surn

az disk grant-access --duration-in-seconds 3600 --access-level Read
--name S$diskName --resource-group S$diskRG
{

"accessSas": "https://md-

xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

28&Sr=DE&SI=XXXXXXXX—XXXX~XXXX-XXXX~XXXXKXXKXES I JXXXXXXKX XXX XXX KKXXXXXXXXKX"

}
% export diskAccessSAS="https://md-
xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

28&STr=DESI=XXXXRKXXX~XXXX—XX~XX~XXESIJXXXXXXXXXXXXXXXXXXXXKXXKKK"

T2 MAE XtSosteH BE £20|M SASE FE0H0F HLICH XHME LHER2 i EME HZESHMIR.
4. 2| ClAZo|lM VHD It L= -HL|CH

a. ATt ANA £FO R ZH|0|HE THELICE O] 0|0f| M= ZiE| 0|2tz 0| F0] /}EFLICE vm-images ~2t
Sl container M £F0| AFEEILICE.

b. Azure Portaloi| A KZr2A AY AMA 7|E 7EHZLICH ME A AE > examplesaname > AN A 7| > key1
> key > HA| > <5Al>

LESHLRE

mjo

AMEE = UAFLICE az O] THAOf CHE BHLICE.
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export storageAccountName="examplesaname"

export containerName="vm-images"

export storageAccountKey="xxxxxxxxxx"

export destBlobName="9150.01000024.05090105.vhd"

o® o° o o°

o°

az storage blob copy start --source-uri S$diskAccessSAS --destination
-container S$containerName --account-name $storageAccountName --account
-key S$SstorageAccountKey --destination-blob SdestBlobName

"client request id": "XXXX-XXXX-XXXX-XXXX-XXXx",
"copy 1d": "XXXX-XXXX-XXXX-XXXX-XXXX",

"copy status": "pending",

"date": "2022-11-02T22:02:38+00:00",

"etag": "\"OxXXXXXXXXXXXXXXXXX\"",

"last modified": "2022-11-02T22:02:39+00:00",
"request 1d": "XXXXXX-XXXXTXXXX-XXXX-XXXXXXXXXXX",
"version": "2020-06-12",

"version id": null

O. Blob ZAMZ Q| HEHE 2QISHA K.

=

% az storage blob show --name $destBlobName --container-name
ScontainerName --account-name S$storageAccountName
"Copy" : {

"completionTime": null,

"destinationSnapshot": null,

Tid": "XXXXXXXX-—XXXX—XXXX-XXXX-XXXXXXXXX",

"incrementalCopy": null,

"progress": "10737418752/10737418752",

"source": "https://md-
xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxx/abcd?sv=2018-03-
28&ST=DESI=XXXXXXXX—XXXKX~XXXX~XXXX~XXXXXXXXXXXX",

"status": "success",

"statusDescription": null

by

6. MM E O|0|X[E Linux MHZ CHREEFLICE
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wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>

URL2 EZE YA Z WELICH XHS%HE 26l Of2f{et 20| URL EXtE 2 IHYA|Z & JSLICH E= Azure CLIE
AEE = JELICH az URLE 71 2&= HHRILICH URL

Ol Al:https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd][]

7. HE|&|= ClA3 "HE|

az disk revoke-access —--name $diskName --resource-group $diskRG
az disk delete --name $diskName --resource-group S$diskRG --yes

rol

ot MY

Lot

ox
_kg_r

Cloud Volumes ONTAP 0| Ciat Azure OtZIE2|0|A O|O| X[ A

Azure O|O0|X| ZZ T2 M|A = VHD TS| A|Ef EE20|AM 1MB, 2 F&20{|A| 512H0|E
X|7Hst CHS sHA| et+E ME5I0 CIO|MAE DU S MMTIL|CH ANE HXIE OI7t|)\|5’|7| 25
sfAlofl= sha256 0| AF2ElL|Ct.

Ch22 I ME 243 Y3 EE TEMA CiE JHeYLCH

Hash Function ———3! 033b9077D...

Signature
Received data Decrypt Digest valid, when
digests match
E - 033b2077h...
Signature Public key

* Azure O|0|X|E CHREEYLICE "NetApp A @ AFO|E" O2| 1 CHOIMAE(.sig) IHY, S7H 7| Q1B A (.pem) I+
Mol QIBS M (.pem) IS FEFILICE . "Azure O|O|X| CIO|R|AE I CHR2ZE" XHMIE LI 2.

© ME[AMES AHB.

* 370 7] ABM(.pem)ollM S7H F|(.pub)E FEEILICE

* ZEE 3 7|1E ME86I0] CIO|NAE MY S sH=FL|Ct

* O|0|X| IHAO||A] A[Z 22 1MBLt 2 2= 512HI0|ES et & MAE AA| IHAo| A2 MAE ClO|HAES}
I H|pE |_|l:f O| &A= OpenSSL BHEE =7 E A0 +AHELICH OpenSSL CLI =7&= T & X|of|
YSOIALE HIE F R Xt HAIXIE EAIRLICH
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https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/

openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>

Linux0f|A| Cloud Volumes ONTAP 0| CH$t Azure OF21E2]|0|A O|0|X| MH =0l

=/ -

LinuxOl Al LHEH VHD It ME S ASot= Zgols E Hel 45, ItE HE, M8 43S0l
ZotEL(Ct.

CHA|
1. S
oY, HQl 1B M (.pem) IHU S FEBILICE,

HZSICE "Azure O|0|X| CHO[H|AE T CH2 2 E" XHMI LI 2.

N
r=

2| A S =I5t K.

(o)

o

openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem

Certificate-9.15.0P1 azure.pem: OK

2 F=0|M 512HI0|EE H|AELIC AFEA|
MAMetL|Ct w2t 10485778 HESLICL

—=2d

3. VHD It ol A|ZH HEO|AM 1MB(1,048,576HI0| E)S |7t
tail,d-c +K 0| 82 O] KHM HIO|EO|A HIO|EE
tail -c.

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp
rm ./sign.tmp.tail

o°® oo o°

4. OpenSSLE2 AH3IH QIZMOIM 37 7|1E &5t AERE THU(sign.tmp)S ME It 37 7|2
HEELCt

Y LEDEE=HS 200 et 83 E= 4T E HEHHE HAIXIE EAIRLICH
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https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html

(o

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verification OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

o A S HElSHM K.

rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem

o oo

macOS0|A| Cloud Volumes ONTAP Ci$t Azure OFZIZ2]|0|A 0[O|X| MH =0l

=/ -

LinuxOll A LHEH VHD IHY NHS ASot= Zol= AE Mol A
ZEotEIL|CY,

|

1. Azure O|O|X| T} S CHRECESHM Q. "NetApp X2 AO|E" T2|1 CIO|HIAE(.sig) THY, 37H 7| Q15 AM(.pem)

ot K2l 2B M (.pem) IHAS Z=EFHLICEH
EtZSICt "Azure O|O|X| CHO| M| A E TH CIR2Z =" XtA|st LI,

2. M2 AHEE =HRISHNIR.

Q.

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. VHD I}Q| A2 HE20f|A 1MB(1,048,576HI0|E)E H|Hst1 & S20|A 512HI0|EE H|HEILICE A=A
tail, d -c +K O] M2 mtUo| KHWY HIO|EO|A| HIO|EE MMTtLICE W2tA 10485772 HEEIL|CE.
tail -c.macOSHME tail BHS 2t=25t= O] 2 1020 23 £ ASLICE

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp
rm ./sign.tmp.tail

o° o° o°

4. OpenSSLE AtESHO] ABMOIM 37K 7|8 F&6t1, AERE MHU(sign.tmp)S ME THH 374 7|2
ASYLICL Y TETEE= AZ ZAutof mat A3 = HIHE LEtL = HAIXIE EAIELICE
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% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp
Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM

-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

o A S HElSHM K.

rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem

o oo

Azure Marketplaced|A| Cloud Volumes ONTAP H{ I

Azure Marketplace 2|8 H{ZEE AFE23HH Cloud Volumes ONTAP =211 2 A| B g 4~
UELICE Azure DP“I‘EHOIAOHH 3 Hol E2I0tO Z Cloud Volumes ONTAP HtEA|
HHZSH D A Xt 2t E0A 2y 7|s1t d5S AT{E = JUSLICH

O M|otoll CHet XtM|st LI 2 CH2 S & XSHM|R."NetApp Console 2t OFZIZ2{|0| A0{| A Cloud Volumes ONTAP
K| =0l CHolf LotENMR." .

O Ztdof| 2tstod
Azure Marketplace ’E!E HHZZE AF2SHH HiZEEl Cloud Volumes ONTAP A|ABRI2 CH3aF 242 542 ZHELICH
Azure Ot Z2||0|AE Solf Ui EEl S MHH QAAEHAO| 7|52 NetApp Console Of|Af A E off HAEIL|CE,

* %[l Cloud Volumes ONTAP H{Z%(9.16.1 0| &).

« T2H|X'd 20| 500GiBZ H|$HEl Cloud Volumes ONTAP 2| 22 20| MAQILICE O] 2t0| A0 = NetApp
X|0| ZSHE[X| il Btg UM IELICE

* EI JHE Y YH(AZ)OIM DIHBH(HA) BER PHE £ 0| LEL T U WS 2 HBELCH AE2X
7hat Al(A IR VM) CHE Ol BHEEILICH 918t 97|~ Eajo]d mE"
+ J|2HOE MAE A Chet FARLICH

* 500GiB Z2H|XY 22F0| Z2|0|Q SSD v2 &2| C|ATR} FE C|A3, H|O|Ef C|AZ,

* NFS, CIFS, iSCSI % NVMe/TCP H|O|E| MH|AE Zt&E StLto| H|O|E K& VMO| B E =S LICE. 37t H|O|E
M&EAx VME =71 &= glE L CH

* NFS, CIFS(SMB), iSCSI, Autonomous Ransomware Protection(ARP), SnapLock % SnapMirror CHot
2fo| MIA T X[ E|FSLICE

* "ONTAP 2= 21Z HME 22d(TSSE)", 2F &=t & & 7| 27t 72X 2 Zdstk|o] JAELICt

* OE 7152 X=X 5Lt
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* Cloud Volumes ONTAP H|Z35t2{™ CH2 Azure &t = SILEZ| Sebz|0{0f SHL|C,

o A0 contributor 7|2 30| Q= AHSIOIL|CE XtM|SH LIRS L2 S AHX8FM| . "Microsoft Azure
MEHM: Azure 7|2 HZ HEt .

° Ch3 et0] A= AHSXH XIE RBAC HYULICE RHMISE LIE2 thES EESHMR. "Azure 2 M: Azure
AMEX RIE A .

"AE At [ { "EFE": [ "Microsoft. AAD/S /A", "Microsoft.Resources/ FS/2| 2 A TE/MT|",
"Microsoft.Network/2 =2 A/M7[" "Microsoft.ClassicCompute/virtualMachines/2A 71",
"Microsoft. Compute/capacityReservationGroups/Hi 2 /24",
"Microsoft.ClassicCompute/virtualMachines/U| E | 3 QIE{I|O| A/H R EIH EQI I E QLT F/MT|",
"Microsoft.Network/U| EY 2QIE{H|O| A/M 7" "Microsoft. Compute/virtualMachines/* 7",
"Microsoft.Compute/virtualMachines/2t&H/M 7" "Microsoft. Resources/H I/ & /ZH A",
"Microsoft.Resources/T+=/2| 2 AT E/247|", "Microsoft.Network/virtualNetworks/A 7",
"Microsoft.Network/virtualNetworks/read", "Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/networkSecurityGroups/read", "Microsoft. Compute/disks/write",
"Microsoft.Compute/virtualMachineScaleSets/write", "Microsoft. Resources/deployments/write",
"Microsoft.Network/virtualNetworks/subnets/read”,
"Microsoft.Network/virtualNetworks/subnets/write" ], "notActions": [], "dataActions": [],
"notDataActions": [] } ]

=0 2|lAA 22Xt "Microsoft.storage"S SE¢F 220= 2RHX| ?oﬁ |C}.
@ Microsoft.AAD/register/action 617t XtM[SH LHE2 CIS2 EESINR. "Azure
AHAM: KE 20 CHSE Azure 2" .

CHA|
. Azure Marketplace AtO|EOf|A NetApp HIZES ZAMTL|CE,

—_

* NetApp Cloud Volumes ONTAP ZI&*S MEHSIM|R.

DHS7|*E S50 B X OFHALS A|ZFelL|C)

*

HS MEHSIAR. |2 220 = UL OZ Cloud Volumes ONTAP 2| %Al 22| A7 EA|EIL|C}
7|2 HollM CHS M2 HEE M3gLC]
=

a > W DN
M
1!
=

o BlAA AE-S E|AA OE8 MESHHLE M 2|AA OE8 oHEL|CE 2|AA JE2 Cloud Volumes
ONTA "ot O F '—HOHH ClA3 S AEEX] VMt 22 2= 2|AAE 5= O =30| ELCH
° K| thd AZOM Azure HABHEE X[ot= X[FS MESINR. SE0M= A8 7hstt XIFE = £
AELICE
=] .

136


concept-ha-azure.html#ha-single-availability-zone-configuration-with-shared-managed-disks
concept-ha-azure.html#ha-single-availability-zone-configuration-with-shared-managed-disks
concept-ha-azure.html#ha-single-availability-zone-configuration-with-shared-managed-disks
concept-ha-azure.html#ha-single-availability-zone-configuration-with-shared-managed-disks
concept-ha-azure.html#ha-single-availability-zone-configuration-with-shared-managed-disks
concept-ha-azure.html#ha-single-availability-zone-configuration-with-shared-managed-disks
concept-ha-azure.html#ha-single-availability-zone-configuration-with-shared-managed-disks
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/permissions/storage
https://learn.microsoft.com/en-us/azure/role-based-access-control/permissions/storage
https://learn.microsoft.com/en-us/azure/role-based-access-control/permissions/storage
https://learn.microsoft.com/en-us/azure/role-based-access-control/permissions/storage
https://learn.microsoft.com/en-us/azure/role-based-access-control/permissions/storage
https://learn.microsoft.com/en-us/azure/role-based-access-control/permissions/storage
https://learn.microsoft.com/en-us/azure/role-based-access-control/permissions/storage
https://learn.microsoft.com/en-us/azure/role-based-access-control/permissions/storage
https://learn.microsoft.com/en-us/azure/role-based-access-control/permissions/storage

rH
il
>~
=
1=
i
fot
=
E
;
ot
Il
=
ko
-3
H=I
2
I
il
>
-

= E AMESHH A|AHI| 2aolgtL|Ct,

* HET oA Thy HEYIS HEUS FTF6ILE SZ0fA M

ot

fLICH.

Microsoft Azure Mgt At2tS =4612{H M 7t HEYIE BT w M| MEUIS

o
() orsofof st 0kIIXIZ, 71 WESAE Mefots 29 JIE MEUS Metefop
':‘5H_|[_|-
= .

= MEiStH™ *of*E MEHSHM|R. 0|2 HO|El Azure HER 3 Eot
a EOH E'R°F EEH’I' 1_1“5.3 SIEHG2{ ™ *OtL| *E MEiBiL|Ct XtMH LI22 CHS 2 X5t .
"AzureOl| CHSE EOF 08 &I,
= 15 BHoflA| Of HHEOH L%t & 7HX| Azure 7| 50| M™E|R}=X| &QIBL|CL & ZSICH Cloud Volumes
ot Az

ONTAP CH! AZ HY 2|8t Azure 7|5 &AMt J2|1"Azuredl A Cloud Volumes ONTAP Of| CH3H
e BE %*g?ar" .
* EfO RHOIA 2|AA = 2AA OF0| et 0|21 gt W2 Holg 4 JUSLICH

[ = T A

* HE + Y oM ME YEE HESH B S A[ZFRILCE

I XIS At2hS He{H 22l 00|22 MEHSHM|R. Cloud Volumes ONTAP Of BiEE[H XS 2|sH LIE &l

HM20| 7hss x|
VM| 23QlIst|C},
o JUELICE

P System ManagerLt ONTAP CLIE AHE5t0] A&t 2|} XHH ZHo = AEZ|X|
J30= =8, LUN EE= 39S MM3t1 Cloud Volumes ONTAP 2] AEZ[X| 7|52 &2

_"O
z
>

HZ 2| sHZ

Azure Ot Z2]|0|A S S¢lf 27 B E Cloud Volumes ONTAP A|ABI0= NetApp 2| X|20] Z3He|X| Q& LICt
HiZ F0i 2X7t YM5HH = 'JE'.'QE ZHE siZstn sHEY = UASLICE
oHA|
1. Azure Marketplace AtO|EOf|A *£ &l ZITt > 2| 23*2 0| SFLICH.
2. 5|2 2O 122 C8H ZARHAIL.
3. x2S Qs = HE BB M XA 7|8HKB) EAE HESHNIR.
o “Azure Dl_;ﬂ:l:l:a_”olA I:IA_IH
° "NetApp 2A{"
> "NetApp KB 2A{"
20| M HHZE A AHIS ROLEN R
Azure Marketplace XI& HHEZE AtE3t0{ HiZZ S Cloud Volumes ONTAP A|ARIS ZAMS T 249| A|AH

H|O|X[Of| A 2t2|Et & UELICH 2& KO|HEE= A|AHIS HMT A|ARIZ FTt6ta, TQst rOIH*E HMgstn
ol2{st A|AHI0| CHell 242 2 E 7|'5 S =2 SlH|SHL|Ct PSSD v2 22|38 C|A 37} Q= Bkl AZ9| 212 HA

137


task-saz-feature.html
task-saz-feature.html
task-saz-feature.html
task-saz-feature.html
task-saz-feature.html
task-saz-feature.html
task-saz-feature.html
task-saz-feature.html
task-saz-feature.html
task-saz-feature.html
task-saz-feature.html
task-saz-feature.html
task-azure-high-availability-mode.html
task-azure-high-availability-mode.html
task-azure-high-availability-mode.html
task-azure-high-availability-mode.html
task-azure-high-availability-mode.html
task-azure-high-availability-mode.html
task-azure-high-availability-mode.html
task-azure-high-availability-mode.html
task-azure-high-availability-mode.html
task-azure-high-availability-mode.html
task-azure-high-availability-mode.html
task-azure-high-availability-mode.html
task-azure-high-availability-mode.html
https://learn.microsoft.com/en-us/partner-center/
https://learn.microsoft.com/en-us/partner-center/
https://learn.microsoft.com/en-us/partner-center/
https://learn.microsoft.com/en-us/partner-center/
https://learn.microsoft.com/en-us/partner-center/
https://www.netapp.com/support-and-training/documentation/
https://www.netapp.com/support-and-training/documentation/
https://www.netapp.com/support-and-training/documentation/
https://kb.netapp.com/
https://kb.netapp.com/
https://kb.netapp.com/

-
0x
rlo
=)
Ral
H
=
>
I>
r|0
rio
&
=
H
_l-'g
ro_+
>
N
C
@
.y
Jn
I:I
E
B>
[>
|
]
=2
oln
I
ot
r
i)

» WHE A AHO| 22 2H0|MAS UHKOl 82 7|90 CHNIBLICL T 2|0[ 2 20| HA"

* BHEE A|ARIO 7|1E 7|52 |XISIL, HIO[E Bz, HIO|E 2|, 22t 7|5 § &2 7t 7|5 7L

’ — =

* Lo X|El 2t0| MAE NFS, CIFS(SMB), iISCSI, ARP, SnapLock 2 SnapMirror Of CH$t {22 ONTAP
2to|MAZ WASL|CH

s Uyt AT WSS IRV YUY HS 2 HEEHLICH

* TR0 of2t 24X MEL AIAL EAIS BEHBILICH

* QIABIAC| SX P FAZ HH IP FAEZ HEFLIC

* 7158 BASHELICH FabricPool #1531 "AutoSupport” , 18| T8 1 M1 ofaf ¥ 247]" ISl A Ao
(WORM) HEAE MASILICL LR o 22014 ol2f8 7|52 Bashe + sttt

* QIAEIAS ZMBHE O AR E NSS AHO| QlATAS SEeh|ct

© 8 2| J|52 BYBBLICL'AIS U £5 DE" UAT A AH0| ChopA,

AlZtst7| o

Azure MarketplaceOll A BT} 2t 2 E| =X
AAEIS HAMSE & QLA L

_|l0}

25N 2. 2& O[O HEE HiZ T} 2t2E| 0 HAM0| Jhseh 0Tt

ZTEUME 7IE AAHIS HMEHY| 9ot &

HXIE wEL|Ct "220] 7|Z= Cloud Volumes ONTAP A|AE! X7

MHA

AMSH= S0 AT HAIX| 7} EAIE 4 UX[CH AM T2MATL AR E K] RAY 5 JSLICH
@ AM F0f|l= Azure Marketplace ZEH0[A A|AE MM Cloud Volumes ONTAP &, £5| A|AH!
EfOE +HSHX| OtM|R. o|2{3t RS HASHH o 4 X| 2ot A|AR SE0| YMe £ QUELICE
ghalo] 2tZsh =
AMo| AR E|H 2L A|AH HO|X[of LIFE A|ABIS 2 4 USLICH CHS ot 22 Cherst 22| 2 s e &
UASLICL"EA =& "EE 7" "F7L AE2[X| VM Z2H|K ", J2|D"QIARA @Y HEF"
A 219

MEA dgof Chet XtMIst LIE2 ONTAP 2HME E XS K.

* "iSCSIO]| CHSH LUN ‘44"

* "CIFSOf Ciet 37 44"

Google Cloudd| Al A|ZIS}|

138


concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
concept-licensing.html#packages
task-tiering.html
task-tiering.html
task-tiering.html
task-verify-autosupport.html
concept-worm.html
concept-worm.html
concept-worm.html
concept-worm.html
concept-worm.html
concept-worm.html
concept-worm.html
concept-worm.html
concept-worm.html
concept-worm.html
concept-worm.html
concept-worm.html
concept-worm.html
concept-storage-management.html#capacity-management
concept-storage-management.html#capacity-management
concept-storage-management.html#capacity-management
concept-storage-management.html#capacity-management
concept-storage-management.html#capacity-management
concept-storage-management.html#capacity-management
concept-storage-management.html#capacity-management
concept-storage-management.html#capacity-management
concept-storage-management.html#capacity-management
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-adding-systems.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-adding-systems.html
task-manage-aggregates.html
task-manage-aggregates.html
task-manage-aggregates.html
task-manage-aggregates.html
task-manage-aggregates.html
task-create-volumes.html
task-create-volumes.html
task-create-volumes.html
task-create-volumes.html
task-create-volumes.html
task-managing-svms-azure.html
task-managing-svms-azure.html
task-managing-svms-azure.html
task-managing-svms-azure.html
task-managing-svms-azure.html
task-managing-svms-azure.html
task-managing-svms-azure.html
task-change-azure-vm.html
task-change-azure-vm.html
task-change-azure-vm.html
task-change-azure-vm.html
task-change-azure-vm.html
task-change-azure-vm.html
task-change-azure-vm.html
https://docs.netapp.com/us-en/ontap/volumes/create-volume-task.html
https://docs.netapp.com/us-en/ontap/volumes/create-volume-task.html
https://docs.netapp.com/us-en/ontap/volumes/create-volume-task.html
https://docs.netapp.com/us-en/ontap/volumes/create-volume-task.html
https://docs.netapp.com/us-en/ontap/volumes/create-volume-task.html
https://docs.netapp.com/us-en/ontap/volumes/create-volume-task.html
https://docs.netapp.com/us-en/ontap/volumes/create-volume-task.html
https://docs.netapp.com/us-en/ontap-cli/lun-create.html
https://docs.netapp.com/us-en/ontap-cli/lun-create.html
https://docs.netapp.com/us-en/ontap-cli/lun-create.html
https://docs.netapp.com/us-en/ontap-cli/lun-create.html
https://docs.netapp.com/us-en/ontap-cli/lun-create.html
https://docs.netapp.com/us-en/ontap-cli/lun-create.html
https://docs.netapp.com/us-en/ontap-cli/lun-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-share-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-share-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-share-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-share-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-share-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-share-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-share-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-share-create.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-share-create.html

Google Cloud0{|A] Cloud Volumes ONTAP HiZ#| A|ZtSHAN|R

= CHA[2F {X|™ Google CloudOf|A Cloud Volumes ONTAP A|ZHel 4= UELILCE,

=& O0|HE ST

ator £HMI0| GIEkE "2 0f0|HE" SHX| g, sLhs BHS0{0f ELILE. "Google Cloudoll A 24 O0IHES Bt
elg LopEA|R."

QIE{Ll M&0| 758t MEUI0| Cloud Volumes ONTAP B St2{H 24 0f|0|MEE 502 MX|st1 et 22
OIO|MEN|AM &3 F2! NetApp Console O] AM|ASHOF SHLICEH "QIE{Ul T £0] E27Fs0h 2 X0 2 Of0|HES

TSLE HX[ots YHS LotEAMR."

retoll = IIIIEI —_r“é! = o7 IXE MSotALE AL 2H 82 TE =

"Td Al=lofl CHal XHMIS] o2 MR .

e HE/ZS HFstMR
|

1. VPC2} MEUI0| 24 0f|0| M E2} Cloud Volumes ONTAP 7to| HZAE X|St=X| EQl8HAM| 2.

2. O|o|E| A|Z3IE gM3}5te = AL "Private Google AccessS I8l Cloud Volumes ONTAP MEHIS
TASLCE".

3. HA WS HITESHE 29 242t XM MEU0| Qs 47H2] VPCT} YUK BHRIBtHR.
4. 2] VPCE AI2%t= 22 22 00| E MH|A AI™0ll Compute Network User S&2 H3gL|Ct,
C

3. NetApp AutoSupport O CHSH CHAF VPCO| A OFRHIR = QIE{Ull HM|A S 233l

ful ﬂJ

QEUl H&K0| E27hsT

| X|0i| Cloud Volumes ONTAP B Z 5= AL O tHA|l= HREIK| 4ELICE

o

"HEHNZ 27 Aol Chol XEMIS| ZOoFEM| K" .

o MH|A AE AH-

Cloud Volumes ONTAP & 7}X| 289 Z Google Cloud MHI* AH™o| HEL|C X H= 2dstet miiL|C
"C|O|E AE2H" Google Cloud?| M&Egot K| AEZ|X|0| ZE HIO|HE AlSeteiLCt & Hll= CHS2 Edste
IHRLLICH "NetApp Backup and Recovery" X@st 7K AE2|X[0| SES WASL|C

StLto| MH|A AHIHE 2T & I SHQZ HE A8E & ASLICEH ME|A AFHollE ME A 2e|Xp 20|
OI0-|0|: 'c'>'|'|__||:|-
AN [=] .

'HAE XEHE HOHEMR".

o Google Cloud API &5}

139


https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-private-mode.html
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html

"I2HEN M CFZ Google Cloud APIE Z42t5tMR." . 0|2{8t API= Console 00| E2}t Cloud Volumes
ONTAP H{Z5tH= of| ZQEh|ct

221 HiE Z2|X} V2 API
+ 2212 EZ API

s 22}2C Z|AA 2K} AP
* ARE AT API

* 1D X AHA|IA ZE|(IAM) AP

e 248 A5 Cloud Volumes ONTAP 4!
*AAER FIPHE S50 HEStE = A|AH RS MEISH CHS OHHAS| THAIE b2 8fL|C "CHAIE X|E 2
AHEANR" .

a3

—

e

* "2E OO|HE My"

* "Linux SAEO0| 2£ Of0|ME AT EQ 0] MX|"

* "2Z 0f|0| M E0f CH$F Google Cloud gt

Google Cloud0f|A| Cloud Volumes ONTAP 7242 #|2IStN| K.
Google Cloud0]| Cloud Volumes ONTAP H{Z5H= 22 fIF2E 2+ At 5= 0|2
THE AARS MEHSIAHLE IR0 FHE TS %l%l—llif. Hote #d8 MElst= 32

AME 7ts¢et S OlsHi3loF BfL|Ct.

Cloud Volumes ONTAP 20| MAE MEHSIN| R

Hy

Cloud Volumes ONTAP 0f|= 2] 7}X| 2t0| M A SMO0| HSEILICH 2t M2 S 1|ste] 2R = AH 2E

Mgt 2 gLt

Ml
o

* "Cloud Volumes ONTAP Of CHst 210 M Al SM0of| CHol Lot MR

* "2to| M4 A gty ot Y|
XYEl= XG9S MENSHA| R
Cloud Volumes ONTAP CHE-22| Google Cloud X|F0[A| X|@ELICH "X == Ko HH| 55 7",
K== HA RYS MESINR
Cloud Volumes ONTAP MEiSH 2t0| A R0 M2t o2 7K HAl RS X| Lt
"Google Cloud0{|A] Cloud Volumes ONTAPO| CHal X|Rl&[= A"

X & ot O[sf{s}7|

Cloud Volumes ONTAP A|ARIQ| A 8T H|ot2 2fo| A0 w2t 2FELICH FI1Eel Hieh2 Sxet fo|of

140


https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-licensing.html
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://bluexp.netapp.com/cloud-volumes-global-regions
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html

3700 Fek= OIELICH FES A2l o of={et Mot Atets €11 UO{OF BHL|CE.

o

"Google Cloud®| Cloud Volumes ONTAP AE2|X| H|st AtEt"

Google CloudOll A A|AE 37| =X

Cloud Volumes ONTAP A|AEI9| 37|E ZFsIH 45 8l 8 27 ArdS £55t= o ==0| 2 = JAFLICH MU
7Y, 23 RIS 023 37| dEfg o B UK Hy ArgES 2otof gLt

=
71A /d

K== 7[A & QISHM|R. "Cloud Volumes ONTAP Z2|A L E" O3 CHS Googled| A X[ &= 2t 7|7]
Faof it MR HEE HESLCH HA |0 %= vCPU =2 HZ2|0)| 5HAH QI3 2E Q7 AFE
ZHSIMIR. 2t CPU 207t HERIZ HsE 3*““9“3" ol FASHMNIR.

-'-O
fys
X

KiMIS LIE2 CHE S EZSHMIR.

* "Google Cloud &A: N1 E& M4l 4"

— o

* "Google Cloud 2Al: 45"
ClA3 RY

Cloud Volumes ONTAP 0| CH$t 238 MM %t il Cloud Volumes ONTAP CIA 30| AFRSt= 7|2 S22t
AEE|X|E MEqslof BfLICt CIAS RS OIS & otLtY & UYSLICH

SSD @7 CIA3: SSD ¥7 ClAIE &2 40| 29| IOPSTH TR YRR SOl 74 MerghLct

T X|& C|23: 0[2{% SSD= GBY O 2 IOPSE M35t g5t HIE2 #¢
H

08 02 of
ngE nE nE

o
o=
o
o=
o
o=

HA

= - =1

ot
G OAT: BEE EF CAT = ZHA0|H =X 7|/ 7] ZAS Mg = JSLICE
AMIst LI 2 CHE2 2 & XSIMIR. "Google Cloud 2A: ¥ H3L C|AI(EE 9 SSD)".

ClA3 37|

Cloud Volumes ONTAP A|ABIS BHESH Of X7| C|A3 AT|E

1EHOF BFL|Ct. O =0f|= NetApp Console
AHESI0] A AR 822 22l £+ UK

CHS Atol FolSHMIR.

ra
fial
g
ial
N
i
-
4
Ot
i
rir
oy %
-|o

* HAE 2= ClA3S 37| = SL6HOF ghLCt.
VHSIHAM HRSt 37HS 2HSIM K.
A C

|23 37| A|ARIO|M AR 7H5SF vEPU 0] [t2t X522 2R ELIC

° "Google Cloud 2A: &

o4
° "Google Cloud BHA: 3 |
7|12 AAH CjA3 HY|

AHEXH H|OIE X Z 2|0 = 242 Cloud Volumes ONTAP A|AH! H|O|E{ (& H|0|E, R E C|0|E{, 20{ H|0o|Ef &
NVRAM)E ¢let 22tRE AEZ|X| = FOfELICt AH2lS M<2{H Cloud Volumes ONTAP H{ES}7| F0i| Of2{gt
MR ZEE AESH= 20| =20 € £ ASFLIC

= T AN

141


https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-limits-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/reference-configs-gcp.html
https://cloud.google.com/compute/docs/machine-types#n1_machine_types
https://cloud.google.com/compute/docs/machine-types#n1_machine_types
https://cloud.google.com/compute/docs/machine-types#n1_machine_types
https://cloud.google.com/compute/docs/machine-types#n1_machine_types
https://cloud.google.com/compute/docs/machine-types#n1_machine_types
https://cloud.google.com/compute/docs/machine-types#n1_machine_types
https://cloud.google.com/compute/docs/machine-types#n1_machine_types
https://cloud.google.com/compute/docs/machine-types#n1_machine_types
https://cloud.google.com/compute/docs/machine-types#n1_machine_types
https://cloud.google.com/docs/compare/data-centers/networking#performance
https://cloud.google.com/docs/compare/data-centers/networking#performance
https://cloud.google.com/docs/compare/data-centers/networking#performance
https://cloud.google.com/docs/compare/data-centers/networking#performance
https://cloud.google.com/docs/compare/data-centers/networking#performance
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/#pdspecs
https://cloud.google.com/compute/docs/disks/performance
https://cloud.google.com/compute/docs/disks/performance
https://cloud.google.com/compute/docs/disks/performance
https://cloud.google.com/compute/docs/disks/performance
https://cloud.google.com/compute/docs/disks/performance
https://cloud.google.com/compute/docs/disks/performance
https://cloud.google.com/compute/docs/disks/performance
https://cloud.google.com/compute/docs/disks/performance
https://cloud.google.com/compute/docs/disks/performance
https://cloud.google.com/compute/docs/disks/performance
https://cloud.google.com/compute/docs/disks/performance
https://cloud.google.com/compute/docs/disks/performance
https://cloud.google.com/compute/docs/disks/performance
https://cloud.google.com/compute/docs/disks/performance
https://cloud.google.com/compute/docs/disks/performance

* "Google Cloudd|A Cloud Volumes ONTAP A|AH! H|O|E{Q| 7|&2 C|A3T HI|",
* "Google Cloud &£A{: Cloud Quotas 7HR"

Google Cloud Compute Engine2 2|AA A0 SEZS M ESIEE Cloud Volumes ONTAP H{ZZSt7| FHof|
SOl =ESHR| QAb=X| 2olsofF BfL|C,

HESY HE 47

Tk

£ O[O|MEN| = A|AR CIAS T HQPL|C "2& O 0[FES| 7|2 740l CHeh M FE 7|,

Google Cloud0]| Cloud Volumes ONTAPS HiZEY f 7t& HIES{30]| Chet M2 HEE X[HsHof gfL|Ct,
IAEE MBSt HEXZRE FEE Y & JASL|CL

Th L= A|AHIOf CE HIEHZ FE

Google Cloud M & =9 7K
N

=

s
—

VPC WIEQ3
MeEu

HESHE A (REH| HrshE KRS

A8%tE 82)

o2 SHO| HA ¥oj thist LIE|IZ HE

Google Cloud M= a9 7K
N
=19

[e:]
o
LE29 9

18 18

SMALE ?let 719

VPC-0 & MEU
VPC-1 % MEUl
VPC-2 % M=l
VPC-3 & MEU

Thel Zo| HA Mol chst EYS M

Google Cloud M= ol 71K
PN

142


https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/reference-default-configs.html#google-cloud-single-node
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/reference-default-configs.html#google-cloud-single-node
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/reference-default-configs.html#google-cloud-single-node
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/reference-default-configs.html#google-cloud-single-node
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/reference-default-configs.html#google-cloud-single-node
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/reference-default-configs.html#google-cloud-single-node
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/reference-default-configs.html#google-cloud-single-node
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/reference-default-configs.html#google-cloud-single-node
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/reference-default-configs.html#google-cloud-single-node
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/reference-default-configs.html#google-cloud-single-node
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/reference-default-configs.html#google-cloud-single-node
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/reference-default-configs.html#google-cloud-single-node
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/reference-default-configs.html#google-cloud-single-node
https://docs.cloud.google.com/docs/quotas/overview
https://docs.cloud.google.com/docs/quotas/overview
https://docs.cloud.google.com/docs/quotas/overview
https://docs.cloud.google.com/docs/quotas/overview
https://docs.cloud.google.com/docs/quotas/overview
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-connector-default-config.html

n
>

Google Cloud & FAlof THK|

=

=y
—_

0
r

VPC-0 U el
VPC-1 % MEul
VPC-2 & MEUl
VPC-3 % AUl

ot SR(RHY et HMe
Agsts 22)

— OT

MI| £ 5 MEISINR

Z&8 AH83IH Google Cloud?| 117+ d(HA) 4E H|2|3t1 Cloud Volumes ONTAP Of CHot M7| £ AN S
MEHSE £~ QIELICHL M7 K25 MEiSHY| Hof| Yot d™ut =2 HFO| XI0|H, 52 MJ| £ E ALY mfe| ¢t
HE ArE ofsfsiof BfLICE "M 7| &0 CHOH AHM|S| LOFE M2 .

ONTAP Ol = 2ot & XN& 82 £ = U= O] 7K ME 229 7|50| ZYEOf JASLILE 2E0HM =S
Ao o ol2{et 7|sS et Z2LO|LL HIZYelsh= T2ES et = JAELICH ofif T2 AEHX
2= ol =20| =| =% o|2{gt 7| S0l thoh XtAIS| LOotEM 2

NetApp 2E2[X| 284 7|52 LIS1t Z2 O|HE HSELIC)

W Z2H| Y

A =21H AEEX| 20| = AECHH B2 =2|H AEE|X|E S AELL AFEXI0A MSELICE M S¢S
0|2| gEst= i, Hlo|E 7t 7|§%!01| utzt 2 =50l XM S0l He = EEELC

s28
St HolE| 22S NoF BY 3R 20| it AX2 Cixslo] ZELES FHNYLIC 0] 7|22 SYt
280 At 525 lojE 222 Msi0l XY 8 87 AfPES FYLIL

e

1K 2K}, 22 P40 28 W G0|E & =50 H|0[E{E M&ESt= ol 2Rt S2|H 822 SYLIC

Cloud Volumes ONTAP 0| Ci{St Google Cloud HERZ MH

NetApp Console IP £, l0tA3 HAZ S Cloud Volumes ONTAP 2| HIEYZ M8 QA E
HXNSLICH OFRHIRE °|E1'—*' H£0] 7f%3._*7(| SE0H IR IP FATFALE 7HSTHX|, SHIE
HEO| 4EE| A=K S =elsHof gLt

HA WS HZESt2{H CHS S &80 BL|CH"Google Cloudd|Af HA 40| ZHs o= BhAl ORI |

Cloud Volumes ONTAP 7 Atst

Google CloudOlAl= CHE 27 AleE SE3M0F &LICf.

143


https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/concept-write-speed.html
concept-ha-google-cloud.html
concept-ha-google-cloud.html
concept-ha-google-cloud.html
concept-ha-google-cloud.html
concept-ha-google-cloud.html
concept-ha-google-cloud.html
concept-ha-google-cloud.html
concept-ha-google-cloud.html
concept-ha-google-cloud.html
concept-ha-google-cloud.html
concept-ha-google-cloud.html

THY LT AJAEIO) CHEE 7 AFY

n

Y L A|ARIS A=5t2{E WE/ZO| LS 27 Arg

r
o
ot
It
ot
rr
Rl

fot
ro
_O'_I-
I
=
to

StLte|l VPC

£hel = A|AEIN| = SHLLQ| Virtual Private Cloud(VPC)7t 2 8tL|Ct,

N
e

!

IP =4

Google Cloud®| Tt == A|AHIO| AL Console2 CHS0| Z2to|8l IP FAE EEtetL|Ct.

atc|

- 22

* AE2|X| VM

* Cl|o|Ef NAS LIF
* O|O|E{ iSCSI LIF

APIZ AF2310] Cloud Volumes ONTAP HHESHT L2 Z2i1E XXM AEZ|X| VM(SVM) 22| LIF MAg
AHE = JASLICL

skipSvmManagementLif: true

@ LIFE 22|18 ZEQt HZE IP FALICL SnapCenter 2 22 #2| =70f|l= AEE|X] VM(SVM)
2| LIF7t 2Lt

HA 40i| et E8 27 Atg
HA Y3 B ESHeH HIEQIZO| THE 27 A E SE=X &QlshM K.

ShLE = ol Ao P

0f2| G2{O|Lf Er Ho{0 HA 72 BRESI HlO|E|0] £2 71243 BHE 4+ UBLICH HA Y2 M of
220A of2] Feo|Lt ErY PolS Meistaki HIAIX|7H EAIFLIC,

+ of2] oY)

37 ool M HA TAIS RS Qo LjojAf oj7H LAISITIZHE XIS el Hlo|E| 7Hg 40| BFELICH
Tl 4ol ALSSHS Z40) HIgH M7| M52 o7t SEX|B K| ABtelL|Ct.
+ Br R

T FHof| BiEE|= B2 Cloud Volumes ONTAP HA T4 2 2t HIX| YA S ALSRLICE O] M2 @F
=
=

do
Ok

Ol Y ZHZ ALESHH FH ZHof HI0|E & 50| ZYsHX| 2= H|IE0| ZAELILH.

144

HEEo SHE AESHA e Y Lol B Foll XIHZREH HA 7 H0| 2S5 2F LI,



4719 7t AHE SEtRE

HA 7 80ll= 4712] 7te AE S2FRE(VPC)7F ERELICH Google Cloudd| M= 2t HEH 3 AE{I|0| A7} EE 9

VPC HIE 30| L0{0F StEZ 4712| VPCIt HRL|C}.

HA Y

o
>~

Y 1 220 M= 4712 VPCE MESIEH= HIAIX| 7} EAIELICE.

* LEQF HA AL 2t i S4E ¢let VPC-1, VPC-2 & VPC-3

Y Google Cloud
1 oveco
_________________ T
|
[
I
| tnternal TER/UDP Internal TER/UDP |Imternal TCP/LIDP rr tmcernzl TCR/LUDP
| ¥ E'. lozd balancar ]'.'. lozd balancer vl loadbalancer -"'| lo=d balancer
I
I Cluster manzgement EWM management MNode 1 NAS traffic MNode 2 NAS traffic
|
I
|
|
I

Cloud Volumes ONTAP node 1 Cloud Violumes ONTAP node 2
i nioh |
Medigor nstance
SIED

VPCOllE 7He! MEUI0] 2Rt}

VPC-00| 2% O[0|MEE HiX|St= 22 APIO| AN|ASH OB AESHE EMotst2{H MELI|A Private
Google Access= 4 3tsl{of BfL|Ct.

ol2{et vPCe MEUoll= MZ C}E CIDR He|7t A0{0F BfL|Ct. CIDR HeI7t A& == ¢&LICh

145



7Helip =4
242 Google Cloud®| Cloud Volumes ONTAP 0Off ZQ3t £=9| 7{ol IP FAE XAtSO 2 SHELICH HIES 30
AL 7Hs% IHQl AT S2HK| =helsioF Lt

Cloud Volumes ONTAPO|| &l LIF = Thd L E A|ARIS HiZES=X| £ HA 42 i ZSH=X| o) w2t
SELELICE LIFE 2218 ZEQF HZAE IP FAQLICE SVM 2| LIFE SnapCenterszr 22 2| Sof| 2ot

* tH =& NetApp Console2 A|AEIN| 4709 IP =AE stebstL|Ct.
° LE HE|LIF
o SHAH 22| LIF
° {SCSI H|O|E LIF

@ iISCSILIFE= iSCSI ZZEZ2Z2 Sdff 22I0|HE HMNAE N SSIH A|AEHINAM CHE ST
HEfZ /IE20]| AHEE I-I Ct. ol2{$t LIFE %¢0IE§ AtH|SHH o ElL|CH

o L}A 2fo|

APIZ AFE310{ Cloud Volumes ONTAP B8t CHS Z2f1E X|™HSHH AEE|X| VM(SVM) Z2| LIF
MMS HIHE 4 QSLICT

skipSvmManagementLif: true
* HA % 242 HA Mol 12-137H9] IP FAE SretetL|Ct.

° 27H9| L E 22| LIF(e0a)
° 1 22{AH 22| LIF(e0a)
> 2742] iSCSI LIF(e0a)
@ iSCSILIFE iSCSI ZZ2EZ2 E¢lf 22I0|AHE HHAE HSotH AAHIOA CIE ZL3t
HEXZ A3 E20]| ALZELICE 0|2{3t LIFE 40|22 AfX[sHH ¢F ElL|Ct
° 171 == 2742| NAS LIF(e0a)
° 2712 E2{AE] LIF(eOb)
° 27H2| HA &5 HZ IP =2 (elc)
° 2712 RSM iSCSI IP F24(e0d)

APIE AHE3610] Cloud Volumes ONTAP BfZ St CHE Z2fOE X|HSHH AEZ|X| VM(SVM) &2 LIF
MMS HHE & 9aL|C)

oco=

skipSvmManagementLif: true

L 2 Wiy

£2 Cloud Volumes ONTAP HA WO Z E0{Q = EzfmlZ #2|st= 4719| Google Cloud LHE 5t 24t
II(T P/UDP)E MdgtL|Ch 5t HoiM= otFE 20| BRI g&LIC fE|= U EXR E2fTol CHsl
fHEE(1 Hot ZH|E &tetetr| 26 0| T Ao = LIERMSLICE

m° 0z THI



ot 2C M= 2 1*51 22| 20|11, CHE StLt= AEE2|X| VM(SVM) 22| 80|H, THE StLt= & 122 NAS
xlo} sHLts = 229 NAS EfL2YLICH

712X o= MEf MA| AFHEE[= ZE = 63001, 63002, 63003 L|Ct.

* SfLtel X[H TCP #MAl= AMH|A

* StLEO| X|H UDP A= AMH|A

* SfLiQ TCP X E 1A

* UDP & & 174

* 22 Y20 HE Yot AELICH
72X 2 S 2H MMA = HIEYtE[0] UAX[T BT 20f 2-dotdt= 0] X[@ELICE X|F ZF E2fE ol X|H
AlZto] &3] Z20{X|7| W20l 0] 7|5S HIZF=ASLICE 22l 6{2{20] RAD| LIE X|H9| HAS Et

SENQ ZYS SHX| L E St MSLICH 0| 28 S 2dest=s A2 Fote| HIELA Q3 Aol SHA|
AXEL|C}
=2od .

]

+ VPC

Cloud Volumes ONTAP 2} 2£ 0f|0|M E = Google Cloud 35 VPCet S&H VPCO||A X[ EL|CE.

k

T L E AARIS A2 VPCE 37 VPC = SEY VPCY & USLICH

HA &2l L2 4712 VPC7t ERYLICE 2f VPC= SRH0|AL SEHEY & JASFLICH HE S0, VPC-02 3]
VPCIt & == 1, VPC-1, VPC-2, VPC-32 S&d VPCIt & = UELICH

Z R VPCE AL85IH o3| ZZNENM 714 HERYJIE 745D SA0M 22[gd = JSLICHL _FAE TZME
A 39 VPCHIERIE HNstn MHA ZZHE oA 22 0f|0|ME2} Cloud Volumes ONTAP 7HAH A
IAHAS HES 4= QEL|CE

r0|

"Google Cloud &A: 37 VPC 7iR".

"Z2E O|O|HE HZO|M CHR = E SR VPC d#otS AESH(R."

VPCOllA{2| T2l Oj2{&

"I{Z) 0/2{Z!"Cloud Volumes ONTAP H{ESH= Google Cloud A EUlI0| A H|Z A S}s0fF BFL|Ct,

~

OtRHI2LE lEU

YE
IS

Cloud Volumes ONTAP A|AH 8 Crefet 7|5 floll 2 F A=ZQIE| HMASH| 2|3 OFRHE2 = QIE{Hl
UM AT ERELICH HATE 2ot 27 Ar0| U= &M ol2{et AI=ZQJIET} XHEHE|H Cloud Volumes ONTAP
Hdiz 2sg &= AELICH

22 ofo|HE

S AN URE 9o o2 ASEQIEO| HABLICL ASTQIEC] Ch2t HELE 1SS AxSNR. 22
oflo|HENA ¢

=o
2 AEZQIE HY|" a2|1 "2& MES flet HIE/Z ZH".

—

147


https://cloud.google.com/vpc/docs/shared-vpc
https://cloud.google.com/vpc/docs/shared-vpc
https://cloud.google.com/vpc/docs/shared-vpc
https://cloud.google.com/vpc/docs/shared-vpc
https://cloud.google.com/vpc/docs/shared-vpc
https://cloud.google.com/vpc/docs/shared-vpc
https://cloud.google.com/vpc/docs/shared-vpc
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://cloud.google.com/vpc/docs/packet-mirroring
https://cloud.google.com/vpc/docs/packet-mirroring
https://cloud.google.com/vpc/docs/packet-mirroring
https://cloud.google.com/vpc/docs/packet-mirroring
https://cloud.google.com/vpc/docs/packet-mirroring
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/task-install-connector-on-prem.html#step-3-set-up-networking
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-networking-saas-console.html

Cloud Volumes ONTAP ¢IEXQIE

Cloud Volumes ONTAP 0|2{

olcZolE

— _—

\ https://netapp- ol
cloud-
account.auth0.com

ol

\ pNE=
https://api.bluexp.net
app.com/tenancy

\ AutoSupport

https://mysupport.net
app.com/aods/
asupmessage \
https://mysupport.net
app.com/asupprod/
post/1.0/postAsup

148

—

3} o= ol

—

HE s

EZ AE0I0] Ciefet Mu[Aok SAIRLIC

2
==

ZE0M LB

AtEELICE.

Z£0f|A Cloud
Volumes ONTAP
2|AAE ZAst0]
2| DAL AFE X[ H|
HeotE 20st= o

AtEELIL.

AutoSupport &
™ OIO|HE
NetApp X|ECZ
H&sh= ol

A EL|CH,

HiZ 2=

EZ 2o} ATt
[=]=4

EZ DEQ} ATt
=)=}

HEZ DEQf Aot
BE,

e Cloud Volumes
ONTAP AMH|A

* ONTAP AMH[A

cIOT2EZ 4
TEA| MH|A

Cloud Volumes
ONTAP E|AAL}
AEXH= #BH0|
A& LI,

AutoSupport &7}
MY E|X| EUASLICE


https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.auth0.com
https://api.bluexp.netapp.com/tenancy
https://api.bluexp.netapp.com/tenancy
https://mysupport.netapp.com/aods/asupmessage
https://mysupport.netapp.com/aods/asupmessage
https://mysupport.netapp.com/aods/asupmessage
https://mysupport.netapp.com/asupprod/post/1.0/postAsup
https://mysupport.netapp.com/asupprod/post/1.0/postAsup
https://mysupport.netapp.com/asupprod/post/1.0/postAsup

Mg 75 =5 HE oo

https://cloudbuild.go  Google Cloud(&¢!
ogleapis.com/v1 ALE).
(HQl RE HiX M)
https://cloudkms.goo
gleapis.com/v1
https://cloudresource
manager.googleapis.
com/v1/projects
https://compute.goog
leapis.com/compute/
v1
https://www.googlea
pis.com/compute/bet
a
https://www.googlea
pis.com/compute/v1/
projects/
https://www.googlea
pis.com/deployment
manager/v2/projects
https://www.googlea
pis.com/storage/v1
https://www.googlea
pis.com/upload/stora
ge/v1
https://config.google
apis.com/v1
https://iam.googleapi
s.com/v1
https://storage.goog|
eapis.com/storage/v
1

= Google Cloud HZE, St H|Z7H
M| A2t E 4. [=]=4

CtE HEQ(3 9 ONTAP A|AEI0| CHeH A

Google Cloud®| Cloud Volumes ONTAP A|AEID CHE H{EQ/ 32| ONTAP A|AH! 7
VPC2t CHE WEL{Z(0f: 2|A HIEYT) ZHol| VPN HZ0| ZegL|Ct

"Google Cloud £Al: Cloud VPN 7HR" .

Fe = N

242 Cloud Volumes ONTAP M&X o2 AEst= O Lot QIHIRE Sl OtRHIRE 7
Cloud W3tH 7|2 MMBILICH HAE SMOE XEE AXSH7LE XHA| Wt FAIS A
Arxsh & QlAL|CH

O—+—-=2 T AAHd

Cloud Volumes ONTAP 2| ot 4 X|0j|= QIHIR2E A1} Of2HI2E {A/0| HF EHE
B Z 5= 2L VPC-02| Cloud Volumes ONTAP Of| CHH 2ot #AI2 Chg ot Z2&L Tt
HA 7t40ll= 5

HES| gats 70| WasLct

Ztofl HIO|E &

Cloud Volumes
ONTAP Google
Cloud A{H| A2}
S50 Google
Cloud?| 2&0| chst
EX xS A3t

SHSE A
o= T
HJu:lLlEl'-

=H|otzH

'6+|__| |:|. HA _—ruk-l =2

149


https://cloud.google.com/vpn/docs/concepts/overview
https://cloud.google.com/vpn/docs/concepts/overview
https://cloud.google.com/vpn/docs/concepts/overview
https://cloud.google.com/vpn/docs/concepts/overview
https://cloud.google.com/vpn/docs/concepts/overview

* VPC-02| HA 7+d 2A0f CHot ot NIEQ| FAIRIL|CE. 0]2{Tt #%I2 Cloud Volumes ONTAP Of CHSt G| O| E
BN AE JhsSHA L.

* VPC-1, VPC-2, VPC-32| HA 7141 QA0 CHSH &£ CHE AX| M[EQILICE O]2{3t #AI2 HA 7 E R4
OIHI2E 5l OtRHIRE EAlof| HEEILICH XHA|S| LOLEY| |

N

9|

&

AXItR? "2& Ofo|HEO| gt Lot

1%
=
filas
HL
N

2% oo HE 2t HEE &

oIt = 7]

Cloud Volumes ONTAP A|ARIS =715t iR F0f 0|2| Fo|El ot FMof| chet AA HE|S MEfeh
oIAL|CH

« MEHEI VPCTH Sl QIHIRE EzfElo] 2 A TE{E= Cloud Volumes ONTAP A|ARIS| VPC AELI Helot 2
Olo|HETt A= VPCe HEA HRYULICE O] A2 HHE= SMHYLICE.

AN -

MU

* B = VPC: QHIRE E2fTol AA EE= 0.0.0.0/0 IP HLILICH

AHA| eiste HAS AL235H= HL Cloud Volumes ONTAP 2t EA15{0} st R E H|ERIE FI6H0F 5HX|2H LHE
Google Load Balancer?t SHIEA| &g 4 JUEE F T4 He|E FII60F &LICH 0] A& 130.211.0.0/222
35.191.0.0/16LICt XtAISH LHE2 Ef%% A ZGHM|IR. "Google Cloud A]: EE W& A WotH &I

o E =5
= =)= QIAEIAQ| pingS EHHLICE.
ICMP
HTTP 80 og-HﬁlfH 22| LIFQ| IP F=AE AF2310{ ONTAP System Manager € 2&0] Ci$t HTTP
HTTPS 443 S AH 22| LIFS| IP FAE AE3H0] 224 0f|0|ME2F ONTAP System Manager €
Z&0f g HTTPS AAA S Z
SSH 22 S AE 22| LIF = L& 22| LIFS| IP F20] CEt SSH A AM|A
TCP 1M1 NFSOll CHet §12 T2AX =&
TCP 139 CIFSE NetBIOS A{H|A MM
TCP 161-162 7icist {EQ3 22| Z2E=
TCP 445 NetBIOS Z|0|HS £t TCPE E3 Microsoft SMB/CIFS
TCP 635 NFS O2E
TCP 749 HEH|IZA
TCP 2049 NFS MH o2
TCP 3260 iSCSI H[O|E] LIFE §%iSCSI A M A
TCP 4045 NFS &3 o2
TCP 4046 NFSE HIER S &Ei 2LEH
TCP 10000  NDMPZE AtEshuted
TCP 11104 SnapMirror ¢/t 22{AE 2t S4 MM 22|
TCP 11105 S22{AE Zt LIFE A2t SnapMirror Ci|O|E| &

150


https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://cloud.google.com/load-balancing/docs/tcp#firewall_rules
https://cloud.google.com/load-balancing/docs/tcp#firewall_rules
https://cloud.google.com/load-balancing/docs/tcp#firewall_rules
https://cloud.google.com/load-balancing/docs/tcp#firewall_rules
https://cloud.google.com/load-balancing/docs/tcp#firewall_rules
https://cloud.google.com/load-balancing/docs/tcp#firewall_rules
https://cloud.google.com/load-balancing/docs/tcp#firewall_rules
https://cloud.google.com/load-balancing/docs/tcp#firewall_rules
https://cloud.google.com/load-balancing/docs/tcp#firewall_rules
https://cloud.google.com/load-balancing/docs/tcp#firewall_rules
https://cloud.google.com/load-balancing/docs/tcp#firewall_rules

o ZE 25

TCP 63001-  oj LETHFHRIX] elsty| gl 22 Eily T2H ZEHA S0zt )
63050

UDP 11 NFSOf| CHet §2 Z2AM =&

UDP 161-162  Ztcist HES3 M2 IZES

UDP 635 NFS OIRE

UDP 2049 NFS AMH |2

UDP 4045 NFS &3 o2

UDP 4046 NFSE WESRZ Aef 2L

UDP 4049 NFS rquotad Z2EZ

OtRHIRE %]

Cloud Volumes ONTAP 2| 0|2| Ho|El Hot IF2 I E OFRHIRE EafEls JHtefL|ct. 0|Z10| S| EICHH,

7|22l OfRHIRE I8 WEM Q. LS HZet 70| Hast A2 17 OIRHRE A ALE3HMR

7|2 ofHteE 7

Cloud Volumes ONTAP 2| 0|2 Mo|Fl 2ot IF0l|= CH3 1t 22 OfHHRE F&]o] ZEtE|of L&L|Ct

S ZE =5

DE ICMP =1 D E O}RHIRE Eafjml

DETCP =L D E OfRHIRE Eafd

HE UDP = D E OfRHIR2E Eafig

13 of2uteC 7

SMof 2t ZEN &

AtERILCE

®

AL

ot #2lo| 2R3t AR OHE HEE A5 Cloud Volumes ONTAP 2| Ot2HIRE
4 UALICE Cloud Volumes ONTAP ZB{AE|E LT Eajm|S ZMs}Y| 9[8) S ZES

Cloud Volumes ONTAP A|AEIQ| QIE{H|O|A(IP F=4)RIL|LCt.

151



MH|A

OHE|H
oiE| 5
SR

152

TCP

UDP

UDP

TCP

TCP &
UDP
TCP
TCP

UDP

TCP

TCP

ubpP

ubpP

TCP

TCP &
UDP
TCP
TCP

ubpP

TCP

88

137

138

139

389

445

464

464

749

88

137

138

139

389

445

464

464

749

LC 22| LIF

|.|—
n
[

2| LIF
LC 22| LIF
LE 22| LIF

LE 22| LIF

L E 2| LIF

LE 22| LIF

LE 22| LIF

LE 22| LIF

GflO|E{ LIF(NFS,
CIFS, iSCSI)

Gl0|Ef LIF(NFS,
CIFS)

CllOlEf LIF(NFS,
CIFS)

HIOIE{ LIF(NFS,
CIFS)

Ef|0lE LIF(NFS,
CIFS)

Gl0|Ef LIF(NFS,
CIFS)

CilO|E] LIF(NFS,
CIFS)

IOl LIF(NFS,
CIFS)

H|O|E LIF(NFS,
CIFS)

=X

Active Directory
T2AE

Active Directory
T2AE

Active Directory
IZ|AE

Active Directory
TDAE

Active Directory
TDAE

Active Directory
HE|AE

Active Directory
HE|AE

Active Directory
TDAE

Active Directory
HE|AE

Active Directory
TDAE

Active Directory
HE|AE

Active Directory
TZ|AE

Active Directory
T2AE

Active Directory
TE|AE

Active Directory
HE|AE

Active Directory
ZZ|AE

Active Directory
E2AE

Active Directory
TZ|AE

=

Kerberos V 215

NetBIOS 0| & AMH|A
NetBIOS HIO|E{ 13 AH|A
NetBIOS AMH[A M4

LDAP

NetBIOS Z&{|0|U S S TCPE
E 3t Microsoft SMB/CIFS

Kerberos V H|ZHHS HA 5l
MM (SET_CHANGE)

Kerberos 7| &2|
Kerberos V H|ZHHS HA 5l
HH(RPCSEC_GSS)

Kerberos V 1=

NetBIOS 0| & MH|A

NetBIOS H|O|E{ 13 MH|A

NetBIOS AMH[A MM

LDAP

NetBIOS Z&|0|U S £t TCPE
E3t Microsoft SMB/CIFS

Kerberos V H|ZHS HA gl
MH(SET_CHANGE)

Kerberos 7| £t2]

Kerberos V H|ZHS HZA gl
MH(RPCSEC_GSS)



LI

AutoSupp HTTPS
ort

HTTP

TCP
T4 we) HTTP
DHCP UDP
DHCPS UDP
DNS UDP
NDMP TCP
SMTP TCP
SNMP TCP

UDP

TCP

UDP
SnapMirr TCP
or

TCP
A|AE UDP
23

IE
443

80

3128

80

68
67
53

1860
0
1869
od

25

161
161
162
162
1110

1110

514

LC 22| LIF
LC 22| LIF
LC 22| LIF
LC 22| LIF
L= 32| LIF
T E 22| LIF

L. 2| LIFy

GilO|E LIF(NFS,

CIFS)

L E 22| LIF
T E 22| LIF
L. 22| LIF
L C 22| LIF
L &2 LIF
LC 22| LIF

SHAH ZHLIF

SAH ZHLIF

L E 22| LIF

VPC-1, VPC-2 % VPC-30] CHgt &

Google Clouddf|A=

Z5LICHS/0 Lt

(] QIE]
|_|_,
Egafolgcl

HA =E0| A HA SRiXI22| £

A2 XE 3260(iSCSI)

EAl=2

OI_E

rulo

= x|

2
==

mysupport.netapp.co AutoSupport (HTTPSZt 7|22})

m

mysupport.netapp.co AutoSupport (F& ZZEZ0|

3

http:/<2% 0f|0|H™

P
Z=2~>/occm/offboxco
nfig

DHCP
DHCP
DNS

CHAL A

HZ AMH

DL|E MH
LI AMH
2L AMH
DL|E MH

ONTAP 223{AH 7t
LIF

ONTAP 22{AH 7t
LIF

AAE 27 AfH

7tSSHA| gLt

Eoli O|FO{FLILY.

HTTPSOIA HTTPZ HZA =
Z<0f2h

OIS OIE{Lll HZ0| E7Hs
B2 ZE O0|NMES IEA MHE
EOH AutoSupport HAIX] ELH7|

T WIS 24 Of0|HER B}
"ONTAP 2Af"

2|3t DHCP Z22I0|YE

NDMP A

Q5

SMTP &2 AutoSupport Of AtE2gt

SNMP Eg ot 2L Y
SNMP EHE S?t ZLE
SNMP Eg S%t ZLHEY
SNMP Eg ot ZL|EY
SnapMirror ¢|$t 22 AF 7t S

S

SnapMirror H|O|E H&

Syslog ME HA|X|

HA 7tA0] 4719 VPCO| B EEILICt VPC-02| HA 40| st gisi# Jxl2 Ct2at
&=l Cloud Volumes ONTAP .

VPC-1, VPC-2, VPC-32| QIAEIA0] CHoH O|2] Fo| &l IotH A2 ZE I2EZN ZES Sot £ SUS
|_|q 0|2{3t 742 HA LE 79|

153


https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html

MZ Google Cloud HA 4 HHZO|| Cisl &2 M7| £ =5 P32 VPC-1, VPC-2, VPC-30]| %2

@ 8,896HI0| EQ| A|Cff M £H|(MTU)7H ZRELICE 7|& VPC-1, VPC-2, VPC-32 8,896HI0|EQ|
MTUZ €2{|0| =517 |2 MEHSE AQ 1M TZM|A ZF0f| 0|2{3t VPCE AR3t= ZE J|1ZE HA
ANARIS Z=6H0F 2L|CE.

=& OO|HE Thet 27 At
Ot2] 2& O|O|HEE US| UUACIH HEAZ 27 AretS HESHOF BfLICt.

"2& O[0|HE CHet HERIZ 27 Ard 27|

r

* "Google Cloud2| &ate F&"

£ OO|HE0| L HE ZEA MHE AHE35I0 Cloud Volumes ONTAP Of|A] OFRHIRE QIE{Ll WNAE EHdstet
by O ZEAIE XAFLICY.

* HA|H T EA|: Cloud Volumes ONTAP 2| OfRHIRE EZfZl2 24 f|0|ME TEA| A S| X[ HEl TEA|
MHQ HTTP FAE AF2ILICE 2£ ![0|ME 22|Xt= F7t 152 o AHE Xt X1 ?5%"1' EE CAQIEME
FHME £ QUSLICH HAHE ZTEA|N| Lol FE CAQISME AT £ U= AR LSS AMEsIH St

QIZME Cloud Volumes ONTAP A|AEIO| 7t 2t (I Z =6{OF BFLICtH "ONTAP CLI: EOJ QUSA AX|"HH,

c EHIOIEA: HERIE= 22 0f|0|ME TEAIE Sl Cloud Volumes ONTAP O|A OF2HIRE EfTls
SO = EIREStEE T HELICH EH EEAIE AYe i 2£ O[O|ME #2[Xt= TEA| MHe| HTTP 47t

Ot-l Cloud Volumes ONTAP 0f|AQ] HZS 2|t RFE CA QIS M0t H|ZHH ElL|Ct CtE2ES AFE S Cloud
Volumes ONTAP A|AEI0| SYst ZE CAQISME 7tX et AZEsHOf BfL|CH "ONTAP CLI: 29t Q1S A A"
Ha2d
[N

Z5 Oflo|HE0| Cigt TEA| MH M0 Ciet HEE= CI2S BRI AR. "TEA| MHE ALE5IEE 25 00T E
—_r““" _
Google Cloud0f|A] Cloud Volumes ONTAP 0f CH$ HIER|3 EfO 71
F& ofo|MEQS EH T EA| 1M F0f| 2t2|XH= Google Cloudd|| Cist HIE 3 Ef2E Z71EHL|C}. Cloud Volumes
ONTAP 70| IZH‘H Y HEY I EfOE A0 322 FI16H0F SfLICL O Ef 1= TEA| MH 7L SHIEH|
£ S5h= o 2Lt

1. Google Cloud Console®|A| Cloud Volumes ONTAP A|ARIS AH&L|CH

2. *H28E > HEYZ > HEQI EfI*2 0|SHLICE

3. 22 Ofo|ME0]| A& EYIE FII5t S MERLICH

— —= T

2 X

— T

i

=

* "Cloud Volumes ONTAP 0f CH$t AutoSupport &4 =fol"
* "ONTAP L{& ZE0f CHslf LotEAM K",

Google Cloud0]| Cloud Volumes ONTAP H{Z5t7| 2|5t VPC AMH|A Hof HH

-4

VPC MH|A H{E AHE3H Google Cloud A2 R 7|2 &
1t Cloud Volumes ONTAP Google CIoud API2} &5 EE5t

EiiSt= 22 NetApp Console
She HEA
Volumes ONTAP H{ZESt7| {3l AH|A BAIE &5t W

2tAITF ConsoleXt Cloud
O|sH{sHof gL|Ct,

rrr.

o

154


https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-gcp.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-configuring-proxy.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/ko-kr/storage-management-cloud-volumes-ontap/task-verify-autosupport.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html
https://docs.netapp.com/us-en/ontap/networking/ontap_internal_ports.html

VPC AMH|A O] ALESHH ME[E = A= F7H| 2/ F0M Google 2| MH| A0 CHEE BMAZ M5t ME[E
A= KM S| ClO|E] HMAES XHESH, SOIE|X| g2 CI0E T ™S tete = AFLICL "Google Cloud
VPC AH[A H|O{0] CHoll XEM[S| 2Ot A K" .

NetApp AMH|AZFVPC AMH|A X012t SAISHS B

Z&2 Google Cloud API2t 2| EABILICE 0|= Google Cloud 2|52| 2|2 IP F24(0l:
api.services.cloud.netapp.com)0llAl E2|7E|7Lt, Google Cloud LHO|A] Console O|O| M E| EHEHEl LIS F=A0fA
Eg[AHELC

=& O[0|HES| HiZ AEUO et MH[A ZAof Tigt £ o<

i

SO0 & = ASLICY.

O[O x|

Cloud Volumes ONTAPZ Console2 2% NetAppdlA 2t2|5H= Google Cloud Lf ZZHMEQ| O|0|X|E
AHEBILICE ZE0f| A ZE] LHo| S ARIE|X] 942 O|0|X| AHE S A}TtSH= HA0| Qs 2 Console O[0|HE 5!
Cloud Volumes ONTAP H{Zof| g2 O] & Q&L .

=& 2K YYUS A0t 2& Ofo|HES
ZZHMEO|M O|0|X|E 7t etof gLict 2
gfLct,

$SOZ Y 4= AUX|TF Cloud Volumes ONTAP = NetApp
2 0f|0| M E2} Cloud Volumes ONTAP B ESIZ{H 512 S22 H| 280k

ZZ 00| E HiZ

24 o0|MEE |ZESH= AF2AH= TZHE |D _netapp-cloudmanager 2 TZHME HS 14190056516 _0f
SARIE O|O|X|E HEY 4= AO{OF SL|CE.

Cloud Volumes ONTAP H{ &

* 24 MH|A AE2 MH|A TZHEEQS| TZHE |D netapp-cloudmanager o TZHE Hs
_14190056516_0fl SAEIE O|0|X|E &r=sHof BfL|Ct,

* 7|2 Google API MH|A 00| MEQ| MH|A XS MH|A TZHEQS| IZHE |D netapp-cloudmanager 2t
D2HE HS 14190056516 _0fl SAEIE 0|0|X|S AzefioF BfLich,

VPC AMH|A O] AHESHO] Of2{et O|0[X[E 7t o BRe A9 o= otziet Z&LCt.

VPC MH|A K0 ZA FH

HMES ALESHH VPC Service Controls 72 £ eHo]| CHet o2 £ 518 4~ UELICH Aoy chot XMl LHE 2 s
H|O|X| & &=t AR "Google Cloud VPC Service Controls X MH A",

Z&0| 2act YMS dT5HE =X LHe| VPC MH|A X0 A = 0|S
MH[A HOof M HO|X|of| HSE S8t LX[SHOF BfL|Ct ot 2E A
OW7HH~Z ALE3HOF gLt

of0] Ch2 YME FIotM|R. EE& VPC
O] 0| 7| MEOG|M= OR

Ingress %!

155


https://cloud.google.com/vpc-service-controls/docs
https://cloud.google.com/vpc-service-controls/docs
https://cloud.google.com/vpc-service-controls/docs
https://cloud.google.com/vpc-service-controls/docs
https://cloud.google.com/vpc-service-controls/docs
https://cloud.google.com/vpc-service-controls/docs
https://cloud.google.com/vpc-service-controls/docs
https://cloud.google.com/vpc-service-controls/docs
https://cloud.google.com/vpc-service-controls/docs
https://cloud.google.com/vpc-service-controls/docs
https://cloud.google.com/vpc-service-controls/docs
https://cloud.google.com/vpc-service-controls/docs
https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#policy-model
https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#policy-model
https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#policy-model
https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#policy-model
https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#policy-model

From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
EE
From:
Identities:
[User Email Address]
Source > All sources allowed
To:
Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
e
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed
To:
Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
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From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =
Service name: compute.googleapis.com
Service methods: All actions
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Create service account

& Service account details

Grant this service account access to project
(optional)

Grant this service account access to OCChW-Dev so that it has permission to
complete specific actions on the resources in your project. Leam more

Select arole Condition

[ = storage admin »

Cloud ML Service Agent

Cloud ML service agent cen act a3 fog writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and Senvice sccount access
token creator

Storage Admin

e G Full control of GCS resources: @ __Jna”

Storage HMAC Key Admin

Full control of GCS HMAC Keys

Storage Object Admin
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Create service account

Service account details

Grant this service account access to project
(optional)

@_

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account
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Details and Credentials
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c



[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
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StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size
will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\"."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."

182



[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION
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$ gcloud storage cp gs://example-user-export-image-bucket/export-

demo.tar.gz CVO GCP Signed Digest.tar.gz

Copying gs://example-user-export-image-bucket/export-demo.tar.gz to

file://CVO_GCP Signed Digest.tar.gz
Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s
$ 1s -1
total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44

CVO GCP_Signed Digest.tar.gz

= =
of= o ==

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz
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# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>



$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:
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ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

2. L2 2 E% disk.raw IHY, ME, ASME LI E2[0f FELICH
3. OpenSSLE A83IH QIEMOlIM 371 7|8 F=ELICH
=

4. FEE 371 7|12 MBS MBS S5t TH2ZED disk.raw THY Q| LIE S QISfL L}
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
15:

16:

42

42

02
42

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt

Verification Failure
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