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groups Operations on groups

GET /grid/groups Lists Grid Administrator Groups

Parameters

Name Description

type

string filter by group type
(query)

Available values : local, federated

v |

limit

integer maximum number of results

query)

o Defauit value - 25

marker

string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,

Response content type

application/json

v I
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https://hostname or ip address/api/v3/authorize

IS 22| APIS| 4 HZS ofH HXL - sEs|x| gt Y Agol g0 3 guq EIHE 22| API2]
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APItHZE |¥lL|Ct O] HH M T
O HH 1t =&t 7hs LIt 2.1 2.2
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StorageGRID ﬁEE'FIlO'IE X2 MK|st= 704_?_ 7|- _7,C_|AI_ |:|-|II_O| ag|E 2tg| AP|D._|' stMSIEIL|CE OB L}
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GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

Mo gt API HH S X|™etL|Ct
path 047 HE ALESI0] API HE S |- & J}SLICH (/api/v3) EE HE|2 (Api-Version: 3)E

S2gLITt £ g2 25 MEsH 8o gto] 22 ate MElBct,

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

I5}5HH StorageGRIDO]| Ciet CSRF(AFOIE

v

o
7t Q8 2x) SHCEHE B384 QELICL Grid Manager % Tenant Manager= 0| £ ¢t
7158 X2 gMotetL|Ct CHE APl 22I0|GEE E01Y Il g3t R E MEid £
o|£>L|Er
M H-d

HTTP 4] POSTS} 20| CHE AfO|E0] Cht QHS EalH3 4+ U= TARE 2918 ALBXIe] 77|12 ALt
n}

StorageGRIDE= CSRF E2 A{2310] CSRF 2HO2HE| HS3fL|Ch HA31E A9 53 37|19 2L =%
Slc| = S POST 22 07} #20| L83 LAISfoF Bt

71sE gdetst™ £ dEYLIC csrfToken U7 B4 THA true 915 5. 7| 282 YULICH false.
curl -X POST --header "Content-Type: application/json" --header "Accept:

application/json" -d "{
\"username\": \"MyUserName\",
\"password\": \"MyPassword\",
\"cookie\": true,
\"csrfToken\": true

}" "https://example.com/api/v3/authorize"



EH0|™ AQILIC} GridCsrfToken £7|& Grid Manager & 0ol CHet 239219] @lo| gro = MHEEIL|Ct
AccountCsrfToken F7|= HIHE Zt2|Xtof| Ciet 2210f CHot il gto= MHEL|CY.

717t A= B AILH= HEN(POST, PUT, IHX|, AH)E +8E &= A= ZE Q¥ Lt & StLto ZetE[ofof

iy

2ISHL|Ct x-Csrf-Token CSRF E2 F7|9| o2 MH Ll §||H.

=

=
* ZARYE HICIE 838tz BHO| BR:AcsrfToken & QALY E 2F 2 Oi7f HaL|CH
F7HOlM MR HEE 2212 API 2B ME HESHIAL.

@ CSRF EZ FI| MEJ} = QFE % HMEYLIC "Content-Type: application/json"
JSON 28 222 CSRF 20| tst £7} B3 71502 J|tiste B= 98 9| solL|d.

SSO(Single Sign-On)7| 243tEl 32 APIE AFERLICEH

StorageGRID A|ARI0|A SSO(Single Sign-On)7t 2tdetEl AR EE Q5 API 282
AH235to] O2|E 22| API EE= HIHE #2| APIo| 23215110 20t 4 &L Ct

SSO(Single Sign-On)7} 2M3tEl Z< APIO| 23QIEL|C}

SSO(SingIe Sign- On)7 §+g§ 2l 42 J2|E 2| API = HIHE 22| APIO| =8 AD FSOjlA 215 EES 7|

o Qs A

= = A
* StorageGRID AFEX 2 F0H| £ HE{20] ALEXAFS| SSO AHEAt 0|52t 2 E &1 ASLICH
* HIE 22| APIO]| M| ASHH HIHE AF IDE 210 A0{OF BL|Cf.

Of ZfHofl 3

£ S=2I8LICt storagegrid-ssoauth.py StorageGRID X oY ClAEZ|0ff /= Python A3 ZE
(./rpms Red Hat Enterprlse Linux == CentOS2| 2% . /debs Ubuntu = Debian, ¥ 2| 22
. /vsphere VMware2| Z2).

*curl RHS YIAZ=Z 0

He o LA AdHstH 2 Zto| xIHE! 4 QI&L|CE O] 2EH0 R%23 SubjectConfirmationS %S
A

Zi2 |
=
2 AELICH QEIFEAE £ %gl_l

() oFlcun A2B2E CHE BRI IS 2 4 YT BstK gL,

URL Q1Y X7} A= AL Unsupported SAML version(X| 2| X| ¢t= SAML HE) QF7 EAIE = JASLCH

- U5 EES HoH L3 Yy S otLE MEPLIC

° E MEYLICI storagegrid-ssoauth.py Python 23 E . 2EHA 2 0| SgiLICE.



° curl RHE

2. 2(E) M8%tE{= ZR storagegrid-ssoauth.py 23 EO0|A Python QIE{Z2|E{Z2 ARG EE NS
A

AFZELICE 3EHAZ o] SELICt.

° 8SO AHEX} O| EYLILE

° StorageGRID7} &X| &l EH|QIL[C}
° StorageGRID2| FAIL|Ct

° HIHE 22| APIof| ANASHEH E|HE AF IDE Y elLCt E

python3 ftmp/storagegrid-ssoauth.py

am |_LJSE r: my-ss0-username

saml_domain: my-dormain
sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
EEFEE XX E I I E TR EEIFE IR F TR FEEIEE IR EXFEE I EEIIFTIEI TSI TSI IR I AE IS F SR FEE TR

R R R R R R R R E R F R R R R R F R I R F TR I EFF FFF R F I T EFFEFFEE R FFF T EF

StorageGRID Auth Token: sGebo7bf-21f6-4o0by-afob-gobcactbzgey

3. curl RS AIBI2{H CH2 BAIE TMEYUAL.

a. 210l &

export
export
export
export
export
export

®

SAMLUSER="'my-sso-username'
SAMLPASSWORD="my-password'
SAMLDOMAIN='my-domain'
TENANTACCOUNTID='12345"

STORAGEGRID ADDRESS='storagegrid.example.com'
AD FS ADDRESS='adfs.example.com'

Grid Management API0]| HH[ASH2{™ 0 AsE AFEEfL|CH TENANTACCOUNTID.

b. MHE ?J% URL% #o{H of| POST RS YBMsHAAIR /api/v3/authorize-saml' X SEUA F7}

0| ofl= ofl cHt MHEl 215 URLO| Ci$t POST &S E0| ELICH TENANTACCOUNTID. Z2H= python-m

json.tool0f| %

MEE|0] JSON QIZY S ML Ct.



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

-—-data "{\"accountId\": \"S$STENANTACCOUNTID\"}" | python -m
Jjson.tool

ol iAol SE0l= URLE QREEl MEE=I URLO| ZEHE[O] UX[2FE =7 JSON Q12
k& L|CY,

on
=
Ot
rlo
H
mot
m
A

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS2FJTuv7. ..
s51%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

—

C. £ MHYLIL} saMLRequest & 0| ALY SEHO| W2

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7...sS1%2BfQ33cviwA%3D"

d. AD FSOllM 22I0|HE QX D7} ZeHEl M| URLS 7 SLCt.

o 7Hx

rlo

O] SHC| URLS AME3I 210l &Als RFsH= A YLt

curl
"https://$AD _FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID" | grep 'form method="post" id="loginForm"'

SHol= 220|UE @¥H ID:

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%$3D&RelayState=12345&clie
nt-request-1id=00000000-0000-0000-ee02-0080000000de" >

e. SEO|A S20|HE X IDE XMEBLICE



10

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

curl -X POST
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID&client-request-id=$SAMLREQUESTID" \

--data
"UserName=$SAMLUSERQS$SSAMLDOMAIN&Password=$SAMLPASSWORD&AuthMethod=For
msAuthentication”" --include

AD FS<= siCfofl =7t &It 2otz 302 2[C|2M S Hheteti|ot,

rr

@ SSO AlAE0]| CHol MFA(CES R4 215)7t dstel 22 SA AAS0lls & B & =
CHE Xt4 S8 ZefE LD

HTTP/1.1 302 Found

Content-Length: O

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw33D%3D&RelayState=12345&client-request-id=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

. E MEELIC MsTsAauth SE|AM 22 A 7| lL|Ct

export MSISAuth='AAEAADAVsSHpXk6ApPV...pmPOaEiNtJvWY="

o

- 215 POSTOM F7|E ArE5I0] X|HE ?IXIZ GET 2ES EHLIC}

curl
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID&client-request-id=$SAMLREQUESTID" \

—-—cookie "MSISAuth=$MSISAuth" --include

SH sIHofl= LIS 23012 AF22 I8t AD FS MM ME7t Z3tE|H SEH 220= 54T 24 Lo
SALMLResponse?| EEHEIL|CE.



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVWx3bk1l1IMnFuUSUzZCUzZCYmJ1iYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. £ MZELICH sSAMLResponse SAHZ! 0| A:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

MEE E A2TLICH saMLResponse, StorageGRIDE PHELICtH/ api/saml-response StorageGRID
B EZ ML @A

8 RelayState, HIHE AI™ IDE AHE3IALI O2|E 22| APIO| 2321512 H 02 ALEELICE.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeELIM.

11



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. SE 215 EZ2 CIE 0|EL = METILICE MYTOKEN.
export MYTOKEN="56eb07bf-21£6-40b7-af0b-5c6cactb25e7"

O|X| £ A8 Y &= UESLICE MYTOKEN CHE 2H™O|M = SSO7t AMEE|X| o= E2 APIE AEsH= EHat
FARgLCE
SSO(Single Sign-On)7} 2MstEl 2L APIOA 2028 |C}

SSO(Single Sign-On)7t AMstEl AL J2|E 22| API L= HIHE 22| APIGA 230t238t7| I8 L& 2| API
28 g ddlshof gk,

o| Ztedof| chaH
oot 2 X9 ¢ 20t HO|X|0|A] 230}R38t7| 2t 6}H StorageGRID APIOA] 23028 4= USLICE
IE = StorageGRIDO|A R& 3t StorageGRID H[0{2] EZ0| ER?t £t 20H2(SLO)S E2|AHY 5 JUSLICE

=
1. MEE 27012 @¥

A

0
o

MMSH{H ENSIM AR cookie "sso=true" SLO APIZ

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| ghetElL|CH

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

12



2. 270} URLE M&RLIC

export
LOGOUT REQUEST='https://adfs.example.com/adfs/1ls/?SAMLRequest=£fZDNboMwEI

RfhZ...HcQ%3D%3D'
3. 230} URLO| 28 E EU SLOE E2|7{3t11 StorageGRIDZ CHA| 2|2 MBtL|CE.
curl --include "SLOGOUT REQUEST"
302 SEO| gretEIL|Ct 2|C|AM 2|X|= API M8 2300 = HEL|X| g&LICt

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokenS A{H|StC}.

S L CE If(A

StorageGRID H|0{2] EZS AX|St= A2 SSOE AHESHA|
oto torageGRIDOHH

cookie "sso=true" O|(7f) S(FEL=PN H MRXUfSSOé H01| gdaks FX| 2
202 ELICH

I-JHU
cn

curl -X DELETE "https://SSTORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \
-H "Authorization: Bearer SMYTOKEN" \

--include
A204 No Content SE - AFEXI7I 20 EIJSS LIEFHAL|CE

HTTP/1.1 204 No Content
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