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ILM Rules

Information fifecycle management (ILM) rules determine how and where object dala is stored over ime. Every object ingested into StorageGRID is evaluated against the ILM rules that make up the active ILM policy. Use this page to manage and view ILM rules. You
cannot edit or remove an ILM rule that is used by an active or proposed ILM policy.
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Create ILM Rule step 1 of 3: Define Basics

MName
Description
Tenant Accounts (optionaly Selecttenant accounts or enter tenant IDs

Bucket Name matches all ™| Value

/ Advanced filtering. . (0 defined)
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Advanced Filtering

Use advanced filtering if you want a rule to apply only to specific objects. You can filter objects based on their system metadata, user metadata, or
objecttags (33 only). When objects are evaluated, the rule is applied if the object's metadata matches the criteria in the advanced filter.

Objects between 10 and 100 MB

Matches all of the following metadata:

Object Size (MB) j greater than or equals j 10

k| bk
+ |+
%] [x]

Object Size (MB) j less than or equals j 100
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Advanced Filtering

Use advanced filtering if you want a rule to apply only to specific objects. You can filter objects based on their system metadata, user metadata, or
object tags (33 only). When objects are evaluated, the rule is applied if the object's metadata matches the criteria in the advanced filter.

Multiple filters

Matches all of the following metadata:

User Metadata j camera_type equals j Brand A -+ |

+ x|
Or matches all of the following metadata:

User Metadata j camera_type equals +| Brand B

+ 4
LINE]

Object Size (MB) j less than or equals j 10 :|

+ x|
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Create ILM Rule step 2 of 3: Define Placemerits

Configure placement instructions to specify how you want chjects matched by this rule to be stored,

Example rule
Two copies for one year, then EC forever

Reference Time Ingest Time v

Placements @ 11 Sort by start day

Fromday | 0 store | for v 35 days

Type | replicated ¥ Location | DC2 * | Add Poal coies | 2 [+]x]

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information.

Fromday | 385 store | forever v |

Type | erasure coded v Location | DC1(2plus 1) « Copies | 1 + £|
Retention Diagram @ 7 Refresh

Trigger Day 0 Vaar 1

= O —

b2 S I

2pls 1) |
(2plus) s >

Duration 1 years Forawver
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() =@ 7%2 ersai@ ~ Ingest Time * & H=isHof giict,

OlE S0 K s{2] 7HMIE MES K& XIHY & USLICH 36522 AL 0Y"). MO{ T StLte| HH2 0ol
A|ZFsHjoF gL|Ct.
. SHE SAHES

a. Type * EELH2 S 50| M * replicated * £ MEfBLICE.

b. Location * BEOA 752 = 2t AE2|X| Z0f CHsl * Add Pool * & MEHSL|CE.

* AEZ|X| ES StLtPt X[ ™St AL * StorageGRIDE X ™HEl AEZ|X| 20| XS A SAHES
SHLIEH K& o~ JELICH "EI'=01| AERX| = 3707 ZEl 2R EXE & 45 MEisH 2t
AER|X| Eof cHel Ex|& 372t BHSO{FL|CE,

(D) MRS TS NS S GBS LE) 16 1L U 2 2 8+ 3
E2|7{glLct,
* 5 0|40 AEZ|X| BS MWK B 1 C1S FAS YEO| SR,
F ERE S5 AER|X| B AHC} 2
o

* SHE 7t AEEX| E o Z2H AN SHE StLtvt 2F AER(X] S0 MEELIC
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7H
* SRE 7t AR K E $EO M2 2 AAER2 SHES 200 E 2 A3 ME™-E 7 ¥
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Placements € 11 Sort by start day

From day 0 store | forever v m

Type  replicated v Location ||DC1 || All Storage Nodes | Add Foal Copies | 2 EJE:

Specifying multiple storage pools might cause data to be stored at the same site if the pools overiap. See Managing objects with information lifecycle management for more
information
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11 Sort by start day

Placements @

Fromday | 0 store | forever v

Type feplicated Y Location || DataCenter1 * | Add Pool Copies | 1 Temporary location | — Opiional - v +]

@ An ILM rule that creates only one replicated copy for any time period puts data at risk of permanent less. View additional details

A2,
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a. Type * EECH2 2 20f|M * replicated * S MEHTIL|C}

b. Location * ZE=0{|A * Add Pool * 2 MEiBtLICE O3 O3 22tRE AEZ|X| 22 ME{EL|CE,

[0 ) remov|

Fromday @ 365 - store foreverj

- | Example Cloud Storage Pool (& | "
Type | replicated j Location | — Copies | 1 =

Ct FF0l FHAL.

dlo
mjo

oL

rir

SARE AE2X| ES MBS

MEfE 4 QIBLICE DRIZINIZ, St e

A
T
MEiS =+ QlELIC)
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fujo

Type | replicated T Location “testpoolE o) ”testpool3 e} |.-$.|:I:|Fao| ‘ Copies

If you want to use a Cloud Storage Pool, you must remove any other storage pools or Cloud Storage Pools from this placement instruction.

StLbaE K& e 4 ASLICE Copies * & 271 O|Alo 2

—

mlo

E73 Cloud Storage PoolOf| M= QEHE ZAtE
AEoHH 2F HAIX| 7} LIEFELICE.
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Type replicated A

Location || testpool £ * | Add Pool Copies | 2|

The number of copies cannot be more than one when a Cloud Storage Pool is selected

Ak

- B3PS Ax2lx| Eof SN § olye Qo
AFRBHE Of2 HhX|Ol A L7t SR EL 2
Q2 |AIX|7} LiELICE

X&E 4 gl&LICt Cloud Storage Pool2
2t210| Cloud Storage Pool& AtE38t= AR

- oT

|E =2 A}
|

=
Hi |2 of

_"E fjo

Placements ©

11 Sort by start day
From day 0

stere | for v 10 days m
Type | replicated b 4 Loeation || cspl & Add Pool Copies | 1 |E
Type | repiicated v L it Epz oo | Add Pool Copies | 1 + %

A tule cannot store more than one object copy in any Cloud Storage Pool at the same time. You must remove one of the Cloud Storage Pools (csp1, cspZ) or use multiple
placement instructions with dates that do not overlap. Overlapping days: 0-10

To see the overlapping days on the Retention Diagram, click Refresh

Retention Diagram ©

Trigger

Dayo Day 10
e &y |
csp2 o
Duration 10 days Forever
* StorageGRIDU|A REMEES =X L= AH| 2 SAIROE X &= SA0 22HRE AEE|X] E0|
QHNMEES XM&Y £ ASL|C a8{Lt 0] of% |01|A‘| =2 & AXO0[, ZF 2IX[of| chet At2 | 2t RS
XEg = JAEE sl 7|2te| HiX| X| &0l & & O| &2 Zets{of ghL(Ct.
Placements ©
Fromday @0 store | far v 365 days
Type | replicated v Location ||DC1 * || DC2 * | Add Pool ot | 3
Type | replicated v Lacatian | testpooi2 | Add Pool Copies | |

QU4 Oil==7t 12 HFELICH 7210] 200KB O|5te| K| E FAISH= 1
HEA|ELCE

Do not use erasure coding for objects that are 200 KB or smaller. Select Back to return to Step 1. Then, use Advanced filtering to set the Object Size (MB) filter to "greater
than 0 2"
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Create ILM Rule step 3 of 3: Define ingest behavior
Select the data protection option to use when objects are ingested:

Strict
Always uses this rule's placements on ingest. Ingest fails when this rule's placements are not possible.
® Balanced
Optimum ILM efficiency. Attempts this rule’s placements on ingest. Creates interim copies when that is not possible
Dual commit

Creates interim copies on ingest and applies this rule's placements later.
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