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Client application saves
object to StorageGRID.

Synchronous placement Dual commit — The method that is
ILM applied later used depends on
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Client application saves
object to StorageGRID

Dual commit Balanced

“Ingest
failed”

Can day 0 copies be

Can day 0 copies be
made immediately?

made immediately?

Interim object copies
stored.

“Ingest

successful”

v

Copies created to satisfy
ILM.

Object queued for ILM
evaluation.

ILM evaluation l

“Ingest
successful”

Copies created to satisfy
ILM.

Any interim copies that are
not needed are deleted.
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[C1 storageGRID responds to the client.

StorageGRID completes the
actions that were prompted by
the client save operation.
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Acfivate to make this policy the active ILM policy for the grid.

Name Example LM policy

Reason for change MNew policy

Rules

1. Select the rules you want to add to the policy
2 Determine the order in which the rufes will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

I+ Select Rules .

Default | Rule Name Tenant Account Actions
& Rule 1: 3 replicated copies for Tenant A (& Tenant A (56889986524346589742) x
& Rule 2: Erasure coding for objects greater than 1 MB (& — x
4 Rule 3: 2 copies 2 data centers (default) (8 — x
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Two copies at two sites for Tenant A

Description: Applies only to Tenant &

Ingest Behavior: Balanced

Tenant Accounts: Tenant A (34176783492629515782)
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:
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Create ILM Rule step 1 of 3: Define Basics

MName
Description
Tenant Accounts (optionaly selecttenant accounts or enter tenant 1Dz

Bucket Name matches all v | Value

/ Advanced filtering. . (0 defined)

i

Olzfet 7|2 ZEE AFESHH O3] JHA|ol| CHE &S ZHEHS| HEY COIE =0, 2lAtel MR 7|1EE 7
T Abetof] SEHA| MZLHOoF g = AL O 2| HIO[EE MESIo 24l 2SS 0I5t sliof & 5

E Bxo S3HICE 2ot
2oz 2= WP HIZE0 HEE= stitel Al B OHA|E CIO|E{ 0| HEE = F Hm #&lS &A dyd =
OI¢|__|[:_|-

=1 .

ILM %] dd otgArel = ng HER * HO[X|0f[AM MIEXQ! ®of7t JHsELICH B E 20 Ch3 JHMl £4S
JIELZ INHE MY + AFLICE

-

L 2T A2t

OFX|af M2 AJZFRLICE

WA OlEel HHM| E= ER(7])
* S3 HZ SH(RIX| At

* JWM 37|

A Xt H|E}C]| Ol B

* S3QEHE EjO

0hS FHIFR 7|0l Tf2t HHHIS BEIE 4 UALICE OIS S0, W YA HY RMO|A XS AH|= 30
0|BHO| T LSO XH3E AFSEIX| 942 4 QIOD, B} WE FEvt el AHs o2 LIET Ate] H7 LA
, + 7|Et B3 7|28 7|HIOE 2t oUHE Q¥

o [=}
2o} & 2 UFLICH QEHE 0|2, 37|, 53 QEHE B £
Aot TES MAT 3, 2 QEHE NES

o w2t 7|= et ng TEE HE Aoz AYY += ASLICH
SEYM 7150 CIEA| MESH|E #E 5 A2H M EMUME EF XY

ol ,HI E-":H:E =0
= = X o= o = ——_—= &S o
HEAOR MEoF 2 4 YSLICH 0] AL EHIHE AHES 7|ZO= HERSI0] 2 £A2| 2SS 2ajsts FHg
oS = Ao, 2 7Rl 15 HEHE A5t 40| HEE|= EF R M E AEY &+ ASLICH

ILM & B X| X|H2 St

HiX| X|H2 QEHE o[ MF 2A, Al7| & &S ZHELICE ILM 720 = StLt
Of&fo| v x| X|E 0] Zete & AFLICE. 2} vix| X1 &2 B 7|2t HEE LT}

27



HK| XIAlS At of BiK| &2 A

171(712h), (=8 E= AH 2Y) & SARE M AX|(BILE o] &2 ME IX)E

X|Feru|ct. o 72 LHoll M ot 7| Ztoll TH3H o2 BX|S XISt = JH o] &2l 7| Ztof| ChHal HHX| X|&E K& &
OIA|_|[:|-
* CHY 7|1ZH S = oo JHA| HHX|E X|FstH Cfst7| 7|z oto|2= SEIYLICH 4 £ =21 oliT 7(ZHoi| Chal
T OH ol&te| 2ol g FItetL|Ct
* 50N of¢Q| Z[ztol| chet JHA| HHXIE K|St * =Tt * HES 22I5t0 Lt 7[2tE FItLICE 2 T2
712k LHof| StLt o] 2| 2relE X[EELCt.
O oflofl M= ILM & ‘8 orAte] BiX| 2| H|O|X|E Ho{ FLICH
Placements @ It Sort by start day
Fromday | 0 store | for v 385 days
Type | replicated v Location “501_ |iEC2— | Add Pool Copies | 2 |T|?|

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for mare

information.

Type @ erasure coded v Location | All 3 sites (6 pius 3} v Copies 1 + x'
From day | 385 store | forever v m
Type  repiicated v Location || Archive ~ | Add Pool Copies | 2 Temporary location | — Optional — v 2 |E -'--
A HiX| X|H2 R ool & 222 HEAIELICL
1
1. K Hif Z0 M= 5 7i2l GIo|E HIE| AO|EO]| & 7Hel SH|El 7HA| SAHR S
BHSLICE.
2. & W SollM= Ml 7H2| Clo|E] MIE| ALOJEE ALESHY] 6+3 AMM| 2 SAL2S
EELICH
& I X XE2 10 20| F 12| B2 ARZ S WE5tn oY Al2E SFHeRE
2 R
Aol Chet BiX| XA Eehs Folg = HMo{ 1742 BiX| X|E 0| 0ZXtof| A|Zt=|=X], Felet 7|ZF Atojof| Z+H0]
A=K 2eleiof LIt O2|1 2[F BiX| XA 2 7 = [ 0|y RLENME SAHE0| EROHX| 42 WiHA]

A&ELCt

TAlQl 2t 7|1ZH0| Btz E[H ChZ 7|
S ARO[ AfH|ELIC.

AE2[X] S8, 2E2(X| &,

StorageGRID A|AHIO| CH3t ILM 722

Hol= A RS BTG

M o g

* "AER[X] HE

28

Zhol| THSE 2EIX B x| X|%l0] HEEIL|CH M QEME 2AH20| 4|1 2L
EC =20 3l JH 2 MMSHL|C}

MMste{H HY QENME AEZ|X| X[E M5,
I, S3 g MEH™ oz 1 M68{of gfL|Ct.



P AER|X B A
F'2RARE AN E ALY

L AR AP ZRE D

-

* "9 AY(EY W S3T A Y)”

-

AERX| HE 49 (2

Ag8|X| S22 AR2|X| L E0|M ALBSHE AE2|X| QS AIMSILICH ILM 70|
AO|EQ] BE E th4l EH AN LE0| SH AHES MR dtais 29 AE2|X
Mg WA+ USLICH 0| SOf, StorageGRID All-Flash 2E2|X| 0{Z2}0|21A of 20|

fg HH}% AEZ|X| LEO| EX QEHREEZ HEISH A QIAL|C}

0] =+ of| CHasH

= O|Mo| AEZ|X| RYS AIEsE AR LR 2t AEEX| S52 MAHSH 2t RS AHeE £ QLT
AEZ|X| S22 MMoIH AEZ(X| E2 2HY I EH Y9 AEZ|X| LEE MEig £ QEL|C.

AE2[X] S20| X7t EX| = H20: 25 AEEZX| LEJF SYg, o] EXIE AUFHI AEZ[X| 22 FE8E O
DE AEZX| LE 7|2 AEZ|X| SS2E AT 2 QBL|CH

S A M AERX| LES FISHHE MY =27t RE AEEX| LB J|E AEEX| S50 F7HELICH O Ao,

*ILM 7#2l0| BE AERX| L& S50| U= 2EE|X| 22 MESh= 22 &HO0| §EE Ze M LEE MY £
AL,

* ILM 20| At EXL X H AE2|X| S50| U= 2EE|X| 22 MESH= B2 Of2fl 2 E tHZ AMEX XIH
AEEX| SEE B0 #3522 2EsloF M| ==7t AL E LT

N sE2 d4g o 2ttt A2CHH B2 ME S22 HHSHX| A, o 50, 24 2AE2|X|
@ Lof chel stLtel AER[X| SE8 AHoHK| YA, CiAl 2t AEE|X] SES 271 0|42 0|

SESrLICE ot LEo T 2 E AEZ|X] SE2 Y EEE AMEY +8lAl 2 2R ILMMEOE

OHISF A °|¢L|E|-

T=22 T A" .

'371I
CILM* > * AEE|X| S5 * S MEHELIC

2. AE2|X| 52 M4

o 0H

Ju 1o
|1°+ =°.=*

OF Sti= 2t AE2|X| S20fl thall * Insert * & S2IeLICH Y WS FH6tn AE2|X| WH| 20|22
FLiC

7|12 AEE|X]| S22 £8Y £ IELICE 0] E= StorageGRID A|AH! 2 F0f| £7HEl M AEE|X|
LEEOZ 01|°*E|01 UAELICE.

29



Storage Grades

Updated: 2017-05-28 11:22:39 MOT

Storage Grade Definitions e
Storage Grade e Actions

0 Default

1 [aisk 20

Storage Grades e
LoR ‘Storags Grads

Data Center 1/DC1-S1/LDR Default P 4

Data Center 1/DC1-52/LDR Default V' 4

Data Center 1/DC1-53/LDR Drefault 4

Data Center 2DC2-51/LDR Default Vg

Data Center 2/DC2-S2/LDR Default i 4

Data Center 2/DC2-53/LDR Drefault V4

Data Center 3/DC3-31/LDR Default 4

Data Center 3/DC3-52/LDR Default V4

Data Center 3/DC3-53/LDR Default P 4

Apply Changes *
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Storage Grades "4

LDR Storage Grade Actions
Data Center 1/DCA-51/LDR IDefauIt | V4
Data Center 1/DC1-S2/LDR Ew P 4
Data Center 1/DC1-53/LDR Default V4
Data Center 2/DC2-S1/LDR Default _?
Data Center 2/DC2-52/LDR. Default V4
Data Center 2/DC2-S3/LDR Default _?
Data Center 3/DC3-51/LDR Default V4
Data Center 3/DC3-S2/LDR Default _?
Data Center 3/DC3-S3/LDOR Default V4

Apply Changes .
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— Make 2 Copies (2 sites, 1 pool)
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— Make 2 Copies (2 sites, 2 pools)

Site 1, Pool 1 Site 2, Pool 2
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Storage Pools

Storage Pools

A storage pool is & logical group of Storage Nodes or Archive Nodes and is used in ILM rules to determine where object data is stored.

+ Create || # Edt || % Remove | [ @ View Details

Name © 11 Used Space @ 11 Free Space @ 1t Total Capacity @ 11 ILM Usage &
® Al Storage Nodes 1.10 MB 10290 TB 102.30 TB Used in 1 ILM rule

Displaying 1 storage pool.

Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or container where objects will
be stored.

+ Create||_fEdit'| x Remove:iuc;,learEm)rI

No Cloud Storage Pools found.
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- M 2E2[X] 22 ‘HH5t2{H * Create * S METIL|CE

Create Storage Pool CHatAMAFI} LEEFEFLICE.

Create Storage Pool

+ For replication and single-site erasure coding, create a storage pool for 2ach site.
* For erasure coding at three or more sitas, click + to add each site to a single storage pool.
* Do not add mere than one sterage grade for a single site.

MName
Site | — Choase One — v Storage Grade | Al Storage Nodes v
Viewing Storage Pool -
Site Name Archive Nodes Storage Nodes

Cancel |
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Create Storage Pool

» For replication and single-site erasure coding, create a storage pool for each site.
« For erasure coding at three or more sites, select + to add each site to a single storage pool.
= Do not select mare than one storage grade for a single site.

Mame All 3 Sites for Erasure Coding

Site Data Center 1 v Storage Grade All Storage Modes v x
Site | Data Center2 v Storage Grade | All Storage Nodes - E
Site Data Center 3 v Storage Grade All Storage Nodes T EI
Viewing Storage Pool - All 3 Sites for Erasure Coding

Site Name Archive Nodes Storage Nodes

Data Center 1 0 3

Data Center 2 0 3

Data Center 3 0 3

You are creating a multi-site storage pool, which should not be used for replication or single-site erasure coding.
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Storage Pools
Storage Pools
A storage pool is & logical group of Storage Modes or Archive Modes and is used in ILM rules to determine where object data is stored.
|-|- Create | # Edit || ® Remove I@ View Details |
Name & 11 Used Space @ 11 Free Space & 11 Total Capacity © 1T ILM Usage ©
® Al Storage Nodes 1.56 MB 280TE 28078 Used in 1 ILM rule
Dc1 621.77 KB 932.42 GB 93242 GB Used in 2 ILM rules
pc2 67582 KB 932 42 GB 93242 GB Used in 2 ILM rules
DC3 57895 KB 93242 GB 93242 GB Used in 1 ILM rule
All 3 Sites 1.88 MB 250TB 280TB Used in 1 ILM rule and 1 EC profile
Archive — == =% =
Displaying & storage pools.

Cloud Storage Pools

You can add Cloud Storage Fools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how fo access the external bucket or coniainer
where objects will be stored.

|+ Create | # Edit || ® Remove || Clear Error

No Gloud Storage Pools found.
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Storage Pool Details - DC1

Nodes Included ILM Usage

Number of Nodes: 3
Storage Grade: All Storage Nodes

Node Name Site Name Used (%) @ 1
DC1-51 Data Center 1 0.000%
DC1-52 Data Center 1 0.000%
DC1-53 Data Center 1 0.000%
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40

Storage Pool Details - DC1

Nodes Included ILM Usage

ILM Rules Using the Storage Pool

The following ILM rules in the active ILM policy (Example ILM policy) use this storage pool

« 3 copies for Account(i1
= 2 copies for smaller objects

1 ILM rule that is not in the active ILM policy uses this storage pool.

If you want to remove this storage pool, you must delete or edit avery rule where it is used. Go to the ILM Rules page (3.

EC Profiles Using the Storage Pool

No Erasure Coding profiles use this storage pool.

() LM A ArgEIE AR B FE 4 elgLich

O oflofl M= AR 2E Z2OFACA 37H AtO|E AEEIX| E5 25 AHSELICH J2{H AX| 29 Z20telo| 2y
ILM Z22| 3t ILM #A{of] 2/ AtE-ElLICH.

Storage Pool Details - All 3 Sites

Nodes Included ILM Usage

ILM Rules Using the Storage Pool

The following ILM rules in the active ILM policy (Example ILM palicy) use this storage pool.
« EC larger objects

If you want to remove this storage pool, you must delete or edit every rule where itis used. Go to the ILM Rules page (3

EC Profiles Using the Storage Pool

The following Erasure Coding profiles use this storage pool

Profile Mame Profile Status €
6 plus 3 Used in 1 ILM Rule
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Cloud Storage Pool2 T Q|5 S3 HZ! EE= Azure Blob AE2|X| ZIE|0|HE X|HELICt. StorageGRIDE
XESH= SA| S2tRC AER|X| ES ASSIEZ, 22tRE AEE[X| Z0f| X[ ™2l H3l0|Lt AE|0|L7t ZxHstn HZA
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ILM *>* AE2|X| & * 5 MEfgiL|Ct.
AE2|X| Z H|O| X[} LIEFEILICE. O] HO|X|0= AEE|X| Eat 22tRE AEE[X| 22| F MM0| ASLICEH
Storage Pools
Storage Pools
A storage pool is a logical group of Storage Nodes or Archive MNodes and is used in ILM rules fo determine where ohject data is stored.
-+ Create_i # Edit || X Remove _@ View Details
Name & 11 | Used Space @ 11 Free Space @ 11 Total Capacity & 1T ILM Usage &
® All Storage Nodes 1.10 MB 10290 TB 102.90 TB Usedin 1 ILM rule

Displaying 1 storage pool.

| Cloud Storage Pools

“You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system A Cloud Storage Pool defines how to access the external bucket or container where objects will
be stored.

-+ Creale} # Edit|| % Remove | | Clear Emor

No Cloud Sforage Pools found.

2. HO|X|2] 22RE AEE[X| E MMM * dd * S SElelLICh
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Create Cloud Storage Pool
Display Name @
Provider Type @

Bucket or Container @

3. [I2 BEE LHSLICE
oo Y=gt A
HAl 0|2 Cloud Storage Pool2t 1 8 =& 7tetstA| 4Hst= O|ERILICEL ILM
TS A of 2A AEE £ = 0|F2 ASELICL

Sait 7d O] S2tRL AEZ|X| 20| AFEE 2=t

* Amazon S3(S3 EE= C2S S3 22t*E AE2|X| Z0f tifsi o] M
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« 22I2C AEZ|X| E0f O 7|2 HEE st ZSX KHEOE * Amazon S3 * £ X|Hsf{of L L},
Create Cloud Storage Pool

Display Mame @ 33 Cloud Storage Pool
Provider Type @& Amazon 53 v

Bucket or Container & my-s3-bucket

Service Endpoint

Protocol & O HTTP & HTTPS

Hosiname @ example.com or 0.0.0.0

fa

Fort {optional) &

Authentication

Authentication Type 8 v

Server Verification

Cerificate Validation @& Use operating system CA cerlificate v

* A 7| AIBS ABOHE S I% S3 HIZI0| HNIA 7| 1D UL B M A 7S Lotof BHLICY,

£
1. MH|A 27 * MM&ojM CHg FEE HMIeLich

a. 2RL AEZ[X| 20| HEY U} AI2Y Z2EES MEBL|C}
712 ZEEZS2 HTTPSYLICE

b. 2EIRE AEZ|X| ZEO| Mt SAE 0|2 L= |P FAE QadstL|Ct,
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s3-aws-region.amazonaws.com

®

a. o mat 22tRE AER(X| 20| HAEY

7|2 ZEHTTPSS| 2R ZE 443, HTTPS| ER

2. Authentication * MM0f|A Cloud Storage Pool AIEZQIEQ L3t Q

A{EH
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MS MENSHL|C}
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Ol M| A
7|7} LWeBh|Ct
= = .
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* W31 MH|A EFO| QIEX], J2[10 XIFe X4 3EE ALESIH =2Y = =X ASeL|ct.
* H3lof| Ot S MH H3I0| FEIRE AEE|X| E2US AlEY + f Q
OMYA|RL x-ntap-sgws-cloud-pool-uuid.

Cloud Storage Pool 450| &I{5tH ZAZ 0| Huist O|RE HEst= 2F HAIX|Z7F HAELICE OIS S0 QIS A
QFIL JAZALE XFet H{Z10] o|0] l= B 2F7 HOE = ASLICH

@ Error

422 Unprocessable Entity
Validation failed. Please check the values you entered for errors.

Cloud Poaol test failed. Could not create or update Cloud Pool. Error from endpoint: NoSuchBuckat:
The specified bucket does not exist. status code: 404, request id: 4211567681, host id:

22RE AEZ|X| & 22X S8 X[AES EX5tH 2/ E i At CHZ Cloud Storage Pool2 CHA| X &S HAA| L,
2 M

'SHRE 2E2X] E X &
C2s 83: 22tRE AEL|X| E0f thet 21F MR HE X|F

C2S(Commercial Cloud Services) S3 AMH|AE S2tRE AEZ[X| 22 ALE5I2{H C28
MM A TEH(CAP)S 915 Qo= AsHof SHLICH J2{H StorageGRID7H C2S AE 2| S3
HZIS HM|ASH| 2ot A ZHE SEE ¥ = JSLICH

st A
* MH|A AEZQIES T5H6L0] Amazon S3 Cloud Storage Pool0f| Lt 7|2 HEE Ql23sljoF Ehu|Ct.
* C2S ANl 2HE ZE T B MEIX AP O§7] H~E Z8510] StorageGRIDZH CAP MEHOIA A Xt
SHE = ol A8 MA| URLE 21 lojof gfL|Ct.
* HEot gy O_%E?IEP(C A)Ol[A LTt AH CA Q1B A7t QU0{0F BFLICE StorageGRID= O] 2ZME AR SO

)
CAP AMt{2] IDE ZtQIBiL|Ct Mt CA IS M= PEM Q12T 2 AFZ3HOF BfLCt.

* HEot HE QT J|2H(CA)IM ZEet 220U E AS M7t A0{0F BHL|CE StorageGRIDE 0| ISME
Af95f04 CAP MHo|| st XtH| IDE ZHELICH S20|YUE IS M= PEM 2T S AHE8H0f 5t C2S A|HO
CHek M| A ASHO] F0{=|0{0F BfLICt.

* 22I0[AHE 2AS Moi| sl PEM A2 E &l JH2l 7|7t RL0{0F Lt

* S2H0[AE AS MO 2 7|17} L=otEl HL A2 E =517 et =7t A0{OF LT}
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Create Cloud Storage Pool

Display Name @ 53 Cloud Storage Pool
Provider Type © Amazon S3 v

Bucket or Container @ my-s3-bucket

Service Endpoint

Protocol @ © HTTP ® HTTPS

Hostname @ s3-aws-regicn.amazonaws.com

Fort (cptional) @ 443

Authentication
Authentication Type @ CAF (C25 Access Fortal) v
Temporary Credentials URL @ hitps:/fexample com/CAP/apifv 1 /credentials?agency=my

Server CA Certificate @ Select New

Client Ceddificate @ Select New

Client Private Key @ Select New

Client Private Key Passphrase
{optional) @

Server Verification

Certificate Validation @ Use operating system CA cerlificate v

=3 3
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a. YA XA SH URL * 9] AL StorageGRIDZt C2S AMof| &=l 2 E T4 5l MERH AP| Of7 HAS
ZSSH0] CAP MHOIM /A XA ZHE = O AFEY MA| URLE = ELICE
b. MH{ CAQIS M * o] ZL * MZ MEf * & 2216t 11 StorageGRID7t CAP MHE 2f0lst= O AF2E PEM
QIZYE CARQIZME HEERLICE
c. 220|AHE QBN * 2| A2 * M &5 ME * S 22/t 1 StorageGRIDZt CAP AMHO|| XH&S AlHsH= O
Ar2s PEM QIR El sHE HZCtL|Ct,
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e. 220[2AE JHol 7|7} YTBHE FP 2H0|V1E Ol 7|0] ABE SfSot7| 93t Q4SS YELICE IV

O™ * Client Private Key Passphrase * ZEE H|9| SL|C}.
3. MH &0l MMojA CHS HEE MSELICH
a. QIEM fEY LA 9 B * AEX X|F CAQISAM ALE * S MEABILICE
b. Select New * & 22l6t11 PEM QIR El CA QS A E YEEJILIC

4. Mz~ 2 S
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222t AEZ|X| 22 MEE 1 StorageGRID2 CI22 £ TtLICY.

* M2 MH|A Z2FHO| JA=X], 2210 X[t XH SEE MESIH =FE & A=K ASHLICE
* HZ0|| O DS M3 H210| S2tRE AER[X| /S AEY - ASLICL 0|50 21 o] IHA 2 FAH5HK]

OMAI2 x-ntap-sgws-cloud-pool-uuid.

Cloud Storage Pool 50| &fstH AZ0l| Mgt O|RE HHst= 2F HAIX|Z7t EAIELICE O|E S0 21T

LFEIF AAL Xt H20| o|n] gls R 2R

HI
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@ Error

422: Unprocessable Entity
Validation failed. Please check the values you entered for errors.

Cloud Pool test failed. Could not create or update Cloud Pool. Error from endpoint: NoSuchBucket:
The specified bucket does not exist. status code: 404, request id: 4211567681, host id:

0
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Azure: 22t E AEEZ|X| 20| tigt 215 MIF HE X

Azure Blob AE2|X|& Cloud Storage Pool2 ¥4< I StorageGRIDAIA 7HKIE K& SH=
ol AtEe 2|2 HH|0[LH 2| A 0| S AN 7|2 X|™sHofF gL|Ct.

A

2IRC AEZ|X| Z0f Clist 7|2 HEE Q2stn 2K FEOZ * Azure Blob Storage * £ X|&dlj0F EHL|C}.
SR 71*71* Q3 9™ * ZEof| LtEHHLICE

e

my rot

*

Create Cloud Storage Pool

Dizplay Mame & Azure Cloud Storage Pool
Provider Type & Azure Blob Storage v

Bucket or Container @ My-azZure-coniainer

Service Endpoint

URI @ hitpsfimyaccount blob core windows: net
Authentication
Authentication Type @ Shared Key

Account Mame @

Account Key @

Server Venfication

Cerificate Validation @ Use operating system CA cerlificate v

1 3

* 2ERE AEZ|X] E0|| AH2E|= Blob 2E2[X| ZAH|0[LH0f| BN ASH= O] AHEE|= URI(Uniform Resource
|dentifier)S OtOF rL|C}.

* AEE|X| AEL| 0|81 2= 7|5 21 A0{OF HLICH Azure - S AHZSH0] 0|28 g2 HE £+ USLICH
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|

1. Service Endpoint * M/40{A] Cloud Storage Pool0il AFSE|= Blob & A ZAH|0|L{ 0| HMASH= O ABE=
URI(Uniform Resource Identifier)S /2 &L|C}.

CtS g4 & StLIZ URIE XIFgL|C
° https://host:port

° http://host:port

LEES X|H6IX| O™ 7|2H O ILE 4430| HTTPS URIO| AFE[D EE 802 HTTP URIO| AFSELICE
Azure Blob M&E A ZIH|O|LHE + * 0f|&| URI *: https://myaccount.blob.core.windows.net

2. QIFZ * MMo|M Ch2 FEE MS UL

a. AE O|F * off CH3ll 2| AMH[A HHO|HE £

30

of Blob M& 4 A Ho| 0|52 UHYLIC

b. A™ 7| * o] ZL Blob MZE A AHMQ ¢ 7|2 UHTILICE
@ Azure 289 E2

3. MH ZZ * MMOIN 22HRC ASE|X| B0 st TLS Aol 3t QM SRS HAGHE O ALSE Wi
MEELICY,

Ok

7 7| 215 S ArEdHOF gLCt.

M

M2 Megct TE
o
o

= 2
2 MH CAASME AERLITH 2T AFof 2XE 7|2 CAASME AMESIH HES ELC)

]

AHEXEX|E CARIBA X X1 CA IS ME AFEEILILE Select New * & 22
ARS8 RfLict AIYE ASME =L

I PEM

O|'

ASME 2flstA| gi&LItt TLS HE AHEE= AEM7t HEEIX] EASLICE

22 AE2[X| 22 MEY W StorageGRID2 CiZ& & ELICt.

ZHO|LA 2t URIZE JA=X], X[Fet Xt SHE AHESH0] s ZHO|L{of| AZE 4= UA=X| 2elgfL(tt.

=

* ZEo[of oA TS 7| =5t Sate= AEL|X| 22 AEEL(Ct 0|F0] 21 0] T2 MAHBHA| OHYA| L x-
ntap-sgws-cloud-pool-uuid.

Cloud Storage Pool Z4&0| AlnfstH %0“ Aolfot O| R E HYst= 2F HA|XIZ7t EAIELICE o|E S0 2IBA
QFIt JALE X|Hst H|O|LH 7L o|O] Gl B3R 2F7 R
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22RE AEE|X| & 22X i Z X[HE =50 22X E S 2ot LIS Cloud Storage Pool2 CHA| X &sH HHA|L.
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ZaC AEZ|X| E M™E
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Cloud Storage Pool& TZ!5t0 | , MH[A 88 EE= J[EF MR HEE HEY = UX|TH
Cloud Storage Pool2| S3 HZl £= = Azure 7 E1|0|L‘|E HEAY == AUSLICL

A
1 ILM* > * AE2|X| & * 2 Mefgh|c}
AE2[X] E HO|X|7} LIEFHLIC. 22tRE AEE[X| E H|O|IS0E 7|1& 22tfE 2E2|X]| E0| LIEELIC]
Cloud Storage Pools
You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or
container where objects will be stored.
Pool Name URI Pool Type Container Used in ILM Rule Last Error
® azure-endpoint https://storagegrid.blob core windows net azure azure-3 +
s3-endpoint https:/fs3.amazonaws.com s3 53-1 v
Displaying 2 pools.
2. HEY 22RE AEE|X| 29| 20| HES MEfgtL|Ct
3. Wy * g 2Lt
4. LQ0i| w2t FA| O F, MH]| 4, Q15 AtH B8 E= 2EM Rad A UHES HEYLID
@ S2HRE AE2[X] 29 S5 /Y = S3 Al EE= Azure ZIH|O|H = HEE 5= QISLICEH
O|Tofl MH FE= 2EI0|UE ASME HZESH F2 * odXl 27| * & MESHe] oIXf AL Sl ISME HEY +
OIAL_l [:|.
Y= .
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222t AEZ|X| F2 M&EY [Iff StorageGRID= H3! 11042t MH[A AEZQNET} QL
A

LE=E IE T} U
t23t0] sy 20| AE2E &= A=K S Ch

Cloud Storage Pool Z450| &I{stH 2 F HIA|X|7} EA[EILICE O S0 QIZM F I /U= 82 2F7t
HIE £ ASLICHL

Z2I2C AEZ|X| E 2H| s Z X|& S &=xslo] 2H|E sHZ S LIS Cloud Storage Pool CHA| X ZHsH
HAAQ.
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"SERE AEZ|X| E 2| i E"
SRE AEZ|X] E2 MHst= SYLICH
ILM 20| AF2E|X| &t QEHME H|0|E{7t Qs 22IRE AEZ|X| E2 HAHY = JUSL|CH

Lot A
+ X|elels B2l HE AFR3104 Grid Manager0l] 219180 gHLiCt
* S oy A Hto| U0{0F FL|Ct,

* S3 M3l = Azure ZIE|O|LH0]| QEHE T} Totk|X| tZ2 2RIUELICL SeRE AE2|X| 20l 4X[7F ZetE
B2 MY E2= MASH L 5IH QLRI WAUBILICE XpAIS LI82 "SRt AE2(X| 2 22X HE'S
N

2219 AE2|X| ES M4 1) StorageGRIDE UF TS 83! = Zi8o|Lo] ZHastof
()  =atec Asalx B2 AFELIC 01Z0] 9l O] HUS HHBHK| OHIAIS x-ntap-sgus-
cloud-pool-uuid.

mjo

A

o

= = A= ILM #ES 0|0] ®AYSLICE.

|
1T ILM* >* AER|X| &+ S MESL|CY

AE2|X[ & H[O|X| 7} LIEFELICY,
2. oAx{ ILM Alof| AF2E|X| b= 22tRE AELZ|X| 22| 2L HES MEgLICH
ILM T#2]0f| A8 E|= Cloud Storage Pool2 Mg 4= YIS LICH H7A * HE0] H|2-detEL|Ct.

Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or
container where objects will be stored.

Pool Name URI Pool Type Container Used in ILM Rule Last Error
® azure-endpoint https:/istoragegrid.blob core windows net azure azure-3 4
s3-endpoint hitps://s3.amazonaws.com s3 s3-1 '

Displaying 2 pools.
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A Warning

Remove Cloud Storage Pool

Are you sure you want to remove this Cloud Storage Poal: My Cloud Storage Pool?

e [ o

N
1ot

ol + g /gLt

- =

SRE AE2[X| Z0| HMAHELIC

"SERE AEZ|X| E 22X siZ"
Zetec AEZ|X| E 2X| s

SeHRE 2EE(X 22 WY, HE L= MW o 77 5= 22 L2 =4 2 B
AHE5I0 ZHIE SHESH AL,

M

StorageGRID2 2= S2RE AEE[X| 20 CH3l 1201 oF HW ZHEhot JElf HHS A5t 22tRE AEZ|X|
S0 AMAY & ACH SHIZH| ZSSH=X| 2feletL|Ch e A Al EXI7H HXIEH AE2|X] Z H0|X]|Q|
22t AE2|X| E H[0|29| 0tX|2t 2F Fof| HAIX|ZF EAIELICY.

Of E0il= 2t 22tRE AE2|X| Z0] thsl] ZX[El 71 22 LRI EAIEH 2RI 2t AlZHo] EAIEL|C}.

Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store ohjects outside of the StorageGRID system. A Cloud Storage Pool defines how fo access the external bucket or container where objects will be stored.

Peal URI Pt Container Used in ILM Rule  Last Error

Name Type
Endpoint failure: DC2-51-106-147: Could not create or update Cloud Storage Pool. Error from endpoint: RequestError: send

. 53 10.96 106.142-13082 =3 53 v request failed caused by: Get hitps://10.96.106.142:18082/s3-targetbucket/x-ntap-sgws-cloud-pool-uuid: net/http: request
canceled while waiting for connection {Client. Timeout exceeded while awaiting headers)
8 minutes ago.
http:/ipboerkoe@10.
Azure 96.100.254:10000/d | azure | azure +

evstoreaccount1
Displaying 2 pocls
ot MEf M Al X 52 LHO|| StLt 0] 42| M Cloud Storage Pool 277 A= %.*Xlﬁﬁ * Cloud Storage

Pool connectivity error * 2107} E2|ELIC O] LZlof| CH3t e-H|Y S2IS [0]X I(* ILM * > *
Storage Pools * MEH)E 0|55t OFX[2 @7 Fo| @ F H|A[X|E HAESHL of2ie] EH| sHZE Il*'% ARSI 2.

-
T
-
-
==
ret

ZEH EHE A = LRI HEEU=K] 2ol = AELICH 22HRE 2 E2|X| Z H0|X[of| M EF2 EHZIE
HES MElSID * Q7 X|7| * E SEIYLICE 2l HIAX|= StorageGRIDOIM 22HRE AEZ|X] 20 Uet LR E
HMAHYSS LIEHRHLICH
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Error successfully cleared. This error might reappear if the underlying problem is not resolved.

712 M7t ol AR 3% 2F HAIXZLH Ol HAIZ|X| §ELILE O2{Lt 712 EH|7F SHAEIX| AL CHE LR 7L
Lot 22 F 2 LHo OHX[2 @F B0l 2F HIAIX| 7} EA|EL|CE

RF: 0| 22HRE AE2[X] E0| of|7]X] g2 2HIET} ASLICH

SCRE AER(X| 22 WY, MY E= MASH 10 61 0| LRI UdE ~ JELICH 0| 2R = HAl &=
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ZHE siZ5HHH 2H0M F HIAIXIE HBESHIA2.
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* OE ZE 28 2F HIAIX[of tioh CHE & otLt 0| &S A=giL(Ct.
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o

° Cloud Storage Pool0f| 2i2&ot 213t %t 0|F 2| 2 F 7H|0|H E= HIIS Mdst CHE, M Cloud Storage
Pool2 CHA| M &SI A L.
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° Cloud Storage Pool0i| X[t Z1H|0|H == HZl 0| F2 =&5t11 M Cloud Storage PoolS CHA|
KESHIAIR.

RF: 0] ID7t ¢l E22HRE AR X| E2 AE + LT

Cloud Storage PoolS H&/St7{Lt AfR|SHE{ 1 6HH 0] 77 Ade = JASLICE 0| LR= EF0IM 404 SES
dhetet o LS, Ol= ChS & SILHE 20 4= ASLICE
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22RE AER|X| 22 AA[St2{ 1 61 0| RLFIF Al o~ JASLICEH ILMO]| 2|8 0| S$t H|0|E], Cloud Storage
Pool2 TA5t7| FHof| 210 QI H|0|E = Cloud Storage Pool2 MA3t = CHE AAO|AM HIIS Zatst
Cll0IE{ 7t Cloud Storage Pooldi| Z&tel %’—?—Oﬂ Cloud Storage PoolS K& £ gi&L|Ct.
CHS THA| B StLt O] &2 A=510 XIS SHESHYAI2.

« "2RE AEE|X| E H| 2t0|ZALO| 20| M K|S StorageGRIDZ CHA| 0| Sdt= XA S MEH A

* ILM2 E3f LIHX| Z4K|7t Cloud Storage Poold| Z8HE|X| 42 O 2 StMsH=E AR HIAINA M E
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@ ILMO| 23l i X| &l 22tRE AER|X| Z0|M HHE S22 MHSHA| OHYAIL. LIS
StorageGRIDO| Al =S 22 AfH|El 7HA|0f °”A1|*0fﬂ1 StH AHIE JHAIE &S o= st
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Z2 0| RLFE7} &l = JFLICL 0| LR = 2|F TEA MH{7F 22RE AEZ|X]| 2 EF0| =2 + gl= 20
LHBILICE o|E S0{ DNS M7t S AE 0|§§ efolgt = Q7L 2|f HIERE EXIL UAS = ASLICE
CHS Tl & StLE O[S Al =5t EHIE SHESHYAIL.

ECIRE AEZ|X| %(* ILM * > * AEZ|X| = *)Ql NS slolSHL|C}.
AER|X| Z2A| M2 HIEYY 742 gtolgLct,
HHEE

"Cloud Storage Pool 7HX|2| ~HZF7|QJL|C}"
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HAZLLICH o] Hat2 MdE Ho[H Sl mi2|E] Z=Ztof o A|ARIO] O|={st =2tS HiEStH=
s

* X|9El= Bt K E AF25I0 Grid Managerdl| 2 1218}{0f $HL|Ct.
« EX N A HBHO| QLO{0F THL|LCE,

* Feto| StLte| AO|E K= Ml 7 O|49f AO|ETF ZetEl AER(X| 20| ZetEl AE2[X| E5 HJsHofF LIt
OIEZE &= i AE2|X| 20l= AW 2E AF[OHE AL &= YlELIC.

Of 2ol s
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AR 2 Z2A| AFEEl= 2E2|X| 0= F=5| StLtof AfO|E EEi= M| 7H O 42f AFO|ETt I EE|0fOF BfL|CY.
AO|E O|5SHE MSotaAE AE2|X| Z0i| AFO|E7} 37 0] & RLO{OF BfL|LY.

@ AERX| =ETF ZotEl AEE|X| 22 MEHSHOF BILICH ATK| 2 CIO[E{0|= OHFI0|E LLEE MEE

= SlELICh

2
1 ILM * > * 4f| 2 *  MergiLch

AN 2 Z23 HO[X[ 7} LIEFEL|CE.

Erasure Coding Profiles @
An Erasure Coding profile determines how many data and parity fragments are created and where those fragments are stored

To cresie an Erasure Ceding profile, select a storage pool and an erasure coding scheme. The storage pool must include Storage Modes from exactly one site or from fhree or more sites. T you wani to
provide site redundancy, the storage pool must include nodes from at least three sites.

To deactivate an Erasure Coding profile that vou no longer plan to use, first remove it from all ILM rules. Then, if the profile is still associated with object data, wait for those objecis to be moved to new
locations based on the new rules in the active ILM policy. Depending on the number of objects and the size of your StorageGRID system, it might take weeks or even months for the objects to be moved.

See Managing objects with information lifecycle management for important details.

|+ Creale| # Renames O Deactivate
Profile  Status  Storage Pool Storage Nodes Sites  Erasure Code Storage Overhead (%) Storage Node Redundancy Site Redundancy

No Erasure Coding profiles found.
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2. Create * & Z=IgfL|LC}.
EC Z20t 0t=7| cHSt AXE2F LIEHEL|CE.
Create EC Profile

You cannot change the selected scheme and storage pool after saving the profile.

Profile Name & MNew Profile

Starage Pool @ ~

FolioF LIt 7|&E Z2=tAS| O|ES AFESHH T =m0l HgMstEl 4R0x

From da 365 store | forever v ;
: Erasure Coding profile name

Type | erasure coded v Location | All 3siies (6 plus 3} Copies | 1 |__+_ »

Storage pool name

4. 0| x| 2 Z2otlof chs Mot AEE|X| E2S MEHBLICY.

J2{E0] $ITY AOIET} SHLIB EBHEl R |2 AE2X| B, BE AE2X| L L |2
(D) MOIE, 2E MOIES ESSI= AE2IR] EE ALY 4+ YALICE 0f SAE = v AO[E7}
27tel 32 MRl 29 m2Eo| 222 H A WAFLC,
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g AEEX| ES AA|
RSLICEH T 7H2| AO[ETL Q= AEE(X| 20l 4

I ArE
AMA 2E A7|0HE M%%-* =+ ST

AEE|X| 2 MESIH 29| AE2X| L= 8 MO|E 40 W2} ArE 7hset A8 2E FHE S50| EAIELICE
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Create EC Profile

You cannot change the selected scheme and storage pool after saving the profile.

Profile Mame & G plus 3

Storage Pool @ | All 3 Sites v|

9 Storage Nodes across 3 site(s)

Scheme
Erasure Code & Storage Overhead (%) & Storage Node Redundancy @ Site Redundancy &
6+3 50% 3 Yes
2+1 50% 1 Yes
4+2 50% 2 Yas

ME 7tse Z AN 2 FEEO| oisl TS Y27 LI LI

o * AN ZE AW 2 MAI2| O|F(HIOE| =2t + mH=|E| THE),

o * AEE|X| QEHEIE(%) *: QEMEQ| 0B A 7|0 MTiXQl mi2|E| Z=Zfof| st
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7t AEE|X| AEE|X]|
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* AER|X| LB O|FS *: A HIO|E HAM 7|53 RAISHHM &4E = A= 2E2|X| LE QLT

=
* \JO|E O|Z=3} *: AFO|EJ} 2AIE AQ MEHSH ALY IEZ QHME
ALO|E O| &3S K| 6t H MEist AEZ|X| E0f| AIO|E 242 52 £+ Y= 2T AERX| LETH U=
2] AFO|E7} L EHE|0] QLO{OF BIL|CL Ol E0, 6+3 AX| DY M A E A0 AIO|E 0|F3E
X 2ot Meist AE2[X| Z0f| 2F AO|Eof| 37 O| Ao AEE|X| =7t I EHEl AFO|ET} 371 Of &
LSHE|0{OF BL|CE.

| >

I'

Ct2at 22 22 HAIXIZE EAIELIC

MENSH AEB|X| E2 AIO|E O|F2HE MSSHA| b&LICH MEfot AE2|X| Z0| AFO|E7} StLtot ZotE 2
CHE HIAIXIZF EAIEILICEH ILM 20| M O] AfH| 2 Z2MAS A8 LE HOZRE Ead &
AELICH.

Scheme

Erasure Code & Storage Overhead (%) @ Storage Node Redundancy @ Site Redundancy &

s 241 50% 1 Mo

The selected storage pool and erasure coding scheme cannot protect object data from loss if a site is lost

To provide site redundancy, the storage pool must have at least three sites.
MENSE AE2|X| 20| AH| 2 MA|0f CHet 27 AretE SEHX| tSLICE IS 3._ AEE|X| E0
Hetd| & Q| AO|EZ ZtEl R ThS HIAIX[It EAI IL|CE AR 2Y S AHES foﬂl HME H|o[E{E
Host{H HEs| StLte| AFO|ET s AEE|X| 2 MEHSIHLE M| 71 0| 42| ALO|EZ f U= 2E2X| ES

Metsfof suict.



Scheme

Erasure Code 2] - Storage Overhead %) @ - Storage Il.l(.;d-e.Reaundaﬂcy (7] . Site Redundancy &

No erasure coding schemes are supported for the selected storage pool because ft contains two sites. You must select a storage pool that
contains exactly one site or a slorage pool that contains at least three sites.

° J2|E0f= ALO|ET} StLIRE BotE|H 7|2 AER|X| B, ZE AE2|X| & FE 7|2 AO|EQI ZE AO|ETJ}
EotE AE2[X]| 25 WSO

Create EC Profile
“ou cannot change the selected scheme and storage peol after saving the profile.

Profile Mame EC profile

Storage Pool All Storage Nodes A

3 Storage Modes across 1 site(s)
Scheme

Erasure Code - Storage Overhead (%) - Storage Node Redundancy . Site Redundancy

No erasure coding schemes are available for the sefecied storage pool. The storage pool includes the All Sites site, so it cannot be used in an
Erasure Coding profile for a one-site grid.

o MEHSE AK| 2 N|A2F AEE|X| EO0| CHE AN 2 D= ZEL|CE
Create EC Profile

You cannot change the selected scheme and storage pool after saving the profile.

Profile MName & 2 plus 1 for three sites|

Storage Pool € All 3 Sites

9 Storage Nodes across 3 site(s)

Scheme
Erasure Code {2 . Storage Overh.ead. {'&]l (7] Storage Node .Redun.dancy 9 . Site Redundancy &
@ 6+3 50% 3 Yes
Il 2+1 50% 1 Yes
@ 442 50% 2 Yes

The selected storage pool and erasure coding scheme overiap an existing Erasure Coding profile. Use caution if you apply this new profile fo
objects already protected by the other profile. When a new profile is applied to existing erasure-coded objects, entirely new erasure-coded
fragments are created, which might cause resource issues.

=1
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Ol ool M= CHE &AM 2 Z2OAN|N 2+1 FHEE AFESID CHE T20HQAUS| AER|X| ZS0[AZ 374
MOIE 2&= AEE|X| 22| AO|E & SILIE AFESIEZ F1 HIA|X| 7} LIEFEL|CE,

Of Mf ZEMAS BHS 4 = A2 OFLIX|T ILM FHMOIM A8 o= 02 2[5O 2LICH. Of Mf Z=HO|
ojo| ttE Z=Tofl 23l EE|= 7|ZEQ AN 2 Mol HEE|= F2 StorageGRIDE T3] 22
QEHME x2t NEE ’éé.“g%”—llif 7|1E2+1 242 MAES PXI ELICH AN 2 YA0] SLSHHEE o AfX|
IY 2N CHE Z2AZ 010|J2|0| MY o 222 EX7F 2T = ASLIC

o = 0|49 Alx| 2 MAIZE HEE0 A= F2 AL Ad| 2 Y S MEigiL|Ct

A8 AN 2Y HAIE 2EY W ST E flet HERS Eait @7 Aretyt LIZSE(IHE|E| MOHEES I
0| HREo =M ””5')% T UAA ZFsHOF gL Ch(=EZ2 ‘Ea*%—’#—% 1IE-?J Eafz IOI E7te). oI =01,
4+2 A2t 6+3 M|AH| S tLHE 2EY o] 71Xl mi2|E| 3 WHZ 3.:.“8% e PE 6+3 HAE
MERILICH L= 57 30| HIERIR 2|AATH HIEQS MBS E0I=E IE ElE FR 4+2 A7|0HE

MEftLCt.

A
ToILM * > * AR 2 * S MEfRL|CH

AN 2 Z23 HO[X|7f LIEFEL|CE O|F HHH 7| * B * H[Z-dst * HEO| 25 H|Z-detEL|Ct
[ Create | # Rename | | @ Deatt
Profile Status St'.orage Pool Storage Nodes Sites Erasure Code Storage Overhead (%) Storage Node Redundancy Site Redundancy
DC1 2-1 DC1 3 1 2+1 50 1 Mo
Dc2 2-1 DC2 3 1 241 50 1 Na
DC3 21 DC3 3 1 241 50 1 No
* Al sites 6-3 Deactivated All 3 Sites 3 3 B+3 50 3 Yes

2. O|ES HIE T Z2mUS MEiStL|CY,
O|F HH7| * &l * H|2dst * HEO| 2 atE LTt
3. O|& Ht117| * & S=IPfLCt,

EC ZZ2I¢ O|F HHY| Tt &AtIt LIEFEL|CE.
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Rename EC Profile

Profife Name EC DC3
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From day 365 store | forever v

Erasure Coding profile name

Type | &rasure coded v Location | Al 3 sites {6 plus 3} v Copies | 1 +_ »

O|§2 1

Storage pool name
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ol |_| |:|.

!+ Create i F Refname & Deaclivate
Profile | Status | Storage Pool Storage Nodes Sites Erasure Code Storage Overhead (%) Storage Node Redundancy Site Redundancy

) | DC12-1 ' D1 3 1 241 50 1 No

DC2 2-1 Dc2 3 1 241 50 1 Mo
DC3 2-1 | [DC3 3 1 2+1 50 1 Mo

®  Allsites 6-3 Deactivated All 3 Sites 9 3 6+3 50 3 Yes

HIgHdotel AR 2E Z2AS [ 0|4 AISE 4= YIELICH ILM 7 EIof TSt BiX| X|H S Hde = Higdste
T 20tAO0| EA|EX] @S&LICH gt T2 AR ChA| Zdstet = glELICt.
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CILM * > * AR B * 2 MEistLct,

MH 2E T2 H0|X| 7t LIEFEL|CE O|F HE7| * 5L * H|2ds} * {EO| 2= H|Z-dSHE LTt

- e * €= AESo] vl detota = AN 2E Z2EO| ILM A0 M AEE[X] =] 2hRlFL(Ct.

ILM A0 M AK| 2 T2 LS AE5H= Z 0= HIZdste = QIELITE o ofjoflM *2_ 1 EC Z=2me * 2

MO StLtS| ILM A0l M A -E LT,

Profile Status Storage Pool Storage Nodes Sites Erasure Code Storage Overhead (%)
' 2_1EC Profile Used In ILM Rule DC1 3 1 241 50
O | Site 1 EC Profile Deactivated Dc1 3 1 2+1 50

3. ILM Al Z2MUS AME= FR S HAIE WELICH
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ILM Rules

Information lifecycle management {ILM) rules determine how and where object data is stored over ime. Every object ingested into StorageGRID is evaluated against the [LM rules that make up the aclive

ILM policy. Use this page to manage and view ILM rules. You cannot edit or remove an ILM rule that is used by an active or proposed ILM policy

Used In Proposed Policy

| 4 Create | B Clone || # Edit | | X Remove
Name Used In Active Policy
. | 2 copy replication for smaller objects v
'®  Three site EC for larger objects <
) | Make 2 Coples

Three site EC for larger objects

Description: 6-3 erasure coding at 3 sites for objects larger than 200 KB

Ingest Behavior: Balancad
Reference Time: Ingest Time

Filtering Criteria:

Matches all of the following metadata:

System Metadata Obiject Size (MB) greater than 0.2
Retention Diagram:
Trigger Day 0
) I

Duration Foraver
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MEE[=X] gtlgtLct.

Ol ool M= &M ILM H*Hof| A * 3 site EC for larger objects * #%/0| At EIL|LCE,

C
o

b. AtA|

&1
=
H

LS A5t IX|of w2t EO| It EHAIE 2t2EfLICt

T2 ofC|of]l MABEIREHI? Z2LS HIZGsts| Hof| =S =7t THAILICH

O ILM #2l0f| &= AtE3HA| It AP 2REHK] §AELICE O] BXIE

Ot A2 A&,

ILM EMof| AL HOo| gl=ILM - | FEE W= BE LM &S HESAL

A0l A ARLICH #AlS HESHE B2 A 2¢
T2 LS MEStes ZE HIXIE MARLICE

75



T2 ofrfof] ABEU

S 2 ILM EA0l| A= ILM .

Aol A

Vi.
Vii.
SR M[QHE! ILM HEof| U= ILM i.
THEINIM '
ii.
iv.
V.
Vi.

ILM ™ol 7|5

C. AWl 2Y 20t HO|X| S

76

. A RFO| &

=01 ILM & .

MZ I T2OH0| ILM & AF2E|X| $E2

gU7t? Z2RES HIEYeLsty| Hof| e =70 HAYLICH

2y WMol S22 MABILICH
A 2T Z2ES ABHE ILM A2

StLE Ol kel Al ILM 22
HoE[E 5 gLt

Z=7tstod THA|7F

M MM KE AS|0|M Bl EMsstLICt

HEE W7HA] 7|CHe|H, A2 3ot
Ao w2t 71E AA7F A fIXIZ Ol SELICt.

° Xt1: * StorageGRID ILM 2& £ A7}
MEL ILM 7RIS 7|Z2Z JHHIZE M
X2 o|Ssh= ol H = E= H 2ol A2
2 USLCH

HlOlE|7t HZE|0f 9= Sot AM 3 mEuS
OFFBIA| HIZHAstet 4 QXIS K23t Krelo]
MufgLict, m2o| ofx H|ZkAshEl F|}
=X g2 29 2F HAXIZHEAELIC

MO M ®MAHS A S HESHALE ATHRLIC.

7S B 29 A%l 29 m2us
AP BE HiXIS R ELIC,

O] XIS Al&efLt.

StLt Ol &kl A ILM &S 71510 2= JHA| 7t
HoE[E 5 gLt

RIOHEl HAS MEBILICE
B0 HsAet 7S HYSPALL AL,
72 mEsts Z9 AN 3 n2Ug
Aot B XIS HABLIC

O] XIS Al&efLct.

TS BYSALE ARIBLICH 7S BYets
A2 MR 2 Z2US AZoH BE KIS
RIZHBILICE. (OIF 10| 7|2 HMoA 7|2
Frloz EAIELCH)

- O] BAIE Al&ELICE

gLct,

"ILM 7&
gl LM H*H
pNYe L

i B = |

*"ILM X
AR A
o o

* "ILM &l
gl LM M *H
pNZe L
o = |

* "ILM &l
ol ILM &*H
Khodm
i — |



4. TZ2MAUO| ILM X0 AF2E|X| QO™ 2L HES MEHSI * Deactivate * £ MEHEILICE,

EC T2t H|gdot thist 4Xt7F LIEFE LT

Deactivate EC Profile

Are you sure you want to deactivate the profile "All sites 6-3'7

StorageGRID will confirm that the profile is safe to remove (not used in any ILM rules and no
longer associated with any obiect data). After this profile is deactivated, you can no longer use it.

5. TZ LS H|EM3}st2{™ * Deactivate * S MENBILILCE.
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Regions (optional and 53 only)

Define any regions you want to use for the Location Constraint advanced filter in ILM rules. Then, use these exact names when
creating 33 buckets. (Region names are case sensitive.)

Region 1 us-east-1 (required)

Region 2 us-west-1 -+

3. AFBSIX| fh= FHE M52 AH| of0|2S S2ELICt %.
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@ Error

422: Unprocessable Entity

Regions cannot be deleted if they are used by the active or the proposed ILM policy. In use:
us-test-3.
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sl BIEFCIO|EIS 78O 2 JHAIS ZEIBILICE
* AlZtol| w2t QERE SAS HiXIY $IXIS D2{ELC
* 27 Al HO[E B3 S0 A2 g4 AF (7Y, ¥F £E 013 A1)
7
1 ILM* > * 3% * g Meyeict.
A2 A B ILM T 10| X| 7} LIEFLIE Make 2 Copies(27§ S A BHS7|) 74 MEEILC}

ILM Rules

Information fifecycle management (ILM) rules determine how and where object data is stored over ime. Every object ingested into StorageGRID is evaluated against the ILM rules that make up the active ILM policy. Use this page to manage and view ILM rules. You
cannot edit or remove an ILM rule that is used by an active or proposed ILM policy.

W Clone || # £dit| % Remove

Name Used In Active Policy Used In Proposed Policy
*  Make 2 Copies v

Make 2 Copies

Ingest Behavior: Dual commit
Reference Time: Ingest Time
Filtering Criteria: Retention Diagram:
Matches all objects. Trigger Day 0
Al eisis s O
)
Duration Foreves

StorageGRID AIASI0f A 7S S3 44| &3 Mo 28kl 22 ILM 74| HOIX| 7} 242t
(D) o=A BASLCE 99 slolgols * 32 - Fo| Zate|n] Metst F&0] st M e -
4 * HEJF ZetEIL|CH

2. Create * & MEHIL|C,
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Create ILM Rule step 1 of 3: Define Basics

MName
Description
Tenant Accounts (optionaly Selecttenant accounts or enter tenant IDs

Bucket Name matches all ™| Value

/ Advanced filtering. . (0 defined)

1. 0|8 * HEo| 72l 1R 0|E2 YHSLICY.
1XFOll A 64Xt AFO]O{OF BFL|CY.
2. WQol a2t * Description * (& *) Z=0i| FAof CHot 2HEHSt HHS ATLICEH

LISol| #AS QA = AT 729 FH £ 7|58 HE0H0F gLt

Mame Make 3 Copies
Description Save 1 copy at 3 sites for 1 year. Then, save EC copy forever
3. EE= O] 70| MEBE[= StLt 0| 42| S3 L= Swift H'YE A™ S MEHEL|CE 0] 70| 2E HHUEN ML=
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Advanced Filtering

Use advanced filtering if you want a rule to apply anly to specific objects. You can filter objects based on their system metadata, user metadata, or
objecttags (33 only). When objects are evaluated, the rule is applied if the object's metadata matches the criteria in the advanced filter.

Objects between 10 and 100 MB

Matches all of the following metadata:

Object Size (MB) j greater than or equals j 10 :I
+ %

Object Size (MB) j less than or equals j 100 :I

[+]

02| &=2 ALESHH UX|SH= 7HAIE HLUSHA Mo = U

N st 2~ QIGLICH CFS MMM 722 Brand A E£= Brand B7t
camera_type AFZX} HIEIC|O|E{Q| i =2 MHE o MEEL|Ct TJ2{Lt O] #Xl2 10MBEL} X2 HHE B
Aol ot M EEIL|CE
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Advanced Filtering

Use advanced filtering if you want a rule to apply only to specific objects. You can filter objects based on their system metadata, user metadata, or
objecttags (33 only). When objects are evaluated, the rule is applied if the object's metadata matches the criteria in the advanced filter,

Multiple filters

Matches all of the following metadata:

User Metadata j camera_type equals j Brand A +

+ x|

Or matches all of the following metadata:

User Metadata j camera_type equals j Brand B u
Object Size (MB) j less than or equals j 10 =]

+ x|
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Create ILM Rule step 2 of 3: Define Fiacements

Configure placement instructions to specify how you want chjects matched by this rule to be stored,

Example rule

Two copies for one year, then EC forever

Reference Time Ingest Time v

Placements @ 11 Sort by start day

Fromday | 0 store | for v o365 days

Type | replicated b Location | Add Pool coiies| 2 El_il

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information.

From day 365 store | forever v | m

Type | erasure coded v Location | DC1(2plus 1) » Copies | 1 -+ z|

Retention Diagram @ T Refresh
Trigger Day 0 “Year 1
e 5 ——
ez S I
i £ ——
(2plus) O >
Duration 1 years Forawver
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a. Type * EELH2 S 50| M * replicated * £ MEfBILICE.

b. Location * BEOA 752 = 2t AE2|X| Z0f CHsl * Add Pool * & MEHEL|CE.
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Placements € 11 Sort by start day

From day 0 store | forever v m

Type  replicated v Location ||DC1 || All Storage Nodes | Add Foal Copies | 2 EJE:

Specifying multiple storage pools might cause data to be stored at the same site if the pools overiap. See Managing objects with information lifecycle management for more
information
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11 Sort by start day

Placements @

Fromday | 0 store | forever v

Type feplicated Y Location || DataCenter1 * | Add Pool Copies | 1 Temporary location | — Opiional - v +]

@ An ILM rule that creates only one replicated copy for any time period puts data at risk of permanent less. View additional details
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Fromday @ 365 - store foreverj

- | Example Cloud Storage Pool (& | "
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Type | replicated T Location “testpoolE o) ”testpool3 e} |.-$.|:I:|Fao| ‘ Copies

If you want to use a Cloud Storage Pool, you must remove any other storage pools or Cloud Storage Pools from this placement instruction.

StLbaE X &E 4 ASLICE Copies * £ 271 O|Alo 2
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Type replicated A

Location || testpool £ * | Add Pool Copies | 2|

The number of copies cannot be more than one when a Cloud Storage Pool is selected

Ak
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Placements ©

11 Sort by start day
From day 0

stere | for v 10 days m
Type | replicated b 4 Loeation || cspl & Add Pool Copies | 1 |E
Type | repiicated v L it Epz oo | Add Pool Copies | 1 + %

A tule cannot store more than one object copy in any Cloud Storage Pool at the same time. You must remove one of the Cloud Storage Pools (csp1, cspZ) or use multiple
placement instructions with dates that do not overlap. Overlapping days: 0-10

To see the overlapping days on the Retention Diagram, click Refresh

Retention Diagram ©

Trigger

Dayo Day 10
e &y |
csp2 o
Duration 10 days Forever
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Fromday @0 store | far v 365 days
Type | replicated v Location ||DC1 * || DC2 * | Add Pool ot | 3
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Do not use erasure coding for objects that are 200 KB or smaller. Select Back to return to Step 1. Then, use Advanced filtering to set the Object Size (MB) filter to "greater
than 0 2"
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Create ILM Rule step 3 of 3: Define ingest behavior
Select the data protection option to use when objects are ingested:

Strict
Always uses this rule's placements on ingest. Ingest fails when this rule's placements are not possible.
® Balanced
Optimum ILM efficiency. Attempts this rule’s placements on ingest. Creates interim copies when that is not possible
Dual commit

Creates interim copies on ingest and applies this rule's placements later.
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ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any policy.

= Create Proposed Palicy | | Kl Clone | # Edit || % Remove
Policy Name Policy State Start Date End Date
' Baseline 2 Copies Paolicy Active 2017-07-17 12:00:45 MDT

Viewing Active Policy - Baseline 2 Copies Policy

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account

Make 2 Copies (§ v Ignore

Simulate

g4 MestLct ]
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save fhe policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Activate to make this palicy the active ILM policy for the grid.

Name

Reason for change

Rules

1. Select the rules you want {o add to the policy.

2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

i = Select Rules

Default Rule Name Tenant Account Actions

No rules selected.
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MName Baseline 2 Copies Policy (v2)
Reason for change
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Select Rules for Policy
Select Default Rule

This list shows the rules that do not use any filters. Select one rule to be the default rule for the policy. The default rule applies to any
objects that do not match another rule in the policy and is always evaluated last The default rule should retain objects forever.

Rule Name
® | 2 copies at 2 data centers 8
2 copies at 2 data centers for 2 years 5

Make 2 Copies (4

Select Other Rules

The other rules in a policy are evaluated before the default rule and must use at lzast one filter Each ruls in this list uses at least one
filter (tenant account, bucket name, or an advanced filter, such as objsct size).

Rule Name Tenant Account
1-site EC (4 S
|| 3-site EC 4 —
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Two-Site Replication for Other Tenants

Description: Two-Site Replication for Other Tenants

Ingest Behavior: Balanced
Reference Time: Ingest Time
Filtering Criteria: Matches all objects.
Retention Diagram:
Trigger Day 0

i w_____ [

DCz H

Duration Farever
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10.

1.

12.

102

Rules

1. Select the rules you want to add to the policy.
2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

!“+ Select Rules |

Defauit Rule Name Tenant Account Actions
* Isite ECEH Ignore x
3 i=site EC & Ignors »®
+ 2 copies at 2 data centers (§ Ignore x

B3]
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Default Rule Name Tenant Account Actions
@ + Isite EC lgnore x
L3 1site ECEH ignore »
v 2 copies at 2 data centers for 2 years (§ lgnore x

The default ILM rule in this policy does not retain objects forever. Confirm this is the behavior you expecl Otherwize, any objects that are not
matched by another rule will be deleted after 720 days.
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ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any palicy.

I = Create Proposed Folicy ' | B Clone ‘ | # Edit| % Remove

Policy Name Policy State Start Date End Date
'®  Data Protection for Three Sites Propesed
Data Protection for Two Sites Active 2020-09-18 16:01:24 MDT
Baseline 2 Copies Policy Historical 2020-09-17 21:32:57 MDT | 2020-09-18 16:01:24 MDT

Viewing Proposed Policy - Data Protection for Three Sites

Before activating a new ILM policy.

» Review and carefully simulate the policy. Errors in an ILM policy can cause irreparable data loss
« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource
issues when the new placements are evaluated and implemented.

See Managing objects with information lifzcycle management for more information

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or
smaller from being erasure coded. See Managing objects with information lifecycle management for more information.

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Added a third site

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
Tenant A
One-Site E Coding for Te tA &
ne-Site Erasure Coding for Tenant A & (20033011709864740158)
Three-Site Replication for Other Tenants & v Ignore
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ILM Policies

Review the proposed, active, and historical policies. You can create, edif, or delefe a proposed pelicy; clone the active policy; or view the details for any policy.

| = Creaie Proposed Policy | | B Clong | # Edit || X Remoye

Policy Name Policy State Start Date End Date
'®  Baseline 2 Copies Policy Active 2021-02-04 01:04:29 MST

Viewing Active Policy - Baseline 2 Copies Policy

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.

Rules are evaluated in an:_fer. srar!:r'ng_ J'm'n the top. ﬂ’n_} po_J.ir:y's qerau!: risle must pe compns_nr.
Rule Name Default C« li Ti t Account

Make 2 Copies (§ v v Ignore
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Select Rules for Palicy

Select Default Rule

This list shows the rules that are compliant and do not use any filters. Select one rule to be the default rule for the paolicy. The default

rule applies to any objects that do not match another rule in the pol

Rule Name
Default Compliant Rule: Two Copies Two Data Centers (8
Make 2 Copies (4

Select Other Rules

icy and is always evaluated last

The other rules in a policy are evaluated before the default rule. If you need a different "default” rule for objects in non-compliant 53
buckets, select one nen-compliant rule that does not use a filter. Any other rules in the policy must use at least one filter (tenant

account, bucket name, or an advanced filter, such as object size).

Rule Name Compliant Uses Filter Is Selectable
Compliant Rule: EC for bank-records buckst - Bank of AB o » Yes
ceE
Non-Compliant Rule: Use Cloud Storage Pool Yes
5. 1Al 0|§ E= 71 MIE HE of0| 22 MEiRILICHF & =2 oY #&lel ¥FE SLCh
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate o verify a saved policy using test
objects. When you are ready, click Activate to make this policy the active ILM policy for the grid.

Name Compliant ILM Policy for 83 Object Lock

Reaszon for change Example policy

Rules

1. Select the rules you want to add to the policy.

2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule (and any non-compliant rule without a filter) will
he automatically placed at the end of the policy and cannot be moved.

| 4 select Rules
_—

Default Rule Name

Compliant Tenant Account Actions
Compliant Rule: EC for bank-records bucket - Bank of ABC & "4 Bank of ABC (90767802913525251639) x
MNon-Campliant Rule: Use Cloud Storage Pool (8 lgnare x
s Default Compliant Rule: Two Copies Twa Data Centers (§ 4 Ignore x
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ILM Policies

Review the proposed, aclive, and histerical policies. You can create, edil, or delefe a propoesed policy, clone the active pelicy, or view the details for any policy.

< Create Proposed Poiic B Clone @ m
Policy Name Policy State Start Date End Date
e Compliant ILM Policy for 3 Object Lock Proposed
' | Compliant ILM Policy Active 2021-02-05 16:22:53 MST
Non-Compliant ILM policy Historical 2021-02-05 15:17:05 MST 2021-02-05 16:22:53 MST
' Baseline 2 Copies Policy Historical 2021-02-04 21:35:52 MST 2021-02-05 15:17:05 MST

Viewing Proposed Policy - Compliant ILM Policy for S3 Object Lock

Before activating a new ILM policy

« Review and carefully simulate the policy Errors in an ILM policy can cause irreparable data loss

« Review any changes to the placement of existing replicated and erasure-coded objecis. Changing an existing object's location might resul in temporary resource issues when the new
placements are evaluated and implemented

See Managing objects with information lifecycle management for more information.

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or smaller from being
erasure coded. See Managing objects with information lifecycle management for more information

Review the rules in this pelicy. If this is a propesed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change:  Example policy

Rules are evaluated in order, starting from the top. The policy's default rufe must be compliant

Rule Name Default Compliant Tenant Account
Compliant Rule: EC for bank-records bucket - Bank of ABC (& L {9076?2;;;10;;85281639)
Non-Compliant Rule: Use Cloud Storage Pool (5 Ignare

Default Compliant Rule: Two Copies Two Data Centers 4 v Ignore
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Before activating a new ILM pelicy

» Review and carefully simulate the policy. Errors in an ILM policy can cause ireparable data loss.
« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object’s location might result in temporary resource issues when the
new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change:  Example policy

Rules are evaluated in order, starting from the tap.

Rule Name Default Tenant Account
Tenant &
X 7
men (94793396288150002349)
PNGs (8 Ignore
Two Copies at Two Data Centers (B + Ignore

2. Nlg8lo|M * g Z=BLCt
Simulation ILM B4 CHa} AX}7} LEEFELICE
3. Object * ZE0f| EH|AE JHH|2| S3 HZ/QLEHE 7| £ Swift ZAH|0|L/2QENME 0|52 &st1 * Simulate *

£ 2L
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: Object photosftest

Object ‘photos/test” not found.

Simulate

4. Simulation Results * Ol A 2} 7HA|7} SHIE Xl op YX|St=X| =HQlBtL|C}.

Ol M = ULIC Havok.png W Warpath. jpg X-MEN &0 L2t 2M| 7 SHIEA| LK[YESLICH E
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucket/my-object-name or my-container/my-object-name
Simulation Results &
Object Rule Matched Previous Match
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Viewing Proposed Policy - Example ILM policy

Before activating a new ILM policy:

« Review and carefully simulate the policy. Errors in an ILM palicy can cause imeparable data loss.

» Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temperary resource issues when the
new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objecis that are 200 KB or smaller from being
erasure coded. See Managing objects with information lifecycle management for more information.

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the pelicy and then click Activate to make the policy active.

Reason for change:  Example policy

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
Two coples, two years for bucket-a (& s
EC objects > 1 MB (& -
Two copies, two data centers (§ b —

£
1. 1%

o
It

Jrotn HME MEFSt = < AlZ2o|d * S SEIFLIC.

ILM ZX A|Z2{[0] M CHet &Xt7t LEEFELICE

Object * =0 HIAE JiK|2] S3 HZ/QLQLEHE 7| (L= Swift ZAE|0|{/QEXE 0|2

2 =St * Simulate *
£ &gt

Simulation 227} LIEFLED HAMO[ ot 7 £|0| HIAESH ZF JiH|t LK[SH=X|E E{FL|Ct.
Simulate ILM Policy - Example ILM policy

Simulates the active ILM policy or, if there is a proposed ILM policy, simulates the progosed ILM policy. Use this simulation fo test the current configuration of ILM
rules and determine whethear ILM rules copy and place object data as intended.

Object my-bucketfmy-objeci-key or my-confainarimy-object-name

Simulation Results @

Object Rule Matched Previous Match

bucket-a/bucket-a object pdf

Two copies, two years for bucket-a (§ ®
bucket-hitest object greater than 1 MB pdf EC objects > 1 MB & ®
buckst-hitest object less than 1 MB pdf Two copies, two data centers (§ ®

Finish

3. 2k 2|7} SHHE FAO| LXISH=XI SelBHLIC,

=

Of of|of| A

a. bucket-a/bucket-a object.pdf 2 LEMEE THZISt= A HIY| 720t SHIEA| LX|HESLICH
bucket-a.

b. bucket-b/test object greater than 1 MB.pdf O QELICt bucket-b’ X HEWY X1 AX|SHK]
ISLICH CHAl 1MBELE 2 AN E HE™SH= £ H 72lof ofs SHIEA| LX|=|}ASLICE
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Viewing Proposed Policy - Demo

Before activating a new ILM policy

e qn

» Review and carefully simulate the policy. Errors in an ILM policy can cause irreparable data loss.
» Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource
Issues when the new placements are evaluated and implemented

See Managing objects with information lifecycle management for more information.

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: new policy

Rules are evaiuated in arder, starting from the fop.

Rule Name Default Tenant Account
PNGs & Ignore
Tenant A
b & #
men & (24365814597594524591)
Two copies twa data centers (§ v Ignore

=

ChA|
1. Alg F7tstn Mg MESt = * A|28[0|Md * & Z=IgLCL
2. Object * ZEOf| HIAE M9 S3 HZA/RQLEHME 7| EE= Swift Z4E|0|L{/QEHE 0|28 235t * Simulate *
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4.

112

Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object Iy

Simulation Results &

Object Rule Matched
photos/Havak png PMNGs 8
J2{Lt o FAI2 QIL|Ct Havok. png HIAE CHAO|
ZH S sl ZsIHH &S ChA| FESHIAI2.
a. ILM ZH A|=2f|0]d H|0|X|E Eoz{H * Ot
b. Mg MBI + B * g S2ELC
C. X-MEN * 745 S5°| i {2 ZL|C}.

Configure ILM Policy

-bucket/my-object-name or my-container/my-object-name Simulate

Previous Match
x
* X-MEN * 20|} &LICE
|~ 2 22Lict,

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify & saved policy using test
objects. Yhen you are ready, click Activate to make this policy fhe active LM policy Tor the grid.

Mame Demo

Reason for change

Rules

1. Select the rules you want to add to the policy

Reordering rules when simulating & proposed ILM policy

2. Determine the order in which the rutes will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the

policy and cannot be moved.

| 4 Select Rules

Default Rule Name Tenant Account Actions
+ X-men (§ Tenant A (48713995194527812566) x
+ PNGs (8 — x
"4 Two copies, two data centers & — x
ES T
d. Xz * g S2shL|ct,
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucket/my-object-name or my-container/my-object-name Simulate
Simulation Results @
Object Rule Matched Previous Match
photos/Havok png ¥-men 8 PNGs 4 o
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere iz a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucket/my-object-name or my-container/my-object-name
Simulation Results ©
Object Rule Matched Previous Match
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucketimy-object-name or my-containerimy-object-name
Simulation Results @
Object Rule Matched Previous Match
photos/Beast jpg ¥-men § o
ILM HA 25t
ILM &S FMIeHEl ILM "&of| =715t , DMS A[Z8[0]45t, FMOo| o M= 2HS5t=X
siolol 20[= HeteEl M S g™ otet Z=H|7F El AQLICE

* S KA Hto] 0fof BTt
ot

= ILM ZMES XMEst A|Z2|0[d8HOF LTt

ot

@ ILM ZHo| QR 2 o 7% = gl= HIO|E &40| &l  JASLICH FHMS Sdststy| Ho
M FO| 2 HESIT A|Z2|0| Mt Qo L2 XSO F =
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A T 370 SARE 20| ZetEl M YME 2 olstH H0IH S540| 71522 s FHo| FAl
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A Warning

Activate the proposed policy

Errars in an ILM palicy can cause irreparable data loss. Review and test the policy carefully before

activating. Are you sure you want to activate the proposed policy?

Ao cist 7|2 20| JHNIE ST X2 RXISHK| ¢= 22 F1l HAIX|O| ZEZET} LIEFELICY. Of
OiFlof M 2E CHo]o{ a2 7= #£l0] 2 <0 JHKIE é.ﬂl h_ WS 20| FLICh. FMO| THE &1t LX|SHK]
o= MHlE 28 =0i| StorageGRIDOIM HMAE S Q1 H5t2{H HAE U0l * 2 * £ =8HOF LTt
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2.

21

Jlot

A Activate the proposed policy

Errors in an ILM policy can cause irreparable data loss. Review and test the policy carefully before activating.

The default rule in this policy does not retain objects forever. Confirm this is the behavier you want by referring to the retention

diagram for the default rule:

Trigger Day 0 Year 2
= [
Dc2 [.11
Duration 2 years Forewver

Mow, complete the following prompt:

Any objects that are not matched by another rule in this policy will be deleted after

Are you sure you want to activate the proposed policy?

bo| *

=2
- =

Sa3tLct

M ILM EHo| ZdstEl B2

- B2 LM M Ho|X|2| Fojl ZA HH Aot o
It 9 AIZHS LEERLICH,

ILM Policies

H EAIEILICE Start Date(AlZF L0}

years.

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any policy.

ZHA|

ILM S = M316E =
Ch= 7Hk1| HEIC|O|E =2|S

O|Fof| ZHAMSIEl MrHo| M ME} 7|2 OF TA|EILICE A i

= Create F'roposedF'oIic:y”l’i Clone | # Edit | | ¥ Remaove
Policy Name Policy State
*  New Policy Active
" Baseline 2 Copies Policy Histarical

al
ES

OI-I—
(B gy

HEE[X] Al7|E LIEFHLICY,

kol

tot

HIEHH|O|E| =3|E Edf ILM X

IS

J

UEX| 2 laHof ZLICf.

1o

ok A
CtS & StLtel JHM| A/ZXE7t Lo{oF LTt
*UUID *: Z4H|2| HE 1R AEXIQLICL UUIDE 25 22 =

=

o

=

Start Date
2017-07-20 18:49:53 MDT

End Date

2017-07-19 21:24:30 MDT = 2017-07-20 18:49:53 MDT

=t

0ot

==
=

ro

o

L{Ct.

CHE E|AE JHM|ZE StorageGRID A|ARIOZ ZIsHOF ghL|Ct, 22
TSt SAH2O| o[ =0t CHE &M &[T %Hf% I X101 HHX|=[ 12

HEHO| &M=l A7]2}
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° * CBID *: StorageGRID LHO|A] 7HA|2] 119 AlHRFQILIC ZEAF 230 A 7HH|2] CBIDE 7t™E
U&LIC}H CBIDE 25 CHEXIZ Ql&dstL|C},

- *S3 8|2 % QEHE 7| *: S3 QE{HO|AE S8) o=
QUEE 7| XES AGOIY QEMES XFotT Al BiLICt.

4d=

-

° * Swift ZE|0|L] ! LEME 0|F *: Swift AIE{H|0|AS Sl LEX| R S2to[d
OHZ2[A0]440] ZIH[0|] 5! QEHE O|F =S A3t LEMEES K&t *'“E“E*LIEF.

2. ILM * > * 7§H| HE}|O|E| =] * = MEHS}L|C},
3. AEXt* HEO]| JHAH|Q AlEX

UUID, CBID, S3 HZl/QEHME 7| EE= Swift ZH|O|H/QEHME 0|22 T 4 JUSL|CE

Object Metadata Lookup

Enter the identifier for any object stored in the grid to view its metadata.

|dentifier sourceftestobject Look Up

4. 38 & 2Bct
W BIEtEo|E] 2| Z 7t LIEFEILICE O Ho|X|ol Tk S&ol B vt LIRELICH

° x| ID(UUID), Z{A| O|F, ZEI0| O| &, HI'HE A|H 0|F L= ID, M2l =2[H 37|, 4K E XS ddet
=N S AIZE RIS OFX2te 2 Tt I S AIZHS HIReH A| AR OBt OfE

° Aot AZEE ZE ALE X HIEHO|E 7| 2 LTt
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S20Lict AIPIE ] 100718 A80IL CesES 25 H2 100716l AIBES FAEI,
* H2|E|X] e L AE2|X| WAl BE QUEE HlEK0|E] 0f RA| HIEHIOIE0S YRIXRE Y2|xAtx|

FXIEX] b= LR A|AE HIEHH[O|E{ 7} EE | Ct.

CHS o= 2719] EX|El 2AH2OZ MEEl S3 E|AE iAo Ciet QEHE HEIH|0|E =3| ZatE 20
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System Metadata

Object ID

Mame

Container

Account

Size

ATZ2ESEFF-B13F-4905-9E9E-453T3FEETDAS

testobject

source

t-1582139188

524 MB

Creation Time 2020-02-19 12:15:59 PST

Maodified Time 2020-02-19 12:15:59 PST

Replicated Copies

Node
9997
99-99

Disk Path
ivarftocallrangedb/2/p/06/ 0B 0nMEHS TFEnQQ)ICV2E
fvarflocalirangedb/1/p/12/0A/00nMBHS [ TFEoW28ICXG%

Raw Metadata

“TYPE":
“ICHND ™ 2
"MAME™ :
"C8ID™:
"PHHD" 2
"PPTH":
"META":

"CTHT",
"AlZE9EFF-B13F-49095-9E9E-45373F0ETOAE",
“testobject”™,

"exSB23IDEVECTCIRALL1E",
"FEABAES1-534A-11EA-9FCD-31FFERCIB056",
“source®,

P
L

"BASE": {

"PAWS": =27,

. A7t SHHE 91X E= AX[0] MHE[O] A SHIE FEO| SARZIX| =lg|ct.

®

A S40] 2BHE 22 ORLM A 74| 53 BIAIXION ChSt 244 218 DL 25

A
e
UAELICH ORLM ZEAF HIAIX|= ILM 7t T2 M|A Q| AEHof| CHSt XMt HEE HSE 4

UAXIZE JHA| CIO[E{Q] HHX] Yt L= ILM FMO| b -Hoj| Chet YEE= MY = l&LICH

7 HILSHOF LI XEMISH LIE2 ZHAF HIAIX] OJ3fiofl TSt HEE HZSHHUAIL.

oHE e
"HAF2OS AERILCH

"S32 ALt

"SwiftS AFERLICH
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LHS Mol AL E[= #AI2 AMHISHA 0| (7H ElLILE @ #2lS = o #2/0i| CHet 0t0| =0
LIEFEfLICE O] OFO|Z22 w#2l0] 7|5 20| =|ASS LEFHLICY.

MO =

Viewing Historical Policy - Example ILM policy

Review the rules in this policy. If this is a proposed policy, click Simulat

Reason for change:  new policy

Rules are evaluated in arder _starfing from the fon

Rule Name
This is a historical ILM rule.
Historical rules are rules that
2 copies 2 sites) (3 ®  were included a policy and then
edited or deleted after the policy
became historical.

Erasure code |a ger abj

TE] = K] XS HESE{H ILM 2l S HESHOoF & = ASLICH.

HIQtEl ILM HH £ %é}' ILM ZHof| AFBE|l= A2 MES o~ glELICh thdl 0]
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ILM Rules

Infarmation lifecycle management (ILM) rules determine how and where object data is stored over time. Every object ingested into the StorageGRID Webscale is evaluated
againstthe LM rules that make up the active ILM policy. Use this page to manage and view ILM rules. You cannot edit or remove an ILM rule thatis used by an active or

proposed ILM policy.

&= Create | | # Edit | | Bl Clone || ® Remove

Name Used In Active Policy Use-d — 3T
Policy
| Make 2 Copies v v
| PNGs v
“  JPGs
 ¥-men v

ILM & HE OtHAE EELICEH

Edit ILM Rule Step 1 of 3: Define Basics

Name JPGs

Description

Tenant Accounts (optional) Tenant-01 (16229710975421005503) H Tenant-04 (83132053388229808098)

Bucket Name contains | azo1

/ Advanced filtering.... (0 defined)
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Viewing Historical Policy - Example ILM policy

Review the rules in this policy. If this is a proposed policy, click Simulat
Reason for change:  new policy

Rules are evaluated in arder _starfing from the fon

Rule Name
This is a historical ILM rule.
Historical rules are rules that
2 copies 2 sites) (3 ®  were included a policy and then
edited or deleted after the policy
became historical.

Erasure code |a ger abj

ILM 7% SX|

XH cc

=

AIOHE! ILM
=AES B
HHo2 b 4
4 gl

B4 1LM EH0) A BEl= A2 BE + LI ol B4
Hoig AuiE 4 e LT 1% 01 Bas 22 Ao 5

LQst 4 SEL
UAELICt. StorageGRID HH 10.2 0|52 AFESH0] ILM A&

0]

o M

=1 S|

o
-
I o

re 2z
o

o
4

ruI

Z=7bsk7| Tol| FHM| | BiX X HS HE5

ILM %] H[O|X| 7} LIEFEFL| T

T
41 Jr

Jo &=

=2

rir

=

ey
[ -

o +&lofl Tt OF0| 20|

agtrl
Of
-
=

mjo
> K

J
=(2=I-

o >

1 X Wy
o St TH
mo = i
o >
£ 0%
ot i

™ A|AEI0]| Ciet 2ET7L B7HE 4= JAELICEH

123



ILM Rules

Infarmation lifecycle management (ILM) rules determine how and where object data is stored over time. Every object ingested into the StorageGRID Webscale is evaluated
againstthe LM rules that make up the active ILM policy. Use this page to manage and view ILM rules. You cannot edit or remove an ILM rule thatis used by an active or

proposed ILM policy.

&= Create | | # Edit | | Bl Clone || ® Remove

Name
Make 2 Copies

PNGs
JPGs

C RS S

]

X-men

2. 2x& ILM F4/2 MEHSED * Clone * & S2IgHLICH

ILM 72! 2H57| oA LT

M ILM 20| Mg ElL|Ct.

2 M-
"ILM 7 8 ILM "R Zhodn

ILM B 25 07| &

ILM H*Hof| chelf "oke 7| Bofl e JHAHI2] 8 SHMEX| £

HsS &Y = ASLICE 77t 3H A|AHO| 8 £ 5 0f2ty

AL, LR HIFE G HENTL EMgS LEHE = ASLICE

OO 1L ©

* XgEl= Bt E AFE5I0 Grid Managerd| 212180 SHL|Ct.

* S M2 FBt0| A0{of BT

=
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NetApp® StorageGRID® Heip ~ | Root + | Sign Out

Dashboard " Alerts ~ Nodes Tenants ILM ~ Configuration ~ Maintenance ~ Support -
Dashboard
Health @ Available Storage @
v Data Center 1 5
No current alerts. All grid nodes are connected. Overall = )
Used
Information Lifecycle Management (ILM) © '
Data Center2 5
Awaiting - Client 0 objects B '
Awaiting - Evaluation Rate 0 objects / second B
Scan Period - Estimated 0 seconds B 29 TB
Protocol Operations @ Data Center 3 =

S3rate 0 operations/second 1§ Free

Swift rate 0 operations / second 5

M|
2| = 22| Xt= StorageGRID A|AEIN| S3 2EE
~
o

a HE T=S 280t 28tE= LM S
Toote] £ S3 HAS| REMETL X|HE A2t St AH| £= FO{MX| RS o
UASLICE.

S3 QEHE TT02 FAYLIIN?

StorageGRID S3 2EHME EHZ 7|52 Amazon S3(Amazon Simple Storage Service)2| S3 QEHE ZZ 1
S5t QHNE Hs 22 ML}

— OO0 2o=2

QUEIE F32 ABBIILE AHSSHX] 24T H2IS AT 2 UL B30 S3 2EHE FFo| HYE FL S3

o= T AMd =2 o1

S210|olE 0fZ2|0|M0| i 1ol BE QBHE M| L3t BE AHS MeHOR XM 4 YALICH,

=2o=2 -1 T M-

QUIE BH0| S3 QEHE HZO= B BE HHO| X|HE 0] 2U0{of FLICH

A0 M = == AX0| StorageGRID AI*E“OH ol 22E S3 QEHE T=5 HFYS AHEdHH S3 HIHE A|FH0| s3

125



StorageGRID with S3 Object Lock setting enabled

StorageGRID S3 tenant

Bucket without 53 Object Lock Bucket with S3 Object Lock
Objects without Objects with
s3 client retention settings retention settings

application

Objects without
retention settings

StorageGRID S3 REHE Z3 7|52 Amazon S3 1 £+ ZE0| 435H= Y BEE REE HIEL|CH
J|2xoz HSEl JA| I:|-|7<1o AHEXI7H HO{ ML AA||E 4~ I ELICH StorageGRID S3 2EHE &3 7|52
HHHA HEES X|SHK| i, EHS #oH0| U= AL EE HFE FAISHL ESE QEMEES **I1I°* =

=== =
AELICE

HZl0| S3 QEHE Z20| &

K 20| HASHE 29 QEHES MAsILE AEI0|E S o) S3 220|1E o= 2|3 o|Mofl A
rte QEHE &Y BE MF

MBLE|

o —
& OtL s RRE MEIMOZ X|™HE 4 JUSLICE.
o ¥ Retain until-date *: 7HA| 2| Retain-until-date7t 0|22l B2 7HNIE AMe & JUX|2F 2H-SHHLE AbA|E 5
gigLIch 2o [Efﬂf QHEMEQS| HZ J|ZHRetain-until-date)2 & 4 UX|2t O] EM= &
x

8 B X2 Bk vl B 30 42 B 7|ss Hge
ZACEE W 2T AT HRo) WA HRE X B 4 UBLIC
FA0 AP IR SHBUL, S me S 7|2
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0

-

of2{et 270l chst XiMet L2 2| ™S3 RLEME FHF AFE™E HXSIMYA|IL "S3 REST APIO|A X2 == =g &
Mgk Arg,

S3 QEHE FF S 2|HA| 78 &2t Lot
StorageGRID 11.52| S3 2REHE &3 7|52 0|H StorageGRID HTO|AM AtEE & QUUH
T F=2 7|58 thAELICH M2 S3 QERE £H2 7|150| Amazon S3 21 Afste

=
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Grid
Administrator

Review considerations for
53 Object Lock

Is
default rule in
active ILM policy
compliant?

Enable global
53 Object Lock setting

— Create new proposed

v

Maintain compliant ILM
rules and ILM policy

Create new default rule
that keeps at least two
copies forever

l

ILM policy and activate

Tenant User

v

Review considerations for
using 53 Object Lock

Is the global 53
Object Lock setting
enabled?

Create bucket with 53
Object Lock enabled

v

Add objects and specify
object-level retention
settings

v

As required, change
retention settings

Contact Grid
Administrator
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+ Create | | B Clone | | # Edit | | ¥ Remove

Name Compliant Used In Active Policy Used In Proposed Policy
= | Make 2 Copies ' +
'®  Compliant Rule: EC for objects in bank-records bucket J

' 2 copies 10 years, Archive forever

() |2 Copies 2 Data Centers +

Compliant Rule: EC for objects in bank-records bucket

Description: 2+1 EC at one site
Ingest Behavior: Balanced
l Compliant: Yes I
Tenant Accounts: Bank of ABC (94793396288150002349)
Bucket Name: aquals 'bank-records’
Reference Time: Ingest Time
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Compliant rule: 2 replicated copies at 2 sites

Description: 2 replicated copies on Storage Nodes from Day 0 to Foraver
Ingest Behavior: Balanced
Compliant: Yes
Tenant Accounts: Bank of ABC {94793396288150002349)
Reference Time: Ingest Time
Filtering Criteria: Retention Diagram:
Matches all objects. Trigger Havd
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Buckets

Create buckets and manage bucket settings.

1 bucket Create bucket

Name 3% S3 ObjectLock @ |+ Region 5 ObjectCount® =< SpaceUsed @ = Date Created =

bank-records v us-east-1 0 0 bytes 2021-01-06 16:53:19 MST
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53 Object Lock Settings

Enable 53 Object Lock for your entire StorageGRID system if 53 tenant accounts need to satisfy regulatory compliance requirements when saving object data. After this setting is enabled
it cannot be disabled.

§3 Object Lock

Before enabling 53 Object Lock, you must ensure that the default rule in the active ILM policy is compliant. A compliant rule satisfies the requirements of buckets with S3
Object Lock enabled

« It must create at least two replicated object copies or one erasure-coded copy.
« Thease copiss must exist on Storage Nodes for the entire duration of each line in the placemeant instructions.
» Object copies cannot be saved on Archive Nodes.

= At least one line of the placement instructions must start at day 0, using Ingest Time as the reference time.

= Atleast one line of the placemant instructions must be "forever”

| Enable 53 Object Lock
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The 53 Object Lock setting replaces the legacy Compliance setting. When this sefting is enabled, tenant users can create buckets with 53 Object Lock enabled.
Tenants who previously created buckets for the legacy Compliance feature can manage their existing buckets, but can no longer create new buckets with legacy
Compliance enabled. See Managing objscts with information lifecycle management for information.
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=

Enable 53 Object Lock

Are you sure you want to enable 53 Object Lock for the grid? You cannof disable 53 Ohbject

Lock after it has been enabled.
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422 Unprocessable Entity
Validation failed. Please check the values you entered for errors.

The default rule in the active ILM policy is not compliant.
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@ Error

503: Senvice Unavailable

Unable to update compliance settings because the changes cannot be consistently applied on
enough storage services. Contact your grid administrator for assistance.
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Edit ILM Rule step 2 i 3: Define Placements

Configure placement instructions to specify how you want objects matched by this rule to be stored.

Two Copies Two Data Centers

Reference Time Ingest Time v

Placements @ 11 Sortby start day
From day ] store | forever v |_|
Type | replicated v Location || Storage Pool DC1 H Storage Pool DC2 Add Pool Copies | 2 + x

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information

Retention Diagram @ T Refresh

Trigger Day 0

B ey Rk 0 I >

Storage Pocl DC2 ﬁ i
a9 i

Duration Forever

OIE S0, ILM 2] 2: 2] LK 7} U= AN 2 Z=E
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Create ILM Rule step 2 of 3 Define Placements

Configure placement instructions to specify how you want objects matched by this rule to be stored

EC for 53 bucket finance-records

Reference Time Ingest Time v

Placements & 11 Sortby start day
From day 0 store | forever v m |—:
Type | erasure coded v Location | All 3sites (Bplus3) » Copies | 1 + =

Retention Diagram & 2 Refresh

Trigger Day 0
All 3 sites.
16 plus 3) ) e

Duration Forever

=1 1

o 19] ILM H &

StorageGRID A|ARIS AESHH Fwdtn S5 ILM S HAE = JAX T dH 2= R ILM EMO|
ZHEretLCt.

CHS AIOIE EEZX|0]| CHet LHPHQl ILM FMofl= THEat 22 ILM #A0] Zeta £ AFLIC
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it tater as required. Click Simulate to verify & saved policy using test
objects. When you are ready, click Activate to make this policy the active ILM policy for the grid.

Mame Object Starage Policy
Reason for change new propesed policy

Rules

1. Select the rules you want to add to the policy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved

[ 4 select Rules |

Default Rule Name Tenant Account Actions
EC for $3 bucket finance-recards (§ Ignore x
L Two Copies Two Data Centers (5 Ignore x
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Advanced Filtering

Use advanced filtering if you want a rule to apply only to specific objects. You can filter objects based on their system metadata, user metadata, or
objecttags (33 only). When objects are evaluated, the rule is applied if the object's metadata matches the criteria in the advanced filter,

EC only objects > 200 KB

Matches all of the following metadata:
Object Size (MB) j greater than j 0.2 -+ x
x

Cancel Remove Filters
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Create ILM Rule step 2 of 3: Define Placements

Configure placement instructions te specify how you want objects matched by this rule to be stored.

Two replicated copies

Reference Time Ingest Time v

1T Sort by start day

Placements &

Fromday | 0 store | forever v

Type | replicated ¥ Location | DC2 * | Add ool Copies | 2 +| %

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more

information.

Retention Diagram & 3 Refresh

Triggar Day 0
i 5 I >
Dcz ﬁ [ b
Duration Foraver

o ] oo [
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Activate to make this policy the active ILM policy for the grid,

Mame EC only objects = 200 KB

Reason for change Do not erasure code small objects

Rules

1. Select the rules you want to add to the policy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The defauli rule will be automatically placed at the end of the
policy and cannot be moved.

I = Select Rules
Default Rule Name Tenant Account Actions
EC only objects > 200 KE(§ Ignore x
v Two replicated copies (8 Ignore ®

Cancel
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Advanced Filtering

Lse advanced filtering if you want a rule to apply only to specific objects. You can filter objects based on their system metadata, user metadata, or
objecttags (53 only). When objects are evaluated, the rule is applied if the object's metadata matches the criteria in the advanced filter.

EC image files > 200 KB

Matches all of the following metadata:

User Metadata j type equals +| image

e Lo
Lk

+ [+
x| [x

Object Size (MB) j greater than

[+] %

Cancel Remove Filters

Of A2 FHMo| R i FAlo =z M2 AR 2T HiX| X[&H2 200KBECH 2 0|0 X|of| 2F HEEL|Ct.

EC image files > 200 KB

Reference Time Ingest Time v

Placements © U1 Sort by start day

Fromday | 0 store | forever v m —|

Type | erasure coded v Location | All 3sites (2plus 1) » Copies | 1 + =
Retention Diagram & 2 Refresh
Trigger Day O
sy )
(2 plus 1) ) >
Duration Forever
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Advanced Filtering

Lse advanced filtering if you want a rule to apply only to specific objects. You can filter objects based on their system metadata, user metadata, or
objecttags (53 only). When objects are evaluated, the rule is applied if the object's metadata matches the criteria in the advanced filter.

3 copies for image files

Matches all of the following metadata:

User Metadata j type equals j image x
x

Cancel Remove Filters

Mo K Humy #%[0] 0|0 200KBE Lt 2 0|0 K| mhap LX|7| 2 0i of=2{et BiX| X|E 2 200KB 0[5+2| 0|0]X|
mhof 2t HEELICt.

3 copies for image files

Reference Time Ingest Time

Placements & 1t Sort by start day

Fromday @ o store | forever v |

Type | replicated Y| Location “[)01 |[Dc2 < | D3 * | Add Pool Copies | 3 + x|

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information.
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Create ILM Rule step 2 of 3: Define Flacements

Configure placement instructions to specify how you want objecis matched by this rule to be stored.

Three Copies Ten Years
Save three copies for ten years

Reference Time Ingest Time A

Placements @ I Sort by start day

Fromday | 0 store. | for v 3652 days |—|

Type | replicated ¥ | {qcation ||DC1 |[pc2 * |[pe3s = | Add Pool Copies | 3 ' [+] =

Specifying multiple storage pools might cause data to be stored at the same site if the pools overap. See Managing objects with information lifecycle management for more
information

o S -~
Retention Diagram @ 2 Refresh
Trigger Day 0 Day 3652
pecl 3 [——
pez S8
o S
Duration 3652 days Forever
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Noncurrent Versions: Two Copies Two Years
Save two copies of noncumrent versions for two years

Reference Time Noncurrent Time ] v

Placements € 11 Sort by start day

Fromday | o store | for v | 730 days m '

Type | replicated ¥ | | ocation ‘ DC1 ~ |[DC2 * | Add Pool copiss | 2 + =
Specifying multiple storage pools might cause data to be storad at the same site if the pools overlap. See Managing objects with information lifzcycle management for more
information.

Retention Diagram & 5 Refresh

Trigger Day 0 Year 2
i wl________
pcz Cﬁ i
Duration 2 yaars Forewver
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Configure ILM Paolicy

Create a proposed policy by selecting and arranging rules. Then, save ihe policy and edit it tater as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Aclivate to make ihis policy fhe active ILM policy for the grid.

Mame ILM Policy for 33 Versioned Chjects

Reason for change store 3 copies of current version for 10 years and 2 copies of noncurrent versions for 2 yaars

Rules

1. Select the rules you want to add to the policy.

2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved

| == Select Rules

Default  Rule Name

Tenant Account Actions
l Noncurrent Versions: Two Copies Two Years (3 lgnors x
U4 Three Copies Ten Years § Ignore x

The default ILM rule in this policy does not retain objecis forever. Confirm this is the behavior you expect Othenwise, any objects that are not
matched by another rule will be deleted after 3652 days.
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Strict ingest to guarantee Paris data center

Description: Strict ingest to guarantee Paris data center
Ingest Behavior: Strict

Tenant Account: Paris tenant (25580610012441844135)
Reference Time: Ingest Time

Filtering Criteria:

Matches all of the following metadata:

System Metadata Location Constraint (53 only) equals gl-west-3

Retention Diagram:

Trigger Day D
REk it ] I
) I
Duration Forever

ILM ] 2(%fl: 5): THE ZHA|of| CHer #ed &l 1

Of ILM #A ofofl M= 2 ol =8 SZHS AFEs0] A H| 7210t LX|5HX| ¢b= QEHE| ol | 2| ILM
2E24S MIYLIC o] RAlo EX[5t= RE REMES| & SAIZ0| MFELILE stit= 0= H|0|E ME{0|1 CHE
StLte o] HolE HIEo| MTELICE FAS SA S5 = gle 82 LA A2 2 ALE Jhset [0 MEELICt

of #AI2 2= HIHE 3 SHof| £3t= Aol MEE LT,

T Mo Ol | 2%

EIHE HH 24|

g HEE _ X" et E

AE2(X| B DC1(Tt2]) ¥ DC2(0|=)

% 0|2 2 2719| 40| MIEE SAtetL|Ct

E AlZt 27 AlZt

ZEIX Hi K| 02Xte| 22 &= |0o|E ME{0f| SX|E SAHE F 7HE FHOE FX[LICH

>3 & . o] FAIu LX|SH= JHM = 7tSTt B Aol HiX| X[ Ao k2t
HHX|EILICH O X| QO™ QA AHEO| AR 7Hs Tt 2 E 9| X[0f| A
THSO{ELICE
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2 Copies 2 Data Centers

Description: 2 Copies 2 Data Centers

Ingest Behavior: Balanced

Reference Time: Ingest Time

Filtering Criteria;

Matches all objects.

Retention Diagram:

Trigger

DC1 (Paris)

DC2 (us) ¥

Duration

Eme| HHE

Forever

EU-West-3(I}2[)2 2

6‘H lel

o 59 ILM A: 27 S Z3
ILM F82| oofl= 27 S3f0| N2 CH2 & RAjo| E3tE|0] YleLict
S 7HR 47 SE2 AFSots ILM FAol= ChS T 22 ILM 74l0] B
+ T2 EEO 2o 2T S3 B2 o] mf2] jo|Ef ME{oll ASt E
MFBILICE. Tk2| GIOJE| MEIS LSS 4 gl Z Toll AmsiLic
+ 0| ofo|Ef MEIQ} T2| BlOJE| ME{0) Y= C}2 BE 2B
2 mEhHE MIBLICL HhA| XIS ST 4 ol FL MBS
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and adit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Activate to make this policy the active ILM policy for the grid.

Mame Example policy for Sirict ingest
Reason for change Do not store certain objects for Pans tenant in US
Rules

1. Select the rules you want fo add to the policy.
2. Determine the order in which the rutes will be evaluated by dragging and dropging the rows. The defaull rule will be automatically placed at the end of the

policy and cannot be moved

| 4 Select Rules
Default Rule Name Tenant Account Actions
Strict ingest to guarantee Paris data center (§ Paris tenant (255680610012441844135) x
L4 2 Copies 2 Data Centers (8 lgnore x
O|dl M AlE20|de mf B|AE JiK|= Ct32t 20| WIHELICEH

* L2 el E=0) S5 9l 3 il Hef0] EU-West:302 HHE R eusl=L A el 0] 12} Ux/slof
mt2| GlofEf MEfoll HEFEILICH & #HIY FAI2 Strict 27 2 ALZ3H7| Ti=2o] 0|2{3t @ EXES 0|2 Hlo|E
ME{ofl XIZHE|X] bALIC T2 HlOE MEO] AERIX| ES AI8E 4 Sl A AFoA ATstch

=
- Of2 RS QEHE LS N3] B0 2310 S3 B2 FHO| EU-West-30 2 MHE|X| 42 QEMES H33}0]
= win ol whet IS ELICH 2t @ EMEQ| 3t =A=0| 2t 0| ME{o| HFELICH J2iLt & Haf FAle
23 H3 272 ALRHOE $ GlO[E| MEE ALRS & gl A = JHo] E7HEAHR0| AL JHs 3t 9|0
REE|L|CH,

ofl 6: ILM H*H HA

Clo|E] E= 7} HASHZHLE M AIO|EE F716t= 32 M ILM BME TS0 g-stalor g
USLICH

HMS 12817] Fofl ILM tiA] #1Z0| StorageGRID AlAgS| Hikxol AS0f YAHOR of H3HS 0| 2
QU= ofssof ehLict

Of oflofl M= M StorageGRID ALO|E7} 2t &0l =7HE|ASH Af ALO|E0] HIO[E{E MEBL7| 2o &4 ILM HMS
Hotiof Lt

CHS ILM 7% 9 A2 02 #QILICE ILM 7S T3 WS olaf Jpx|7t JALICH M B2
(D massi) Hol Mots Mg ABo|Hsio] 2HAT £UZRE #SETE oT e 2

Sxfst=x| oIt
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HiX] SEof w2t B2 7|E QEMEES M /X2 0|Sdlof 5= <0 2ZSLCE

MEL ILM /S 2HM3161H StorageGRID 0|2 AFRSI0] 7|ZE QEHE 3l M2 £ &

@ QHHEEE oot IE QEHMEE 22(BL|CH M ILM HAM S 2Motsty| Mo SX|2 7|& QENE
5 AN ) QEHHEO| HYX|of EH°+ HE A S AESHIAR. 7|& QEHEQ| 2|X|E HASHH
MZE2 X7} H7tE| 0 A E o LAHQI 2[AA BX|7F HMe &~ JAELICE

CD StorageGRID= 2} AH| 2 Z2TS 1R A0 = ZEFSHH M| Z2AUS ALY M AfH| 2
ZZHS LHAl ALESHA] ‘EJQLIEL

* J|1E QEHEN TR HAL RS HATLICL 0|2 Sol, 2HE QENES| B2 HI8S AN 2Y o8N ES
et L|C
* 7|& QEHES EAIREEZ H™H CHE X2 0|S(0l: B2 2EHEE Cloud Storage Pool 7t0f| 0| EE= #2A
ALO|E Zto]| 0|F)
T )
"ILM R A
2 ILM E™(0f|: 6: = AIO|EQ| L|O|E| H=
O| Cflofl Al &4 ILM M2 X S0i| 27 AtO|E StorageGRID A|ARIEOZ MA LD & 7HX| ILM #&lS
A-getL|ct.
ILM Policies
Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone ihe active pelicy; or view the details for any policy.
4= Create Proposed Policy | | Ei Clons | ri Edn: x Ramové_é
Policy Name Paolicy State Start Date End Date
®  Data Protection for Two Sites Active 2020-06-10 16:42-:09 MDT
| | Baseline 2 Copies Policy Historical 2020-06-09 21:48:34 MDT 2020-06-10 16:42:09 MDT

Viewing Active Policy - Data Protection for Two Sites

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Data Protection for Two Sites

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
i ; Tenant A
One-Site Erasure Coding for Tenant A (3 (49752734300032812036)
Two-Site Replication for Other Tenants (4§ v lgnore
--
O] ILM ZHoj M= EIHE A0l £35t= ZiK|= TH AO|EOIM 2+1 A H| ZECE Ho &M, CHE 2= HIHE| &3t

A= 270 =XE SHE A5t 274 APOIE 2t I HoELC
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@ o oiidlel & i A2 17 HEE AL 22 QEMEQ| AN TS AIESHX| = F gLt
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& 1: HIHE Ao CHEE BHY ALO|E AR 2
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A% 0|2 BILIE Af TSt 171 ALOIE Atx| 2

BIUE A HILE A
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CLETEY GIOJE] ME{ 19] 2+1 AK| BHS OUTSE| HLITHX]

& 2: CHE HIFEES 9IS 27 AIO|E =X

& "ol ol x| 2k

& 0|8 CHE HIHEE 1% 271 AO|E S|

HHE AN ZA|

AEZX E Cllo|Ef MIE{ 1 5! Cl|O|E{ MIE{ 2

ZEIX HHX| OUMBE 7 FH =AH2 27H: C|0|E] MIE| 10| SAHE 171, HIO|E MIE

20| SAR 174

OlE S0, MoHEl ILM ™% 6: M| AFO|EQ| HIO|E| ES

O] il M ILM A2 371 AFO|E StorageGRID A|AEIO|| CHsH YOOI EEILICE.

SHE A M AIO|EE Fotot = O2|E 22X T 7He M AEZ|X| E2 UEJELICE Stit= HI0|E MIE
38 AEZ|X] E0|11 CHE St Ml 7He| AFO|EE 25 T etst= AEZ[X| EQILICHEE AEZ[X| LE 7|2

AE2[X] S0t SYOHA| §83). 2% OHF 2E|Xts F 7HK MZ22 ILM 2] 8 JM2tE A ILM S 2SS ASLICE Of
M2 M MO|E 59| HIO|HE H2otE 5 dA | /}SLIC
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Viewing Proposed Policy - Data Protection for Three Sites

Before activating a new ILM policy

« Review and carefully simulate the policy. Errors in an ILM policy can cause irreparable data loss.
« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource
issues when the new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or
smaller from being erasure coded. See Managing objects with information lifecycle managament for more information

Review the rules in this policy. If this is a proposed palicy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Data Protection for Three Sites

Rules are evaiusted in order, starting from the top

Rule Name Default Tenant Account
Tenant A
Three-Site E Coding for T tA &
Vi DI BRI DU for T (49752734300032812036)
Three-Site Replication for Other Tenants (& 4 Ignore

O MZ2 ILM FMO0| 2otk H|'HE A0l £35h= K| = 37H2| AFO|E0|M 2+1 M| 2=z B, LHE
HIHE(S HI'HE Al £3h= O 22 K)ol £3t= AMl= 3712 SH2 SHE AHE5H0] 3712 AtO|Eof 2K
k===

& 1: HIEHE AS| 37 ALO|E AK| 2

& Fol Off ™l 2t

& 0|E HIETE A9 37 AIO|E AtH| 2

HHE AE HHEE A

AER[X] 2 37H H|0[Ef MIE{ 5 (T|O[Ef MIE] 1, H|OJE] MIE{ 2 3! G|O|E| MIE{ 3 E&Y)
ZEIX B K| 37 H|OIE MIE| RE0i[A 271 o] 2| 1 A 2E: 0L M FE K|

T4 2: CIE HIEE 93 371 AfO|E =7

& Fel Ofl &l 2k

& 0|8 CHE HIYEE QI3 371 AO|E S|

HYE AF =P\

AEZ|X E Cllo|E{ MIE 1, H|O[E| MIE] 2 3! H|O[E] MIE{ 3

ZEIX HYX] 0L RE F@o| FH|=l= SAHE 37H: GI0|E HIE 10i SAH2 17H, CIO|E

AE] 20l S AR 174, CIO[E] HIE] 30| A= 174
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Buckets

Create buckets and manage bucket settings.

1 bucket Create bucket

Name =+ S3 ObjectLock @ |+ Region + ObjectCount@ = SpaceUsed @ = Date Created =

bank-records g us-east-1 0 0 bytes 2021-01-06 16:53:19 MST

2 HIBE HA| ke = 2t QEHE 8l QBME HH2 of thol THZ A4S AFE LT retain-until-date
% legal hold 3.

ZF i Kofl chot M- LTt oAl gt

retain-until-date "2030-12-30T23:59:592" (20304 12& 30%)
ZF A HEOf|= nget HEO| JELICH retain-until-date &H. 0]
M2 52 5 UAX[T &Y = QUELICt

legal hold "OFF" (21 §13)

HE 7|2t Sot AXEX] JHA| HHof EH?J HY XNRE 2oL olde &
USLICL HH7L HY SH A=z 22 Sl 32, 0| 30 7HHE AHE
A OHA Ch

|_
2 RELICH retain-until-date O EEUELICT

-

S3 QEHE FFJ0f st ILM 72! 1 0fl: 2! LX|7F U= AfH| 2 =T

Ol ILM %! 0ll= Bank of ABC2t= S3 HIHE AHN 2t HEEILICE o] 2= JHN|QF Y X[RLICE bank-records
AN LS AFESH = AMK| ZE S AFESI0 671 O|AHe] 3 AfX| ZE T2 ES ARSI 37H2] H|0[E MIE| ALO|EOf| A
AEZ|X| E0| QEMEZE XESILICE 0] 742 83 QEHME XZ0| MAE K3l @7 AMStE EFSILICH &

MR 2E SARZ0| 0L RE UMK 2E2|X]| 20| 22E|, Ingest AIZEE HZE A= ALERILICY.
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2l 0|E H &= A2l 28 832E H3IQ EC LEHNE - ABC 2%
HEAE AH ABC 2
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Create ILM Rule step 1 of 3: Define Basics

Tenant Accounts (optional)

A F9
SERNE
HHX|

160

Off#| 2k

2| 27|(MB)7t 0.20LCF SLIct

* 31 0| BEE @

HHlE

—_ =

AEEIX| 4= BL|C).

Uses §+3 EC across 3 sites

Bank of ABC (20770793806808351043)

/ Advanced filtering. . (0 defined)

Off®| 2k

27 Azt

O

il
of
h

Compliant Rule: EC objects in bank-records bucket - Bank of ABC

| bank-records

200KB 0|5te| 2EHEof AfX| 2EO|
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Edit ILM Rule step2 of 3: Define Piacements

Configure placement instructions to specify how you wani objects matched by this rule to be stored,

Compliant Rule: EC objects in bank-record bucket - Bank of ABC

Reference Time Ingest Time j

Placements & 11 Sort by start day
F———

Fromday @ 0 = | store | forever j Add ! .

Type | erasure coded j Location | Three Data Centers (6 plus 3) j Copies | 1 :| + | x
Retention Diagram & 2 Refresh

Trigger Day 0
il B
(s plus 2 %‘j >

Duration Forever

o
S3 QEHE ZZof gt ILM 74| 2 Off: H|E 73]
O ILM #il2 N0 & 7ol BX|El QENME EAtE2S AEZ[X| =0 HEEL|CH 10| X|LH Cloud Storage

Pool0i| stLtS| SAH20] H7 XMZEEILICE O] #AI2 Cloud Storage Pool2 AEst7| 20| S3 Object LockO|
HYE HZo RENEN|z MEE|X| gt =etE|X| gt&LCt

& F9 Ofl | 2t

T2 0|8 T bt A S2RE AEZ[X] E AE

HHE AE X EEX] 45

H2I 0|F X" K] $UAX|CE S3 LENE HF(EE HHA AH- E= 715)0
St X] i2 Hzlof2t MEEL|CH.

g EHY X HE[X] 45
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Create ILM Rule step 1 of 3: Define Basics

Mame Mon-Compliant Rule: Use Cloud Storage Pool
Description DC1 and 2 for 1 year then move to CSP
Tenant Accounts {optional) @ Select tenant accounts or enter tenant IDs

Bucket Name matches all v

/ Advanced filtering. (0 defined)

= (]

7 Fol ol 2t
AZ A2t A7 A2t
b %] + 0T, GO|E] MIE| 19] AER|X| S0 HH|E 2AHR 274S RAI3tD

365 St Ci|o|E MIE 28 RX|ELICE

$3 QEH|E Zof CiEH ILM 74 3 of: 7|2 74

O] ILM 2] olloflM= QEHE H|0|HE F H|0|E| ME{S| AEZ|X| E2 SARLICE O] 48 &4 AE2 ILM FHQ|
712 Aoz AAEUELICL O] LE0i= EE{7F Zetk|0] K| piCH S3 REHME FHF0| AFE H3lQ 27
Atet2 SFELICH &, IngestE 7|1&E A2 E AR50 QERE ZAHE 27HE 0 E /UMK AEZ[X| 20|
HargtLct

A Fol ol F| 2t

SESRIE 712 7 E4 FA]: 2AHE 27 ololgf e
ZIER e EERE

B30 02 NEEERE

nEZH EERE
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Create ILM Rule step 1 of 3: Define Basics

Name Compliant Rule: Twe Copies Two Data Centers
Cescription 2 copies on SNs from day 1 to forever, reference time is ingest
Tenant Accounts (optional) Selecttenant accounts or anter tenant ID2
Bucket Name matches all |:| Value

/ Advanced filtering. . (0 defined)

4 "ol ol 2t
E Al 27 Azt
b %] OUMSE BT, RIS ZAHZ £ 7§ KX - SHH= COJE] ME{ 19| AE2|X]

Lo, CHE Stit= HIofE ME 29| AE2|X| ==0f JSLICE

Compliant Rule: Two Copies Two Data Centers

Reference Time Ingest Time j

Placements @ It sort by start day

Fromday | 0 = store  forever LI Add ]

Type | replicated j Location “ Data Center 1 || Drata Center 2 Add Pool Copies | 2 :| + | X
Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information.
Retention Diagram @ i Refresh
Trigger Day 0
L 0 I >
[_)"a:tait";é:;t:er' 2 ﬁ |
Duration Forever

§3 QEHE HFof tigt #d = ILM FH o

S3 Object LockO| ARl HZI0fl E3HEl HHAIS Zesto] AAHS| ZE JHHE RTHOR Hots ILM HAS
MBI BE Jfnle] AE2X| @PARS SHIS ILM FAS Hefsiof SLICH 12 T2 ot HHS
Alg20| Mot 2HAstefOF BHLIC
Hao| 71l %7}
of ool ILM ol The M2 Al 7K] ILM 7A10] etslof YesLict

1. §3 QEFE ZH30| HNoHE S HI0|A A 22 A0 200KBECL 2 QEMES st 7H F4
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it Iater as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Aclivate to make this policy the active ILM policy for the grid.

Mame Compliant ILM policy for 53 Object Lock example
Reason for change Example policy

Rules

1. Select the rules you want to add to the policy.
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule {and any non-compliant rule without a filter) will
he automatically placed at the end of the policy and cannot be moved.

i = Seleci Rules

Default Rule Name Compliant Tenant Account Actions
Compliant Rule: EC for bank-records bucket - Bank of ABC @ v Bank of ABC (90767802913525281639) x
MNon-Compliant Rule: Use Cloud Storage Pool B Ignaore i

"4 Default Compliant Rule: Two Copies Two Data Centers (0 4 Ignors x

HletEl FMS A2 o gL Tt

HMotEl GMof| #AlS 715t 7|12 7 —’F— TAS MEistD LHE Al Yol 20= S3 LEHE FHF0
2dotEl Halnt CHE M2l M KIS B AESH @’ﬂi% AlZ2{|0|M5H{oF BfLICt. o E S0, oilx| HMS
A 204 uf Bl AE K< Ch23} 20| BIELC
* A B %2 Bank of ABC Tenant@| H{Z! 3 2| Z=0{A 200KBELE 2 HAE QEMERE UX|A[ZILICE.
© FHI A2 OHE 22 HIEE A0 tioll 2= H|E HAS| EE QERES LKAl

* 71 A2 LS HAeF X R

I

L|C}.

° BANK BANK BANK BANKO| A Zix{| 200KB 0|5} - BANC HIHEZQ| g|ZE
° Ct2 D E H|I'FE AHo| thslf S3 Object LockO| &M3tEl CHE H3lo| QEHME
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