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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration":
"NoncurrentDays": 50

bo

"Status": "Enabled"
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ol RHS ofF| o] A 41 HEf P4

o

O|E0| 2l HZle| QLEHME| MELIL|CI “testbucket HZ

aws s3api --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

2tO|ZALO| 2 FH0| M0 SSHZ HEE|U=R| 2elot2{H Get Bucket +FF7| S AAeL|CL E =H
CtZ2 Z&LCt

aws s3api —--endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
--bucket testbucket

e

SBHOE SHOHH W3 M BA £7 M MHo| LigELIC

Ho
1

HIl = 7| 227} AH|of| HEE[=X| HB LIt

Put Object, Head Object == Get Object R H S Ade o +F 7| 742 ot 7%|0| EH Ko HEE=X|
solgr & QlA&L|CH 7AXlo| A I"-Q-E' 22 SE= 7t ZSELICt Expiration M7t BtEE= A2t L X|SH= 2=
TS LIEtL = oi7H E—T—?:ILIEL

(D HZl 2tO[ALO[Z0] ILM, & FAISH | HHZ/ILICH expiry-date ZA|7t AfK[E AX| &Mt}
FA[ELICH XtA[et LHE2 StorageGRID 22| =& X|Eol|lM "JHK| 2ZE 2E WH"S EZSHUAIL.

O|E =01, 0| PUT REXIE Q2 2020 62 220 YAHE|}CH o QLENMEES FUSLICH testbucket HZAL

aws s3apli --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

43 SE2 7HAI7F 1002 (20202 10E 1€) Lofl 2= =10 2t0|ZAL0|S 742 w4 29 LX|etS LIEFHLCE.
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PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: <em>date</em>
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Host: <em>host</em>
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GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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ID :domain/mydomain/myi
ndex/mytype
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74 XMLE HME5t7| Hol| 22
Tdotiof LICt. O™X| 2™ 404
QLFE Qlol| 7 940| HofgfLCt.

urn2 Destination 2 40|
otEIL|C

SE

Atolofl ZghEl XML
<MetadataNotificationConfiguration></MetadataNotificationConfiguration> Ef1= HZI0|
CHoll A S¢et 2T atel Se0| o EAH FLH= 0 A=K 2 FL|Ct. O] of|H|0l| M= IHA| HEIH|O|E{Z} 2h=
Elasticsearch QIEIAO| MEE|1D UJELICH current 0|52 LHEYLICE 2017 2H= AWS EH[QI0[M S AEIELICE

records.

72



HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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=20| K23t HEIH[0[E] 22| 24 XMLE CHAl 24 ole Ao

I Sy |

of fM Set MHI*E gystet = ASLILE 2
HIEIH[O|E{ 7} T &&= JHHIE A[F L Tt

e etz stz ™ HZl0]| Ci$t S3:PutBucketMetadataNotification #¢H0| U7LE AR FE0of ShL|Ct,

24 ==20= HEIC|0[E] &3 80| ZE=(0{0F gL, 2t HIEH|O|E L& F40il= StLt 0] &to| |0
puy 2

SHElLICH 2 72 M E8&|= RENER} StorageGRID7t LEH E H|ELH|O|E E ELHOf SH= CHANS X[FEL|CH
JHH| O|EQ| HFHE 7|22 2 HHIE TEHZY = JUSLICE OIE S0, BFAZL = ZHA0] it HEHHIO|HE 2
& JUELICE /images FSHX| St HEAL = QEHME /videos CHE AFZHOf|A|.

SEE = HFEAMLJAE Y2 RR6HK oM HEE o HRELIC oS S0, @FAE A= JHA[0] Chal st
A0 ZE LHULIC test FFAZE A= JHA[O et & Hu FEIRJLICE test2 SIEEX| &Lt

CHa2 StorageGRlD Z89| URNZ AFE5H0] X|HsHof SfL|Ct HIEMH[O|E &7l 40| HEE|7HL 2Ko| 2
AIiSt=E AR AEXIETL JUO{OF BLICH 400 Bad Request. 2F HA|X|= CtS It Z&LICH Unable to
save the metadata notification (search) policy. The specified endpoint URN does
not exist: URN.
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<MetadataNotificationConfiguration>

<Rule>

<ID>Rule-1</ID>

<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>

<Destination>

<Urn>arn:aws:es:region:account-

ID:domain/mydomain/myindex/mytype</Urn>

</Destination>
</Rule>
<Rule>

<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>

<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>

</Destination>
</Rule>
</MetadataNotificationConfiguration>

Of fiFIof| M= HEALRE LX[SH= ZHAM|S| ZHA| HEIHOIHE 20| FLICH /images 2(£) ¢ HE 22 HESE |

HEAtet LX[5hs REMES QHHME HEIHO|E = HEELICE /videos F B LS

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1"
"metadata": {
"age": "25"
b
"tagS": {
"color": "yellow"
}
}
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GET /?x-ntap-sg-usage HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
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GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>
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HTTP/1.1 200 OK

Date: <em>date</em>

Connection: <em>connection</em>
Server: StorageGRID/11.1.0
x—amz-request-id: <em>request ID</em>
Content-Length: <em>length</em>
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization name</em>
Host: <em>host</em>

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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mybucket W EX| s3:GetObject HAY A= ZE EX|
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
1,
"Resource": [
"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:::mybucket/*"

HZl M2 37| M$Hol 20,480HI0|E0| 1 OF FM2 37| M|$HO| 5,120HH0| EQIL|C.

LX|ZLICH 25 FHo| L= A sy 2o HE
12X o2 3l FMoj| i3t 2E ACI0|EX A EXHo=

LHEOl J51%5|.': o152 8= O 23 & ALt
EPEIEE

J|EHOR I8 HMo| thst IS AC0|EL HFHOE AKFLICE
7

= Q0j w2t B3l A YHl0|E UBY BHS WAL + ULICE oIS S0l BoHe| 0|QR B FS Ayt
ol ML 4 YBLICH

0| 22 € X< £ UELICt consistency-Control PUT HZ! MM QXO| &Lt PUT HZl Hetd 2%
RES AEE + JUSLICH 0| 2F| Cet Metd Mo|E HAY M= 2 °' 7| 2 MY Hetdg HEStE * Al Y g2

A0 BILICH Put Bucket EEHA! R 299) S|CI0] 12 Hers 5 1o} 2k8 ARsre 0] ARELIL, Put
Bucket Z% 20| Chsl CHE 242 AIstel 210l RAIEILIC B2l ZH0| UBE|el T2y AHAOZ olaf #12 AFEHo|
S gE|s Ol 827t O 2 4 ABLICE

Moy SFS ¢ All* 2 HHSIR A BIZ Z0| Of wa| UHE TS 523 XY0| ABEH B 27
() Aoi= 22} gto= chal mefor BLICH J2X| YO oo TE B3l @FL T Al HFE
AbgBLIct.
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A ZH0| ARN AHE
M 20| ARN2 Principal % Resource A0 AFZEIL|CE
* 0| 122 A8t S3 2|AA ARNS K| HELCE.

arn:aws:s3:::bucket—-name
arn:aws:s3:::bucket-name/object key

© 0] 222 ALZ3I0] ID 2|42 ARN(ALRX} 2 18)2 X FELICt

arn:aws:iam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group_ name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name

7|Ef 02 Atg

EIIEZ AE3t0] 4| 7| ool 07H o Ao 2XAHE LX|AIZ £ USLICL

ne

* EEME

* HA| 710l X|E
Lot HUE

pak=13
=
o

2 Ql= 2H| 2XH= JSON UTF-8 = JSONW O| AFH|O| I A|RAE AFRSH0] QIR EsHOF
3

132 X=X SELIC.

—

"RFC 2141 URN #&"

Put Bucket M& ZtAHO| HTTP Q8 E22 charset=UTF-8Z 2l A2 &|{Of TIL|C}.

MM 2|22 XF

2 20 M Resource K45 AFE5I0] AL ATH0| SHEE|7L HRE[= M = JHNIE XEY = ASLICH

2t EM 20ll= Resource 247t FRBLICE FHMO|M 2|ats QA2 BAELICH Resource EE

-1 o= m

*NotResource H[2|.

* 83 2|24 ARNES ALE5HY 2|AAE X[FELIL 6|2 S LSt Z&L Tt

"Resource": "arn:aws:s3:::mybucket/*"

WA 7] LHOIIM A B A Y = JUSLICH OIS SH L3t Z2ELICH

"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"
+ 242 ZH2 DE B0 MNE of OFF| EXOIA| e IS K 4 YALITH
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e
i
0z

oz
12
2

=l
PEESEE

Mol Hot x| X[F

Principal 245 A2t policy 01| 2[sH 2|AA0f| CHEE BMATE HE/HREE AFRX I8 E= HYE AEE
y

>

* H 2l FRO| 2k FM MU0 = Principal 247 ZetE|0{0F FLICE 1F FMo| Y A2 IF0| Hot FH=2

QIAIE|7| I 20]| Principal 247 ZQ38}HX| & LICH

Ao M &2 Mol CHSH "Principal" E== "NotPrincipal" 42 HEA|E/L|CE.

AH 7|9t ID= ID & ARNS AH250] X|&slioF &hL|ct,
"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

ol ool M= AE RE 2 A BRE ASKXE Eest= HIUE A ID 272339069346844275255 AL LTt

"Principal": { "AWS": "27233906934684427525" }

M

AY RET XZL = ASLICH

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

3 HH20] 8 AHZXH("Alex")E X|I-E = AELICL

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

dm

d 8 A5("HEXE XNEE = USLICE

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

ojF Eot FHIE XZE & ASLICH

"Principal": "*"

Hoots XISt AEXt 0| F CHil AHEX UUIDE MY &= AUELICEH

89



arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%e546013

O£ S0{ Alex7t ZZ|2t A O|ES 2tHZ F10 ATt 748 RS LICE Alex O|(7F) AMELICH MZ2

AlexZt Z=E0f °*$r tof S2et S| Y E AR nlex ALEXL 0|8, M AHEXI= 2| =0tX| Q4A| #l2H
AEXIOA RO E Hts 84T = AFLIC

Ho| WM& i OFXl ZXHIX| Gb= JF/AEX O|FS X|FE 5= ASLICH

—

* Principal 2f2 H3l H

J)I-

O ALR RS XA

HH0i| M Action 4= 2|20 Lt Zots 51&8/4 Rt ol ASELICH FHoM XS = A= AL 2ot Zelol
ALCH, ofz{et ;‘4°F° "AY" £ "NotAction” 42 HA|ELICH 2t 4= 57 S3 REST API 2 of| 0fE EL|Ct.

O] ofl= 2o HEE|= ALE Hetat A0 HEE|= AHE ATHO[ LIE =0 ASLICE.

Amazon S3& O|H| PUT % DELETE Bucket S| ¢ 2 50f S3:PutReplicationConfiguration
@ M2 AF2ELICE StorageGRIDE 22 Amazon S3 At nt 2 X[st= 2F 20| CHoll H o HetS
AREgc,

() 71= 22 Yoims ol PUTE AISE o) AR S EILICH

Hst S3 REST API ¢ StorageGRID AF2Xt X|H
S3:4d H3l HZl = s5LICH
S3:AHH| K2l S ARSS|
S3:DeleteBucketMetadataNotificati H{Z] H|E}H|0|E] &Lzl 1AMES ol
on APKgL|CH
S3:AHH| BucketPolicy 2l MHS Abw|gL|Ct
S3:DeleteReplicationConfiguration 3l 2x|Z AbA|SiL|CH oll, PUT % DELETEO]| CH$H HEQ
et
S3:GetBuckketAcl HZl ACL 714 27|
S3:GetBucketCompliance H3l A8 =4 71H27|(H of 4 o
AHZEIR| )
S3:GetBuckketConsistency HZl otM =t o
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2}

S3:GetBuckketCORS

S3:GetEncryptionConfiguration

S3:GetBucketLastAccessTime

S3:GetBucketLocation

S3:GetBuckMetadataNotification 2

HZoIHAIR

S3:GetBucketNotification =
EXSHAAIL

S3:GetBuckketObjectLockConfigur

ation

S3:GetBuckketPolicyS
EERSHAAL

S3:GetBucketTagging
S3:GetBucketVersioning
S3:GetlLifecycleConfiguration
S3:GetReplicationConfiguration

S3:ListAllMyBucket

S3:ListBuckketMultipartUploads

S3:2 & BuckketVersions

S3: PutBucketCompliance

S3 REST API /¢
2l CORSE 7t ZLICt

M2l 2o} 71 7|
B2l £[Z HAMA AIZH IR
HZl XIS 7t ST

Bucket HIEtH|O|E &l 114
JHHL7|

HIl 2EE EaLitt

WA &g FdS 7t SLIT

HZ M 7P 27

HZ BN X|ZE 7FMSLC
HI A 2HE| 7HH 27|
M2 =8 F7| 71427
HI Z/E 7P SL

* MH|A HE7|

* AEZ|X| AFE™FE HHBLICH

* B{Z0 IHR Q7| (2K L)
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* OE OE Y=2E LHE

« AL A 2l

HZ T 7t 27

HIA 78 E@71E)

StorageGRID AF2Xt X|H

o

o

off, 2AE2|X| A+ 7t 201 Chok
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o
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Hot S3 REST API ¢
S3: PutBucketConsistency H3l ot g QX|etL|Ct
S3: PutBucketCORS * 2] CORST AtH|

* 42l CORSE ‘@aLict

S3:PutEncryptionConfiguration * Bucket 2=2tE AfH[gfL|Ct
* Bucket 4= 35 M ESL|Ct
S3:PutBucketLastAccessTime HZl X|Z M2 AL

S3:PutBucketMetadataNotification Pyt Bucket H|E}C|O|E] &2l A

S3: PutBucketNotification HIl EX|E EHLIC}

S3:PutBucketObjectLockConfigurat 0f Bucket € =&LICH x-amz-

ion bucket-object-lock-
enabled: true M
3l1(S3:CreateBucket Het=

nesh
S3: PutBucketPolicy HZl MME Mst|C}
S3: PutBucketTagging * 3l Ej HA| A+

* Bucket Ef1 7|

S3: PutBucketVersioning HZl HA 2|
S3: PutLifecycleConfiguration * K3l 8 7| AFE+

- HZ 28 37|12 saL
S3:PutReplicationConfiguration HZ! xS x| Ct
Aol HE|= A3t
et S3 REST API ¢
S3.STHEEIYZEQLICE * HE|OIE ¢=EE SHELCH

VST

—
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S3:DeleteObject & MEHBILIC}

S3:4HH| ObjectTagging

S3:DeleteObjectVersionTagging

S3:DeleteObjectVersion

S3:GetObject

S3:GetObjectAcl
S3:GetObjectLegalHold
S3:GetObjectRetention
S3:GetObjectTagging

S3:GetObjectVersionTagging

S3:GetObjectVersion

S3:ListMultipartUploadParts(S3:Lis

MultimpartUploadParts) £

S3:PutObject

S3 REST API ¢
* JHA| AFH|
* Of2f A

%
- AP K 29

StorageGRID AF2Xt X|H

APF|RLIC

WA B XIH S APHRELIT

WAl e X1 ARICHAIS] £

HZ)
WA AR EERIS] £ HEH)

* A THH 27|
* ofl = HA|

« AL A 2l

23| ACLE 71 SLICH

| W £ A2 R
WAl EE= 7™ 27|

Kl B4 X|H S FhH gLt
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S3:PutObjectLegalHold

S3:PutObjectRetention

S3:PutObjectTagging

S3:PutObjectVersionTagging

S3:PutOverwriteObject

S3 REST API ¢
HHIE HHE SAH Xtz 22

StorageGRID AF2Xt X|H

WM 2Z&
WMl EfE S EELICH

2HA B XIZoHMSl EF HT)

* M E ESLITE of

WA - SAHE MEHRLICH

2HA B X

ZHA| B X A

© HEIME Y28 2=t

S3:RestoreObject NIV b (=2

PutOverwriteObject 2ot At

S3:PutOverwriteObject M2 JHKHIE TtS 7L RO|0|Edt= Z R0l HE&[= AHE Xt X|H StorageGRID
HHULICE O] AtE Hotel MF| w2t 22t0|HET} 7HA|2] HIO|E, AtEXt H 2| HEIH|O|E = S3 LENME EfO

—_ =

XEE "oz = A=Kl 27t ZFELID.
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M

of Zstof| A EEH = dF2 o3t ZsLo.

0
rr

* * 5|8 *: SE0IUETL JHH|E HOo{E & /USLICH 7|2 dEL|Ct
* * HE * S2I0|HETL HHHIE HUHE £ QUELICH Deny 2 ™=l AL PutOverwriteObject #eH2 CHS 1t 20|

RS ELICH
+ QuEEQ| f0|E], AFSR FO| HIEIO|E i S3 QEME EfYS Hoi& 4 giaLict.
2% F91 BE 7 F0| H|AE D 2T} HEILICH
7h SYBLE A AR MRS A
A B BT HiF0| OFl K|l TagSetS 4+ e
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Condition: {
<em>condition type</em>: {

x710| TeHel 4 00} 2 ZZoll= of2 7| 3t Wo| Zare

<em>condition key</em>: <em>condition values</em>

CtS OllM|0l| A IPAddress =712 SOURCEIP = 7|E A& gLICL.

"Condition": {
"IpAddress": {
"aws:Sourcelp":

StringEquals

StringNotEquals

StringEqualsignoreCase £ & ZEsHA AL

"54.240.143.0/24"

oF LX[(CH/AZEX F2)8 7IH22 EXHE 2tat 7|12

&}
wgh|ct

2 R(H/A2ZEX A2)E 7|H2E 2XE gtat

=
=
mi-{Es,
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—

StringNotEqualsignoreCase £ & Xt A|IR
StringLike £ ME{gfL|Ct

StringNotLike & EZsHHA|IR

NumericEquals
NumericNotEquals
NumericGreaterThan

NumericGreaterThanEquals

NumericLessThan

NumericLessThanEquals

=YLt
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Negated matching (CHAZEAt RA|)2 7|22 2 EXIE
240k 7|2 H| ek},

|E llll___|7.| L_l. 7E|‘%"" %Il% 7|2|I_<—9§ _jt_xlh aAI-‘Tl'l-
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2| AA/NDRIL|CH

S3:ListBucket 5!

S3: ListBuckketVersions ¢t

S3:ListBucket 5!

S3: ListBuckketVersions ¢t

S3:ListBucket &

S3: ListBuckketVersions ¢t

_'_

85101 G JHs 3t M

Of Gfi[of| A ==

"Resource": "arn:aws:s3:::

Of Of| &|0f[ A A=

x-i_9_7|- St ?_-lg|

—

AWS: SOURCEIP

AWS: AL2X}0|E

S3: =2 7=

S3: %|Cf 7|

S3: ME

= YLICl s {aws:username} (&) Resource 222

= YULICt s{aws:username} &7 =22

T= A HEE M2 & JASLICE oM HX
ol @4 8! EXtE H|W condition 4.

EL

QHO| M&E P FALL H|WEL|CE
HIl £s QEME ZAof| ALY £

o= T
AL

* AT $3 280 B L= g
AO|ESO] .LEQ| 2E WA
MEIAS Sof HEE 22 2
WRAN AH| A0 P T
AAEY D} HlTELICY,

s X1 *: EfAL HIEH 2E
WA Mt M%EI'.: 42 0| 2
BAHMO| P FAL H|WEL|CE.
P& X-Forwarded-For

slcio] QEAe Bolg 2 g

20l sl 7 FAIELICE

=l HLH AF2EO| AFE X}
'<'>'|-|__||:|- |:|-|9| CC

=] e —r—
Feioll ArEe = AELICH.

BZl FH Q| s B QB HE
A 7 27| @uo| XHE P8
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B3l 7 27| S 2 2K T
HH 27| Q&0 X|HE £ 7|
OH7H#4-9F b @BHLICE

Get Bucket EE= Get Bucket Object
Versions 9*401| INESES RSN M|
ot H|wetL|Ct,

+E MEE £ JUELICt Resource

LEAULICE

_bucket-name/home /${aws:username}/*"
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"Condition": {

"StringLike": {
"s3:prefix": "S${aws:username}/*"
by
H A
${aws:Sourcelp} SOURCEIP 7|E H|SE Ha= AFEEL|CE
${aws:username} HaE HLEZE ALKt O|E 7|2 AFESL|CE
${s3:prefix} MH| A8 prefix keyE K|S variable £ AFE ST}
${s3:max-keys} MH|AE 2| 7| 7|2 HSE HSE AL RILC
${*} S+ ZA X2 2/HE * 2XI2 ALt
$17} Ex ZXL EXE 2HEE AZELI? 24t
${s} E+ ZXL X8 2|HE § A2 AF8 gL

SeB X2l7t TR B 4y

O Fao| fat Boto| YBBIALL AE ZE ALRKIE B 5
QIZLICE StorageGRID S3 REST APl 7842 Amazont2C M A4S S0 & R[$HE{0|X|oH B T7} Sojlc
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&% geLct M8 QueLCt ofntE B StorageGRID S%}
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A ol Cfst Mot
2 RrLict
ABHIE Tt 2 OF QuolT AYEIUALI ST
Azt AXAZ ALt
o= AY I8 BE B3l FHJL HREYALUC  REOHXIN BE S3H{A
Azt sgeLict 2 2ol et Azte

H0| M 53H= AL 405
HME 52el%| 42
©RE visteiL|ct
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M ALt M gLt OfOtE A StorageGRID 3%}

o
R AY RE E= LA FROIX|T 2= S3HA ST
AMEXOAH 2= Hets M X0 oigt Het2
Qe Mo M 5 8dt= ER 405

HME HEEIX] 42
QFE HratetLct

= Mg B EA QuetK|ot IS S3MA  SYUELICH
R0fl CH3t ALS HEHS A Trolof| T3t AF]
sigsiict Asto| 9|2 7Y 2E &
AFSRfo| o 405 A=
58 ot 2l 928
ubststL|Ct
DE Tl Bt BE B3 Quotn MEEXB ZE ST
A8 Atel M3te AR BILICH AR} AHES BE S3 B3
& xHelof Cst Mot
gt
2Ot ZH|= EROIR ot B3l AL EREASLICH  faEL
AgRt s agelLct
2|£ATF EXfSHR] b S3 18 QuatLct szt
#ZIgiLict
2ot =Xl 22 TEA AL EREYAUL  fmEL
ageLct
M2 HHE 92 4 U= 3 QEBLICE HHS MMX  QEELIT QUAEL
B £ QA (2 A Aol Aot H3l 2 AR AEO|
T3} HBtS Hofgct HM2 Mee|x| SSLITH  ASQELICH M3l FHo|
MAXAEE WA ACLS  HEEL|CH

ArE3sto] JHA[of| cHst
HM|A HBHS Ho{sliof
grLCt.

WORM(Write-Once-Read-Many) 2=

WORM(Write-Once-Read-Many) H3l 2 4510 O|0|E, ALKt He| QEH E HEH|O|E 5! S3 LEHE EfUS
Hooh & JELICEH M K E MYstD 7|Z HHXE HOM AL AX|SHX| RIS WORM H3lg A A BLICt.
o7|0f MHE H = SHLHE AHELICE

HO|MT|7} BHAL B E| T 2 s2B Ch2 S 2uE 4 LT

* Grid ManagerOilA * 7+ *>* J2|E 8 * O 0|S510] * 22}0|HE 7 UX| * 2elzts MENBL|C)
° OHS 74 % S3 FAg XM EeL|Ct.

° 83 MHof| PutOverwriteObject {5 =S Z=7t8tL|Ct.
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° DeleteObject A5 XS S3 HHM|| =7patL|Ct,

° S3 HHof| QEH E {8 (Put Object Allow) XS 2=7tgtL|Ct,

)i
.9

@ 3 M*H0j|M DeleteObject £ deny 2 MM T ™30 = 07 SALE™ 1 22 F%/0| Q'S wl ILMO]

7HX|E MHR[Sl= AE KHESHA| S L L.

() Oleie Rz Eol me MBHEls SA 4718 WROK YSUUY AT). X ez
GOIMI|S WXIBILICHAS B &1E).

* MBI AN SA| MY|(EE O E)
/mybucket/important.doc

PUT#1 ---> OK
PUT#2 —-—-—-—-—---— > OK

- AEHB 2k 2t El oMy (kx| E)

/mybucket/important.doc
PUT#1 —-—————-— > PUT#2 ---X (denied)

o M

"ILMZ A% FHNIE 22| gLl

"EEot 2|7t Zaot FM 4y

"StorageGRID ILM 1#2[0| 7HX| & 2t2[oh= 2"
"S3 15 MMl of"

S3 FH o

O] MMl 0§ AHZ3t0 B2l ! 1 F0]| T StorageGRID HMA FMES FRESL|CE

CtE S0l T2t AWS CLIE AF8SH K2l HMES 7Y & AL

> aws s3api put-bucket-policy --bucket examplebucket --policy
<em>file://policy.json</em>
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of: 2E ASX7LHZI0| 817] HE HMAES SIEYLICH

0| of|x|0f| A= anonymous £
QENE JIMR7| Y S ALY = US
=

Qs Asto| gloOz E3| QE3HX| 9

HIlof| A= ZE QEHE CHsf
2 AE RE 2[of= H2lol & +

M- =

"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]

O 8 AFO| BE ASAIT} 2G| AHAS 4 UTE 68SHT CHE AHO| DE A B0 27| HEOZ ANAY £ YBLICH

Of fiFIo M= XIFE AFS ZE AHERIZE 20 2bT5| KA o= AX| 2, X|FE THE AFO| ZE A8t
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"

b
"Action":
"Resource"
"Condition

"s3:ListBucket",
: "arn:aws:s3:::examplebucket",

{

"StringLike":

"s3:prefix":

0| oi[X|0ll A= anonymous
S AL = AX|2t 2

GE===
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"

by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": "*",

"Action": ["s3:ListBucket","s3:GetObject"],

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

}
]
}
Ol: S2IOIAETLHIP HRIo| A= R BE ALSXIF A0 Ciet 7] 2

O] GIMUA= QEO| X|HEl IP H2((54.240.143.0 ~ 54.240.143.255, 54.240.143.188 H|2|)0f| A
anonymousS Z gttt ZE ALZH0| H3lg LFstn H3lo| B E QERE s LEME A
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

of: XIFE S ALEX} HEC = KIS 25| HMAY + JAXE S ERLIC

Of oflofl M= H|TH2|0]d AFE Xt Alex7} Off CH S
HoPohLHE 2 E AFEX= 2E 2YS Al
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"
by
"Action": [
"s3:x"
I
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
"Effect": "Deny",
"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"
by
"Action": [
"s3:x"
1,
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

0l: PutOverwriteObject 3t

0| ool M & RILICt Deny PutOverwriteObject 3! DeleteObject 0l CHEt
% S3 7HA| Ef T X|'HE HO{M AL AAE 4~ lELICH

21 JHA|Sf H|O|E], AFE X} Fo| HIEIHO|E
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
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"Statement"; |

I
i

"Effect™: "Allow",
"Action™: "s3:ListBucket”,
"Resource": "
"Condition": {
"s3: preﬂx' "Sfaws:usemame}j““

armaws.s3::department-bucket”,

"5id": "AllowUserSpecificActionsOnlyinTheSpecificFolder”,

"Effect”: "aAllow",
"Action™: "s3:"0bject”,
"Resource”; "arn:aws:s3::department-bucket/

S{aws:usernamel}/*"
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

of: 2 B30 tiet 28 87| HE HMAE 5
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"Statement": |
{

"Sid": "AllowGroupReadOnlyAccess",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"

1,

"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {
"s3:prefix": "S${aws:username}/*"
}
}
by
{
"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",
"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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DCA-532 (Storage Mode)

Overview Hardware MNetwork Storage Objects ILI Events Tasks

1 hour 1 day 1 week 1 month 1 year Custom
53 Ingest and Retrieve Swift Ingest and Retrieve

1.00 Bps 1.00 Bps
0.75 Bps 0.75 Bps
0.50 Bps 0.50 Bps
025 Bps 0.25 Bps

0 Bps 0Bp=

08:00 0B:A0 08:20 0320 0840 08:50 0800 0810 0820 08:30 03:40 08:50
== |ngest rate Retrieve rate == |ngest rate Retrieve rate

Object Counts

Total Objects 0

Lost Objects ]

53 Buckets and Swift Containers 0

53 Buckets and Swift Containers

The total number of 53 budkets and Swift
containers known by this grid node.

44 milizeconds

Queries - Successful 12,354
Queries - Failed (timed-out) 0
Queries - Failed [consistency level unmet) 0 [l |
Verification
Status Mo Errors
Rate Setting Adaptive
Percent Complete 0.00%
Average Stat Time 0.00 microseconds
Objects Verified 0
Object Verification Rate 0.00 objects / second
Data Verified 0 bytes
Data Verification Rate  0.00 bytes / second
Missing Objects 0
Corrupt Objects 0
Quarantined Objects 0
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