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Load Balancer Endpoints

Load balancer endpoints define Gateway Mode and Admin Mode ports that accept and load balance 53 and Swift requests to Storage
Modes. HTTPS endpoint certificates are configured per endpoint.

© Changes to endpoints can take up to 15 minutes to be applied to all nodes.

4 Add endpoint port

Display name Port Using HTTPS

No endpoints configured.

2. BF F7h & dEigLCt

m
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Create Endpoint
Display Mame
Port 10443
Protocol (O HTTP (O HTTPS
Endpaint Binding Mode i@ Global (O HA Group VIPs (O Node Interfaces
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Create Endpoint

Display Mame
Port 10443
Protocol () HTTP O HTTPS
Endpoint Binding Mode (@ Global (O HA Group VIPs () Node Interfaces

@ This endpoint is currently bound globally. All nodes will use this endpoint unless an endpoint with an overriding binding mode exists for a specific port.

Cancel
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Create Endpoint
Display Mame
Paort 10443
Protocol () HTTP O HTTPS
Endpoint Binding Mode () Global ® HA Group VIPs (O Node Interfaces
Name Description Virtual IP Addresses Interfaces
O Groupl 192.168.5.163 CO-REF-DC1-ADM1:eth0 (preferred Master)
O Group2 47.47.5.162 CO-REF-DC1-ADM1:eth2 (preferred Master)

Displaying 2 HA groups.

A\ No HA groups selected. You must select one or more HA Groups: otherwise, this endpoint will act as a globally bound endpoint.

Cancel
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Create Endpoint

Display Mame
Port 10443
Protocol (O HTTP O HTTPS
Endpoint Binding Mode (O Global (O HA Group VIPs ® Node Interfaces
Node Interface
[0 CO-REF-DC1-ADMA eth0
[0 CO-REF-DC1-ADM1 eth1
[0 CO-REF-DC1-ADMA1 eth2
[0 CoO-REF-DC1-GWA1 eth0
[0 CO-REF-DCZ-ADMA eth0
[0 CO-REF-DC2-GWH eth0

A\ No node interfaces selected. You must select one or more node interfaces; otherwise, this endpoint will act as a globally bound endpaint.

Cancel
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Endpoint Service Configuration

Endpoint service type @ S3 () Swift
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Load Certificate

Upload the FEM-encoded custom certiﬂcate]:private key, and CA bundle files.

Server Cerificate Browse

Cerificate Private Key

CABundle Browse
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Load Balancer Endpoints

Load balancer endpoints define Gateway Mode and Admin Mode ports that accept and load balance 53 and Swift requests to Storage Nodes. HTTPS

endpaint cerificates are configured per endpaoint.

| = Add endpoint | | # Edit endpoint | | X Remove endpoint

Display name Port Using HTTPS
O  Unsecured Endpaint & 10444 Mo
® Secured Endpoint 1 10443 Yes
Displaying 2 endpoints.
HMEE BHS ML
27 My~ 2 2=t

22 T et Xt LIEFE LT

HIHOHHTTP) 272 2% Chst &Xte| 21 MH|A 74 Mot LIEHL|CH HoHHTTPS) 289 22 L3
Ofl x|t 20| st &Ate] 28 MH[A T 3 IS M MMH0| LIEFEL|CE.
Endpoint Service Configuration
Endpoint service type @ S3 O Swift
Certificates
Upload Certificate ‘ ‘ Generate Certificate
Server CA
Certificate metadata Subject DN: /C=CA/ST=British Columbia/O=NetApp, Inc/OU=5GQA/CN=* mraymond-grid-a.sgqa.eng.netapp.com

Serial Number: 1C.FD:27:8B.EG.ASBA30:45:A9:16:4F DC.77:3E:CA:80.7D-AFES
Issuer DN: /C=CA/ST=British Columbia/O=EqualSign, Inc./OU=IT/CN=EqualSign Issuing CA
Issued On: 2000-01-01T00:00:00.000Z
Expires On: 3000-01-01T00:00:00.0002
SHA-1 Fingerprint: 60:30:5A:8C:62:C5:B8:49:DC:9A:B3:F7:B9:0B:5B:0E:D2:A2.FTE.CT
SHA-256 Fingerprint: AF.75.7F 44:C6:86:A4:84: B2 7D:11:DE:9F 49:D3:F6:2ATE:D9:4D: 24 1B:8A0B:B3:.7E:23.0F B3:CB:84:8
9
Alternative Names: DMS:* mraymond-grid-a.sgga.eng.netapp.com
DMS*.88-140-dc1-g1. mraymond-grid-a.sgga.eng.netapp.com
DMS*.99-142-dc1-s1.mraymond-grid-a.sgga.eng.netapp.com

Certificate PEM
MITHfDCCBWSgAWIBAgIUHPOni+alujBFqRZP3Hc+xoBYr+kwDRYJEoZ IhvcNAQEL
BQAwb] ELMAKGA] UEERMCOOEXGT AXEgNVBAGMEE JyaXRpc2ggQ2 93dW1l 1aWEXGDAN
BgNVBLZoMDOVidWFaU21nbiwgSW5] L] ELMRAkGR] UECwwC SV HT AbBgNVBAMMFE VX
dWF3U21nbiBJc3N1aWsn IENBMCAX DT AWMDEWMT 2wMDAWMF oY D2 MwMDAWMT AxMDAW
MDAWH] B+MQawCQYDVORGEWIDOTEZMBCGR 1 UECAWQRNIpdG1 2aCBDb2 X 1 bRIpYTEV
MEMGR1 UECgWMTHV0 X BWLCBJbmMuMQOwCwYDVQOLDARTR] FEMS 4wLAYIVQODDCUg
Lml¥YX1tha SkLWdvaWQtY55zZ3FhImVuZ ySuZXRhcHAuY2 9tMI IBIjANBgkghkiG
SwOBAQEFAROCRQEAMI IBCaHCAQERAONUkWEEFg/BlULY+bIRE0MaVISC+RTSIZ102v
Hz4rSnrYCn,/WIRCT+fznmxzaG32RRUDInNLnX] ¥Yk+QUPRAIFZ+51dr6HIrYTE/NK

11
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Load Balancer Endpoints

Load balancer endpoints define Gateway Node and Admin Mode ports that accept and load balance 83 and Swift requests to Storage Nodes. HTTPS
endpoint cerificates are configured per endpoint.

| = Add endpoint | | # Edit endpoint | | ® Remove endpoint

Display name Port Using HTTPS
O  Unsecured Endpoint § 10444 Mo
® Secured Endpoint 1 10443 Yes

2. HAg 2 Z0| U= 20| TS MEISLCE
3. B8 M & S=lgLict

tot

Fol Cet & X7t LIEFEL|CE.

J
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Displaying 2 endpeints.



A Warning

Remove Endpoint

Are you sure you want to remove endpoint ‘Secured Endpoint 17
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| oveniew | || Reports || Configuration |
ﬂ StorageGRID Webscale Deploymeant Main
| Dats Center 1 .
" e ‘ . Overview: Summary - DC1-G1-98-161
I'I-‘ S , Updated: 2015-10-27 18:23:33 FOT
-1 . ssu
cLe
i@ e :
e Storage Capacity
ﬁ Resources
& Storage Nodes Installed MNIA ﬂ
|_|-‘ DC1-S2-98-183 Storage Nodas Readable: M 3
i & DC1-53-96-184 Storage Nodes Writable MIA i
(c)-dfly DC1-ARC1-98-165 Installed Storage Capacity HIA ]
;"I_'r‘ Data Centar 2 Used Storage Capacity N/A ]
(- Dats Center 3 Used Storage Capacity for Data NIA ]
Used Starage Capacity for Metadata: NIA ]
Usable Storage Capacily MNIA =

CLB MH|AZ A5t = MENSH AL StorageGRID A|AEI0| CHSH 213 H|28 M8t 20| E5LILCL.
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Untrusted Client Networks

ITyou are using a Client Network, you can specify whether a node trusts inbound traffic from the Client Metwork. if the Client Network is untrusted, the
node only accepis inbound trafiic on ports configured as load balancer endpoints.

Set New Node Default
This zetting applies to new nodes expanded info the grid.

New Node Client Network & Trusted
Default i Untrusted

Select Untrusted Client Network Nodes

Select nodes that should have untrusted Client Network enforcement.

Node Name
] | DC1-ADMA
1 | DC1G1
= | DC1-51
I | DCi-52
& |pDc1-s3
DC1-54

Unavailable Reason

Clisnt Metwork untrusted on 0 nodes

e

2. M = 71230 2% MMo M =HE EXtollM D220 M = EE St J|2 AF S XFEHLC

o * M| 2 Al =Tt FItE|H S 22M0|UE HEHIE ME[E

= AN
Holig SE0IAE HIE/AIE M2E + ST 2R w2t of
=13

| —
JhEd Al o) 4HE WA & daLic

@ 0| 8432 StorageGRID A|AHIQ| 7|Z LE0l= F3ks FX| f&LICt

15



— ="

S2H0[91E HET LE ME * MMM FAMOR THE 2E Waik ZHo|AB Z2t0|olE
A t

=
o
2
>
Jtot
ro
ru
o
r)—
m
OF
N
-
rx
1z
_{_»
B>
Ot
2
H1
rin
|.|'
[
i

>~

m
N
il

>
=
ot
4>
80
>
r
i)

A st 20| S| 7451 HBELICH 2E WA 2HO| THEX| %2 P JIE 22f0|2E HHo|
Mg 4 Lt

2 HE

"ot B4 T ASEQIE T

L—
N7FE2M(HA) IES A8t S3 8! Swift 22t0|AE0| 171824 C|o|E| HZES MY &
UESLICH HA I1ES AF23H0] Grid Manager % Tenant Managerdil CHet 17t2M HZS
Hag == JASL|CH
* "HA 2 EO|2

° “HA—,E A'__Q_ HEeHn

s "N7IEM OE M

MR

o
IV EE AT

* "AtEE OES MAHSE LD

A7HE8E A2 7t IP FA&(VIP)E AFE0H0 H|IO|ER|0] L& EE= 2| e = MH[ A0 Ciet
HE|S S MM AZ HSTLIC

HAOE2 22 = 9 AHO|EQI0] E0f| /= St o] &e| HIER 3 QlEmojAZ LEELICEL HA QIES MY
Grid Network(eth0) &£ EE“ Client Network(eth2)01| £5h= HEH 3 QIEM0[AS MEASILICE HAOES 2&
Emo|A= St 1IE$J=' MELLHO|| RLO{OF BfL|Ct.

et

21 QIEJT[O| A0 Z7HEl BHLO[AL0| JHA IP FAS QAIBILICE 24 QIEIHO|AS ABE 4
IP A7} T2 QIE{HO| AR O|SEILIC 0] FHo§ ZA| TZNAL UHHEO2 B & Hofl Zalx]
HE

S8 T2 Ao YHS X D AN HAIE SHO| o|Eot0] HAS A + US

QA = Tk
eron 22to|of
N2 BELI,

ocoo=2 T oo 1L =2 T M2

HA 80| 24 QIE{I|0| AT} Master2 X MELIC} CH2 BE QIE{H0|AL Moz RMELICt 02f8 KW
SRRt St > i E > iRt S MEELICH

16



DC1-ADM1 (Admin Node)

Crverview Hardware Metwork Storage Load Balancer Events Tasks

Mode Information @

Name OC1-ADM1

Type Admin Node

1D T11bTh9h-8d24-4d9f-87 Ta-be3fadac2Ted
Connection State «* Connected

Software Version 11 4.0 (build 20200515 2346 Sedchbf)
HA Groups Fabric Pools, Master
IP Addresses 192.166.2.208, 10.224 2 208, 47.4T7 2208, 47 474219 Show more »
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Active-Backup HA DNS Round Robin

W 1 (Backup) GW 1 P
HA Group 1 VIPs I
_Lb GW 2 (Master)

DNS
Entry
W 3 (Master) |
I GW 2P
HA Group 2 VIPs
GW 4 (Backup) GW = Gateway Node

VIP =Virtual IP address

Active-Active HA

|_. H.n‘r-"q. Grl:lup 1 U'P
GW 1 MEISI:EI’ i| IIA 2

(Backupin HA 1)
DMNS
Entry

| » GW 2 (Master in HA 1)
| (Backupin HA 2}
HA Group 2 VIP

Active-Active HA OI|0f A2 Zt0] 0] 7He| Z2 HA 1E8 MAEt
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High Availability Groups H|O| X| 7} LtEFEHL|CY

High Availability Groups

High availability (HA) groups allow multiple nodes to participate in an active-backup group. HA groups maintain virtual IP addresses on the active node and switch to a
backup node automatically if a node faiis.

[+ Create|| # Edt || % Remove
Name Description Virtual IP Addresses Interfaces

No HA groups found.

2. Create * & 22!t

High Availability Group 444 CHst AXE7F LIEFENL|CE.

High Availability GroupOfl /E{H[O|A Z=7} CHat X7} LIEFEFLICE O] HOll= Mgttt =, IE{H[0|A B |Pv4
MEulo] Lot JLELIC
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Add Interfaces to High Availability Group

Select interfaces to include in the HA group. All interfaces must be in the same network subnet.

Add to HA group Node Name Interface IPv4 Subnet  Unavailable Reason

gid0-g1 eth 172.16.0.0/21  This IP address is not in the same subnet as the selected interiaces

g140-g1 eth2 47.47.0.0/21 This IP address is not in the same subnet as the selected interfaces

gi40-g2 eth 172.16.0.0/21 | This IP address is not in the same subnet as the selected interfaces

g140-g2 eth2 A7.47.0.0/21 This IP address is not in the same subnet as the selected interfaces

g140-g3 eth0 172.16.0.0/21 | This IP address is not in the same subnet as the selected interfaces
il g140-g3 eth2 192.168.0.0/21

g140-g4 ethd 17216.0.021 | This |P address is not in the same subnet as the selected interfaces

v g140-g4 eth2 192 168.0.0/21

There are 2 interfaces selectad.
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Add Interfaces to High Availability Group

Select interfaces to include in the HA group. All interfaces must be in the same network subnel

Add to HA group Node Name Interface IPv4 Subnet Unavailable Reason
] DC1-ADMA athi 10.96.100.0/23
¥ DC1-G1 ethl 10.96.100.0/23
] DC2-ADM1 ethl 10.96.100.0/23

There are 3 interfaces selected.

Attention: You have selected nodes of different types that run different services. If a failover occurs, only the services
common to all node types will be available on the virtual [Ps.

. Hg 2 2L,
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Create High Availability Group

High Availability Group

Mame HA Group 1

Description

Interfaces

Select interfaces to include in the HA group. All interfaces must be in the same network subnet

Select Interfaces

MNode Name Interface IPv4 Subnet Preferred Master
g140-g1 eth?2 47 47.0.0021 L
g140-g2 eth2 47 47.0.0/21

Displaying 2 interfaces.

Virtual IP Addresses

Virtual IP Subnet: 47 47 .0.0/21. All virtual IP addresses must be within this subnet. There must he at least 1
and no more than 10 virtual IP addresses.

Virtual IP Address 1 0.0.0.0
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High Availability Groups H|O|X| 7} L}EHEFL|CE.

High Availability Groups

High availability (HA) groups allow multiple nodes to participate in an active-backup group. HA groups maintain virtual IP addresses on the active
node and switch to a backup node automatically if a node fails.

Name Description Virtual IP Addresses Interfaces

g140-adm1:eth2 (preferrad Master)

HA Group 1 47.47.4.219
g140-g1:eth2
HA Group 2 47.47 4218 g140-g1:eth2 (preferred Master)
47.47.4.217 g140-g2:eth2

Displaying 2 HA groups.
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High Availability Group0i| QIE{I|O[A =7} CH=t & X7} LIEFEL|CE

Add Interfaces to High Availability Group

Select interfaces to include in the HA group. All interfaces must be in the same network subnet.

Add to HA group Node Name Interface IPv4 Subnet  Unavailable Reason

gi40-g1 ethl 17216.0.0/21  This IP address is not in the same subnet as the selected intertaces

gid0-gi eth2 47.47.0.021 This IP address is not in the same subnet as the selected interfaces

gi40-g2 ethl) 172.16.0.0/21 | This IP address is not in the same subnet as the selected interfaces

g140-g2 eth2 A7.47.0.0/21 This IP address is not in the same subnet as the selected interfaces

g140-g3 eth0 172.16.0.0/21 | This IP address is not in the same subnet as the selected interfaces
] q140-g3 eth2 192.168.0.0/21

g140-g4 eth0 172.16.0.0/21 | This |P address is not in the same subnet as the selected interfaces

v g140-g4 eth2 192.168.0.0/21

Thers are 2 interfaces selectad.
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Edit High Availability Group 'HA Group - Admin Nodes'
High Availability Group
Mame HA Group - Admin Nodes

Diescription
Interfaces

Select interfaces to include in the HA group. All interfaces must be in the same network subnet

Select Interfaces

Node Name Interface IPv4 Subnet Preferred Master
DC1-ADMA ethi 10.96.100.0/23 L]
DC2-ADM1 ethi 10.96100.0423

Displaying 2 interfaces.

Virtual IP Addresses

Virtual IF Subnet 10.96.100.0/23. All virtual IP addresses must be within this subnet. There must be at
least 1 and no more than 10 virtual P addresses

Virtual IF Address 1 10.95.100.1 +

=
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High Availability Groups

High availability (HA) groups allow multiple nodes to participate in an active-backup group. HA groups maintain virtual IP addresses on the active
node and switch to a backup node automatically if a node fails.

Name Description Virtual IP Addresses Interfaces

gl40-adm1:eth2 (preferred Master)

HA Group 1 47.47.4.219
g140-g1:eth2
HA Group 2 A7.47 4218 g140-g1:eth2 (preferred Master)
A7.47 4217 g140-g2:eth2

Displaying 2 HA groups.
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High Availability Group A& Z 117} LIEFELICE
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A Warning

Delete High Availability Group

Are you sure you want to delete High Availability Group "HA group 1'7
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Endpoint Domain Names

Virtual Hosted-Style Requests

Enable support of 53 virtual hosted-style requests by specifying APl endpoint domain names. Support is disabled if this list is empty. Examples: 53 example com,
s3.example.co.uk, s3-east example.com

Endpoint 1 s3.example.com x

Endpoint 2 + X

2. (+) OLO| 2 AHESI0] It HEE FIISIHH * Endpoint * ZE0| S3API 2% £H|Ql 0|8 SES YHYLICH
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