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AWSO||A| SAEIE|= MH|AN CHSE urn
AWS QlE{E|2] 22 URNE %%t AWS ARNQILICH 0|2 &S Ct23} Z2&L|Ct.

* CloudMirror £H|:



arn:aws:s3:::bucket-name

oral.
- gk

arn:aws:sns:region:account-id:topic-name
e ZAAM ES}-
O o

=}

arn:aws:es:region:account-id:domain/domain-name/index—name/type-name

(D AWS ZM Eot AIEZQIES| AR £ HZISHUAILR domain-name E|HE EXIE S Ll 0f

28 Ef “domain/" & Z=/2LICt
OIX| 2 AR MH|AE 2|0t of 2t
Z22tRE MH|A A 2HE SARIE MH|AE AFE5H= 22 URNO| 2R3t Q471 M Hl 3! £|F 2|X[of] ZEe|of
U= T FESID DR URNS TtE= HAIOZ URNE X[HY & JUSLICEH MEH MO HAIE QA E H|Y
FHLL XM g AES D URNS IR6HH BEE ol 20| == 5 /st WAooz X[HY £+ JUSLICL HE SH
Ct2ot 250

* CloudMirror 2X:

urn:mysite:s3:optional:optional :bucket-name

StorageGRIDO||A| @ AEIE[= CloudMirror 82| 2% 2 A|&St= RESH URNS X[HY = JUSLICE
urn:sgws:

urn:sgws:s3:optional:optional :bucket-name

otzl.
o el

urn:mysite:sns:optional:optional:sns-topic-name

« AM S5k

urn:mysite:es:optional:optional :domain-name/index-name/type-name

(D Ea"ﬁ SAELD|= M ESt BXHO| AR £ RXSHAAR domain-name 2242 URNO|
FotH H = EXtE0| & £ JELICt
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° CloudMirror SH|: S3 K7l

° O|#HIE A2l SNS &5

o AM 2l A AR QUHAE XIEO 2 MMIEE R HE|X| U2 HS Elasticsearch index®! L|C}.

* OHY 2laAof Thet YR ALO{OF BLCt.

° URI(Uniform Resource Identifier)2| @ AE Sl ZE

Mirror 2H|2] AIEZQIEZ AtESI2{™H

@ StorageGRID A|ABIO|A SAEIE[E= HIIS
7 O|5HAIA| 2.

Clou
Jz2|= E2|Xtof| A 225t =80} St= gt =

OQ.

° 18 2|aA 0|Z(URN)

1t}

SUE MH[A EFQ URN X"

o ol

—

Ol

XA s (ERH BR):
* HAIA F| HHA F]ID B HIE HANA T
* 7|2 HTTP: AF8XL 0|8 & 2=

° Hot QIS M(ALEXL X|E CA ASME MESHE BR)

1. AE2|X|(S3) * > * ZHE MH|A UCSHQIE * = MeNBH|C}

SUE MH|I~ EF

H|O|X| 7} LIEFEFLICY.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

Display name @ = Lasterror ® = Type® = URI®@ = URN® =

Mo endpeints found

Create endpoint




Create endpoint

. ect authentication type
o Enterdetails ——— (2 Vi

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

URI @

URN @

Cancel

3. EA| 0|52 Yt EFat O 85 ZI=FoHH| 2L L.

£80| X HHI* 72 28 HolXo LtEE o E4 0[F Foll EAIELICE [i2tA] O] Fof siE

SLICh
- URI* ZE0|M EH9 18 URI(Resource Identifier)S X|™gtL|Ct.
Che "A B StLIE AR ELCE.

https://host:port
http://host:port

LS — =

TLEE X|™SIK| $OMH T E 4430 HTTPS URIO| AF2E| 11 ZE 802 HTTP URIO|| AF2EIL|CY.

Ol £0{ StorageGRIDUN SARIE|= K312 URI= CHa 2t Z2&LCH

https://s3.example.com:10443

_n_

O] M= s3.example.com StorageGRID HA(Z7t24) OE2| VIP(ZH4 IP)0|| CHet DNS =2
LIEFHLICH 10443 =& WM EF-0)| FolEl ZEES LIEH-LICY,
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S Al L E O] HA 20| I Zslof

@ s shH chel Zhoff X| ™S 1|8t Q6 2= w21 Al

ORE7ER| 2 AWSOIM 2 ABIE|= HZl9] URI= CHSat

https://s3-aws-region.amazonaws.com

2IEJ} CloudMirror S| AH| 20| AFEE|= E2 Ml 0|FS URIO| Z&5HA| OFHA|I2

®  Hao
2l 0|ES * URN * EEOf| ZetA[ZJLICt,

URN(E|AA 0|F)S = ELIC.

6. Continue * £ MEHE!
7.

Create endpoint

e Select authentication type

@ Enter details

Authentication type @

Select the method used to authenticate connections to the endpoint.

:Anonymous

Access Kay

Basic HTTP

Previous

HMSste X4 S0l Ce 2[220] gt 47| M5H0] A0{OF gHL|CE,
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9. 2Foil CHet TLS HES 2feldh= WS MENSI{H * M 2ol * of Tt 2tr| 2 HES MESL T},

—

Create endpoint

@ Enter details Select authentication type

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate

Previous

ASM =l FHYLICH a3
AEXXE CARABME AFEXE R|E 2ot ASME ALERILICE 0] -2 M=ol B2 MEX XIH
ARERfLICt HOtQISME SAISH * CAUSA * HIAE ”Xfoﬂ =0 ‘=*—§'—|Ef.

15




QIS A el EULCt =l
2 MM CAQUSME AFETLICH 29F AIFo MX|E 7|2 CAASANE AL HZES ESoiLCt
QIZME oISt t&L|Ct TLS HZ0| A& = QABMIZL AB =X AASLICE O] FM 2 QHHGHK]
Lol:lL'Il:I-
10. HIAEE MEist X ~ 2 ZHMTHLICL
o X HE XA ZH2 M85 Z2H0| =2 £ JOH M5 HA|X| 7} LIEHLICH AEZQIEQ CHst HE L2
AO|EQ| 3t =M HBEILICE.
o BX fad AA| AMuistH 2T HA|X|7F LIEHHLICH LB E £Ho17| fId 22 +Hdlof ol= A *
ZH MR HEZE S07t7| * E MEistn HEE AG|0|ERILICH O3 CHS * HIAE £ MEHStD EX * 3
Ot L|C.
@ HHE AHof| Z21Z AH| AT 2HMSHE|0] QK| O™ AEHOIE MMOo| AoyghL|Ct
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use.

4 endpoints

Display name @ =  Lasterror @

T Type® =

Platform services endpoints

URI® =

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1

my-endpoint-3

my-endpoint-4

53 Bucket

my-endpoint-2 € 2hoursago Search

Notifications

53 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

Overview

Display name:

Verify connection @

resolved error, select Test connection.

Test connection

my-endpoint-1 #

Type: 53 Bucket

URL: http://10.96.104.167:10443

URN: urn:sgws:s3:::bucketl
Connection Configuration

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a

17




3. Test connection * & MEHStLILC.

° XIFE XHH SHE AE5I0] BH0| =2 = ACH 4F HAIX| 7} LIEFE LT A=ZQIE0| CHet HE2 2
AO|EQ| ot L =0l M HBELILE.

° 28 fad A mistHE 2F HIAX| 7} LIEFELICH LR E FHESH| 2o 282 +=Holof ol= 32 *
74 S MESt YEE YOO|EYLICH. OB TS * HIAE 8l HE LI MT * S MEigL|Ct

uy
L
oX
et
1
30
i}
L
n

MH|A Z2Fo| 1M S MEISIO] 0|2, URI EE= 7|EF HE HE
| o DR El XA ZHS YHO0|ESHAHLE CHY| 2SS 2Ieh Y Elasticsearch
2|7| == URIE HESOF & 4= JELICt Z21E MH|A EFO| URNS HAS £ gl&L|CE

X

SAE MH[A EF O|X|7f LIEILL D O|0] &l SHE MH[A EF S50[ HAIELCH

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

use.

4 endpoints Create endpoint

Displayname @ < lLasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my—endpoint—4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

XS
—dH=

N
=

e

He dEgLch

E28 MF Y& Ho[X|7} LtEtELICE.

3. Configuration * & MEHIL|CE,
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Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate

19
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

Mg E2 SUE MH|A BES AHSHE sy EFS ArEdts 2= M2 tidl AEE EHE
(D MH[AT} HIZ-ESHEILICE OFE] 2 E|X] 942 @72 AHIEILICE AHE URNS O ol& &
REE HI AYS HIY WX M @82 A% MY ELIT. StorageGRID= O[2{et RES

2
1%

* > % TR AMR| * 2 MEASHL|C).

el HIAIX| 7} LIEFELICE.

Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-10?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.

CHA[EEOf LIEILHE SRS LRI SHE ML 2 HO[X| H 0| = LIEFELICH XiMlet 2F HIAIXIE 2a2{H:

ChA|
1. 28 =20 277t A= EF S MESL
2. BH M5 FE HO|X|o|M * HE * S MEH .:.“—IEf Of #=2 EFofl thet 7+E 2|2 QR BEAlSt 2 @F 7 st
AZHS HA[SLICH EZE X 00| 20| ZetE @F € X' 7 O|Lof &S LICt.
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)

LRIt O] |4 HERUX| 2ol SYLICE

A Q2L FHHE SOT * OFX|Z 2F * Foj A% EAIE & UBLICL 27 HA RFQIX| HISHHLE EIO[ZHIA
SHZE RS ZHE HHok2{E CHS 1t 20| SHUAIL.
g

1. 2Heg Mzt

HE HIAE * £ MEISHH StorageGRID7F 22 E MH|A 2H0| Q=X J2|10 ol X1 SHoZ AZE = A=K
HEYLICH A=ERAE Tiet HE2 2t AO[EQ| oF = =0l M HSE LT,
28 2F &2

28 M5 L Ho|X|Q| * OtX|2 2F * HAIX[E AFE5I0 RF 9| RIS =eld & JASLICH LR LRM=E ZHE
SiZst7| 2l BEHES HEHOF 2 o= ASLICE 0| E S0, SHHE B2 A0 AL HM|2 7|7t 2tz =0
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https://docs.netapp.com/ko-kr/storagegrid-115/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/index.html
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

- HIE Z2|Xtof|l M * AEB[X|(S3) * > * {3l * S MEIRIL|CY,

- 22 HZIO O|F S MEPfLICY.

2l M2 FE HO|X| 7t LEEFEfLIC.



Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.

# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<ReplicationConfiguration>
<hole></Rale®>
<Hule>
<StatusrEnabledsy Status>
<Prefig»zZ020</Prefigs
<Destination
<Bucket>Rra: Bgwsts 53 L2l —recovds</ Bucket>
<StorageClass>STANDARDS/StorageClass>
< /Destinacion>
</ Bules>

<;Repllcatichcnflguratlcnﬂ

Q2| BHe|x} EE D2|E BE| APIS AHSH0] StorageGRID B2IXEVH 2 EIUE AHof ciel
() 2= MuI23 Zsioof $LICE 74 XMLS MEE 0f 227} 2452 StorageGRID
22RO 22loHIAIR.

7. ZR|7t SHEA| EEU}=X] 2elgfL(ct.

!

a. N 7ol X|YEl t2 =8 27 Ards £55= AN E

>

A H3lof FE7FELch
oM Mt oflof| M= FFAL "2020" 3 LX[SH= K| 7H SHIELICH
b. ZHX|7} CHAF HHZI0]| 2H|E|Q=X| StolstL|C}.

M -

Qur|E 37|7t 32 2L SH7t w2 HEL|C

27




[==

—

0z

H
"CloudMirror S| A{H|A O]sH"

i

"S3E ArEgLCH

O|HIE HEIS Fdot= SYULICE

A3 MH|AE M| 7HX| StorageGRID ZEE AMH|A F SHLIILICE H3lof| CHot A&
gtMdststo] X| ™=l o|HIEO| st MEE AWS SNS(Simple Notification Service ™)S
X|@Sh= CHah MH|AZ HEE 5 JSLICL

* StorageGRID 2|7t EI'HE A|FHof| CHall Z22HZF MH|AE ALE5I=E 280k gLt

| 222 ALESHEH 0[0] HZlS 2= 0{0F L|C.
o

1]
o

HoHo| A= AR 2 FE0] £3HoF LT o] #ots ALE3I0] EIHE AI™He 2
L

| & o
Ze[g = ASLICE o2{et 2ot HIHE 22Xt AL HZls 714

ot
|
1 o
=

HIE A2S 7T = AA HZIO[ JHA|0f CHal X|™El O|HIET} 2hiet mjojCt 22io] MM =0 CHA 2H
E|= SNS(Simple Notification Service) ¥FC 2 MEELICE K30 Ciet LS 24355t H REo 28 14
MLE st MEsHof gfL|C 22 74 XML 2t CHA0]| CHSH O|HIE 22! ZX S| URNES AHEsHOf BfL|Ct.

A4t HH = ol0tE EME EXSHUA|L. StorageGRIDOIA S3 HZ! L&
et kAt LHE2 S3 22H0|SE o E2[A|0|M 719 XA S HESHAIL.

-1
0x

HA7F ZetE H2ZIof Cioh O[HIE &S EdststH &E 80| M E = sAEl= 2ol A2t 2Eo
L=

o HIAE MITJ|E AHBSH0] S3 Y3 APIO| X|FE CHE O[HIE L3S &y3tst= o st 4 18 XMLE
AHA‘I'é'l-L_| |:|.
ocood -

° XMLE 78¥ mis O[HIE &3 27 URNS e &5 = AFS-LCE

28


https://docs.netapp.com/ko-kr/storagegrid-115/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/s3/index.html

<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>

<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>

<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled

Event notifications Disabled

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.

® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

<NotificationConfigoration>
<TopicConfiguration>
«Id>»Image—createds/ Ids
wFriters
<5 3Key>
<FilterRule>
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterBule>
</ 5G3Key>
</Filters

< ToplcsSrnsaws

rEnssus—cast—1 050340850352 sgwa—topics/Topics
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[l

OlE S0 A F=H[7F AWS SNS(Simple Notification Service)dll SAERIEl AL 22 M& A| O|HYS
ELHEE A‘IH'&E ?.A'iol- A OIAL_II:'-_

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"1111111111111131212111"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements": {
"x-amz-request-1id":"122047343"
br
s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"11111111111111112111"

by

arn":"arn:sgws:s3:::testl"

by

"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

T 7tX| A2 AHESH0] HIEHH|O[E 2E 4

O fiFIof| M= HEALRE LXISH= A ZHA| HEIHOIHE 20| FLICE /images 2(£) ¢ HY 22 HEE |
HEAR 2X[ots QEMES| QHHE H|EtH|0[E = HEELIC /videos & HM &2 HEELICH

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)
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"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",
"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1"

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"
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