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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Maonitor Installation Advanced -

Home

This Node

Nede typs Gateway e

Meode name | xirBe-10

Primary Admin Node connection

Enable Admin Node ]
discovery

Primary Admin Node IP | 162.188.7.44 |

Cennection state  Connection 1o 132,188.7.44 ready

Cace
i

[ —

Installation

Current state  Ready to start instaliatien of xir2s-10
inte grid with Admin Mede 132.185.7.44
running StorageGRID 114.0, using
SterageGRID sofiware downloaded
from the Admin Node,

a2 My

—-_L—- O

"l RN 27 AR

StorageGRID O{Z2}0[ A AX| t2|X} HA 2ol 3 ¢ ag|o|=

0 Z2t0|AA 2| StorageGRID 0{E210|HA HX| T=H HM™2 StorageGRID A|AEI0|
X E AT EQ0] HH I} LX|6HOoF 2= StorageGRID 7|50| X[ EL|C,

LRt A

StorageGRID O{Z20|A1A MX| = ZH0f| HM|AMESL|CE,

Of ZhHofl CHaf

StorageGRID 0{Z20|H A= StorageGRID O{Z210|¢HA HAX| T=240[ AFM HX[E AE|=E M ZELICE £ 20
2 12|0| =&l StorageGRID A|AEIO]| O{Z20|AHAE FII5H= B2 H{EEI0|HAE M LEE HX|SH7| Mo
StorageGRID H{Z2I0|HA HX| T2THE S5O 2 ¢TI2|0| =80 & 4 USLICH
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https://mysupport.netapp.com/site/products/all/details/storagegrid/downloads-tab
https://mysupport.netapp.com/site/products/all/details/storagegrid/downloads-tab
https://mysupport.netapp.com/site/products/all/details/storagegrid/downloads-tab
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Network Link Configuration

& You meight lase your connection i you make changeas 10 the natwork or link you are connected through i you are not reconnected within 1 minute, re
enter the URL using ene of e other IP addresses assighed to the appliance

SG1000 ZE *

Network Link Configuration

A You might lasé your connection If you make changes lo the natwork or link you are connected through i you are not reconnected within 1 minuts, re

anter the URL using one of the other IP addresses assigned to the appliance

Y3 Mef 0|20l STt 0T ZEQ| YT MEf W A7 LIHELICHSG10002 EAIE).
Link Status

Link State Speed (Gbps)
Up 100

Down N/A

Down N/A

Down N/A

Up 1

Up 1

g W I W ) -

Of H|OfX[of] XS U M| A5t

rr
ox
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o *{EQI HZ BE * = O2|= HIER 30 CHdH * Active-Backup * L2 MM EIL|CE,

° Admin Network*7 2M3te| 1 HEQ3 HZ ZEJ * Independent * 2 A™ EIL|CE,

° SEI0|UE HESA * 7t HIZ- LTt

2|13

o —

Link Settings
Link speed
Port bond mode

Grid Hetwork

Enable network

Metwork bond mode

Enable VLAN (202.1qg)
tagging

MAC Addresses

Admin Network

Enable netwaork

Metwork bond mode

MAC Addresses

Client Network

Enable network

| Auto
(w Fix&d.:} () Aggregate
Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1

and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to =hare a single LACP bond for both the Grid and Client Netwaorks.

o

=

@ Active-Backup '_ () LACP (802 3ad)

[

ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

‘M

(@) Independent {T) Active-Backup

Connect the Admin Netwaork to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

di:c4:97 2a:e4:05

If wou are using DHCP, it s recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

&

hE’ﬁ'é‘inngthE Client Metwork causes the default gateway for this node to move to the Client
Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,

4 CECLR S20IM HEYD TEQ Y 452 MeftLC

— 17
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J2|E YESIT U S210|AE HEYI0 Cih AL SO LT AQIXE 0] SEE XI#skn Ao}
Y3 MELS YT A5 Y

SLch T E 23 K0 MES O{HE = EMAIHE ALEsHOf BILICE o] M2 &
FEC(Forward Error Correction) 2EE ZF g&6t7| 20| 7}S5HH XS 3 £ E ARESHAL.
. At83t2{ = StorageGRID HE3
J2|E HEHI 7L HRSLCL o] HEQIE HigMate = giELIC

@ 22| HEXI * HERD 4t~ efelzts

a. O{S2t0|A AT} 22| HIER A0 HEE[0] UX| &
Fl gt

Admin Network

b. 0fZ2f0|oiA7} 22t0|lE HIEST0| HBE|] U F2 S2f0|E HEYIS * YEYI Bt~
sfolzte Megict

OfH| CilO]E] NIC ZEQ| S20|HE HEI HFHO0| EA[ELIC

4. ES MO0 LE ZP DS Y UEYT 9H DS TMBLCE

Of of|dl= CrE2E 20 FLICt.

*

o 12|E Gl S2I0|HE HIERI 0] cish * A * 2L * LACP * &, ZF L|E{30i| Cisf 1}t VLAN B S
A

X|Zsl{oF ErLICt 00l M 4095 AtO|2] gfS MEie = QU

o Z2|X} HE 30| CH3H * Active-Backup * 0] MEHE]

—
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Link Settings

Link =peed | Auto

Port bond mode  ()Fixed :_" reg.a.te.
Ghmsel-_u:eﬁpmfcmnﬂelfwhﬁantmusﬁmnszaﬁ*4-nrﬂ'eﬁmN=m'ﬂrk=r'ﬁ|:-an5 and 3 for the

Client Network (if enabled). Choose Aggregate port bond mode if you want all connected ports to share a single
LAGF bond for both the Grid and Client Networks,

Grid Network

Enable VLAN (502, 1q) tagging

Enable network [

Netwerk bond mode | Active-Backup '@}LACP {mm
Iiﬂyepantondnmie&.ﬁwe;a‘ﬁe a.lll:-am&mtstbem LACP {B02. 3ad) mode.

Y

|
: :
WLAN {302, 7g) tag 178 =4

MAC Addresses ENBbdb:42:dT:00 5XEb:db:42:d7:01 ElBbodb 424724 BDBb4b:42:d725

I you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use all of these
MAL addressec in the reservation to assign one |P address fo this network interiace.

Admin Network

Enable network E
o~ =
Network bond moda Olndeperb:imt , i'.li_LB-a-l:kup )
Connect the Admin Network o ports & End B If neCESSaTy, You can maks 3 temporany direct Ethemst

connection by disconnecting ports 5 and &, then comnecting to port & and using link-local IP addreses 1692584001
for sooess.

WAC Addresses d8:c4:5T7:2a:24:55

If you are using DHCP, it is recommended that you configurs 3 permanent DHCP reservation. Use sl of these
MALC addresses in the reservation to assign one |P address fo this network interfzce.

Client Metwork

Enable network E

Network bord mods (Active-Backup @LB.EP {MEM
IFﬂ'eparttonunw:bEE.ﬂ\we;a’be ail bonds mast be in LACP (02, dad) mode.

Enable VLAN {802, 1q) tagging

b
VLAN {802 g tag 332 Eﬂ

MAC Addresses 5D:8b:4b:42:dT:00 ED:6bidb 42:d7:01 BQBb:4b42.d7T:24 5lGb4b:42:d7T:2E

If you are using DHCP, it = recommended that you configure 3 permanent DHCP reservation. Use all of these
MAC addrecses in the reservation to assign ong [P address to this netwerk interface

PHESHAE * M+ 2 SEIYLICH
HZE HERI L= 23S HE F2 HE0| BOHE = ASLILE 12 LHof| THA| AEEX]|
I.

4OH o Z2fo|HA0| LHE CHE IP T4 F SILIE AFE310] StorageGRID O{Z210|HA AX|
T2 O| URLS CHA| =gt fhttps://serv.1ces_appl.1ance_IP. 8443



"FI7H EHH| W ST 2L(SG100 U SG1000)"

StorageGRID IP &4 7

StorageGRID 0{E2{0[HA MX| T2 S M50 StorageGRID 12| &, 2| Xt 8
ZZI0|HE HELI0M MH|A O{E2I0[HA AEE= IP T4 U 2tRE HEHE
gL CE

| Zroi| CHaH

ZE Z HEAI0|M oS 2to|A A0 T 27 IPE EEBtALE DHCP M 2| F20] Choh S+ UUHE 2 slof
L|C}.

o

I re

Y3 Y2 BB MH|A ofF2fo|oiA0 Y3 7Y #Y XA

[}

)

EEXSHMAIL.

A
1. StorageGRID O{Z2}0[21A HX| ZTZIMO|M * HEZ 71 *>* 1P 7 * S MEfBLCE

IP =+ H|O|X|7} LIEFELICY.

2. J2|E HEQIE AHs2{H Ho[X|Q * 22|= HEI * MMM * HE| * L= * DHCP * & MESfL|CY.
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3. Static * (M

40

Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216372121
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 =

Il

4 *)2 MEiot 2 CF2 tHA|0f| 2t Grid Network(Z22|E HIESR{Z)E F+HELICE.
a. CIDR #7|HE AIE3I YA IPv4 FAE AHYLIC

=

=

b. AO|ESIO]

d

SEETHIY

H=—d
HEI0] HO|ER0I7} gl B SUSH B IPv4 FAES CHA| YRIBLICE

C. HE ZUS ArEstHE MTU ZEE 90002t Z2 HE Z2|lof| Mefet gtz HARL|CH IFX|
7|22 15002 |X|Ct.

@ HERIS MTU 22 =E7t HEE AKX ZEOf| & ghat LX[HoF gfLfct. IHX]|
UOH HEQID d5 2H = I3l &40 Y & AFLICE



AAMO HERI M52 Hod{H BE L EE T2|E HES 3 EH0|ANAM FASE MTU

@ 2O 2 LMo ELCt Y =] J2|= HEY A0 CHEE MTU AEof| Aetst xto| 7t QIS
A2 * Grid Network MTU mismatch * 2117 EE2|HEILICH MTU g/2 2E HE/ 3 R4
CHel 22 2= gisLIct

d. X% * g 2YBpLct,
IP RAS HZOHH HO|ER0|2 HEY S2E WA 4 YssLCt,

Fetot

of

StorageGRID O{Z2}0|HA MX| T2 IM0f| CHet HZAO0| BT
AH23t0 URLS CHA| Y= gfL|Ct. of:
https://services _appliance IP:8443

o dia
7O:‘_I_OI-IZI

-

MDHIPFAS

I

e. J2|E HEQS MEU S=0| SHIEX| 2HlgfL|Tt.

—

J2|E MEUlo] A= 2 J2|E HIESRIR AIo|E0[7t EREL L XFE 2= J2|E MEUHR2 O
HOIERO|E Sl HEY == A0{0F BLICE Ol2{¢t J2|= HEXI MEUI2 StorageGRID £X| S AlZHet
o

— A =2
o 7]= 22| 222 O2|E HIERIR MEH S20f| = Fo|=(0f A0{0F L L.

@ 7|2 2R EE LIEEIX| SELICH 220|UE HE AVt SdeleX| 2 82 7= 2REE
J2|E HER S AHO|ERIOIE AFSRILIC.

* MEUIS =Tt 4 Of0|2S

* ME3HA| gbs MEUIS W52 AfH| Ol0|2S 2=IBILICt

X% -2 22t

a. DHCP * 2IT| HES Meigh 3 * X3} * 8 2BLICE

IPv4 254 = * HO]E90] * & * MEU * WEJ} AHE O MYTLICL DHOP M7 MTU S Seisie s
MFE 29 - MTU - ZEJH oY gto MSxm BES 27| Mo ELick

 BEtRXIt XA}S 22 StorageGRID HE20[AA HX| =IO A IP FAZ 2|C|2A M EL|CE

b. J2|E HEQZ MEU S=0| SHHEX]| gelgtL|Ct

—

aBlE MEUO| Qe A T8l YEYE AHo|EY0|7t WRLICH XFE BE T8 HEUE of
AHO|E90|S Sef 17T 4 Uofof BHLICE O2{3t 12| HEYT MEUS StorageGRID AX|2 Azt
of 7|2 22| 20| J2|= HEY MEY S0 Ho|E of 210{0f BLiCt.

@ 7|2 BIREE LIEEX| SELICH 220|E HE AVt SdeleX| 42 3R 7= 2REE

J2|E HIERIZ AHO|EHO|S AFEEILICE

k=3
=
* AFESHA| b= MEUIS FIA5t2{H AfR| oto| 22 S2RfLICH

C. HE ZUS ArEsHHE MTU 2EE 90002 Z2 FE Zai|of| Mefet gtoz HARLCE ™K te™
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CD HEHIS MTU 22 =27t HEE AKX ZEOf| & ghat LX[8HoF gfLfct. a=HX]|
AOHHEQD 5 ZH = I3l &40 Y & ASLICE

MO HERT M2 do{H 2E L EE O2|E HER A QAEHO|ANH AN FAFSE MTU

@ o2 AMdl{of gLICH Y =9| O2|E HIEXIo et MTU HH™of| Mt Xt0|7}F QIS
Z 2 * Grid Network MTU mismatch * Z17} E2|HEILICH. MTU 242 2E HIER3 K|
CHslf 22 2= gi&LIch

(D o2 dEd38 Rustee Y3 34 HolKoA Bel EYIES eeksiof BLiC

&dmin Metwork

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metwaork is typically a private network and does not need to be routable between sites.

P (@ Static (D BHCP
Assignment
IPv4 Address 10.224 3.72/21
(CIDR)
Gateway 1022401
Subnets 0.0.0.0/32 +
(CIDR)
MTU 1500 >

M+ 2 MESH 2 CFS BOf mat 2e] YIEYSE TAELIC

mufn
9
s
o
-
n

=
a. o{Ezto|HAQl 22| LE 10 CHSt CIDR E7|HE A5t EH IPv4 T4



7|22 15002 |X[eLCt.
@ HERZS MTU 22 =E7t HEE 29X ZEO| &l gtah LX[oiof ghL|Ct 2K
RO LERD 45 28 = T3l &40 Y & ASLICE

d. X% * 2 S2Ysiict.
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Client Network

The Client Network is an open network used to provide access to client applications. including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
IF (® Static ) DHCP
Assignment
IPvd Address 4T AT T 18321
(CIDR)
Gateway 47.47.0.1
MTU 1500 =

a. CIDR E7|'H2 AL2310] HH IPv4 ZAES YBLICH
b. X%} * 2 S2L|ct
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1. StorageGRID O{Z2}0|21A MX| Z2 20| Bl BRUA * YIEYZ 74 * > * Ping X MTU HIAE * 2
Salght.
Ping & MTU ElAE H|0|X|7} LiEHErLICY

Ping and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test
Metwork Grid o

Destination [Py
Address or FQON

Test MTU [
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Ping and MTU Test

lUse a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectraty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test

Metwiork Grid [

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 18.96.164.223: icmp_seq=1 ttl=64 time=8,318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms

rtt min/favg/max/mdev = 8.318/8.318/8.318/8.808 ms

Found MTU 1588 for 18.96.164.223 via bre
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The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

HOf| LIZE O|Z2t0|AA ZEQF O2|E HERIAL CHE L& 7te| HAS HAEY £ JELCH

2. Network * (E/3 ) EFCH20IM * Grid * (12| *), * Admin * (2|} *) & * Client * (2240 A E *)2f
ZO| HAEE LEQIE MedBtL|CE,

3. s HEQ TS| SAEQ CHst IPv4 A HE|E K| etL|CE.
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The following node types require TCP connectivity on the Grid Network.

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

Port Connectivity Test

Network Grid ¥
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP uDP

Test Connectivity

5. HEHAE * 5 S2/eLCt.

o MEAGE EE +Z HE/I AZ0| fadtH "EE HZE HIAE St HA|IX|7t =AM B0 LIEFEL|CE,

nmap BB 2 i ot2Hoi| LIZ =0 ASLICE

Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70@ scan initiated Fri Nov 13 18:32:03 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.20060s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:84 2020 -- 2 IP addresses (2 hosts up) scanned in .55 seconds

° HA ZAEN Y ZE £F HESRS HZO| O|FHFX[2 S AET} MEHSHLE F 5tLt O]9 ZEO| A

w2 T7| O] OfL|H "X E HA E|AE Huf" HAIX| 7} L=2HA HLA 0f |—-|'E|"E|H-—|E|'. nmap 33 £32
of2fofl LIZ [0 ASLILE.

§ﬁ§7|’ xc;|$|-6-|_x| o|-l_ EI: o_lp:’ EEI_ i }'célnu *I'EHOIL“:I' 0:"% %O_I Oil -'-l_E;II— il:jl. AI. A‘lx|5|_|
AE{O| 11 StorageGRID NMS AMH|AZ} OFZ] HHE|X| 42 HS O] 2HM HLA 7t LIEHE 4= QUELICE.
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© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 202Q -- 1 IP address (1 host up) scanned in @.59 seconds

© BfLt O|A9| Meizt EEO| T BE +F LEST HAS MU 4 gls FS WY HiL{of] “EE o

HIAE A" HAIX|7F LFEFELICH nmap BE 32 HiiL of2 HOEH LIEE 0] QU '—II_Ef B

—L

III>

WA U] §12 SAEQ| TEO| gt TCP 92 A7} O|ZO{FXIS 2k AFZIOIA| $H2HE 210] 9SS
LEHEHLICH SEHO| BHete| x| 4O B TEO| "LE{IEI" Alef7t L Wkl ooh HEHE 4 UBLICH

ORR:LEEF SRS

© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.7@ scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
15@6/tcp open uted
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2@2@ -- 1 IP address (1 host up) scanned in 1.6@ seconds
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Home Configure Networking - Configure Hardware - Monitor Installation

BMC Configuration
Home Storage Controller Metwork Configuration

50



Baseboard Management Controller Configuration

User Settings
Root Password | seees

Confirm Root Password | seess

4. X+ 2 SBLICL

o g
BMC 22| ZEQ| IP =A MX

BMC 2IE{H[O] A0f HM| AT HX| MH|A O{ZE0[AAMA BMC 22| ZEO| IP FAE
T5HoF RLCt.

Bt 2
+ 22| 22to|lEV} KRSl s ¥ B2teHE AFZstD YLt

* StorageGRID HES{30| HAL & U= 2

i
o
re
Im

2 £ A g SYLILE
* BMC 22| ZETJI AE3te = el HIERIZ o AZE O ASLIC.

AN

* SG100 BMC 22| ZLE *

= 93l BMC 22| ZEE AIE5IH W2 £F2| St=90] HM ATt IHSEILICE Ol ZE=
MR 4 e WE 2| HEKZol|2E AAsHof gLt o[2{st HIEQISE ME

orxre
Ot

St A O
o= T HAL
8% 7|& X[& EM0M BMC HEE QS| gb= ot BMC ZE= HEE[X| §87LE AHEHEl AE

=

1. 22l0|HE0| A StorageGRID HE2t0|AHA MX| T2 O] URLS 2 EfL|Ct
https://services _appliance IP:8443

8 services appliance IP, StorageGRID UERZ M O{Z20|AHAL] IP FAE ALETILICL.

51



Ofot
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2. StEQ0 1M * > * BMC 4 * 2 MEHSL|CE.

NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Installation
( BMC Configuration )
Home Storage Controller Metwork Configuration
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Baseboard Management Controller Configuration

LAN IP Settings

IP Assignment i Static & DHCP
MAC Address d8c4:97:28:50:62
IPvd Address (CIDR) 1
Default gateway 10224 0.1
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Baseboard Management Controller Configuration

LAN IP Settings

IP Assignment &+ Static " DHCP

MAC Address d8:c4:97:28:50:62
IPv4 Address (CIDR) 10.224.3.225/21
Default gateway 1022401
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NetAp

= Dashboard control penel

# Dashboard

Device Information
BMC Date&Time: 17 Sep 2018

Sensor
18:05:48

m Inventory

FRU Information More info ©

(=] T()dé:l},lr (4) Details

Settings

Login Info

L Remote Control 4 events
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root

" Remember Username

® | forgot my password

<> Refresh A root~

A Osync

# Home - Dashboard

62d 13"

System Up Time

Power Cycle @

e 30 days (64} Details

@ Threshold Sensor Monitoring

All threshold sensors are normal.

Login Info
32 events
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Settings

# Home

Network Settings
SMTP Settings
SOL Settings

Log Settings
SAS IT Management
User Management

KVM Mouse Setting

RAID Management
System Firewall

options

External User Services
Platform Event Filters
SSL Settings

nfigure BM

Settings
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NetApp® StorageGRID® Appliance Installer Help ~
Home Configure Networking Configure Hardware « IMonitor Installation Advanced ~
Node Encryption

Mode encryption allows you to use an external key management server (KM3) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the
appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed.
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Installation Advanced -

Upload StorageGRID Software

If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Mode during installation.

Current StorageGRID Installation Software

Version 11.3.0

Package Name storagegrid-webscale-images-11-3-0_11.3.0-20190806.1731.4064510_amd64.deb
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NetApp® StorageGRID® Appliance Installer

f. 2 Oo|X|2 Sop7tHH * 5+

Home Configure Networking « Configure Hardware - Monitor Installation Advanced -

Upload StorageGRID Software

Ifthis node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation

package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Mode during installation.

Current StorageGRID Installation Software

Version None

Package Name None

Upload StorageGRID Installation Software
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This Node

Hode type Primary Admin (wilh Load Balancer) -

Hode nama xirfr-8

Installation

Current state Ready to stant mstallabon of K88 as pamary Admin Node of a
new gnd running StorageGRID 1130

Start installabion
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NetApp” StorageGRID” Appliance Installer

®
-]

Home Configure Networking - Configure Hardware ~ Menitor Installation Advanced -

Upload StorageGRID Software

If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software
Version 11.3.0

Package Mame storagegrid-webscale-images-11-3-0_11.3.0-20190806.1731.4064510_amd64.deb

Remove
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced «

Upload StorageGRID Software

If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software

Version None

Package Name None

Upload StorageGRID Installation Software
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Home

© The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node
Node type Non-primary Admin (with Load Balancer)

Node name GW-SG1000-003-074

Primary Admin Node connection

Enable Admin Node discovery O
Primary Admin Node IP 172.16.6.32

Connection state Connection to 172.16.6.32 ready

Installation

Current state Ready to start installation of GW-5G1000-003-074
into grid with Admin Node 172.16.6.32 running
StorageGRID 11.3.0, using StorageGRID software
downloaded from the Admin Node.

Start Installation
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Monitor Installation

1. Configure storage Complete
2. Install OS Running
Step Progress Status

Obisin instaler binaries D oot
Configure nstaller I Corvicte

Install OS
3. Install StorageGRID Pending
4. Finalize installation Pending
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Home Configure Networking - Configure Hardware - Monitor Installation Advanced -

Monitor Installation

1. Configure storage Complete
2. Install OS5 Complete
3. Install StorageGRID Running
4. Finalize installation Pending

Connected (unencrypted) to: QEMU

platform.typen: Device or resource busy

[2017-07-31T22:09:12.3625661 INFO -- [INSG] MOTICE: seeding ~var-local with c
ontainer data

[Z2O17-07-31T2Z:09:12.3662051 INFO [INSG] Fixing permissions
[ZO17-07-31T22:09:12.3696331 INFO [INSG] Enabling suyslog
[2017-07-31T22:09:12.5115331 INFO [INSG] Stopping system logging: syslog-n

iZBl?—B?—BlTZZ:09:12.5?9996] INFO [INSG] Starting system logging: syslog-n

[ZO17-07-31T22:09:12.5763601 INFO [INSG] Beginning negotiation for downloa
of node configuration
[2017-07-31T22:09:12.5813631 INFO [INSG]
[Z2017-07-31T22:09:12 .5850661 INFO [INSG]
[Z2017-07-31T22:09:12.5883141 INFO [INSG]
-07-31T22:09:12.5918511 INFO [INSG]
-07-31T22:09:12.5948861 INFO [INSG]
-07-31T22:09:12.5983601 INFO [INSG]
-07-31T22:09:12.6013241] INFO [INSG]
-07-31T22:09:12.6047591] INFO [INSG]
-07-31T22:09:12.607800] INFO [INSG]
-07-31T22:09:12.6109851 INFO [INSG]
-07-31TZ22:09:12.6145971 INFO [INSG]
-07-31T22:09:12 .6182821 INFO [INSG] Please approve this node on the n
min Mode GMI to proceed...

4. 12| H2|X}I2 0|58t EF £l 12|E EE 49181 StorageGRID AX| ZZNAE tFFHL|LCE.

Grid ManagerOf|A] * Install *
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o{S2to|AA 2X] & 74 XSzt

E2to|H A9l MX| 8l 1M1} MA| StorageGRID A|AHIS| 1M E X5k 4 QUELICH
O] ZtAof| chaH
MK W A XHS2H= 62 StorageGRID QIAEA = shLto| 311 EE5t StorageGRID QIAHAE F=5H= O
/8 & JUSLICH
X 2 S XSS H OIS M F StLt o[ &3 ALESIAIR.

* O{S2to[iA9l 2 HES X|HSH= JSON IHU S H-HBlLIC}. StorageGRID {E2t0[1A HX| Z=OMS
AHE310{ JSON IS A= =tL|Ct

()  sustnrs Agstol o2 ofSato|olAs 23 4 YALICE

* StorageGRIDE AE&L|Clconfigure-sga.py HEEI0|AHA 2 M E X}HE3}5H= Python AIRE

* 37t Python A3 ZEE A5t K| StorageGRID A|AHIC| CHE #d R4 ("T2|E"E ML

StorageGRID X5%} Python AIZEE AH ALESHALE 2F st J2lE £
(i)  StorageGRID 4% REST APIZ At83H wHio| o2 {35 A SaLIT 5 8 5 29
X EJofl M StorageGRID AX| I}l CH2 2= 9 F20) thst HRS HESHAIL.

StorageGRID 0{Z2t0[21A HX| T2 M AESH0 O{S2t0[AA 7Y X3t

T "EJF ZEhEl JSON IHY g f%3f04 01§Ef0| M2 tseey 4= AsL T
StorageGRID 0{E20[AA HX| TEM S ALESH0] ]If 12 FECLC
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= StorageGRID 11.5 0| &1 Sete|= £| A HYY 00l RU0{OF BrL|CE.

of
- RlEl BBtONS ALR5t0] A2 0{Z2t0|21 A0 A StorageGRID 0jZ2to[eiA 4%| maz 20| ¢ of
210{OF BtLiCt

* Grid Network, Admin Network 2! Client Network IP A IL|Ct
* BMC 2/E{m|0|A
cHEY{3 Y3

° ZE g HE

cHEQ3 HZE 2E
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HZEE JSON IHU S AHESH0 012 20| AAE FG3tH= 20| StorageGRID 0{Z 20| A EX| T2 0f| A o
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HO|XIS AFR3I0] £ 50 RAfste ZEC O BBH0l A2t BALICH 53] 0f2] LEE A0} st A S
JYALICH 2 =0 el 3t ol SHLH 24 mle Hgsjof ehict.

=22

O|Z2to|¢iAo| X[t LS HF XtSetold= SHUE AEXz EAMEY + %%LIEF
= ==
= =

configure-sga.py 23 E. & F&LICH"configure-sga.py 23 E
Eo| AX| 3 74 XS

©

|
1. ChS W 5 SIS ALSS10] JSON TS A4 BtLICY,

° ConfigBuilder & =1

"ConfigBuilder.netapp.com”

_— =

£ Z=IgLICt configure-sga.py HEEI0|AHA A8 AFZE StorageGRID H{E2H0|HA MX|
DT2IH ZFY> 0{E2H0|HA 1 ATZIEYO|M ASZEE CIREEY 5 UJSLICE configure-

H—=

sga.py AIZUEE AHE5t0] 74 XtS3tol| Chet XX S HESHIAIL.
"configure-sga.py 23 HEE ALE5I0{ 0{E20|¢A L EO| MX| 3 4 XS}

JSON Il L. E 0|F2 LtE 7MY S SFof LTt
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THUg AFZ3I0] E 0|49 ES

—

2. Advanced * > * Update Appliance Configuration * & MEHSIL|CE,

O{Et0|AA 7 YH[0|E HO|X| 7} LtEFEL|TY.
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Update Appliance Configuration

Use a JSON file to update this appliance's configuration. You can generate the JSON file from the ConfigBuilder (§ application or
from the appliance configuration script.

A\ You might lose your connection if the applied configuration from the JSON file includes "link_config"
and/or "networks" sections. If you are not reconnected within 1 minute, re-enter the URL using one of the

other IP addresses assigned to the appliance

Upload JSON
configuration
Node name - Upload afile v

00| YEEEI ASELICE RN HAL Z2M AT AR E|H =M stol FA| Fof| It 0|F0| FA|EL|CE.
JSON I o] 31M0f| "link_config", "networks" EE= &= CHof| Ciet MMO| Zet=l AL
(D o E2to|A A0 Chot HZAO0| BO{E 4= USLICEH 12 O[Liol| CHA| AZE|X| o™

O{S2to[A L0 S E CHE IP T4 F SHLHE AFESH0] 0{E210[1A URLS CHA|
UHSHA|L.

Upload JSON

JSON Browse ‘ ‘ appliances.orig.json

configuration

Node name --Selectanode v

T E 0|§ * EECH22 JSON IHo]| Ho|El 2| M2 LE 0|ECE xHRATLICE

T}0| R35}K| QOB Tk 0| S0| MO FAIS|D F HAIXI7H Btsy Lo
()  =uEdc ’é*EH T}10| O{Z2}0| 21 A0 HBE|X| YALIC ConfigBuilder AFGSH0] SHH2
JSON THIO| QIT| Solet 4 ALck



4. 1S 0|F * CECI? BR0|M =SS MEfRLICE

—_ 17
JSON 2% XM & * H{E0| =g LIt
Upload JSON

JSON Browse appliances.orig.json
configuration )

Node name Lab-80-1000 v

Apply JSON configuration

5. JSON 714 X g * 2 MetetL|Ct.

MElish ==of Fgo] MEE LI

configure-sga.py A3 ZEE ALE5H0] O{Z210|AA L EO| HX| & 714 XtS3}

E MEY = JESLICt configure-sga.py StorageGRID H{E2[0|HA = E0f ot o2
AE-I)q Ig,:l _—I.uk-l ngl-lod-lg I|-52|-o}'— A:lEIE(le J_|-E| | Jk-l;q ol __I.UL-I Eol‘) o| J\-_—IEE':
THY O{E20|QATL 2 B2 F8Y + JUSLICEH ot ATEEE AFE5H 6{Z210|A
T8 MEIF ZehEl JSON IS Hde = QUSLICEH

L3

* O] O{Z2t0[AAE 20| BX|=[0] A HEX I HEE A2H HEO| HM ASLICE

* HESRZ &3 9 IP A= StorageGRID O{ZE210[QA HX| Z= S ALK 7|2 22| =0] CHof
THE|ASLICE

c 7|2 2 LEE MX|SHE 2R WY IP FAE & 4 USLICH
=

* LHE LE5 28X 8 7145t

AA

B2 7| 2| L2V REACH ST IP FAE 21 A= AYLICE
-

* 7|2 22| LE 0|29 BE LE9| AL StorageGRID H{EZI0[AA Mx| T2 29| |p 1A H|0|X|of LIZEl
DE 72| HEQ3 MELI0] 7|2 22| LEO| J2|E HEYA MEL! EE01| O|&[0f JAE&L|Ct

'+ 8(8) I22EUSLIL contigure-sga.py 1Y 0] UL HX| 0[3}o| S0l T25|0f U2AL StorageGRID
ofZ2lojolA MK T2 IB0IA * £BY * >~ 0jZ2t0|o1A MK| ATEE * 2 Bsto] AMAY & ULICH
O WAt THE QIEHOIAS ASSIE U HHO|

O StorageGRID Of2401R12 X X2 g N8t
ELICH"'StorageGRID {E2t0|HA MX| TZ 734

I
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=
=

configure-sga.py —--help

Z2I8tLIC} configure-sga.py 23HE = 5719| 612 HEHS AFE LY.

o

o

o

o

o

advanced BMC 782 E&ot 15 StorageGRID HS20[AA &% 29| FL 5l 0{Z20[AA Q| vix|
40| ZetEl JSON I &

configure RAID 2E, == 0|5 YU HERZ o7 H4-E FM5H= O AL2EILIC
install StorageGRID HX|E AlZtst= O AF2ELICE
monitor StorageGRID AX|E ZL|E&SH= | AFSEILICE

reboot HEZI0|HA THREE

519l 2 (advanced, configure, install, monitor == reboot) 2142 l2ist C
S ol 5t EH(+)0llM A8 & U= 0| Chet XpMet EE H|3sh= Tt

HA[ELCH configure-sga.py subcommand —--help

3. O{E20|AHA LEO| M M2 QIS M LS /XIS LHELICH sGa-install-ip HERIO|AHA L0
CHE IP =& & StLH(+)RLICH configure-sga.py configure SGA-INSTALL-IP

72

0| Zit= 7|2 22| LEO| IP AR} 22|, O2|E U 2210|HE HEY 30| st MEE L stHs10]
O{Z2to|HAOf CHSH SiXH IP HEE HA|TLIC.

Connecting to +https://10.224.2.30:8443+ (Checking version and

connectivity.)

2021/02/25 16:25:11: Performing GET on /api/versions... Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/system-info... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/admin-connection...
Received 200

2021/02/25 16:25:11: Performing GET on /api/v2/link-config... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/networks... Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/system-config... Received
200

StorageGRID Appliance
Name : LAB-SGA-2-30
Node type: storage

StorageGRID primary Admin Node

23 172.16.1.170
State: unknown
Message: Initializing...
Version: Unknown



Network Link Configuration
Link Status
Link

Down

Link Settings
Port bond mode:
Link speed:

Grid Network:
Bonding mode:
VLAN:

MAC Addresses:

Admin Network:
Bonding mode:
MAC Addresses:

Client Network:
Bonding mode:
VLAN:

MAC Addresses:

Grid Network

CIDR: 172.16.2.30/21
MAC: 00:A0:98:59:8E:
Gateway: 172.16.0.1
Subnets: 172.17.0.0/21
172.18.0.0/21
192.168.0.0/21
MTU : 1500

Admin Network

CIDR: 10.224.2.30/21
MAC: 00:80:E5:29:70:
Gateway: 10.224.0.1
Subnets: 10.0.0.0/8
172.19.0.0/16
172.21.0.0/16
MTU : 1500

Speed (Gbps)

10
10
10
10

N/A

FIXED
10GBE

ENABLED
active-backup
novlan
00:a0:98:59:8e:8a

ENABLED
no-bond
00:80:e5:29:70:f4

ENABLED
active-backup
novlan
00:20:98:59:8e:89

(Static)
8A

(Static)
F4

00:a20:98:59:8e:82

00:20:98:59:8e:81



Client Network

CIDR: 47.47.2.30/21 (Static)
MAC: 00:A0:98:59:8E:89
Gateway: 47.47.0.1

MTU: 2000

iFgsstags s s L AL EEEEEEEEEEEEEEEEEEEEEEEEEE L& E
#HHH4 If you are satisfied with this configuration, #HHHH#
##### execute the script with the "install" sub-command. #####
FHAHH A H A S

4 SR SO S WP} St 3L & MBULIC contigure B1F| BHE AISSI0l YEIOISHLIC I8
Soi, ofZ2jolelAt 7| Bal  Co| Sl O ABSE 1P FAE WSS A2 172.16.2.90" 8
Y2stn Ch32 YHBLICH

7.

‘configure-sga.py configure --admin-ip 172.16.2.99 SGA-INSTALL-IP

HHZzto|Ao d2 JSON LU Z HASI2{™H Advanced X E AFE2ELICE backup-file o1¢ BH. O|E S0,
IP _+_7t 0"— E2to|H Aol NS MHASIH = AL SGA-INSTALL-IP S(8) Bh= Do MZEHetL|Ct
appliance-5G1000.3son' & Y5t CISE UHLICE.

‘configure-sga.py advanced --backup-file appliance-SG1000.json SGA-INSTALL-IP

T8 HEIF ZEHE JSON IHY 2 of| M ASREE Mt L2 E2|of 2 ELICE
@ MAE JSON Io| x[Ate| L= 0| 0| {Z2I0|HA 0|1t YK|SH=X]| SQISHIA|R. ZHEl
AHEXH0| 11 StorageGRID APIO]| CHot EX{St 0|87t Sl= 2% 0| Y S HZASHK| ORMAI2.

O{E2I0|AHA FM0| BHEAR L
HH:

r2

E MESIMAR install X monitor HEZIO|HAE HX[SI7| {5t

configure-sga.py install --monitor SGA-INSTALL-IP

O{Z2to|HA S HEEISHHH + £ UELICt configure-sga.py reboot SGA-INSTALL-IP

StorageGRID 74 X535}

J2|E L EE 753 Z StorageGRID A|AHI M S XtS3He £ JUSLICEH

st

74

A

-
L

EX[ of7to[EH0f| M CHE T Q| #|X|E &1 ASLICE

ot ol AH

configure-storagegrid.py THE XHS%st= | AFEE|= Python 23 EQILICE
configure-storagegrid.sample.json ASZEQ} S ALE S ME 1M I
configure-storagegrid.blank.json ASREN A H M mUAL|CH



& UELICE (configure-storagegrid. sample.json) =& 8l 78 IHY (configure-

storagegrid.blank.json)E S&lgL|C}.

Of Zt0i| CHaH

E AT A 9B

2ot & QELICE configure-storagegrid.py Python 23 & EQ} configure-storagegrid.json

StorageGRID A|AH! 1M XtSstst= A THAQIL|CE,

r

G =

|= 2t2|X} E= HX[ APIE AFE5I0] A[ARS T = ASLIC

THA|

1. Python A3 EE

AHASLT| /o AHE SQl Linux A|AEI0| 238t

=
—=
2. 24X Ot7I0|HE FE3 A E2|Z HEHLCY.

bal

2

Yo A= E Msljof Tt XYt AR of Y=S Z0{0f &LIC} Passwords. txt IFYS FHS1 StorageGRID
| A0 MM ASH= O 2ot A2 S HELICH

_..

sto

—

I

o 4

[og]
__I.l.

(=]
o
[Le
o
=

ol:

cd StorageGRID-Webscale-version/platform
Xl p1atform XELICt debs, rpms, L= vsphere.

- Python ASEES At WHst 719 TS ALERILICE.

./configure-storagegrid.py ./configure-storagegrid.json --start-install

opxl

H71X| . zip OHY S 71 T2 M[A S0| MMEH MX| 9 28 TZHAE A
ZCEILICEH StLt O] A e T2|= L =0f| Fol7t Aligr AL StorageGRID A|AE!
IS uHASHOF TIL|CE O|E S0, M i L EQI3 °|XI o QHNTE 2E2IRE MEA

P[]
-|0|'

E¢l ClEE[of
=
=
I.

@ =7 I{7|X| T+ 2 StorageGRID A|AF0|M HO|HE 7t 2= O AEY = A= Y=ot 7(2t
A7 AEE|0f Y282 Hotg [X[SHOF ehL|Ct.

FHHHHH A
##### The StorageGRID "recovery package" has been downloaded as: #####

#HHH4 ./sgws-recovery-package-994078-revl.zip #HHHH#
#HH#4 Safeguard this file as it will be needed in case of a FHH4H#
#H#H# StorageGRID node recovery. HHHHH

igdddssassaasisaddiaddiaaadsasdiaadiaasdisasdiaasadadsaadiaaddaandtnidii

Ol H|A|X|7t EA|Z|M StorageGRID A|AEI0| MX| 5! 2N EIL|CE

SIX[of] SAFLICE.

=28 4 QT2 =3 (X
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StorageGRID has been configured and installed.

REST APl &X%| 7H2

StorageGRID= &X| S +A5H7| /et &= 7HX] REST API, & StorageGRID &X| API2}
StorageGRID 0{E20[AA MAX| 22|Xt APIE MISgLICE

Z2 M85t API EME 7(1|-‘-°“—||:f swaggers A5t JHUXtet
u %*._4 | O{EA SESI=X HHF= ALEX} E{H|O| A0 M API2H &=
2l 7|& 3 JSON(JavaScript Object Notatlon) CilOfE{ Alof| CHaH & 211

&= API 2% Swagger 2E AA AP| S0
FHEXEZ}E Obd AFZXEZHAPIZE OHIN
2H2Y = ASLICL Ol EMoM=
°'Ef_' 7#’8%“—“1

A
ﬁ_l_
7<
|_'

@ API Docs & JII IXIE AHESHY] s=Adt= E': API Zt2 2t0|E ZHHYLICE M2 71 HIO|ELE
7|EtHIOIHE 2, YHIO|E = AHISHA| =S FOISHYAIL.

2} REST API HH0f|= APIS| URL, HTTP & =
FESEILICE

= MENA URL 07 =, O2| 10 o &= API SEO|

>

StorageGRID & X| API

rT,ﬂ_

StorageGRID & X[ API= StorageGRID A|ARIS XS 7MY et 7|2 #E|XtH LE 57 E +35l0f 5t 20
Ar2E 4 UASLICt MX| APIE Grid Managerdl Al HTTPSE Edl HM|AE £ Q&L|CE

API S Mo]l oM AP 7|2 B S| MX| & HO|X|Z 0|S5t0] tir ZB0IM * 2L * >~ API MM * B
Me#gH|c

StorageGRID AX| API0l|= Ct3 MM0| ZetE|0f JELICE

" * config *— A E Y2|A U API B{H Tt 2T Zef, HF LalA WD T L2l AoA Kot APIS| T
HIHS LI 4 2

HE 78 5 J2|E MR YR, J2|E HEYI MEY, J2|E &5, NTP 8 DNS MH IP
FAaE Eetot 02|E H¥S A1 HH|0|EY + AGLICL
crLEr_C W M A J2|E R 228 HMEtD, J2|E 22 AHStD, J2|E LEE T4,
JB|E LES ED, J2|E 2O THS MHAFE £ LI
*rLEHMY C— D2HMY A T2H|NY HUS Aot T2H|MY Mo YEE = + AUASLICH
PrET |2 22| L E 57 HY FEE WEYL, 57 1K Eotn, 578 AR, 57 &Y

MEE = 5 USLICH
* * recovery-package * — S+ Ij7|X|E CREESH7| @5t &Y.

* *AIO|E * —AO|E & T+ ZtY MO|ES UE1, B0, MH|sta, 8 = ASLIC

StorageGRID 0{=20|AHA X

rI-J

k2| Xt APISLICE
StorageGRID 0{Zz2}0|HA Mx| 22| X APIE Ol HTTPSE ol HMAE 4= UASLICH controller IP:8443.
AP EE Ao %*Hlﬁﬁfﬂﬂ H%Ef |HAQ| StorageGRID O{Z2I0|AA HX| ZT2IHO = 0| S| Hj7 ZZ0AM *

E2% *>* APl Docs * EHOIL|CY,
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StorageGRID O1Z2}0|2i2 MX| E2|x} APIOS CHS 4 40| Z#te|of gsLict
P BE_LC 22YS THD NofSHs &Y
+* Qe QTS BElohn st MEfE EHol

S2I0f 7Y *— HZE S=O{oA AlA

* K| —OfB2t0| 1A x| AIS B M| AfEf BLIEIZS 93t XeS.

B 932 TAOHE T,

* * YIE912 *— StorageGRID 0{Z210[21A U ojZ2o|olA TE Mol chet D2|=, Balxt I BatololE
HESS Ty BRiE 2,

* *setup *— A|AR0| CiSt HEE ¥ 7|2 2E| LE IPE YOI0|ESt= FS ZE5I] X£7| 01Z2H0[1A
X *E”“Oﬂ E20] == =Y.

a

- R|g - FESR MEE I 20 7270l Tt 2

—_

o
HAE ZHY.

— 1

* P 0|E * — 0|2 2f0| AL Helo| Y 2|0| =2t

e

* *AZ 1M *__ StorageGRID &% IYUS YZE8H= =,

o= 2X| 2| SH&

2X| Sof| X7t Edots B2 ot=H 0] 28 8 HE ZH|et HHE ZH o2 BES
AEst= A0l =50 & = ASLIL.

pl mE

"SHESI0] AX7E BEE R BHLICH

CEEEE

MZe £ ZES SLIC

R0l &= 5ot BMCZt 2T 8 ZES J|FHLICL BMC #H2| ZEO !
a2 2E0M oot AES = + UASLICH

LR 3

* BMC CHA| 2 =0f| M| A SH= B

e T4
VGA E& * VGA I8 DL
* VGA #[o|2
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ghed T ZH|

KVM KM SE TZ3
* RJ-45 70|12

XE TE * DB-9 & #|0|=
* 7tat 2= Hold

& © 7hah 2A Hold

2. VGA 248 AM8%l= E2 LIS HAIE sHsIHA 2.
a. VGA XY HLIHE HE SHS| VGA ZE0| HAZATL|CE
b. HL|E{0]| EA|E ZEE FLCH
3. BMC KVME AI83H= Z 2 LIS HHAIE S8sHA2.
a. BMC 22| ZEof| dZsta BMC ¥ 2!
b. 2|27 * & MEiFL|CEL
C. KVMS AstigtL|Ct,
d. 7H& ZLE0|M ZEE SLICH
4. 2|5 X E 3 HO|2S A8Sl= 2 LIS HAIE a8stuA 2.
. O{Z2t0|HA SIHO| DB-9 =& ZEO| HAETIL|C,
MXK

a
b. dMZ AtEtL|Ct 115200 8-N-1.

O
ikl
e
m
a8
i1
2
_l.E

n

al

n
I
T
~
i)

a. BMC IP 4 2! 2791 Xtz ZHS AL235t0] IPMI SOLO| HZBHLICH
ipmitool -I lanplus -H 10.224.3.91 -U root -P calvin sol activate

b. 7tet Al2|¥ B0 2ES FLCH.

6. #E A3 HE2 REE HELICHL

a3c £ LIEFLICH

oy OrAE| R E ASEET AIZEJSLICH

Hp A AN HES 3 QIE{T 0| A FFE(NIC) YOS
Yoo EdlHOF SH=X| &l etLCt.

RB Helo] ACIO|ES X%t = A|AHI0| YRR

UFLILH.

78



HC

ot

HA

HEgE

"BMC QIE{H|O| A M| A"

]

0z

HE2I0|AHAQ| Ciet 27 FEE FL|C}
HEZI0|HAE HElg mff SIEQI F I HMS
A2 BMC QIEHI[O[AE A5} O[2{s 2F

FME HEL + JUSLICH
Qs A
* BMC CHA|EE0| AMASH= HHE 20 QELICE
CHA|
1. BMC CHA|2E0{|A * BIOS POST ZE * £ MEeHgtL|C}
2. 97 Z= 5l O|™ =0 Choll EAIE HEE AERL|CH
CIS Q2 FC T St BA|EH 7| X9 BEMo £8
Iac
Ox0E
OxOF
0x50
0x51
0x52

£ LIEF-LIC

SHER0] 519 A2 Heof 0| E LA}
SR E|QUBLICE HES2] 2 EA M| AT} AISEILICE

AAEIOAM 7|Z StorageGRID AX| H|0|E{S =tolst T
UASLILCE.

StorageGRID O{Z2t0[A AT} M SIL|C,
StorageGRID7t A& SQIL|Ct,
IH BMC7t @7 ZEE 7|EgfL|Ct ZQst
ICE 2elst CHg 7= K@ Bt d™ste
22 90 22X E sHESHNAIR.

£ LIEF-HLICE

OO|32REE &S £ glELICH

OO|I2AETt EEE(X| AUSLICH

M2 £7|s @F HRE HZE R
e HEE S= L.

[ gy

22| X7|3t 2F. SPD TH=0f| Alnj

HZ2| x7|et @F HRE 22 37| £= 02
2 S0| EX[SHA| gt&LCt.

(=]

79



80

0x53

0x54

0x55

0x56

0x57

0x58

0x59

Ox5A

0x5B

0x5C

0xDO

0xD1

0xD2

0xD4

0xD5

0xD6

0xD7

0xD8

£ LIEF-LIC

HZ2| x7|et QF. A Ztstt HE2| 7} glE

X HEX| 42 H2E| X779 LR ILICE

M 227t EX|=|X| gUASLICE

CPUZt 2X|SHX| gh&LCt

LICt.

PU Xt B AE0 2L CPU WAl 277t

CcpuOto|3 =
YO0 EStHX| “i’ﬁﬁ |C

LHE CPU 2F LICE

PPI M{AEHE AIEY £ gl&LICH

PEI Tt BMC A B2 EO0 MO ELICH

CPU X7t 2%
LA HIX| XI|et 5

South bridge 7|2} 2@F

UL O}F|EIN T2EZ 2 AT 4 Ql&L|C}

PCl 2|aA g @RQILICH AL BE,

2IH Al 8 ROMO|| Chigt S2to] i&LITh

EE XS + QLI O0[2Z 2

CE
—_=



Ac 2 LiErgLCt

0xD9 BHEl8M 2C & 2% W(Loadimage’t LEE
Hiatet)

OxDA HEl 2 M M1lj(Startimage’t L HE Htztsh

0xDBRL|Ct S2AIE YOIo|ESHX| ZRUSLICH

0xDC MEH Z2EZS MY & gLt

0xDD DXE EtA| BMC AHA| EIAE AIj

OxE8 MRC:ERR_NO_MEMORY

OxE9 MRC:ERR_LT_LOCK

OxEA MRC:ERR_DDR_INIT

OxEB MRC:ERR_MEM_TEST

OxEC MRC:ERR_VENDOR_VENDOR_VENCE

OXED MRC:ERR_DIMM_COMPAT

OxEE MRC:ERR_MRC_compatibility

OxEF MRC:ERR_MRC_struct

0xFO MRC:ERR_SET_VDD

OxF1 MRC:ERR_IOT_MEM_BUFFER

OxF2 MRC:ERR_RC_INTERNALIL|C}

OxF3 MRC:ERR_INVALID_REG_ACCESS

OxF4 MRC:ERR_SET_MC_Freq

OxF5 MRC:ERR_READ_MC_Freq

0x70 MRC:ERR_DIMM_CHANNEL

0x74 MRC:ERR_BIST_CHECK



= £ LIEF-LIC

OxF6 MRC:ERR_SMBusE ME{BfL|C}
OxF7 MRC:ERR_PCU

OxF8 MRC:ERR_NGN

0xF9 MRC:ERR _interLeave_failure

StESIo] X7t STHE A Z5LICH
StES||o] &of &= AHlo|E HE
AL StorageGRID 0{Z2}0[|H
CHA|

1. o{Z2}0|HAQ| LEDRt BMCO| EAE= B8 9 @F Z=EE AEFL|CE

2. 2H siZ0ll 20| Q3 ZR J|E X2 BAM0l| 2ol5tHAIL.

StorageGRID H{Ect0[AA AX| S0 HZ ZX|7F EUSHH LIEE =T Z=X| THAIE +=AsH0f

SfLIC.

HEA A2 + st

MH|A 0fE2t0[A 2!
d38%5o= %EEIXI EUS = ASLIC

=

1. O1Z20|HAL| IP F4& + 5 AHBBI0] 0| Z2t0|AA0] pingS A8l EMAIL ping
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NetApp® StorageGRID® Appliance Installer
Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Reguest a controller reboot.

| | ———

Reboot Controfler 1
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Owerview Hardware Metwork Storage Objects ILIM Events Tasks

Reboot

Shuts down and restarts the node. Reboot

Places the appliance’s compute controller Maintenance Mode
into maintenance mode.

Maintenance Mode

stol Cist AFXFZF LIEFSLICE.

A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID senices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click QK.

Provisioning Passphrase

5. I2H|KY QS YL T OK * B MegLict,

Tl BEAZSD "HE 2F", "StorageGRID SX|", "MEE "ot Z2 LA HAX|= 0{Z2H0|AATF {FRIE+
HEZ SOIH7| 2ot HAE 225t ASS LIEHHLICY.

85



Owendiew Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become cormupted.

Reqguest Sent

O{E2t0|HAT} RX|E4 REY of 20l H|A|X|0f| StorageGRID HEZI0[HA MX| T2 IH0f| HMH|AsH= O
NS E URLO| LtEEL|CE.

Overview Hardware Metwork Storage Objects ILM Evenits Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

This node is currently in maintenance mode. Navigate to one of the URLs listed below and
perform any necessary maintenance proceduras.

= hitps: #1172 16.2. 106:8443
= hitpsAH10.224 2 106:8443
= hitps /47 47 2 106:8443
= hitpsfH169.254 0.1:8443

When you are done with any required maintenance procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer

6. StorageGRID O{E2}0|HA HX| T2 0] HM|ASHAH HAIE URL & SILIE RELICH

53t A9

®

O|Z2to|¢iAL HE| HERT ZES[ IP FAT} EEHE URLE AHESHYAIR.

MMA https://169.254.0.1:8443 2 22| ZE| X HZGOF gL Ct,

7. StorageGRID 012201 A HX| ZZ M0 A O] Z2H0|AAT} RX|E 4= HEQIX] ZHQIptL|Ct.
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A This nodedis in maintenance mode. Perfarm any reguired maintenance procedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,

8 W QA=A SHYS SUBLIC
0. RX|H4 A2 ABH T QA4 BES FROHD Y4 LC 2YS YHBLICE StorageGRID 0fB2H0[o1x
Mx| Z2O0|M 13 * > HES?| ML * S M43 TS * StorageGRID * Q2 MHE * 2 MefgtLCt

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upagrade Firmware
Reguest a controller reboot. [ Reboot Controller ]

Rebool info SlorageGRID l Reboot inlo Maintenance Mode I

HE2to|A A7t PG| 22| =0f ChAl ZHshs ol 2|t 2020] 23 + ASLICH MEEO| §=RE|D =7}
J2|=0f| CHA| 2= =X E16t2{H Grid Manager® SOHZLICH L& * 2 Fat MEfE FAISHOF LTt
v OZZI0[AA LEQ| F gy d7lo] gln =7 J2|=0f HZEE 0 ASS LIEHLICE

NetApp® StorageGRID® Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ m Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
' |DC1-ADMA1
«'|DC1-ARC1
«|DC1-G1
»|DC1-51
»|DC1-52
«|DC1-53

Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

Network Traffic @
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I, Press the
retease button

Attertlion. Ensuine
tFat tha ray handis
= is fully apen before
= you attempt o slide
li. Piace the drive on a the drive cul

static-free, level surface.
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ii. Cloze the drive tray handle
Hode: Do not use groessive force
while closing the handia.
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Installation Advanced -

Link Configuration

Home IF Caonfiguration
Remap Ports
Fing Test

OTh o Review the settings below, and then click Start Installation.
Port Connectivity Test (nmap)

HEE UHEHI = 2IE HEDH F2 HEO| FOE = AFLICE 12 W0l CHA| HEE K]
o E IP A F oILIE AFE25H0] StorageGRID H{E210|HA A X
ttps://services_appliance IP:8443

|5
HU
|
o
1o
C
P
—
o
nl
>
(1854
i
ot
£
:J‘

VLAN HES HES 3R 0{Z2H0|A A0 MEUIO| HAEAS & ASLICE {E2H0[AA9] |P FAE HEHHOF
ot P4 74 XHSE HEHAL.

"StorageGRID IP &4 A"

o Mol M * HEXZ 74 * >* Ping H|AE *

=
=
6. Ping EIAE Z7E AIB510] O{Z20|1AS AT o WA 23 740 YT WS £ A= HEYIY P
A0 Ot e oIt

s CHE ZE HAES S 7|2 22| LE2| J2|= WERIA IP 4 8 tLt 0|2 CHE 29| J2|E
HEHI IP FAE Pinget o= JA=X| QIgfL|ct 2ot 2 HERR &3 74 XE2= SO07tM 2HE

98



el
MY
OF

FMAIL.

7. Y3 2 W A0l &

=
=
13> FES2 HRE ¢ 2 Meidt 3 013 M

o
_q_l-
_ITI_
=
ra
1M
Ot
rg
|.|-

2eLICt StorageGRID 01Z2t0[21A EX| Z2IZH0M
EH

*

© e EE I2S0f ChA|
QR|E4+ DEOA &

° QX|HL DEZ THHE!
J2|=of CHAl AZs7| Hofl =0l A s=2HsHof

ZQISt= MEHO) A HES2S LSS * StorageGRIDE MEE * 2 MEfSLICE
WD =S T4 SYOR M FH|7} EQA0B 0| SHS MeyBILC,

AN — =

1%
mjo
mo 4y
0=
Ot
[
H—

m

L =
2+ 20| 9l F2 0| 24

NetApp” StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

=E MESIH ZHEEZHE MBS ELICH
k=3

RAID Mode
Reboot Controller Upgrade Firmware
Fequest a controller reboot. l Reboot Controller ]

Rebool info StorageGRID

| Rebool nlo Maintenance Mode: I
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NetApp® StorageGRID® Help ~ | Root~ | Sign Out
Dashboard " Alerts ~ Tenants ILM ~ Configuration - Maintenance - Support -
A StorageGRID Deployment StorageGRID Deployment

~ Data Center 1
« |DC1-ADM1
«|DC1-ARC1
«|DC1-G1
+|DC1-51 Network Traffic @
»|DC1-52
»|DC1-53

Netwaork Storage Objects ILMm Load Balancer
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1. StorageGRID ({Z2t0|HA MX| T2 IH0|M * HENZ 74 *>* P 74 * & MEIRLICH

2. J2|E HESZ, He[Xt HESKZ 3 220|HE HEL 0| thet MTU &F S /dt= tHE HARL|CL

Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 cal
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller

Uparads Firmware
| Reboot Controller ]

Reguest a controller reboot.

[ Rebool into StorageGRID ] | Reboot into Maintenance Mode I
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i 17 i

NetApp® StorageGRID®

Help ~ | Root - | Sign Out

Dashboard o Alerts - Tenants ILM = Configuration - Maintenance = Support -

# StorageGRID Deployment StorageGRID Deployment

# Data Center 1 .
«|oci1-Aomi Netwaork Storage Objects LM Load Balancer
« | DC1-ARCH

1 hour 1 day 1 week 1 month Custom

«|DC1-G1
«|DC1-31
«|DC1-52
«|DC1-83

Network Traffic @
6.0 Mbps
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DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers
Server 1 10.224.223. 135 x

Server 2 10.224.223 136 +x
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Reguest a controller reboot. l Reboot Controller 1

[ Rebool into StorageGRID ] | Reboot into Maintenance Mode: |
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NetApp® StorageGRID® Help ~ | Root~ | Sign Out
Dashboard " Alerts - Tenants ILM ~ Configuration - Maintenance - Support -
A StorageGRID Deployment StorageGRID Deployment

~ Data Center 1
« |DC1-ADM1
«|DC1-ARC1
«|DC1-G1
| DC1-51 Network Traffic @
»|DC1-52
»|DC1-53

Netwaork Storage Objects ILMm Load Balancer
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Mode Encryption

Node encryption allows you to use an external key management server (KMS}) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1bd870ae1c1ecbbd5e3849d790223766bafischT
Hostnames 10.96.99.164
10.96.99.165
Port 5696

Server certificate >
Client certificate >

Clear KMS Key
A\ Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in anather grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
delated.

Clear KMS Key and Delete Data
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NetApp” SterageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Fequest a controller reboot. Reboot Controfler |
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NetApp® StorageGRID® Help ~ | Root~ | Sign Out

Dashboard o Alerts ~ Nodes Tenants ILM ~ Configuration « Maintenance ~ Support ~
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A

HEtRXME €1 o{S2t0|H Ao ARE HEEE{O| ot IP =4 F oiLIE =Lt & SELICH
https: //Controller_IP: 8443

Controller 1pi= 3749 StorageGRID HIEYZ & stiol Y= LAY HES2|(AE2|X| HES2{7} ofY
ol IP ZAQLCH

StorageGRID O{E2t0|HA AX| 22|t Z 0|0 X| 7} LIEFELICE.

2. SIEQ0] A * > * L oS3t 2 MEdSHL|CE,

Il

Node Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all Storage GRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable nede encryption for an appliance during installation. You cannot enable or disable the nede encryption setting after the appliance is installed

Enable node encryption ]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1b4870aelc1ectbd5e3845d790223766baf35ch7
Hostnames 10.96.99.164
10.96.99.165
Part 5696
Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to accass or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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4. KMS 7182 X|22{H E YHTILICH clear KMS 7| AHH| B! H|O|E{ Atx| * & MEfiL|CE,
A Warning

Confirm Clear KMS Key and Delete All Node Data
Clearing the KMS kay:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear in the text
box. Then, select Clear KMS Key and Delete Data.
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