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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage E|

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation
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Network Link Configuration

;2-, You might lose your connection i you make changes to the network or link you are connected through If you
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Link Status

Link State Speed (Gbps)
1 Down N/A

2 Up 10

3 Up 10

4 Down N/A

5 Up 1

b Up 1
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Link Settings

Link speed | 10GbE

Port bond mode | (@) Fix&d.:} () Aggregate
Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1

and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

Grid Hetwork

Enable network (o

=

Metwork bond mode @ Active-Backup '_ () LACP (802 3ad)

Enable VLAN (202.1qg) ]
tagging

MAC Addresses ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

Admin Network

Enable netwaork E|

Metwork bond mode (@) Independent {T) Active-Backup

Connect the Admin Netwaork to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

MAC Addresses d8:c4:9723:24:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use

all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Client Network

Enable network |:|

hE’ﬁ'é‘inngthE Client Metwork causes the default gateway for this node to move to the Client
Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,

2. AF23}2 = StorageGRID LIEQAE 23} o= H| A SIELIC)

p

J2|E HEQZIH 2L o] HIEQIZE HigHdste & gl&LICt

= O

a. 0fZ2f0|QIAT} 22| HIEYI0) HFE|O] AUK| U2 P BE| HEYTQ| * LIEYT B3 Holarg Mey
3 A8fLICH
TI22H .
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Admin Network

EE &X60] ZE 2 B Y HEY

o J2|= gl Zzt0|of

Enable network

E HEZ0f CHaf * EA

b. 0{Z 10|t AT} B2H0|QIE HIET0f HZE|of
solatg MegLIC
O|X| 10GbE EEO| 22t0|9lE LSS HHo| EAELIC

EE FdLint.

LACP * M

ZIAH * gl
=]
X|7ZsloF BfLICt. 001 A 4095 AtO[2| 2tE ’.‘_E—'.*aa* 7 ASLILE

o 22| Xt U ERI 30| CHal * Active-Backup * O] MEH

EH ZF
— -

=

U ZL 22A0E HEYTY * HIEYT B

L ER 30 CHel 1% VLAN Ei

E
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Link Settings

Link spesd

Part bond meosde

Grid Network

Ensble network p

Network bond mods {~ Active-Backup (o LACF (202 2ad)

If the port bond mode

c Agareqate, 3l bonds mest b= oan LACEF 13dy med B

Enable VLAN (802.19) [
tagging

VLAM (B02.1q) tag 328 =]
Admin Metwork
Enable netwark p

Network bond mode {~ Independent v Active-Backup

Client Metwork

Enable network F

Network bond mode {— Active-Backup (o LACP (202 . 2ad)

If the port bond mode is Aggregate, a

Enable VLAN {B02.1g) p
tagging

VLAN (80213 tag 332 -]

CHIZE HEYI EE YIS Hs P e1Z0| BO{H 3 YLt 12 Lof CrA| HZs|x|
()  eod ofZalojeiad HLE CIE IP F4 5 SILIE ALZ510] StorageGRID 0fZ2[0|ei4 4%
DTE=O[ URLE CHA| YELICH https://E5600SG _Controller IP:8443
B2 ge

"E5500SG ZHEEZ| ZEQ ZE HZE 2"

P 7Y 2%

StorageGRID 0{E2{0|HA MX| T2 S M50 StorageGRID 12| &, 2| X} 8
Z20|HE HET S O{E2I0|HA AEZ|X| LE0| AFREE IP T4 U 228 HEE
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HZE 2 HEAIM o{S2to[A20f thsh UH IPE ZESt7{LE DHCP M Q| F=2401 CHal S+

213 142 HZstR{E E5500SG ZIESR{0] 213 T4 W XAS BESHIAL,
e
1. StorageGRID {Z2H0|QtA M| TR0 * HIENZ 74 * > * P 74 * 2 Megiict.

IP =+ H|O|X|7} LIEFELICY,

2. J2|E HEQZE 4 Ho|X|o * 22|E HESRR * MMM * WX * = *DHCP* &
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216372121
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 =

Il

3. Static * (BX *)2 Meist 22 CHS tHAlof 2t Grid Network(J2|E HEH3)E T4 LICE
a. CIDR E7|HE AH83t0 HH |Pv4 FAE LHBILICL
=
=

b. AO|ESIO]

d

SEETHY

H=-d
HEI0] HO|ER0I7} gl B SUSH A IPv4 FAES CHA| YRIBLICE

C. HE ZUS ArEstE MTU EEE 90002t Z2 HE T2 lof| Mefet gtz HARL|CH IFX|
7|22 15002 /X[ Ct.

@ HEHIS MTU 22 =E7t HEE AKX ZEOf| 1 E ghat LX[sHoF gfLfct. 2K
UOH HEQIR d5 2H = I3l &40 Y & ASLICE
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AAMO HERTI M52 Hod{H BE L EE T2|E HES 3 EH0|ANAM FAFSE MTU

@ 2O 2 Mo ELCt Y =] J2|= HEYA0| CHEt MTU AEof| Aetst xto| 7t QIS
A2 * Grid Network MTU mismatch * 2117 E2|AHEILICH MTU g/2 2E HE/ 3 R4
CHsl 22 o= gisLict

d XM&*g 2.

IP RAS HZOHH HO|ER0I2t HEY S2E WA 4 YsLC,

= AN

Febot

of

StorageGRID O{Z2t0|HA MX| T2 IM0f| CHst HZAO0| BT
AH23t0 URLS CHA| Y= etL|Ct. of:
https://services _appliance IP:8443

o dia
7O:‘_I_OI-IZI

-

MDHIPFAS

I

- J2|E HERS MEU S20| SHIEX] =elgfLtt.

—

J2|E MEUo] A= 2 J2|E HIESRIR AIo|E0[7t ERELCH XFE 2= J2|E MEUHR2 0
HOIERO|E Sl HEY == A0{0F SLICE Ol2{¢t J2|= HERXI MEUI2 StorageGRID &% AlZHet
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— A =2
o 7]= 22| 222 O2|E HIERR MEH S20f| = Fo| =0 A0{0F gL L.

@ 7|2 2R EE LIEEIX| SELICH 220|UE HE AVt SdeleX| 2 82 7= 2REE
J2|E HER S AHO|ERIOIE AFSRILIC.

+ MEUE b5t 42 ofo]2

k=3
[=] =
* ME3HA| gbs MEUIS W52 AfH| Oo|2S 2=IeILICt

X% -2 22,

a. DHCP * 2T| HES Meigh 3 * X3} * & 2BLICE

IPva 254 =, * HO]E90] * &l = MEU * W7} AHE O MYTLICH DHOP M7 MTU S Seistes
MFE 29 - MTU - BEJH oY gto Mexm BES 27| Mol ELck

 BEtRXIt XA}S 22 StorageGRID HE20[AA HX| T2 A IP FAZ 2|C|2A M EL|CE

- J2|E HEQIS MEU S20| SHIEX] 2HlgfLTt.

—

J2|= MEU0| ol 3 12| HEYE Ho|ERI0|7t BRFLICH XFE BE J2|= 42U of
AlO|ES0|2 S AZS 4 2U0{of FLIC} 0[2{3t 12|= LIEYT HELIS StorageGRID AX| S Alx{e
o 7| 22| 2o 2| WESIS HEY S20lE Fol=|0f 20{0f BHLICE

@ 7|2 BIREE LIEEX| SELICH 220|E HE AVt SdeleX| 42 3R 7= 2REE
J2|E HIERIZ AHO|EH0|S AFEEILICE

k=3
=
* AFESHA| b= MEUIS HIA5t2{H AfR| oto| 22 S=IFfLICt

C. HE mUS ArEsHHH MTU 2EE 90002 Z2 FE Zai| o] Mefet 2oz HARLCE J™HX| te™

7|22t 15002 |XAIL|Ct.



CD HEHIS MTU 22 =27t HEE AKX ZEOf| & ghat EX[8HoF gfLfct. 2=HX]|
HOHHEQD 45 ZH E= T3l 40| Y & ASLICE

MO HERI M2 doe{H 2E L EE O2|E HER A QAEHO|AN AN FAFSE MTU

@ o2 LMo gLICH JHE =9 O2|E HIEXIo et MTU HH™of| At Xt0|7}F IS
Z 2 * Grid Network MTU mismatch * Z17} E2|HEILICH MTU 22 2E HIER3 K|
CHslf 22 2= g&LIch

(D o2 dEd3s Rustee Y3 34 HolKoA Bel HEYIES eeksiof BLiC

&dmin Metwork

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metwaork is typically a private network and does not need to be routable between sites.

P (@ Static (D BHCP
Assignment
IPv4 Address 10.224 3.72/21
(CIDR)
Gateway 1022401
Subnets 0.0.0.0/32 +
(CIDR)
MTU 1500 >
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7|22 15002 |X[eLCt.
@ HEQZS MTU 22 =E7t HEE 29X ZEO| &l gtah LX[oiof ghL|Ct 2K
HOHHERD 45 28 = T3l &40 Y & ASLICE

d. X%+ 2 S2Ysiict.

=

P FAE HESHH HO|EQ0|2t MEH S5 HEE = JAFLICEH
StorageGRID 0{Sz2}0|HA HAX| Z2a0f Cist HZO0| BO{Zl Z2 Uz et M 2F IP FAE
AFZ230d URLS CHA| P LICE of:
https://services_appliance:8443
e. #E|X} HERZR MEU 50| SHIEX| &QIEfL|C}.
2ot AH|O|E0|E AHE3I0] BE MEUlo| AZEY & U=X| 2Helslof SLCt.

() ez HEAI H0IE0IZ ALBIES V|2 B2 MFE 4 glLC

© AEUE HTFeteIR de ofo|E
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SiLct.

DHCP * & Mt 22 g Silof wet 22| JIEYSS TagLch

a. DHCP * 2HCIQ HES Melish 3 * X2 * 2 S2stct,

M

foxiE -2 22

IPv4 324 *, * A[O|E4)0] * Bl * MEUl * LEJ XSO 2 MATLICH DHCP ME{7t MTU Zts 2Es
HYE Z2 *MTU * 2EETH 8 22 MK HE= 27| TE0| ELCt.

2 2219 X7} XIS O 2 StorageGRID 01Z20[91A Mx| T2 a#e| Af [P ZAE 2/CIAMEILCH
b. THa|xt EYA MEY 220| SHIZX| SolgLiCt

—

2ot AH|0|ER0|E ArE3I0] ZE MEUlo| AZY & AU=X| 2Heldof gLt
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7|27k 15002 RA[LICE
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Client Network

The Client Network is an open network used to provide access to client applications. including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
IF (® Static ) DHCP
Assignment
IPvd Address 4T AT T 18321
(CIDR)
Gateway 47.47.0.1
MTU 1500 =

a. CIDR E7|'H2 AL2310] HE IPv4 ZAES YiBLICH
b. X%} * 2 S2gL|ct
c. 22to|YE EY I Ao|EY0|2] IP ZAI SHIEX| SolIEHLCE

Sot0|o1E HEYD} BYBHE 2L J|= A2t BAELICE 7|2 2tRES SejojolE
() dE3 AolEs0l2 ALgslnl SatololE WEIT Hustel Sotol CHE QlEjHo|Az

o|Sg == YSLICt.

d. ME oS AFESIE{H MTU 2EE 90002 22 FE Zaj|of Hefst i HARLICH JHX| o™
71272k 15002 [AISLICE,

@ HESZS MTU 242 =27t AZE AKX ZEOf| G E ghat ZX[8HOF giLfct 2= K]
HOH HERI 45 X L= Izl 40| 2lE + ASLICH

a. DHCP * 2|2 BIES MEf$t 3 * X% * S S2YBfLIC

IPv4 324 * Sl * AO|ES0] * EEJI XS 2 MATLICE DHCP MHZE MTU S 2E5t=E 23 E 32
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a. A|0|Ej0|7} SHHEX| 2elgtL|Ct,

2240|91E UIES|T7 BBHE FS 7| F2It BAIFLICE 7|2 2teES S2tojols
() dE3 AolEsol2 Algslnl Satolole WEAT EustEl Sotol CHE QlEjHo|AZ

o|5g == YlsLICt.

b. ME Zaj|S AF2st2{EH MTU ZEES 90002 22 ME Zaj|oj| Metst Ztoz HATL|CE JHX| o™
7|23t 150082 SX|gtL|Ct.

@ HESZS MTU 22 =27t AZE AKX ZEOf| G E ghat ZX[8HOF giLlct O-X]|
UOH HEQID d5 2H = I3l &40 LMY £ ASL|CH

B My

- O

"E5500SG ZHEE2{Q| &3 4 HA"

&

HEHI HES =elst= SYULICH

Z2H0|H A0 M AL FQI StorageGRID HIEH 0] A AT 4= QL=X| Zteleof SfLct,
HES3 AO|EH0|S Stt 2tRES| R2d= AT StorageGRID 0{S2H0| A K|
L2080 CHE MEUI| 1P 4 7t0] AZS HAESOF YLICE MTU 283 =eld o
OIAL||:|.

AN H .

A
1. StorageGRID O{Z2t0|AA HX| T2 9| Ul ZZ0|M * HERZ 4 *>* Ping X MTUHAE* &
Saigct

Ping ¥ MTU EHIAE H|O|X|7} LIEFLL|CE.

Ping and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test
Metwiork Grid =

Destination [Py
Address or FQON

Test MTU [
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20| L}E &l "Ping test Passed" H|A|X|7} LIEHEL|CE,

Ping and MTU Test

lUse a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectraty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test

Metwiork Grid [

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 18.96.164.223: icmp_seq=1 ttl=64 time=8,318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms

rtt min/favg/max/mdev = 8.318/8.318/8.318/8.808 ms

Found MTU 1588 for 18.96.164.223 via bre
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StorageGRID O{Z2}0|¢A HX| Z= 0 C
Q2 5t2{™ StorageGRID H{Z20[1A MX
EYTCP ZE E= XE Tl dEY = JU=X| 2elghi|ct.

Of Zreiof| Chat

StorageGRID {E 20| A AX| Z2 0] HSE ZE S=S AHE5t0{ 0{Z2t0|¢A9 O2|=E HEQIL| LHE
LE 7o AES HAEY £ JSLIC

3t Q2 NFS = DNS AHO| AHEE[= 243t 22 UDP ZE2 Admin U Client NetworksOll A HZ S E|AEE
o

UELICL O|2{et TE ZE2 StorageGRID HIERZ X[E Q| ZE FXE HESHUAIL.

ZE HZ Ho|20 LIEE J2|E HEYA ZE = StorageGRID HZA 11.5.002t R&tL|Ct.
T E RYEN H= ZEE RI5EH AL E¢l StorageGRID H{Z0]| CHet HIERZ X
EZxsifof ghLCt.

©

THA|
1. StorageGRID 0{Z20[21A HX| T2 IMOM * HE/ZY 74 *>* ZE AZ B|AE(nmap) * £ S2/LICH

ZE HZ HAE H|0|X| 7} LIEFRLICE

ZE AA Bojl= 22|E HEHI0M TCP HZ0| RS == FYO| Liot ASLICE 2f == 0] il Ho
{S2t0[ A 201 HAM[ATH 4= R0{OF St= O2|= HEH I ZEJ LHEE[0] JASLICH

The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

HOf| LIZE O|Z2t0|AA ZEQF O2|E HERIAQ CHE L& 21e| HES HAEY £ JEFLCH

2. Network * (HIE®|3 ) EFCHROIA * Grid * (32| = *), * Admin * ( Z2|Xt *) &= * Client * (22H0[AE *)2}
ZO| HAEY HEQIE MEfBtL|Ct,

3. s HEQIRS SAE ChE IPv4 T4 HRIE XL,

OiEIofl EAIE = 5tO|ZS AHE5H0] M| E XYL

4. TCP ZE W3, #EZ P2E EE 22 Tt TE YIS 3ic
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The following node types require TCP connectivity on the Grid Network.

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

Port Connectivity Test

Network Grid ¥
IPv4 Address 10.224.6.160-161

Ranges
Port Ranges 22,2022

Protocol ® TCP uDP

Test Connectivity

5. HZHAE * 5 S2/elLCt,

=

o MEHSHHE £ZF HES3I HEHO| RRotH "ZE AZ HAE Sa™ HIA[X[Z} A4 B Of LIEFLICY,

nmap BT 32 i of2fofl LIE =0 ASLIC

Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70@ scan initiated Fri Nov 13 18:32:03 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.20060s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:04 2020 -- 2 IP addresses (2 hosts up) scanned in 9.55 seconds

© 22 SAEO| gt LE £F YEYT 0| O|TOHA|TH SAET} Melst EE 5

StLt Ol &l ZLEOf| M

1 Th7] 0] OILIB! ™HE o128 EAE AT AIXI 7} &A% BfL{0] LIEFLILIC} nmap 22 S22 biL

ofzol LZ =[] ASLICE.

SAETHHABHA G BE 9 BEL mErs AL

5

of AZote = E:':7f A ExlE
=}

s S
AEHO| 11 StorageGRID NMS A{H| A7} OFE! MSHE|X| 942 A 0| L 2HAH HjL4 7} LEEFS & U&L|CH

53



© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 202Q -- 1 IP address (1 host up) scanned in @.59 seconds

°© -6|‘|—|' O|M‘°| A‘iEH-é-I' EEO‘" EHJO-H EE AX |_‘"E°Jq ﬁja:.% AE'|I-I'6'I- _J'\_ (I:?-IAE 7‘6|_C')_ [:[:[ ) I- AH HHLjO." "IlEE

HIAE A" HAIX|7F LFEFEFLICH nmap BE 32 HiiL of2 HOEH LIEE 0] QU '—II_Ef B
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I A Hj L= A S
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Eo| ZEO Ciet TCP HZE A7t O| RO{TIX| 2 i AFZHOfA
LIEFEL|CE SEFO| HEEtE|X

A | 2t I
retE| x| QfO® EEC| "HEIE! AE7} QO Brafsiof ofsf AEFE 4 QULICH

ORR:LEEF SRS

© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.7@ scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
15@6/tcp open uted
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2@2@ -- 1 IP address (1 host up) scanned in 1.6@ seconds
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"HEHI X[H

SANtricity AE2|X| #2[X}E Fd5h= ZRILICH

SANTtricity AE2|X| 2t2|XI2 AF2510] StorageGRID HE2I0[HANH M AEZ|X| C|A3T §
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Mode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the
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RSN
- =7 Tlo| YR 0jZ2f0lolA AER(K| =ES HESIH 27 U X B2 KHS HTHIAIR

A

1. HE2IRXE 21 o{S2t0|HAS| AFE HEE2Of st IP A & StLHE LHELICLH & SELICH
https://Controller IP:8443

StorageGRID 0{Z2t0[1A HX| 22| Xt & HO|X|7} LIEFEHL|CE,
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NetApp® StorageGRID" Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced «

Home
© The installation is ready o be started. Review the seftings below, and then click Start Instaliation.

Primary Admin Node connection

Enable Admin Node =
discovery

Primary Admin Node [P 172.16.4.210

Connection state Connection to 172.16.4.210 ready

Mode name

MNode name MetApp-SGA

Installation

Current state Ready to start installation of NetApp-3GA into grid with Admin Node
172.16.4 210

Start Instaliation

2. Primary Admin Node* & MMM 7|2 22| =9 IP FAE X|HH0f SH=X| R E ZolsfL|ct.
O|%0j| o H|O|E{ MIE{of| CtE L EE HX[St B StorageGRID O{Z20[AA HX| #2|Xj= 7|2 2E|
admin_IP7t M & CHE O2|E = E7F S2o MEU0) ALt 7HESI 0] IP FAE RS2 = HMg =

ALt

3. O] IP ATt HAIE|X| eb7ALE A0k 5H= HR FAE X HSLIC
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4.

7.

66

g2 Mestct g
e a. B2|T} LT ZA A * EQIRtO| MElS
#Agtct
b. IP FAE £502 YistLct
c. Xz 2 2ot
d. M IP FAT} ZHIZ U7X HE MEhS
J|chziLct
HZE DE 2 B2 LEO| XS HM a. BRIX} L ZM ARG * EHQIRHS Meysi|ct,
b. ZiMEl Ip Z2 220| EAIY W7k 7|CHaILICH
c. 0] OfEEf0[AIA AERX| LES PEY 2|9
7|2 #e| Cg Meysit,
d. X% * g 2YspLct,
e. M IP AT} ZHIE WX HB MEfE
7|CHRLIE.
=E 0| * WEof 0] 0fE2f0|lA E0j AFSE 0|22 YRS * ME * 2 SUBLICL

= 0|22 StorageGRID A|AEIQ] O] O{Z2}0|HA L E0f
HA|ELICHL 3t AR LEE S0l8t jf 0|28 HAE

Installation(&X]) 4Mofl A #x{ AE{7} "Ready to start installation of(&X|S )k|’£.3E ZH|7} €| QS LICH QI
&HOIBILICE node name 7|2 #2| =EJ} Q= DB|ER admin ip "YW * AX| A|ZH* HEO| EM3}E|0f

ALt

X AE - HEO| 2ote|X| g2 R HESRD 74 L= ZE 2T 3 HEMOF S = ASLICE XMt g2
MEe| 2% 8l RXIE+ X HE HESHHAIL.

@ AEEX EE M’éﬂfolﬁﬁg L 2E MY EICR PHS= B2 07N 7= Z2MAS
Aot =7 A KA H2|oM L= 2B 48 BAE AL H%ﬁﬁfﬂAIE

"Qx| 8 g
StorageGRID O{Z210[91A x| BH2|x} & HOIX|0A * 415 AlZt * & S2tLic,
ST} AEf7E K| Y FUOE WA D DU S| HO|X|7 EAIFLICE,
() 2UE 8x Holxo| 2502 Ao} Shs FS * DLIE| MK * & 2BLICE
D2|S0f of2] ofZato|oiA AER|K| LEvt EEHEl B2 2t OfZ 20|l A0 ThsH O] EHAIS wrEELIC
of2f 0fZ2to|oiA AEE|X| LES 3 Holl YEBH0} 5t 2D 2 ALBBH0 Mx| ZRN|AS

= A8
@ Atsetet & ASLICH configure-sga.py HE20|AL HX[ ASZE. 0| ASEEE AEE(X]
=02t HEELC.
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AEE[X| O{ZEf0[AL EX| HLEHE

StorageGRID ({E2{0|¢HA HX| Z=#H2 4
7t

X7}
ATES0] MX|7} 22 E|P 0jZato|I AT} HSEIEL|CE

chA|
18X JYES ZLEHYSIHH * ZL|E HX| * & S2LICh

Monitor Installation(Z2L|E{ & X|) H|O|X|0f| HX| ZIHZ0| EA|E/LICE

Monitor Installation

2= E I7HX] SEfE MSELIC

1. Configure slorage Running

Step Progress Status

Connect to storage controller _ Complete

Clear exsing confgration I Ccrieic

Configure volumes Li? Creating volume StorageGRID-ob-00

Configure host seftings Fending

2. Install OS Fending

3 Install StorageGRID Pending

4 Finalze installation Pending
OIZHAY AEf BAIE2 WXl 21 S 2t S LIEHLICH S HEl BAZE2 3HCR 2aE XS
LtEFELICE.

@ A Z23H2 0™ th|01|J\1 IR E ZYO| ChA| HHE|X] E 5 ShL|Ct XS ChA| Y

A9 CH AT TRJ} ol XIS =4 Mej EAISD S Aei2 EAIELICH
2. Mg & X cHA o T dgs AERL|CH
° 1. AER|X| 7Y
Of CHAOIM EX| ZE|Xh= 2 E2|X| ZAEZ20| HESt1, 7|&E 782 X1, SANtricity 2ZE 02}

S5t 282 F405t, I AE ¥ FHELICL

3. StorageGRID* #X| CHA|7t YAl SX|E[1 J2|E 22|XHE AHESH0] 22| =E0M 0] =&
HAIX| 7} ZetEl 220 EAIE W7tX] 2K T SEHE AL ZLIE>ISLCH TS T2

2 A0
= O
O|SgL

4X| ZE 22 StorageGRID2| 7|2 22 H|A| 0|0|X|E {Z2t0|AHA0 SAFEILICE.

2lstet=
Ct.
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Home Configure Networking -

Monitor Installation

1. Configure storage

=

2_Install OS5

3. Install StorageGRID

4. Finalize installation

Connected (unencrypted) to: QEMU

platform.typen: Device or resource busy
09:

[Z2017-07-31TZZ:
ontainer data

[Z2017-07-31TZ2Z2:
[Z2017-07-31TZ2Z2:
[Z2017-07-31TZZ:

[2017-07-31T22:

[2017-07-31T22:

09:
09:
09:
09:

09:

12.
12.
12.
12.

12.

12

3625661
3662051
3696331
5115331
5700961

.5763601

of node configuration

[2017-07-31TZ2Z:
[2017-07-31TZ22:
[Z2O17-07-31T2Z:
[Z2O17-07-31T2Z:
-07-31T2Z:
-07-31T22:
-07-31T2Z:
-07-31T2Z:
-07-31T2Z:
-07-31T2Z:
-07-31T22:
-07-31T2Z:

Q9:
09:
09:
09:
09:
09:
09:
09:
09:

09:
min Mode GMI to proceed...

1Z.
12.
12.
12.
12.
12.
12.
12.
12.

12.

h813631
5850661
5883141
5918511
5948861
2983601
6013241
6047591
6078001
.b1609851
.b145971
6182821

Configure Hardware -

INFO —-

INFO
INFO
INFO

INFO

INFO

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

[INSG]

[INSG]
[INSG]
[INSG]

[INSG]

[INSG]

[IN3G]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]

IMonitor Installation Advanced -

Complete

Complete

Running

Pending

NOTICE: seeding ~wvar~-local with c
Fixing permissions

Enabling syslog

Stopping system logging: syslog-n
Starting system logging: syslog-n

Beginning negotiation for downloa

Please approve this node on the A

4. O2|E H2|X}I2 0| St EF QI AER|X| LEE £2I5t1 StorageGRID HX| T2 MHAE 2ZBLICEH

Grid ManagerOi|A{| * Install *
gt2xH HEZEZ 7L R EL

HS2to[AA EX|

O{S2to|A A9 dX| &

Of ZfHoi| Chot

MKl 9 2N XHS3H= 2] StorageGRID QIAE A = shLEO| 311 2E St StorageGRID QIAEHAS == O
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L]
=

9 24

Mo

N

S=IotH THA 30| b= E| THA| 4, AX| b= * 7F A|ZFELICE 4THA7L
Ct.

I FX| StorageGRID A| A9 FLE S Xtsetdd & ASLICE



* o{E2to[elA rd HFE XIH
AFE310] JSON It S HZ =glL|Ct

() s mas gl o ofS2to|giAS THY £ YALICH

* StorageGRIDE ALE&L|Clconfigure-sga.py HEEI0|HA 2 HE X}E3}6t= Python A3RE

* 37} Python A3 ZEE ALE5I0{ TA| StorageGRID A|AHIS| CHE 4 R4("T2|E")

I
4
0x
oot
C
Iul

StorageGRID Xt&%} Python AT ZEE X FH ALESIALE & H 7
() StorageGRID x| REST APIS Al 5t o] o2 A8 2 & ABLICY,
X0l M StorageGRID HX| Il L2 2 S 9l 0] st Y= E HESHIAIL.

StorageGRID 0{Z2}0[A HAX| T2 S ALE50] 0{E2t0[AA Hd X532}

T4 HEIF ZehEl JSON IS ALESHH O ZEI0|¢A M E Ks2te = JSLIC
StorageGRID ({ZZI0|HA MX| T2 IS AI2SI0] IS AZ =S| C}

S2}0|Y A= StorageGRID 11.5 0] &2t = &te|= X[ A HY|010]] RLO{OF LTt

HIIRXME A5t Y 0{E210|H A0 M StorageGRID 0{Z2H0|1A HX| T2 7H0f| HZE &[0
OfoF 2fLICt.

* Grid Network, Admin Network 2 Client Network IP A IL|Ct
* BMC Q/E{H|o]A

*HEH= 23

YZEE JSON IHUS AHE5H0 0 ZEH0|AAE FLG5H= 20| StorageGRID 0= 20| A AX| T2 0)| M o
H|O|X|E AME3IH +F 22 Fddts AL H 22Xl 27t BaLIth 59| o2 =EE F4d0f ot FR HS
JFSLICH 2 0] Chol o Hof| Stk 7 IS M Edfjof LICt.

O|Z2to|AH AL AX|et FHE B F XSelst = SHE AEX= E AHBE = ASLHITH
@ configure-sga.py 23EE. & +&LIC} configure-sga.py AT EEE ALE5I0{ 0{Z2}0[¢
LEof MX| 8l 1Y XtS3}

A
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1.

Ct

dlo

Y & StLHE AHE5H0] JSON It S Mgt

° ConfigBuilder 22 T2

"ConfigBuilder.netapp.com"”

o B F=ISLICt configure-sga.py HEEZI0|HA A AFZE StorageGRID H{E2}0|AHA MK
o

2O 2> 0| S20|AA Y AFEEY)0M 2TZES CHR2EEY &= AFLICL configure-
sga.py 23R EE AE3t0] 74 XtSstof| the X|E S FZoHHAI2.

At25t0] O{E20|HA L E9o| MX| gl 7Y XSE

i

"configure-sga.py 23 EE
JSON Q| L. E O|F2 L2 27 AI S & of gLCt.

* 1X} 0|4 32X} 0|52 R=Tt TAE 0|F0[0{0f ShL|Ch

>
r
n

© 2}, 27 U S[0IZS AR 4 ¢
o

=
* SIO|EQ 2 AJZSILE B &= Yl7ALE X A 4= §lELICH

@ JSON I}U9| - E 0| E(%| &9 0|5)0| 27otX| 2elstA|2. J™-X| @2 JSON
OUS AFESHH = 0lde LEE Fdg &= YlSLIT.

—

2. Advanced * > * Update Appliance Configuration * 2 MEiBtL|CL,

of

S2to[AA 14 YOOI E HO|X|7F LIEFELICY,

Update Appliance Configuration

Use a JSON file to update this appliance's configuration. You can generate the JSON file from the ConfigBuilder (5 application or
from the appliance configuration script.

A\ You might lose your connection if the applied configuration from the JSON file includes "link_config"
and/or "networks" sections. If you are not reconnected within 1 minute, re-enter the URL using one of the
other IP addresses assigned to the appliance

Upload JSON

JSON ’ Browse

configuration

Node name - Upload afile v

3. dE2EY 70| U= JSON IS MEASL|CE
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https://configbuilder.netapp.com/

0| Y=EE1 ASELILE f2d A ZZAAT 22 EH S 280l #A| Hoj| T+ 0| 50| EA|ELICE

JSON It o] 1M0f "link_config", "networks" EE= & CHOj| CHSH MIMO| ZEtEl AL
@ O Z2t0|H A0 CiEt HZO| BO{E = AELICH 12 O|LHOH| CHA| oi"éEIXI oH
O E2to|AA S CHE IP F& T LIS AHESH0] o{E2t0[A

2 AA URLE CHA|
IBHIAIR.
Upload JSON
JSON Browse

appliances.orig.json
configuration

Node name --Selectanode v
LE 0|5 * EECI22 JSON Lo Mo|El x| 42 LE O|S 2= M EL|CE
IHUO0| S oHX| O™ MY 0| 20| WZHMOZ FA|E| 1T QF HIA|X|7} =2t HY L of]
@ HA|ELCH 22 Ordo] o Z2to[HA0 MEE|X| 5

Ob&LICE ConfigBuilderS AE38t0] SHIE
JSON Lol AU=X| 2ol 4= AUSLICE

4 =E 0|2 * CECIS 220\ £E5 MeigLC
JSON A% =8 * ¥{E0| ZastglL|c

Upload JSON

JSON Browse

appliances.orig.json
configuration

Node name Lab-80-1000 v

Apply JSON configuration

5. JSON 74 X g * 2 MetetL|Ct.

configure-sga.py A3 EEE AIE5I0 ({E2I0[¢HA EO] AX| & £d X532t

E MNEY = JELICt configure-sga.py StorageGRID H{E2[0|HA = =0f Lot o2
AE-ixl gé _—I_Ug EI|.O.| xl'Egl'ol'l_ AqEIE(le _._|-E| | A-le aj __I.M-I EOI') 0| A2l EE
TSt 02210 A AT} B2 B K8 4+ YLLICL EF ATYES AIZSt0] 0jZ2to|olA

T4 MEJF ZotEl JSON MU S MMe 25 QIELICE
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* 0| O{S2t0|AA = 2ofl EX|=|0f AN HEH 0| HEE0] A2 H0| A JAELICE.

* HESZ @3 9 IP FA = StorageGRID 0{ZE210[QA HX| T2 MS ARSI 7|2 22| =0f CHal

e IP F2

o =
e =
FCIE LEE MK O 2Nt F9 7R BEl

—

U & UBLICL
EoHEEIHOM ST IP FAS &D Y= HYLICH,

* 7|2 2| LE 0]Qo| BE L =9| AL StorageGRID {EEI0|HA MX| T2 249 |
DE J2|E Y EYI MEY0| 7|2 22| =9 O2|E HEYI MEY 220 Ho|g]

—

* 2(8) H2EEYSLIC configure-sga.py IHY. O] IHU2 AX| Ot7H0| 20]| Zet=|0f ULt StorageGRID
O{E2t0|HA X T2 IH0M * =ZFH * > * 0{F2I0[AA HX| ATZE * £ 22I50] AN AL = ASLICH

Of At= S CIE{HO|AS AZSs U2 AHO| U= DT MEXIS 2B AYLICE Ei=
() storageGRID oiZ2fololA A%l T2 IS AFRBI0l R4S XSS A5 AGLICE S
+BLICHStorageGRID 0{Z2{0| 912 K| Z2I2E ABol0f ofZ2toleiA 24 XS

=
2. ASEE FZ0f ChE YUHRQI 2T AL JHsTH 0O He 252 E2{H O3S ZHeL|C)
configure-sga.py --help

£ Z2&/8LIC}t configure-sga.py 23 EE= 5712

o
-0
02
o
o
>
oo
ot
-
[l

° advanced BMC #8& E&¢t 115 StorageGRID 0{Z20|AA &% 289 ZR 5l 0]Z 20| A A 2| Hix|
40| ZeE JSON b =y

° configure RAID 2E, LE 0|& Y HEYZ 07 HHE A MsH= O] ALEEILICE
° install StorageGRID &X|E A|Z}sH= O] AFEEILICH
° monitor StorageGRID AX|E ZL|E{&SH= O AFSE/L|CH

° reboot {E2}0|AHA THEEIE

i
0
5‘5
ok

St2| @& (advanced, configure, install, monitor EE= reboot) Q14+ C
SHt St BRE(+)0M AL = U= SM0| CHEE XEMIS HEE HSdt= CHE

configure-sga.py subcommand --help

= £ YEYLICE -~help M
C2at EIAEJI FA|EIL|CH

3. o{Z2t0[AA LEO| viXf| M S S0l H CHS /KIS LHYLIC sGaA-install-ip {EEI0|HA L E0
CHSH IP =4 & SHLK(+)RLICE configure-sga.py configure SGA-INSTALL-IP

O Zit= 7| | 29 IP A9t 22|, O2(E 8l S2I0|UE HEAI o tiet YEE Z&oto

O{S2to| A 20] Chet Xl IP HEE HEAIRLICE

Connecting to +https://10.224.2.30:8443+ (Checking version and
connectivity.)

2021/02/25 16:25:11: Performing GET on /api/versions... Received 200
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Received

Received

Received 200
Received

2021/02/25 16:25:11: Performing GET on /api/v2/system-info...

200

2021/02/25 16:25:11: Performing GET on /api/v2/admin-connection...
Received 200

2021/02/25 16:25:11: Performing GET on /api/v2/link-config...

200

2021/02/25 16:25:11: Performing GET on /api/v2/networks...
2021/02/25 16:25:11: Performing GET on /api/v2/system-config...

200

StorageGRID Appliance
LAB-SGA-2-30
storage

Name :
Node type:

StorageGRID primary Admin Node

IP: 172.16.1.170
State: unknown
Message: Initializing..
Version: Unknown

Network Link Configuration
Link Status
Link

Down

Link Settings
Port bond mode:
Link speed:

Grid Network:
Bonding mode:
VLAN:

MAC Addresses:

Admin Network:
Bonding mode:
MAC Addresses:

Client Network:
Bonding mode:

Speed (Gbps)

10
10
10
10

N/A

FIXED
10GBE

ENABLED
active-backup
novlan
00:20:98:59:8e:8a

ENABLED
no-bond
00:80:e5:29:70:f4

ENABLED
active-backup

00:20:98:59:8e:82
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74

S 2O gts HBMOF ot= B2

VLAN: novlan
MAC Addresses: 00:20:98:59:8e:89 00:a0:98:59:8e:81

Grid Network

CIDR: 172.16.2.30/21 (Static)
MAC: 00:A0:98:59:8E:8A
Gateway: 172.16.0.1

Subnets: 172.17.0.0/21

172.18.0.0/21
192.168.0.0/21
MTU: 1500

Admin Network

CIDR: 10.224.2.30/21 (Static)
MAC: 00:80:E5:29:70:F4
Gateway: 10.224.0.1

Subnets: 10.0.0.0/8

172.19.0.0/16
172.21.0.0/16
MTU: 1500

Client Network

CIDR: 47.47.2.30/21 (Static)
MAC: 00:A0:98:59:8E:89
Gateway: 47.47.0.1

MTU: 2000

E
#HH#4 If you are satisfied with this configuration, FHHH#
##### execute the script with the "install" sub-command. #####
FHE A R

w= HE £ MEYLICI configure o1 HHE ALE fo:l A0 EL|CE, O:HE
=0, {S2f0|A AT 7|2 22| 20| HESH= O AFE5t= IP 4 %Eo HE ?172.16.2.99°
UAHSI D Ci22 LHLLC.
‘configure-sga.py configure --admin-ip 172.16.2.99 SGA-INSTALL-IP
HHE2H0|AHA A M S JSON IIUZ HASIHH E AESHUA|L advanced U backup-file ot BH. 0|2
E0{, IP TAJ Y= o{Z2to|HAL 1ME “”0*3f31 AR sGA-INSTALL-IP 2(E) 2t= Do A TLICt
appliance-5G1000.3son' & YHSIWD LIS LHLLICE.
‘configure-sga.py advanced --backup-file appliance-SG1000.json SGA-INSTALL-IP

74 Y27t ZetEl JSON o2 of| M ASEHES Ml Cl2 E2|of =g ELICt.

@ MMEl JSON Il XA .= 0|E0| {E20[HA O]
AHEXI0| 1 StorageGRID API0|| CHEE EX{$t 0
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rd

E ME83HAIR install ¥ monitor HEEI0|HAE HX[SI7| |t oF¢
configure-sga.py install --monitor SGA-INSTALL-IP

7. {E2t0|HAE HEEISHHH + E YHELIC configure-sga.py reboot SGA-INSTALL-IP
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configure-storagegrid.py TFHE XS%st= Ol AHE E= Python 23 EQILICE
configure-storagegrid.sample.json ATZER S AT ME M Ofel
configure-storagegrid.blank.json ASZEN AHEE Bl 1A opURIL|CH
* 2(8) UHSUELIC configure-storagegrid. json 714 Of. O| MiAUS THES2{H ME 1M oS +HE
2 UELICH (configure-storagegrid.sample.json) £ 8l AN O (configure-

storagegrid.blank.json)E S gL|Ct
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1. Python 23 ZIES HAMsII| I3 AL B¢l Linux A|ARI0| 2018t Ct.

E
2. M| of7to| =S F& C|aER|2 WAL

oll:

cd StorageGRID-Webscale-version/platform
fIX p1atform YELICt debs, rpms, £ vsphere.

3. Python 23 ZES HHst 1 Mot 7 IS ALSEL|CH.

./configure-storagegrid.py ./configure-storagegrid.json —--start-install
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StorageGRID has been configured and installed.
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NetApp® StorageGRID® Appliance Installer
Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Reguest a controller reboot.

| | ———

Reboot Controller |
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Owerview Hardware Metwork Storage Objects ILIM Events Tasks

Reboot

Shuts down and restarts the node. Reboot

Places the appliance’s compute controller Maintenance Mode
into maintenance mode.

Maintenance Mode

stol Cis} AFXFZF LIEFSLICE.

A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID senices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click QK.

Provisioning Passphrase

D2HMd Y= E st * OK * & MEHgL|Ct.

Tl BEAZSD "HE 2F", "StorageGRID SX|", "MEE "ot Z2 LA HAX|= O{Z2H0|AATF {FRIE+
HEZ SOIH7| 2ot HAE 225t JASS LIEHHLICY.



Owendiew Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become cormupted.

. Reguest Sent
O{E2I0|AHAT} @XIE4 DEQY off &0l H|A|X|0f| StorageGRID H{E2I0[HA MX| T2 20| AN ASH= O
ALY E URLO| Lt EL|CE.
Overview Hardware Metwork Storage Objects ILM Evenits Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

This node is currently in maintenance mode. Navigate to one of the URLs listed below and
perform any necessary maintenance proceduras.

= hitps: #1172 16.2. 106:8443
= hitpsAH10.224 2 106:8443
= hitps /47 47 2 106:8443
= hitpsfH169.254 0.1:8443

When you are done with any required maintenance procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer

6. StorageGRID O{E2}0|HA HX| T2 0] HM|ASHAH HAIE URL & SILIE RELICH

753t AR O{Z20|QIAS 22| HEQIA ZEQ| P FTAJI ZEEI URLE AFRSHAAIR.
@ MMA https://169.254.0.1:8443 2 22| ZE| X HZGOF gL|Ct,

7. StorageGRID 0{Z20|AA HX| ZZ M0 M O] Z2H0|AAT} RX|E 4= HEQIX] ZHQIgtL|Ct.
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A This nodedis in maintenance mode. Perfarm any reguired maintenance procedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,

8. LT QXS4 XS SUBLICH
9. X Es XYS 2 2 R EH REE TR F& L E RHE MIHELICE StorageGRID 01Z210[HAH
X zzTJHM * g *>* HEEY MFE * = MEfo CHZ * StorageGRID * 2= MREE * = M —.”E.“—IEP
NetApp” StorageGRID® Appliance Installer
Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -
RAID Mode
Reboot Controller Upgrade Firmware
Request a controller reboot. [ Reboot Contralier j
| |
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NetApp® StorageGRID® Help ~ | Root ~ | Sign Out
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A Data Center 1 .
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1 hour 1 day 1 week 1 month Custom
| DC1-G1
W G Network Traffic &
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v|DC1-53 '
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E2700 AE2|X| ZAEE2{2| SANtricity OS HF S MEHs{of THL|Ct.
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Software Update
You can upgrade StorageGRID software. apply a hotfix. or upgrade the SANtricity OS software on StorageGRID storage appliances.
« To perform a major version upgrade of StorageGRID, see the instructions for upgrading StorageGRID, and then select StorageGRID Upgrade.

« To apply a hoffix to all nedes in your system, see "Hoffix procedure” in the recovery and maintenance instructions, and then select StorageGRID Hotfix.

« To upgrade SANtricity OS software on a storage controller, see "Upgrading SANtricity OS Software on the storage controllers” in the installation and maintenance

instructions for your storage appliance, and then select SANtricity OS:
SG6000 appliance installation and maintenance
SG5700 appliance installation and maintenance

SG5600 appliance installation and maintenance

StorageGRID Upgrade StorageGRID Hotfix SANfricity OS

4. SANTtricity OS *

mufn

S

SANftricity OS H|O| X| 7} LIEFEfL|CY.
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SANricity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAM is automatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File

SAMtricity O3 Upgrade File Browse
12

Passphrase

Frovisioning Passphrase
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SANIrcity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAR s autormatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SANtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File
SAMtricity O3 Upgrade File ‘ Browwse RC_ dlip
o N |

Details € RC dlp

Passphrase

Frovisioning Passphrase
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AIE* HE0| ZyatELICE

SANMtricity OS5

You can use this page to upgrade the SAMtricity OS5 software on starage controllers in a storage appliance. Before installing the
new software, confirm the storage controllers are Nominal (Nodes = appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYSRAM = automatically installed based on the
appliance type and new software version, The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity OF on the storage contrallers, If you hawe multiple
types of appliances, repeat this procedure ta install the appropriate OF software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File ‘ Browwse RC dlp
o e —

Details & RC dlp
Passphrase
Fravisioning Passphrase
24
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A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are
you sure you want to start the SANtricity OS upgrade?
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10.

SANtricity OS Upgrade Progress

~ Storage Modes - 0 out of 4 completed

Q
Site It Name It progress 1l Stage 1! petais 11 Action
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Select the drive firmware packages you want to transfer. If you have more than one drive type, you can select up to four packages
to transfer at one time.

Current firmware packages:

HUH728080AL5204(MNEDD) View Associated Drives

Packages to be transferred:
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Downloads > Firmware > E-Series Disk Firmware

E-Series Disk Firmware

Download all current E-Series Disk Firmware

Drive Part Number Descriptions Drive Identifier Firmware Rev. (Download) Notes and Config Info Release Date o
Driv mber Descriptions -HUH728080AL5204}5 Firmware Rev. (Download

E-X4073A HDD, 8TB, SAS, 7.2K, PI HUH728080AL5204 NEOL NEOL Fixes Bug 1122414 26-Jul-2018

E-X4074A HDD, §TB, SAS, 7.2K, PI HUH728080AL5204 NEOL NEOLFEsSug 110413 26-Jul-2018

E-X4127A HDD, 8TB, SAS, 7.2K, PI HUHT728080AL5204 NEOL WEQI Fixes Bug 1122414 26-Jul-2018

E-Xd128A HOD, 8T8, SAS, 7.2K, PI HUH728080AL5204 | neo: NEQ1 Fixes Bug 1122414 26-Jul-2018
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RAID Mode
Reboot Controller Upgrade Firmware
Feqguest a controller reboot. [ Reboot Controller ]
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode

Reboot Controller Upgrade Firmware

Request a coniroller reboot. [ Reboot Controller I

Rebool info SlorageGRID Reboot inlo Mainlenance Mode |

MEE & L3 2tHOo| LHEHELICE

Owerndiew Hardware Metwaork Storage Chbjects LM Events Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

This node is rebooting from maintenance mode to rejoin the grid. Monitor the node stafus to
determine when the node has successiully rejoined the grid.
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Installation Advanced -

Link Configuration
Home IF Caonfiguration
Remap Ports
Fing Test

B Review the settings below, and then click Start Installation.
Port Connectivity Test (nmap)
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller

Upagrade Firmware

Request a controller reboot. [ Rehoot Contralier j

[ Rebool into StorageGRID ] Reboot into Maintenance Mode: I
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 cal
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NetApp® StorageGRID® Appliance Installer
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Mode Encryption

Node encryption allows you to use an external key management server (KMS}) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1bd870ae1c1ecbbd5e3849d790223766bafischT
Hostnames 10.96.99.164
10.96.99.165
Port 5696

Server certificate >
Client certificate >

Clear KMS Key
A\ Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in anather grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
delated.

Clear KMS Key and Delete Data
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https: //Controller_IP: 8443

Controller 1pi= 3749 StorageGRID HIEYZ & stiol Y= LAY HES2|(AE2|X| HES2{7} ofY
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Node Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all Storage GRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable nede encryption for an appliance during installation. You cannot enable or disable the nede encryption setting after the appliance is installed

Enable node encryption ]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1b4870aelc1ectbd5e3845d790223766baf35ch7
Hostnames 10.96.99.164
10.96.99.165
Part 5696
Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to accass or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Data
Clearing the KMS kay:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear in the text
box. Then, select Clear KMS Key and Delete Data.
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