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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage E|

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

|

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation
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Network Link Configuration

@@@@

A You might lose your connection if you make changes to the network or fink you are connected through. if
you are not reconnactad within 1 minuts, re-enter the URL using one of the other IP addresses assigned o
tha appliance
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Link Status

Link State Speed (Gbps)
1 Up 25

2 Up 25

3 Up 25

4 Up 25

5 Up 1

6 Up 1
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Link Settings

Link speed

Port bond mode

Grid Hetwork

Enable network

Metwork bond mode

Enable VLAN (202.1qg)
tagging

MAC Addresses

Admin Network

Enable netwaork

Metwork bond mode

MAC Addresses

Client Network

Enable network

(@ Fixed |

(@) Active-Backup

| 10GHE

() Aggregate

Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1
and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

=

(O) LACP (802 3ad)

[

ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

‘M

(@) Indepandent {T) Active-Backup

Connect the Admin Netwaork to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

di:c4:97 2a:e4:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use

all of these MAC addresses in the reservation to assign one IP address to this network
interface.

(=)

'E'ﬁ':'a.blingthe Client Metwork causes the default gateway for this node to move to the Client

Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,

2. 10/25 GbE L EOf CH3l 25 GbE 23 £ E AIStH= AR 23
MEdstL|Ct,

I

L CECR S20M *25GbE * £
J2|E HERZ Y 22I0|HE HE 0| ol AFHR S HERT AKX 0| £E K|St 2 -sHOf
SfL|C}H SFP28 ERA|H = LEO| AX|sHOf StL|Ct.

3. A8t = StorageGRID U ESRIIE &43} = H|gdatetL|ct
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Link Settings

Link spesd

Part bond meosde

Grid Network

Ensble network p

Network bond mods {~ Active-Backup (o LACF (202 2ad)

If the port bond mode

c Agareqate, 3l bonds mest b= oan LACEF 13dy med B

Enable VLAN (802.19) [
tagging

VLAM (B02.1q) tag 328 =]
Admin Metwork
Enable netwark p

Network bond mode {~ Independent v Active-Backup

Client Metwork

Enable network F

Network bond mode {— Active-Backup (o LACP (202 . 2ad)

If the port bond mode is Aggregate, a

Enable VLAN {B02.1g) p
tagging

VLAN (80213 tag 332 -]

CHIZE HEYI E= YIS HS P e1Z0| BO{H 3 YeLch 12 Lof CrA| HZs|x|
()  eod oZalojeiad SLE CIE IP F4 5 SILIE ALZ510] StorageGRID 01Z2[0|ei4 4%
DTEO[ URLE CHA| YELICt https://E5700SG_Controller IP:8443
B2 ge

"E5500SG ZHEEZ| ZEQ ZE HZE 2"

P 7Y 2%

StorageGRID 0{E2{0|HA MX| T2 S M50 StorageGRID 12| &, 2| X} 8
Z20|HE HET S O{E2I0|HA AEZ|X| LE0| AFREE IP T4 U 228 HEE
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216372121
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 =

Il

3. Static * (BX *)2 Meist 22 CHS tHAlofl 2t Grid Network(J2|E HEH3)E FALICE
a. CIDR E7|HE AH83t0 HH |Pv4 FAE LHBILICL
=
=

b. AO|ESIO]

d

SEETHY

H=-d
HEI0] HO|ER0I7} gl B SUSH A IPv4 FAES CHA| YRIBLICE

C. HE ZUS ArEstE MTU ZEE 90002t Z2 HE 2|0 Mefet gtz HARL|CH IFX|
7|22 15002 |X|HCt.

@ HEHIS MTU 22 =E7t HEE AKX ZEOf| 1 E ghat LX[sHoF gfLfct. 2K
UOH HEQID d5 2H = I3l &40 LY & ASLICE
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&dmin Metwork

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metwaork is typically a private network and does not need to be routable between sites.

P (@ Static (D BHCP
Assignment
IPv4 Address 10.224 3.72/21
(CIDR)
Gateway 1022401
Subnets 0.0.0.0/32 +
(CIDR)
MTU 1500 >
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Client Network

The Client Network is an open network used to provide access to client applications. including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
IF (® Static ) DHCP
Assignment
IPvd Address 4T AT T 18321
(CIDR)
Gateway 47.47.0.1
MTU 1500 =

a. CIDR E7|'H2 AL2310] HE IPv4 ZAES YiBLICH
b. X%} * 2 S2gL|ct
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Z2H0|H A0 M AL FQI StorageGRID HIEH 0] A AT 4= QL=X| Zteleof SfLct,
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1. StorageGRID {Z2t0|AA HX| T2 9| Ul ZZ0|M * HERZ 4 *>* Ping X MTUHAE* S
Saigct

Ping ¥ MTU EHIAE H|O|X|7} LIEFEL|CE.

Ping and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test
Metwiork Grid =

Destination [Py
Address or FQON

Test MTU [
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20| L}E &l "Ping test Passed" H|A|X|7} LIEHEL|CE,

Ping and MTU Test

lUse a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectraty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test

Metwiork Grid [

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 18.96.164.223: icmp_seq=1 ttl=64 time=8,318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms

rtt min/favg/max/mdev = 8.318/8.318/8.318/8.808 ms

Found MTU 1588 for 18.96.164.223 via bre
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Of Zriof Chat

StorageGRID {EZ}0|HA HAX| Z2 0] HSE ZE S=S AHE5t0{ 0{Z2t0|¢A9 O2|=E HERIL| LHE
LE 7o AES HAEY £ JSLIC

3t QI NFS = DNS A0l AHEE[= 21t 22 UDP ZE2 Admin U Client NetworksOll A HZ S EIAES
o

UELICE O|2{et TE ZE2 StorageGRID HIERZ X[E Q| ZE FXE HESHUAIL.

ZE HZ Ho|20 LIEEl J2|E HEYA ZE = StorageGRID HZA 11.5.002t R&tL|Ct.
TE RN H= ZEE RI5EH AL E¢l StorageGRID H{Z0]| CHet HIERZ X
EZxsifof ghLCt.

©

THA|
1. StorageGRID 0{Z20[21A HX| T2 IMOM * HE/ZY 74 *>* ZE AZ B|AE(nmap) * £ S2/LICH

ZE HE HAE H|0|X| 7} LIEFELICE

ZE AA Bojl= 22|E HEHI0M TCP HZ0| RS == FYO| Liot ASLICE 2F == 0] il Ho
{S2t0[ A 201 HAM[ATH 4= R0{OF St= O2|= HEH I ZEJ LHEE[0] JASLICH

The following node types require TCP connectivity on the Grid Network

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

HOf| LIZE O|Z2H0|AA ZEQF O2|E HERIAQ CHE L& 2He| HES HAEY £ JEFLCH

2. Network * (HIE®|3 ) EFCI2OIAM * Grid * (32| = *), * Admin * ( Z2|Xt *) &= * Client * (22H0[AE *)2}
ZO| HAEY HEQIE MEfBtL|Ct,

3. sl WEQIRS SAE ChEt IPv4 T4 HRIE XL

OiEIofl EAIE = 5tO|ZS AHE5H0] M| S AIFRLICE

4. TCP ZE ¥z, #EZ P2E EE 82 T TE YIS 3ic
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The following node types require TCP connectivity on the Grid Network.

Node Type Grid Network Ports

Admin Node 22,80,443,1504,1505,1506,1508,7443,9999

Storage Node without ADC  22,1139,1502,1506,1511,7001,9042,9999,18002,18017,18019,18082,18083,18200

Storage Node with ADC 22,1139,1501,1502,1506,1511,7001,9042,9999,18000,18001,18002,18003,18017,18019,18082,18083,18200,19000
API Gateway 22,1506,1507,9999

Archive Node 22,1506,1509,9999,11139

Port Connectivity Test

Network Grid ¥
IPv4 Address 10.224.6.160-161

Ranges
Port Ranges 22,2022

Protocol ® TCP uDP

Test Connectivity

5. HZHAE * 5 S2/elLCt,

=

o MEHSHHE £ZF HES3I HEHO| RRotH "ZE AZ HAE Sa™ HIA[X[7} SA4 BL{Of LIEFLICY,

nmap BT 32 A of2fofl LIE =0 ASLIC

Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70@ scan initiated Fri Nov 13 18:32:03 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.20060s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:04 2020 -- 2 IP addresses (2 hosts up) scanned in 9.55 seconds

© 22 SAEO| gt LE £F YEYT 0| O|TOHA|TH SAET} Melst EE 5

StLt Ol &t ZLEOf| A

1 T47] 0] OIL{B! ™HE o128 EAE AT AIXI 7} &A% BfL{0] LIEFLILIC} nmap 22 S22 b4

ofzol LZ =[] ASLICE.

SAETHHABHA G BE 9 BEL mErs AL

5

of AZote = E:':7f A Ex|E
=}

s S
AEHO| 11 StorageGRID NMS A{H| A7} OFE! MSHE|X| 942 A 0| L 2HAH HjL4 7} LEEFE & U&LICH

53



© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999

Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 202Q -- 1 IP address (1 host up) scanned in @.59 seconds
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© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.7@ scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
15@6/tcp open uted
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2@2@ -- 1 IP address (1 host up) scanned in 1.6@ seconds
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Set Up SANtricity® System Manager

Welcome to the SANtricity® System Manager! With System Manager, you can...

* Configure your storage array and set up alers.

» Monitor and troubleshoot any problems when they occur.

s Keep track of how your system is performing in real time.
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Node Encryption

Mode encryption allows you to use an external key management server (KM3) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the
appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed.
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Remap Ports

If required, you can remap the internal ports on the appliance Storage Mode to different external ports. For example, you
might need to remap ports because of a firewall issue.

Metwork | Grid j Protocol | TCF j
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NetApp® StorageGRID" Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced «

Home
© The installation is ready o be started. Review the seftings below, and then click Start Instaliation.

Primary Admin Node connection

Enable Admin Node =
discovery

Primary Admin Node [P 172.16.4.210

Connection state Connection to 172.16.4.210 ready

Mode name

MNode name MetApp-SGA

Installation

Current state Ready to start installation of NetApp-3GA into grid with Admin Node
172.16.4 210

Start Instaliation

2. Primary Admin Node connection * Al 0{|A{ Primary Admin Node2| IP F£ 2 X|Hdl{0} st=X| (R E
stolgtL|Ct,
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Monitor Installation(Z2L|E{ A X|) H|O|X|¢{| HX| ZIZHE0| EA|EIL|CE.

Monitor Installation

1. Configure slorage Running

Siep Progress Status

Configure volumes Li% | Creating volume StorageGRID-obi-00

Configure host settings Fending

2. Install OS Fending

3. Install StorageGRID Fending
Pending

4. Finalize installation
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Home Configure Networking -

Monitor Installation

1. Configure storage

=

2_Install OS5

3. Install StorageGRID

4. Finalize installation

Connected (unencrypted) to: QEMU

platform.typen: Device or resource busy
09:

[Z2017-07-31TZZ:
ontainer data

[Z2017-07-31TZ2Z2:
[Z2017-07-31TZ2Z2:
[Z2017-07-31TZZ:

[2017-07-31T22:

[2017-07-31T22:

09:
09:
09:
09:

09:

12.
12.
12.
12.

12.

12

3625661
3662051
3696331
5115331
5700961

.5763601

of node configuration

[2017-07-31TZ2Z:
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min Mode GMI to proceed...
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12.

h813631
5850661
5883141
5918511
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2983601
6013241
6047591
6078001
.b1609851
.b145971
6182821

Configure Hardware -

INFO —-

INFO
INFO
INFO

INFO

INFO

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

[INSG]

[INSG]
[INSG]
[INSG]

[INSG]

[INSG]

[IN3G]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]

IMonitor Installation Advanced -

Complete

Complete

Running

Pending

NOTICE: seeding ~wvar~-local with c
Fixing permissions

Enabling syslog

Stopping system logging: syslog-n
Starting system logging: syslog-n

Beginning negotiation for downloa

Please approve this node on the A
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"ConfigBuilder.netapp.com"”

o B F=ISLICt configure-sga.py HEEZI0|HA A AFZE StorageGRID H{E2}0|AHA MK
o

2O 2> 0| S20|AA 7Y ATEEY)UM 2TZES CHR2EEY &= AFLICE configure-
sga.py 23R EE ALE3I0] 74 XtSstof| The X|E S FZoHHAI2.

At25t0] O{E20|HA L E9o| MX| gl 7Y XSE

i

"configure-sga.py 23 EE
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2. Advanced * > * Update Appliance Configuration * 2 MEiBtL|CL,

of

S2to[AA 714 YOOI E HO|X|7F LIEFELICY,

Update Appliance Configuration

Use a JSON file to update this appliance's configuration. You can generate the JSON file from the ConfigBuilder (5 application or
from the appliance configuration script.

A\ You might lose your connection if the applied configuration from the JSON file includes "link_config"
and/or "networks" sections. If you are not reconnected within 1 minute, re-enter the URL using one of the
other IP addresses assigned to the appliance

Upload JSON

JSON ’ Browse

configuration

Node name - Upload afile v

3. dE2EY 40| U= JSON IS MEASL|C
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0| Y=EE1 ASELILE f2d A ZZAAT 22E[H S 280l #A| Hoj| I+ 0| 50| EA|ELICE

JSON It o] 1M0f "link_config", "networks" EE= = CHoj| CHSH MIMO| I EtEl AL
@ O Z2t0|H A0 CiEt HZO| BO{E = AELICH 12 O[LHO| CHA| oi"éEIXI oH
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; AA URLE CHA|
IBHIAIR.
Upload JSON
JSON Browse

appliances.orig.json
configuration

Node name --Selectanode v
LE 0|5 * EECI22 JSON Lo Mo|El x| 42 LE O|S 2= M EL|CE
IHUO0| S oHX| O™ MY 0| 20| WZHMOZ HA|E| T QF HIA|X|7t =2t HY L of]
@ HA|ELCH Z2ZE Ordo] o Z2to[HA0 MEE|X| b5

OF&LICE ConfigBuilderS AE38t0] SHIE
JSON Lol AU=X| gl 4= AUSLICE

4 =E 0|2 * CECIS 220\ £S5 MeigLc
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Upload JSON

JSON Browse

appliances.orig.json
configuration

Node name Lab-80-1000 v

Apply JSON configuration
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0| =pHofl CHaH
0| O{E2I0|AA = 2ol MX|=|0] YT HEYI 0| AL UM MAUO| HA USLICE
* HESZ 3 9 IP FA = StorageGRID O{ZE210[QA HX| T2 MS ALBSI0 7|2 22| =0f CHal
TEE[RAELICH
* 7|2 e EE HX|Sts AR AT IP FAE &+ JASLICL
* CI2 L EE M| gl Mot 2R 7= 22| EJHHEE[QJIOH ST IP FAE 21 U= ALt

* 7|8 #E| LE 0|29 2= E2| FL StorageGRID O{Z20|A AX| Z2 39| [P 74 H|0| X|of| LIZ &l
HE J2|E HE/I MEHO| 7|2 22 L2 O2|E HE/I MEU %Eoﬂ HOlE[of AELICE

—

* 2(B) UREEYELICt configure- sga py o, O mU2 AX| O7H0| 20| &
O{Z2t0|AA EX| Z2 MO M * = * > * 0{Z2[0|AHA HX| AFZE* E %E‘ﬁ@l ”*ﬂﬁ” = AL

O] EAh= HEE QUHI0|AE A8st= 28 Feol U

©) StorageGRID Of2H0lel2 X Z2 1A NI RUE NEAY o= YBLIC
ELIChStorageGRID 01Z20|2i A 4x| T2 AZsio] 0]Z2f0|tA 74 X

configure-sga.py --help

o
-0
02
I
o
>
oo
ot
-
[l

£ Z22I8IL|C}t configure-sga.py 2JEEE 5712
° advanced BMC +8& E&ot 115 StorageGRID H{EZ20|HA A5 229| AL 5l {E2t0[AHA 9| S|
TM0| ZghEl JSON I =hd
° configure RAID 2E, LE 0|8 ¥ HERIZ 047 H+E Fd5t= o AFEELICH
° install StorageGRID &X|E A|Z}sH= O] AFEEILICH
° monitor StorageGRID AX|E ZL|E{&SH= O AFSE/L|CH
° reboot O{ZZI0|AHA HREE

£ UYLt -~help M

52| H&(advanced, configure, install, monitor EE= reboot) 214 =1
CSYUEHAET HAELCH

A=
= C
T =
S shel A(+)0lM AH Y = U= S M0l Chst IHHI?J HEE HS5h= LHE
configure-sga.py subcommand --help

3. O{E2t0|HA LLEO| #ixf 7S &lstE{M CHS |IXIE LHYLICE sca-install-ip HHEEI0[AA 20
CHSH IP =4 & SHLK(+)RLICE configure-sga.py configure SGA-INSTALL-IP

O Zit= 7| | 29 IP A0t 22|, O2[E 8l S2I0|UE HEAI o tiet YEE Z&oto]
O{S2to| A 20] Chet Xl IP HEE HEAILICE

Connecting to +https://10.224.2.30:8443+ (Checking version and
connectivity.)
2021/02/25 16:25:11: Performing GET on /api/versions... Received 200
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automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html
automating-appliance-configuration-using-storagegrid-appliance-installer.html

Received

Received

Received 200
Received

2021/02/25 16:25:11: Performing GET on /api/v2/system-info...

200

2021/02/25 16:25:11: Performing GET on /api/v2/admin-connection...
Received 200

2021/02/25 16:25:11: Performing GET on /api/v2/link-config...

200

2021/02/25 16:25:11: Performing GET on /api/v2/networks...
2021/02/25 16:25:11: Performing GET on /api/v2/system-config...

200

StorageGRID Appliance
LAB-SGA-2-30
storage

Name :
Node type:

StorageGRID primary Admin Node

IP: 172.16.1.170
State: unknown
Message: Initializing..
Version: Unknown

Network Link Configuration
Link Status
Link

Down

Link Settings
Port bond mode:
Link speed:

Grid Network:
Bonding mode:
VLAN:

MAC Addresses:

Admin Network:
Bonding mode:
MAC Addresses:

Client Network:
Bonding mode:

Speed (Gbps)

10
10
10
10

N/A

FIXED
10GBE

ENABLED
active-backup
novlan
00:20:98:59:8e:8a

ENABLED
no-bond
00:80:e5:29:70:f4

ENABLED
active-backup

00:20:98:59:8e:82
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76

S 2FOM gts HBMOF ot= B2

VLAN: novlan
MAC Addresses: 00:20:98:59:8e:89 00:a0:98:59:8e:81

Grid Network

CIDR: 172.16.2.30/21 (Static)
MAC: 00:A0:98:59:8E:8A
Gateway: 172.16.0.1

Subnets: 172.17.0.0/21

172.18.0.0/21
192.168.0.0/21
MTU: 1500

Admin Network

CIDR: 10.224.2.30/21 (Static)
MAC: 00:80:E5:29:70:F4
Gateway: 10.224.0.1

Subnets: 10.0.0.0/8

172.19.0.0/16
172.21.0.0/16
MTU: 1500

Client Network

CIDR: 47.47.2.30/21 (Static)
MAC: 00:A0:98:59:8E:89
Gateway: 47.47.0.1

MTU: 2000

E
#HH#4 If you are satisfied with this configuration, FHHH#
##### execute the script with the "install" sub-command. #####
FHE A R

w= HE £ MEYLICI configure o1 HHE ALE fo:l A0 EL|CE, O:HE
=0, {S2f0|A AT 7|2 22| 20| HESH= O AFE5t= IP 4 %Eo HE ?172.16.2.99°
UAHSI D Ci22 LHLLC.
‘configure-sga.py configure --admin-ip 172.16.2.99 SGA-INSTALL-IP
HHE2H0|AHA A M Z JSON IIUZ HASIHH E AESHUA|L advanced U backup-file ot BH. 0|2
E0{, IP TAJ Y= o{Z2to|HAL 1S “”0*3f31 AR sGA-INSTALL-IP 2(E) 2t= Do A TLICt
appliance-5G1000.3son' & YHSIWD LIS LHLLICE.
‘configure-sga.py advanced --backup-file appliance-SG1000.json SGA-INSTALL-IP

74 Y27t ZetEl JSON o2 of| M ASEHES Ml C|2 E2|of 2 ELICt.

@ MMEl JSON Il X[ A2 .= 0|E0| {E20[HA O]
AHEXI0| 1 StorageGRID API0|| CHEE EX{$t 0



6. O{E2I0|AHA FHO| HEARL
HH:

rd

E ME83HAIR install ¥ monitor HEEI0|HAE HX[SI7| |t oF¢
configure-sga.py install --monitor SGA-INSTALL-IP

7. {E2t0|HAE HEEISHHH + E YHELIC configure-sga.py reboot SGA-INSTALL-IP

StorageGRID 74 X535}

J2|E EE X% 5 StorageGRID A|AH M S XtEoHE 4= JYSLILCE.

AN

-

A

(e

ol

* &% Ol7I0|E0f| M Ltz T Q| #IXIE 21 ASLICE

o ol A
configure-storagegrid.py TFHE XS%st= Ol AHE E= Python 23 EQILICE
configure-storagegrid.sample.json ATZEQ S AT ME M Ofe
configure-storagegrid.blank.json ASZEN AMEE Bl A opURUL|CH
* 2(8) UHESUELIC configure-storagegrid.json 714 Of. O| MiAUS FHES2{H ME 1M oS +He
2 UELICH (configure-storagegrid.sample.json) £ 8l AN O (configure-

storagegrid.blank.json)E S gL|Ct

Of ZhHofl CHaH

E M8 £ UELICE configure-storagegrid.py Python A3 EQt configure-storagegrid. json

StorageGRID A|AE! 2 HE XtS2tohH= 7o TFAJLICE

() 28Ic Bax £ UK APIS MBS0 AIAHIS TS S5 YALIC

THA|

1. Python 23 ZES HAM3I7| I3 AL B¢l Linux A|ARI0| 2018t Ct.

E
2. M| of5to| =S F& C|aER|2 WAL

oll:

cd StorageGRID-Webscale-version/platform
fIX p1atform YELICt debs, rpms, £ vsphere.

3. Python 23 ZES HHsI 1 Mot 7 IS ALSEL|CH.

./configure-storagegrid.py ./configure-storagegrid.json —--start-install
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=7 11H7|X| czip G2 78 Z2MA S0 d8=H 2K U 78 Z2MAE A
CH2 2 EEL|C). StLt 0|42 J2|= = =0of| Fof7t wiist L StorageGRID A|AH
oS WSO SILICE O E S0, et MY HIERIS 9IX| & etdiet S2tRE MEL 2

2784 QT 2 1j7|X]

Sl ClEE2|of

(=3

=

f2 QAX|of S AFRLICE

(D ST 7| X| I}Y2 StorageGRID A|AR|M GIO|EE 7t 2= O ALY &+ U= =3} 7|2f
A7t ZSE|0 B E Hots | X[SHof ghL|Ct.

Yo A= E Mgsliof oICt X| Yot HL of =S E0{0F &LIL} Passwords. txt IfUS FS1 StorageGRID
| A0 M| ASH= O 2Rt A2 E HELICH

ifsssssssaasssasdsasadadddgdtititatstaaa AR REEEEEEEEEEEEEEEEEEEE
##### The StorageGRID "recovery package" has been downloaded as: #####

#H#H# ./sgws-recovery-package-994078-revl.zip #HHHH
#HHH4 Safeguard this file as it will be needed in case of a #HHHH#
#HH#4 StorageGRID node recovery. #HH4##

R R R R R R R
&0l H|A|X|7t EA|Z|H StorageGRID A|AEIO| MX| 8l LA EL|CE

StorageGRID has been configured and installed.

REST API 2X| 7iR

StorageGRIDE= M X| 22 £Hlst7| 28t & 7HX| REST API, & StorageGRID & X| API2}
StorageGRID O{E20[AA X[ 22[Xt APIE MISELICE

Z2 M85t API M E HMSELICH swaggerE AHESHH 4L X2t
! %*._" | O SESt=Xl 20{F= AHEXt QIE{T|O| A0 M APIZE 4=
¢l 7|& 3! JSON(JavaScript Object Notation) Ci|O|E{ & Alof| CHal & 2411

&= API 2% Swagger 2E AA AP| S
FHEXEZ}E Ot AFEXEZEAPIZE OHIN
2H8Y = AELICL Ol EMoM=
ol|:|-—l 7|-x-lo|-|__|[:|._

A
ﬁ_l_
X
T'__

@ API Docs @ H|O|X|E AtE3I0] =Ast= EE API 22 2t0|E RHL|CH 2 7 HIO[EfLt
=

7|EtHIOIHE =4, YHI0|E =

Z} REST API H20ll= APIQ| URL, HTTP X, T4 b= MEHM YRL Of7f ¥H4:, J2| 10 ol AtE|= AP 250
ZEHEIL|CE

StorageGRID & X| API

StorageGRID & X| API= StorageGRID A|ARIE MS #4e wet 7|2 #E|Xt E F5FE Ao 5H= 2010t
At 4 QUELICEH MX| APIE Grid ManagerOl Al HTTPSE Edf] M AE 4= AUELICE

APl BEMof| HAMASHAEA 7|2 22| =29 X @ H|O|X|2 0| S35t Ml Z20M * =82 * >*API BB M * &
MEdStL|CE
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StorageGRID & X[ API0f|= C+Z MM0| ZetE|0] AUSL|CH

* * config * — M|E 22|A S API HE ot #HEHE XH ME 2elA Y
HME LIgY £+ ASLICL
=

ra
=l

FollE B2|A0M X|#5hH= APIS| =2

+*02|E —J2|S 2l 7 XY J2IS MR M, D2\ WESYS MY, 12| ofS, NTP % DNS At IP
FAS TEP 12|C HHS 2D Aro[E 4+ ABLICE

CrEEcRE W P R 02| E S22 ZMstn, J2C =ES A6, J2IE ES T4,
J2iE LES BT, J2|E kEQ| BN WA 4 YL

C IR — DEHKY R, IRH|M Y A AR T2H|HY Helo] e 2 4 YaLict

I6|
e |2 pa| ke B Ao R E HUHD

HEE =2 = ASLICH

* *recovery-package * — S+ I{7|X|E CI2EE517| 9/ot 2.

*AO[E * — ALO|E =& T+ 2 AMO|ES HEL, B0, Mgt g = JAELIC

StorageGRID O{Z2}0|HA MX| 22| Xt APIRLICt
StorageGRID O{E2}0|HA MX| 22| X} API= Ol HTTPSE Solf HMAE 4= JQELICH controller IP:8443.

AP| BEMoi| MM A512{H 0{Z2}0|HA 9| StorageGRID O{Z2H0[AA Hx| Z2IHO R 0|S3H0 Hl'r ZZ0i|A *
=22 *>*API Docs * £ MEILICY.

StorageGRID 0{Z2t0|AA HX| 22[Xt APIO|= CFZ MM0| Zete|0f ASLICE.

+*ofmst QTS BElohn st ME|E Eolots K,
* * SER0| 7Y *— ATE SERO{OIM AlAH MBS POt FY

* * YIE9|Z *— StorageGRID 0{Z210[21A U OfZ2fo|otA TE HMof thzt J2|=, 22|zt Y S2tootE
PIDE DR

(=]
* *setup *— A|ARIOf| CHet WEHE @10 7|2 22| LE |PE YO|0|ESH= 2F S ZEste] X£7| 0{S2t0[¢1A
X A-o| ==0| == &Y

c XY —dEE MREY L 2T IH7(0f tet 2F

0

o
*a2f0|= *—o{Z2to|tA Helof o] =t BHEAE Xt

[ — 1

« *AZ M *__ StorageGRID &% IYUS HZE8H= =,

St=0f 2X| 2| SH&

X Sof| X7t Hdlot= E2 ot=qll0] AF 8 HE Xt 2EE 22X oiE ZEE
HdESt= 0| ==0| & £ ASLICE
o Y=

"SIEHO X7 SEE A ZSLICH

79



GEEY L
ot=s|of Ex[7t STE A Z&LICH

SIESIO] Zolf EE= AH|0|2 HZE T E 28 E700SG HEEE{7t £E
26te AL StorageGRID H{E2I0|HA A T2 IMS ALEE £ &LICH

B
1. 7TH2HE CIAZ[0l0M ZEE =0

ol

gfLCt,

HEE A= S SIE 07 £7|otk|= S 2702] 7THI2AHE C|AZ0[of= YHS ZEIF HA|EL|CEH
SIEQIO7 d3X oz BEH 709 NOAHEN M 2 HESE{0f s M= CHE ZEE HEAIELIC

2. E700SG ZAEE2{0f et 7M|2HE C|AZ2|0[2] =S HEFLICE

@ AX| 3 Z2H| Kol AlZto] ZEL|CE 25 AX| HAME R 2 St StorageGRID
{E2to[tA x| Z= a0 HL|0|ES E1SHA| gd5LILt.

LS

QFEIL EYSHH 7 MOIHE C|AS2O|0f| M Tt Z2 A|HATF ZHEL|CE

3. 0[2{3t B0 O|0|2 O[¢fistE{ T C}S B|AAS RAESIAAIL.

ZHEEY EERSHUAIR
E5500SG ZHEE2] * "E5700SG ZHEE2{2| A HA[7]"
* ""SANtricity OS 2T EQ0{Q}t S7|2t & 2LF
Hl-AH"u
=S
E2800 ZHE = _E5700 %! E2800 A|AH! HL|EZ 10|
« Xt11: * E-Series E5700 ZIEE2{0f| 2ol MHEI
IEE= 0{E2I0|HAL| E5500SG HEEZ{0f
HEE[X| gt&LICEH

4. Ol EH7LHEE K o J|E X2 BAM0l| 2ol5HHAIL.

o Y=

"E5500SG ZIEE2{2| MEf HA|S"

"SANtricity OS 2T E¢|0{2t S7|2}5t= St @F 7 2 SL )
"NetApp E-Series A|AH EA] AIO|E"

SANtricity 0S 2L E||0{2t 57|=lot= SO @77 RS LIC

StorageGRID 0{Z20|HA HX| T2 0| SANtricity OS 2T E |0} S7|2te 4~ ¢l
42 AR FHEEDQ 7THOHE C|AE0l0f ST 2F ZE7 HA|ELICE.

rr

Of ZfHofl 3


http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html
http://mysupport.netapp.com/info/web/ECMP1658252.html

Q2 AT BAEE 29 0] £ XX|Z 2UWsHIAIQ.

A

1. & HAEE2 AMO|0f = F 71l 4= HZE A|0[2S 2QlstL A|0[S 1t SFP+ ERMAIH I} THEHS| AZE[0] A=K

olgtL|ct.

[y = |

Jot4n

N

2R wet AH0|E = SFP+ EMAIH & StLt EE= = LHE WAISHL CHA| A|=SHY A2,

w

J2E EHTESHARIX 2 J|E X[ B0 EoSHYAL.

LS — —

HZ ZH| oh

I

HO

StorageGRID 0{E2(0[2AA AX| 0| HZ EH|7t ZdotH LiEEl =8 =X| BHAE =25l of
'c'>'l-|__||:|-
= .

A0 HZS 4 Q= ZS HIEST 2R} YL SHES0] MK HER o=
o [_‘_I.

CHA|
1. SANTtricity A| A& 22| Xt HZS £ Ql= ER:

a. SANTtricity System Manager:+2| 22| HIEQ|30{|A E2800 ZIEE2{2| IP FAE AHE5I0{ o{E2to|AH A0
pingE Al=fLIC} ping E2800 Controller IP

b. Ping0ll Al SEO| gl A2 SHIE IP FAE AL J=X| &olgtL|ct,
E2800 HEE2{o| 2| ZE 19| IP TAE AtEtL|C

C. IP FATJ SHIE 22 {Z20|AHA AH|0|2 HE U HESRIT HYE &QlstHA2.
JeiE X7t SHEEX| o™ 7| X[ 2M0l| 2olstH A,

d. Ping0ll 833tH & HEtXE FLCH

€. SANtricity A|AR 2t2[Xte| URLS LUHELICt https://E2800_Controller IP

SANtricity A| A 22|Xte| 21 H[O|X| 7} LIEFEL| L.

2. E5500SG ZEE2{0] H2Y £ gl= B
=

a. E5500SG HEE2{9| | TA(+)
E5700SG_Controller IP

b. Ping0ll A SEO| §l= 2% SHIE IP FAE AFESHI JA=X| =lgL|ct.

JE|EHERS, A2 HERI =

rr
i
I
=)
re
[m
s
Im
n
|
=2
x
<
1]
i)
=)
re
|>
10
%
-4

>
i
>
1))
ot
4>
30
i3
-
_lTl_

C. IP FA7t SHIZ F2 0{Z2f0|2AA H 0|2 A1, SFP EHAIH U HEYT MHE HIGHINL.

JefE EXZEMELX| FLH Jls X B0 2QSHHAIL.
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€. StorageGRID O{E20|HA MX| T2 MO URLS LELICH https: //
E5700SG_Controller IP:8443

Z H|O|X| 7} LIEFELICY,

StorageGRID H{Z2I0|HA HX| Z= 20| k= S HEZZE MELLIC

StorageGRID O{E20[HA MX| T=240| M= SO AFE HEEHE ME-or
= JELICL o|E £0f, dX[of| HIitt 2R HEEZHE =

L—=

o] =Hdof| chaH
O| Hkt= ZHEE HEE2{7t StorageGRID H{E2I0|HA HX| T2 23 MEHSH= H L0
2t= =™ StorageGRID O{E210|¢1A X[ =243 [ O|& AFEE 4= g17| IiZ 0l Of THA|

Lt

i

1. StorageGRID 0{Z2{0|91A HX| Z2IH0A * IF *>* HES2| MR * 2 22U T 13 4 5 ol
MesiLict,

© 8 2|0 Th EQ1%t

SAlE4 DN SRS 4

- QX|E4 BEZ HYRE * S MEsI0] QX E4 BER HOF 9l

J2|S 0l Tl e1Zek| Foll =E0iA S8sH0f st A7t KX

= JEoM HEEHE HELSHA
dislo LEE I-IM 2oz Mstst

rageGRIDE RF& *
giod ol 2 1% MENSHL|C}.

H * St
H|7

—-—O

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Menitor Instaliation Advanced -

RAID Mode

Reboot Controller |Upgrade Firmware

Feguest a coniroller reboot.

|| | |

Reboot Controller ]

SG6000-CN HAEE2{7} MEE EICt

SG5700 HE=20|HA FX]|

E2800 ZHE E2{0{| A SANTtricity OS AL EQE 21 12|0|=E5tHLt, E5500SG ZHHEE21{9
o|ul 213 M8 S HASIHLE, E2800 ZHEE2{ E= E5500SG ZHEEE{E uAH|SHHLE EX
T8 QAE WAHSHoF & 5~ USLICE O] MMo| HX}of|A= 0{Z2t0|AHA AT} o[O|
StorageGRID A|AHIS| AER|X| LEZ ARE[QUCIT JPHBILICE
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&4
RXEA BER HES SHAL"

* "AEZ|X| ZHEE2{0| A SANtricity OS & 12{|0|="

* "SANtricity A| AR 2I2|XIE AHE3H0] E210|E HRU0{E 20| =gt
* "E2800 HEE2{ WA

* "E5500SG ZHEE2{ uA"

* "CHE SIEY0 4 24 uH"

* "E5500SG ZHEEDQ| 3 +4 HE"

* "MTU &H 2 HE5l= ZLICH

* "DNS At 74
* "X 2L BEOM LE ATt DL ER"

l'O}

tolst= SYLICH

_I

AR+ HEZ HFS FAHAR

EdH FXEx BXE 57| | MEFS /AIE+ ZEZ Taboljof gfL|C}.

* X|@lE|E EHEtR K E A25I0] Grid Manager0ll 2 1Q18[0f BtL|C}.

- 9X| 2| £ 2E AN|A ABH0| Q0] BHLICH KA LIRS StorageGRID 22| XI&S & xS
ol x{of cisH
StorageGRID O Z20|9IAS QX| B2| BER MEHSIH U7 UNAT}F 2753 FIZ0| & £ YALICH

@ X2 ZE9| StorageGRID O{Z210| A0 TS &2 5l S AE F|= O{E20[AATE MH[A

mjot SUSHA| QRIELICH

CHA|
1. J2|E ZA2|XPol|A * L E * = MEHSL|C},

2. wC Ho|x|9| E2| HojA 0{Z2t0|A AER|X| =S Meyei|ct,
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Owerview Hardware Metwork Storage Objects ILIM Events Tasks

Reboot

Shuts down and restarts the node. Reboot

Places the appliance’s compute controller Maintenance Mode
into maintenance mode.

Maintenance Mode

stol Cist AFXFZF LIEFSLICE,

A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID senices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click QK.

Provisioning Passphrase

D2HMd Y28 st * OK * & MEHEL|Ct.

Tl BEAZSD "HE 2F", "StorageGRID SX|", "MEE "ot Z2 LA HAX|= O{Z2H0|AATF {FRIE+
HEZ SOIH7| 2ot HAE 225t ASS LIEHHLICY,



Owendiew Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become cormupted.

. Reguest Sent
O{E2I0|AHAT} @XIE4 DEQY off &0l H|A|X|0f| StorageGRID H{E2I0[HA MX| T2 20| AN ASH= O
ALY E URLO| Lt EL|CE.
Overview Hardware Metwork Storage Objects ILM Evenits Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

This node is currently in maintenance mode. Navigate to one of the URLs listed below and
perform any necessary maintenance proceduras.

= hitps: #1172 16.2. 106:8443
= hitpsAH10.224 2 106:8443
= hitps /47 47 2 106:8443
= hitpsfH169.254 0.1:8443

When you are done with any required maintenance procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer

6. StorageGRID O{E2}0|HA HX| T2 0] HM|ASHAH HAIE URL & SILIE RELICH

753t AR O{Z20|QIAS 22| HEQIA ZEQ| P FTAJI ZEEI URLE AFRSHAAIR.
@ HMA https://169.254.0.1:8443 2 22| ZE| X HZGOF gL Ct,

7. StorageGRID 0{Z20|AA HX| ZZ M0 M O] Z2H0|AAT} RX|E 4= HEQIX] ZHQIgtL|Ct.
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A This nodedis in maintenance mode. Perfarm any reguired maintenance procedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,
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Mx| Z2OH0|M 13 * > HES?| L * S M TS * StorageGRID * Q2 MHE * 2 MefgtLCt

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upagrade Firmware
Reguest a controller reboot. l Reboot Controller ]
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"NetApp CH2ZE: SANtricity OS"

Xz = HElRXE AHE35H0] Grid Manager0fl 23 Q18fL|C.
A 22| * E MEigL|Ct O3 CHS M2 A|AR MMM * AZEQ|0] AH|0|E * & MEdSIL|CE

AZE0 YOOI E |O|X| 7t LIEFEHLICE.

Software Update

You can upgrade StorageGRID software. apply a hotfix. or upgrade the SANtricity OS5 software on StorageGRID storage appliances.

« To perform a major version upgrade of StorageGRID, see the instructions for upgrading StorageGRID, and then select StorageGRID Upgrade.

« To apply a hoffix to all nedes in your system, see "Hoffix procedure” in the recovery and maintenance instructions, and then select StorageGRID Hotfix.

« To upgrade SANtricity OS software on a storage controller, see "Upgrading SANtricity OS5 Software on the storage controllers” in the installation and maintenance
instructions for your storage appliance, and then select SANtricity OS:

SG6000 appliance installation and maintenance
SG5700 appliance installation and maintenance

SG5600 appliance installation and maintenance

StorageGRID Upgrade StorageGRID Hotfix SANTtricity OS

4. SANtricity OS * & 22!}
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https://mysupport.netapp.com/site/products/all/details/eseries-santricityos/downloads-tab
https://mysupport.netapp.com/site/products/all/details/eseries-santricityos/downloads-tab
https://mysupport.netapp.com/site/products/all/details/eseries-santricityos/downloads-tab

SANricity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAM is automatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File

SAMtricity O3 Upgrade File Browse
12

Passphrase

Frovisioning Passphrase
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SANIrcity O35

You can use this page to upgrade the SAMtricity 0 software on storage controllers in a storage appliance. Before installing the
new software, confirrn the storage controllers are Mominal (Nodes > appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYERAR s autormatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SANtricity 05 on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate OF software for each type.

SANtricity 05 Upgrade File
SAMtricity O3 Upgrade File ‘ Browwse RC_ dlip
o N |

Details € RC dlp

Passphrase

Frovisioning Passphrase

L2

6. Z2H|xd YSES YBILIct

AIEt* HE0| ZytELICE

SANMtricity OS5

You can use this page to upgrade the SAMtricity OS5 software on starage controllers in a storage appliance. Before installing the
new software, confirm the storage controllers are Nominal (Nodes = appliance node » Hardware) and ready for an upgrade. A
health check is automatically performed as part of the upgrade process and valid MYSRAM = automatically installed based on the
appliance type and new software version, The software upgrade can take up to 30 minutes per appliance. YWhen the upgrade is
complete, the node will be automatically rebooted to activate the SAMtricity OF on the storage contrallers, If you hawe multiple
types of appliances, repeat this procedure ta install the appropriate OF software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File ‘ Browwse RC dlp
o e —

Details & RC dlp
Passphrase
Fravisioning Passphrase
24
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A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are
you sure you want to start the SANtricity OS upgrade?
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SANtricity OS Upgrade Progress

~ Storage Modes - 0 out of 4 completed

Q
Site It Name It progress 1l Stage 1! petais 11 Action
RTP Lab 1 DT-10-224-1-181-51 Waiting for you to approve
RTPLab1  DT-10-224-1-182-S2 Waiting for you to approve
RTPLab1  DT-10-224-1-183-53 Waiting for you to approve | Approve |
RTPLab1  NetApp-SGA-Lab2-002-024 Waiting for you to approve
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking « Configure Hardware - Monitor Installation Advanced ~

Link Configuration

Home IP Configuration
Remap Ports
Fing Test

OTh o Review the settings below, and then click Start Installation.
Port Connectivity Test (nmap)
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NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upagrade Firmware
Fequest a controller reboot. [ Reboot Controller l

Rebool inlo SlorageRID Reboot inlo Maintenance Mode |

O{E2I0|AHA T} RHEEIZ| T 2| =0f ChA| 7tIsH= Of| X|CH 2020] 2 £ USLICEH MEE0| 2tZ &1
LEJF a2 =0 CHA| ZEHE|Y =X 2lstz{™ Grid ManagerE SOFZLICEH E * 2 HAF AEHE
HA[SHOF BIL|CH o O{ZEI0|AA LEQ| HR &M A2lo| gl LETH J2|=0 HEE| USS LIEFHLICE

NetApp® StorageGRID® Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ m Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
« | DC1-ADM1
« | DC1-ARCA1
«|DC1-G1
+|DC1-51 Network Traffic @
«|DC1-52
»|DC1-53

Network Storage Obijecis ILM Load Balancer

1 hour 1 day 1 week 1 month Custom

6.0 Mbps

HZ0| X2 REZ MetE[JUSLICH
"RRES HEZ HEFS FHAIR"
|

1. StorageGRID O1Z2/0|o1A MX| T2 IHOM * LIEXY T4 *>* 1P 74 * S MHFLICE

2. 22|E HEQZ, 2|Xt HIESZ X S2H0|UE HIEEH 0| et MTU HFE Jdts 2 HERLIC

112



Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 cal
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Reguest a controller reboot. [ Reboot Controller j
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DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advanced -

RAID Mode

Reboot Controller Upgrade Firmware

l Reboot Controller 1

Feguest a coniroller reboot.

| Reboot into StorageGRID
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Node Encryption

Mode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.
Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed
¥ fyp PP g YP g PP

Enable node encryption ]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1b4870ae1ciecbbd5e3849d790223766baf35chT
Hostnames 10.96.99.164
10.96.99.165
Port 5696

Server certificate >
Client certificate >

Clear KMS Key

A Do not clear the KMS key if you need to accass or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is

deleted.

Clear KMS Key and Delete Data
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RAID Mode
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Node Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all Storage GRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable nede encryption for an appliance during installation. You cannot enable or disable the nede encryption setting after the appliance is installed

Enable node encryption ]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1b4870aelc1ectbd5e3845d790223766baf35ch7
Hostnames 10.96.99.164
10.96.99.165
Part 5696
Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to accass or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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CD KMS 740 AH|E Z2 0|2 2t0|AAL| H|O|E{ 7t Mo = AMR|ELICE o] HI0o[E = 57 =
re=E[=

3. & OF2HZ 0| M * KMS 7| AtH| 5L C|O|E| AfH| * & MEdgtL|Ct,

4. KMS 7142 X|2HH + E LBHLICt clear 7|15 FE LIS * KMS 7| AH| L G[O[E] AfH| * £ MEHSHL|CY.

A Warning

Confirm Clear KMS Key and Delete All Node Data
Clearing the KMS kay:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear in the text
box. Then, select Clear KMS Key and Delete Data.

e )

lﬁﬁﬁ!l'tﬁnmmnwmmmmmmm-

KMS 2=et 7| 3! = C|O|E{7F L 20| A AMH=[ 2 O{Z2t0| A AT MR R EILICE. O] 22 %|C 20=20] 2R
A olAL|C}
T M-d .

5. HEIRKXME 1 o{E2to|HAL| AFRE HEER 0| ChSt IP T4 B SHLHE =YLICE E SELCt
https://Controller IP:8443

Controller Ipi 3749 StorageGRID HIEYZ 5 siLiol Q= AR HES2|(AERIX| HES2{7} OfY
ol IP ZAQLCH

StorageGRID O{E2t0| A AX| 22|t Z 0| O] X| 7}k LIEFELICE.

6. SIEQ 74 * >+ L E Awdt * S MEHSHL|CY,

7. L E Aot HIQ*MQPEINOW 7| 22| M MF FE * 3 * KMS 7| X|27| 8L HIO[E] AfH| * ZIEZE9] 7| &
ASM HEIL HOIM MA=RRA=X] elBfL|ct.

J2|=0f ThAl 2RI T7EX] o Z2t0|AAMM == oot S ChA| Zdetet 4= YlsLItt.

xolg okl &

OfZ2{0|o1 A7} HhR RIS D KMS7F HTISIIO] AT S| LEfe] HF0| ASE 22 StorageGRID AL A
0|Z20|AAE B2IHOR R|HE 4 YSLICE O|S20[AA RAX| ZH|of T3t X3t LGS =7 U RX| 22|
NFIERSE =3

e
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"StorageGRID 2"
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