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Single Sign-on
You can enable single sign-on (SS0) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start, enable identity federation

and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for any existing tenant accounts. MNext,
select Sandbox Mode to configure, save, and then test your S50 settings. After verifying the connections, select Enabled and click Save to start using S50.
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Single Sign-on

You can enable single sign-on (S30) if you want an external identity provider (1dP) to authorize all user access to StorageGRID. To start, enable
identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for
any existing tenant accounts. Mext, select Sandbox Mode to configure, save, and then test your S50 settings. After verifying the connections,
select Enabled and click Save to start using S50.

S30 Status " Disabled * Sandbox Mode " Enabled

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S50} and
single logout (SLO} are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Senices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

2. Go to your identity provider's sign-on page: https:/fad2016.saml.sgws/adfs/|s/idpinitiatedsignon_htm

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation 15 successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0 for each of the relying party trusts and you are ready to enforce the use of 350 for StorageGRID,
change the S50 Status to Enabled, and click Save.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

G. Go to your identity provider's sign-on page: https:ﬂadZU15.5aml.sgmsfadfsflsfidpinitiatedsignon.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SSO for each of the relying party trusts and you are ready to enforce the use of 3S0O for StorageGRID,
change the S50 Status to Enabled. and click Save.

3. ID 3EAte| 21Q1 Ho|X|oj| A M| ASHEH FIAS S=2I5HLE URLE SAISHH E2te Mo 20 oA
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7| BE|Xt = 20f oot B YA MEXE MBS LS * 2001+ 2 2L

—_ 1=

You are not signed in.

T Sign in to this site.

[=]
° 8SO 2121 3l 2702 %¢0| Y 3stH S HIAIX| 7} LIEHELICE
+" S5ingle sign-on authentication and logout test completed successfully.

° SSO 20| AMIistH @F |A|X[7} LIEFELICEH EXIE siZstn HEtRX Q| RI|E AlA|st = CHA|
A ZSHAA 2.
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A Warning

Enable single sign-on

After you enable 350, no local users—including the root user—uwill be able to sign in to the Grid
Manager, the Tenant Manager, the Grid Management AP, or the Tenant Management AP

Before proceeding, confirm the following:

* YYou have imported at least one federated group from the identity source and assigned Root
Access management permissions to the group. You must confirm that at least one
federated user has Root Access permission to the Grid Manager and to the Tenant Manager
for any existing tenant accounts.

* You have tested all relying party trusts using sandbox mode.

Are you sure you want to enable single sign-on?

o o
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O|X| SSO(Single Sign-On)7t EASHEIL|CE.
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A Warning

Disable single sign-on

After you disable S50 or switch to sandbox mode, local users will be able to sign in. Are you sure

wou want to proceed?
o

»
fot

J

tol » 2 S=gct.

CHS 0|l StorageGRIDO| 21913t o StorageGRID 219! H[O|X|7} LIEHIT 22 = E3t StorageGRID
AERFS] AHE A} O| B2t = E YA=BHOF LY.

stLtel 22| = =0f| CHell SSO(Single Sign-On)E LA|X o2
H| g st 3l ChA| 2 stefL|Ct

SSO(Single Sign-On) A|AHIO| CHRE|™ Grid Manager0fl 23 216HX| 28 4~ QI&L|C} O]
42 ot 2| =0 CHslf SSOE LAM = H|gdst B! CHA| gdsted = JELICE SSOE

13



AEOHR| = ot LIS CHA| AFE5t & A5t L =9| B Hoj| AU M| A3HOF BfL(Ct.

Of Zteiof Chat

ot 22| L E0f Lol SSOE HIg-delst = J2|= #2|xtof| 22 RE AEXZ 2390Y 4 AHLICE StorageGRID
NABS HBsi2(B 210125 ZA| wE0| B2 MS ALZ510] T2|X] e E0|M SSOE ChA| B BIeHoF ELIC

oF 22| L=of chs SSOE HIEMelsi e O2[=29| CHE 2| =0 st SSO A F&s FX
@ Pa={= | Ct. Grid Manager®| Single Sign-On H[O|X|0f| /= * Enable SSO * (SSO * &43t) 2felzt2
MEHEl MEHE HOF JOM, 7|E SSO HE 2 25 YH|0|ESHR| gt ot RX[ELICH

FERZ 2O0I5tH TEZETL Of| M HAELICH s £ MEfBIL|CH 4.
2. 12 32 ¥ttt disable-saml
HHO| o] 22| =02t MEEICH= HIAIX| 7 A ELICE.
3. SSOE H|gMatg | =olgfLct.
L E0|M SSO(Single Sign-On)7} H|Z MotE|QUCH= HIA|X[7F EA|EIL|CH
4. Y HEIRX 0N S BE| =0 O2|E E|Xtol| KM ATILICE.
O|X| SSO7t H|ZM3t=|0 Grid Manager 219! H|O|X| 7} EA|E/L|C}.

O. AI8Xt 0|5 REQI 22 RE A 2= E A3t 2 QIS

6. SSO 718 £Msliof SIEZ SSOE YAIHOE H|gMatst HL:
a. Configuration * * * Access Control * * Single Sign-On * 2 ME{BtL|LCE,

b. AR El = 2eliE SSO HH S HARLIC

o2 Lod

Th AtRI2 H|O|X[of| M * MF * S S=IstH HA| J2|=0f et SSO7t XS = ThA| Ed & LTt

7. CHE O|R = QIo 2= 2A2|Xtof| AM|A8HOF 517] IHZ0f| SSOE LAIK L= Hgdstet H<

—_

14



= E0j| M Single Sign-On0| BHE|A}SS LIEH = HIAIX| 7 A ELICE.

o O2|E LEE MHEYSLICE reboot
8. ¢l HEIRXO|N St 22| = E0|A D2 = 22| Xt BM[ATHL|CE,

St

9. StorageGRID 2121 T|0|X|7} LIEFLEL T2| = 2H2[Xfof| HM|ASH2H SSO XA SHE dlof gL|Ct.

o Y=

"Single Sign-On 4"



4=

M =

Copyright © 2024 NetApp, Inc. All Rights Reserved. 0|30 A Q12 E 2 EA2| oot HEE HEH ARXL
A MH 521 glo|= of et HAO|Lt EHFAL =2, =% EE= MX AM A|AH0| K& SH= AS H|Zet 22T,

AN = 7|AN o2 SXE o~ glEL Ch

NetAppO| MZH#E S 7HE Xt=0f| A= 2ZELY|0{0f|i= of2Q] 20| M AL nX|Aleto] X ZEL|C}.

=5, Ho|E &4, 0] &4, Y St Ze5t0](010f I =X §4F), Of ALE 0] A= QIol| L Md}=

I
2= A o 71 A8, QU Sof, UM Ao, ZuHH AdHo] Lo chotod 1 2 0|9, MIE, Al
O, {243t Mol S Bel(DhAl twi JX| %2 F2)2t 22I0] Ofm{Et MUT X|X| oD, 0fet 22 Ao
24y 7Hs 0| SX|EIUC SHEFE ORI pRILIc

NetApp2 & A0 2 E MFS ANEX| o2 glo] HEY H2|E EFELICE NetApp2 NetApp2| HA|E Q!
MH So|E 2 ZRE HMestn & 2M0| 2 E HFS A5t 2dst= ofiet ZH|0l| = MRS X|X| 5LICt.
= HZQ A = F0i2 B2 NetAppOliA= Ot ESH, S HH = 7|6 XA T LHHO0| HEE|= 2o AT
M SOl gdsLItt.

= B0 2FE HMFZ2 oLt ol¢2| 0= 59, otie 9] L= £ Il 5512 2 UL

Mgtd M| Al HEo| o5t AF2, EX| = S7H0ll= DFARS 252.227-7013(2014'F 28) 8! FAR 52.227-
19(2007' 12&)2| 7|= H|O|H-H| &4 HA Z=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE HMgtAtEto] MEEL|CE.

of7|off Z&E MO = AU ME W/EE 4YUE AH|A(FAR 2.1010] H2|)ofl sH=HSHH NetApp, Inc.2l 5H
RHAtIL|CE & A2t 2l HS &= 25 NetApp 7|2 CIO|E X ZEEH AZEY s 2EMOZ MAHE0|H 710l
HI 2002 JNUE|JELICEH O|= 2= HI0|E 7t M3 E 0|2 Alefat 2sto] sHEh Al2kS XSt o2t HI0|E ol
CHot M MAXMOE HISHEHO0|I e 4 QoM THAHR0| E7t56HH F& S7Hst 2to| A E Mgt o=
ZHELICE of7]0f] IS E BLRE M 2lSt NetApp, Inc.2| AP MH S01 ¢l0|= O] HIO|HE AHE, 37H, M4t +=H,
28 e FA|E & QI&LICE 0|2 2UHR0)| Cist M5 20| MlA = DFARS £t 252.227-7015(b)(2014E 2€)0]|
HA|El Ao 2 F|SHEIL|CH

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| LI El Ot3= NetApp, Inc.2| HELICtH 7|EF S|AF S

HE OIE2 SiE 27X dHY 4= ASLIC.

16


http://www.netapp.com/TM

	Single Sign-On 구성 : StorageGRID 11.5
	목차
	Single Sign-On 구성
	페더레이션 사용자가 로그인할 수 있는지 확인합니다
	sandbox 모드 사용
	AD FS에서 기반 당사자 신뢰를 생성합니다
	신뢰할 수 있는 당사자 신뢰 테스트
	SSO(Single Sign-On) 활성화
	SSO(Single Sign-On) 비활성화
	하나의 관리 노드에 대해 SSO(Single Sign-On)를 일시적으로 비활성화 및 다시 활성화합니다


