Single Sign-On 4
StorageGRID

NetApp
October 03, 2025

This PDF was generated from https://docs.netapp.com/ko-kr/storagegrid-115/admin/confirming-federated-
users-can-sign-in.html on October 03, 2025. Always check docs.netapp.com for the latest.



=

Single Sign-On 74

H|E2|0| M AHXt7F 21 &~ UEX| SlgfL|Ct

sandbox ZE At

AD FSO|A 7|8t EARRE A2 S WM BTt
Windows PowerShell2 AF2SI0] AME[E 4 U= ALEXE AMZ| MY
H| 2|0 M HIEICO|E S 71Xt AL 7hstt AT A2 BHEY|
TSSO MY 4 = Ao BHE|

ME[Y £ U= AR AE HAE

SSO(Single Sign-On) &5}

SSO(Single Sign-On) H|&A 3}

stLtel 22| = =0f| thslf SSO(Single Sign-On)E LA|HO Z HI|EZMS}

N oo -

12
13
13



Single Sign-On 4

SSO(Single Sign-On)7t &dstEl B2 AEXH= ZE0|M Fist SSO 2 T2 MA S
ArE25t0] XHH ZHO| £Q1E A2 Grid Manager, Tenant Manager, Grid Management
AP| EE= Tenant Management AP0 | ASE 2~ QUELICE,

* "I 0| AFEXZE 2OQ1E £~ J=X| SHolgtL|

* "sandbox ZE AtE"

* "AD FSO||M 7|8t SFALK}E M2 E Mgt

o "ME|E o Q= YA AZ| HAE"

* "SSO(Single Sign-On) &AM s}

* "SSO(Single Sign-On) H|ZtA 5}

* "stLtel 22| = =0f ths SSO(Single Sign-On)E LA O E H|g Mt 5 CHA| 23ttt

SSO(Single Sign-On)E &45}5t7| Fof| StLt 0| 49| S8 Ak
20151 7|Z HI'FHE Ao thet B E 2t2|Xtof] 2a01e 4= A=X] 2heldhof ghL|Ct.

ofm
et
o
B>
|>
HU
>
Q
=
[0}
&)
@
Q
o
<
M
=
0
Ot
k1
o
ok
ll
Pl
HU
>
(@]
M
(@)
i
>
00
Ot
|
30
o>
-
i)

CHA|
1. 7|Z H|HE AHO| Q= B sl HIHEI}L XHAQ| ID AA S AF2SH UX| E2X| HolstL|Ct.
SSOZ &AM3}stH HHE 22| X1 A E D AATF O2|E 22| X A= D AA0 Q|6
@ MHE2IELICH H'HES| ID 220 £3H= AFEXHE Grid Manager ID 229] 7| F0| glo™ I

o|& 2O0lgt &~ i&L|CE

a. Zt U E AEQ| HIHE Z2|Xto| 2 Q18| Ct.

b. HAA MO *>=* D H{2]0|M * S MEHBIL|C},

C. ID H{2|0| M AtE * &tolzto| MEHE|X| QiQt=X| 2olgtL|Ct

d. 0] 22 O| HIHE AH| A2 £ ZE £ OF0| I 0|4 LRSHX| Q2| =tolst 2folzto] MEfS
F|AStD * Save * £ SEIgtL|CH

2. 58 AEX7t Grid ManagerOf] M A S 4= U =X| =HOIBtL|C,
a. Grid ManagerOi|A{ * 724 * > * QM| A KO * > * 22| OF * S MEHRILICE

=
b. Active Directory ID 2A0[A StLt O| M| S8t IES 7M1 FE HM|A Hoto| HEEJ=X| 2elgfL|Ct.


https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html

o o
om  Hu
9'_|-
[
iZ(f
10
=
)
Pal
HU
[
i)
In
3]

FE|XFOf| CEAl 2008 4= QU=X] 2HQIRL(CE

=

r

o
3. 71Z HIHE AF0| A= B2 FE AAMA #oto| U= HE0|M AFX7E 2T0le &~ A=X| =HQlStLCt.

a. Grid Manager0i|A] * Tenants * & ME{gIL|CE.
b. EIHE AHS MEStD * AH TE *

o =
o =2 =
c. [ ID AA AHS] * Hol2tg Melst 29 Axfo| Met2 FAstn [XFS BBt

=/ L -

Edit Tenant Account

Tenant Details
Cisplay Mame 53 tenant account
Uses Own ldentity Source [
Allow Platform Services W

Storage Quota (optional) GE -

HIHE A TO|X| 7} LIEFEL|CE.

a. HAE AFS MEsta » 200 2 22[ot L3 HIUE AFo 22 FE AEXtz 20t

b. HHE 2t2|XI0i|M * M A KO *>* 2 F * & SEILICL

C. Grid Manager0f| A StLt 0| 42| S8 JF0l| O] B\ A E0i| Chiet RE HM|A Hoto] HHERY=X] 2eleti|ct.
d. 230F2efLC}.

e. S 1F° ASXE HHE LAl 2le 4= JA=X] SeltL(ct.

ke M

- O

"Single Sign-On ALE0]| Ciot 2 Atet

m

“J_'-I'E.l 1_'_ J_I-I'E.l"

—

[
r

"HIHE AEE A LT

sandbox 2 E Al

StorageGRID A2 X}0]| CHS SSO(Single Sign-On)E HEst7| M| MEEIA IES
AH238t0] AD FS(Active Directory Federation Services) 7|2t GAIXL ER{AES 1M 3!
HAEY &= USLICL SSOE ALESHEE H-ot & MEHIA HEE CHA| 2435l MER
ME[E = A= 7|E U 7|ES EHAEE AL HIAEY = JELICE sandbox ZEE
CHA| g9l StorageGRID AFEX}0] CHoH SSOZF LAX O = H|gdstEL|Ct.


https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/requirements-for-sso.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/managing-admin-groups.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/index.html

e
0
ro
N

al
rio

E|l= BEtRXE AHE5I0] Grid Manager0ll 231 215H0F SL|C}.

U M| A ASHO| AO{OF L},

Am
(02

Of ZhHofl ChaH

SSO7t &0 10 AREX7t #E|XH 20| 2ET921S A|=5HH StorageGRID= AD FSOi| @15 RES HHLICEH
JH LS AD FS= 215 S 43X 6FE LIEIL= 215 SEE StorageGRIDZ CHA| 2HL|CEH 270
MEsta{™ A2 K9] UUID(Universally Unique Identifier)7t 2 &0l ZEHEIL|CL.

StorageGRIDOIA EX AN S FQoof EL|CH O3 CHS AD FSE A6t R E 22| =0 ti3t AZ|
AT ESAEE PHS0{0F §HLIC} OFX|2fO £ StorageGRIDE Z0t7HA SSO

sandbox ZEE AFE5HH SSOE &-detolr| Tof of HEHM = HES ZHHSHA| Y5t RE HES HAES =

ALt

sandbox ZEE A3tz 20| ZX|Tt HtEA| ot 242 OFELICH StorageGRIDU[A SSOE
%t 2= AD FS 7|8t A EMAEES MM FH|Jt £ Eot 2t 22| 20| T SSO 2
@ Tt 20H2(SLO) TZMAE HIAES T Q T} QIELICEH * Enabled * £ 22/5t11 StorageGRID
HEg LT OIS AD FSQ| 2t 2t2| =0 it Al2[e ~ U= TE| EBAE E HMot CH3 * Save
* £ 285l SSOE gMatefL|ct.
oHA|

1. Configuration * * * Access Control * * Single Sign-On * & ME{BtL|C}.

THY ArQl2 H|O|X| 7} LtEFLED * H| 2ot * Z 40| MEHEL|CE
Single Sign-on
You can enable single sign-on (SS0) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start, enable identity federation

and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for any existing tenant accounts. MNext,
select Sandbox Mode to configure, save, and then test your S50 settings. After verifying the connections, select Enabled and click Save to start using S50.
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Single Sign-on

You can enable single sign-on (S30) if you want an external identity provider (1dP) to authorize all user access to StorageGRID. To start, enable
identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for
any existing tenant accounts. Mext, select Sandbox Mode to configure, save, and then test your S50 settings. After verifying the connections,
select Enabled and click Save to start using S50.

S30 Status " Disabled * Sandbox Mode " Enabled

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S50} and
single logout (SLO} are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Senices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

2. Go to your identity provider's sign-on page: https:/fad2016.saml.sgws/adfs/|s/idpinitiatedsignon_htm

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation 15 successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0 for each of the relying party trusts and you are ready to enforce the use of 350 for StorageGRID,
change the S50 Status to Enabled, and click Save.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

G. Go to your identity provider's sign-on page: https:ﬂadZU15.5aml.sgmsfadfsflsfidpinitiatedsignon.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SSO for each of the relying party trusts and you are ready to enforce the use of 3S0O for StorageGRID,
change the S50 Status to Enabled. and click Save.

3. ID 3EAte| 21Q1 Ho|X|oj| A M| ASHEH FIAS S=2I5HLE URLE SAISHH E2te Mo 20 oA

4. SSOE AHZ250{ StorageGRIDO| 23218t 4= =X| =tQlst{™ * CHZ AIO|E F Lo 210l * 2 MEfSt D
7| BE|Xt = 20f oot B YA MEXE MBS LS * 2001+ 2 2L

—_ 1=

You are not signed in.

T Sign in to this site.

[=]
° 8SO 2121 3l 2702 %¢0| Y 3stH S HIAIX| 7} LIEHELICE
+" S5ingle sign-on authentication and logout test completed successfully.

° SSO 20| AMIistH @F |A|X[7} LIEFELICEH EXIE siZstn HEtRX Q| RI|E AlA|st = CHA|
A ZSHAA 2.
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3. Mg+ 2 S=gLch

B3 HAX|Z} LEEFEFLICE,

A Warning

Enable single sign-on

After you enable 350, no local users—including the root user—uwill be able to sign in to the Grid
Manager, the Tenant Manager, the Grid Management AP, or the Tenant Management AP

Before proceeding, confirm the following:

* YYou have imported at least one federated group from the identity source and assigned Root
Access management permissions to the group. You must confirm that at least one
federated user has Root Access permission to the Grid Manager and to the Tenant Manager
for any existing tenant accounts.

* You have tested all relying party trusts using sandbox mode.

Are you sure you want to enable single sign-on?

o o

4. A7

i

HESt * OK * £ 2=IglLIC}.

O|X| SSO(Single Sign-On)7t EASHEIL|CE.
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A Warning

Disable single sign-on

After you disable S50 or switch to sandbox mode, local users will be able to sign in. Are you sure

wou want to proceed?
o

»
fot
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