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No current alerts. All grid nodes are connected.

Information Lifecycle Management (ILM) ©

Awaiting - Client 0 objects

Awaiting - Evaluation Rate 0 objects / second

Scan Period - Estimated 0 seconds

Protocol Operations @

S3rate 0 operations/second 1§

Swift rate 0 operations / second
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Grid Passwords
Change the provisioning passphrase and other passwords for your StorageGRID system.

Change Provisioning Passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This
passphrase is also required to download backups of the grid topology information and encryption keys for the StorageGRID system. After changing the
provisioning passphrase, you must download a new Recovery Package.

Current Provisioning Passphrase wrenanen
New Provisioning Passphrase anssssnenn
Confirm New Provisioning essrasnann ’
Passphrase
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Grid Passwords
Change the provisioning passphrase and other passwords for your StorageGRID system.

Provisioning passphrase successfully changed. Go to the|Recovery Package page to download a new Recovery Package.

Change Provisioning Passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This
passphrase is also required to download backups of the grid topology information and encryption keys for the StorageGRID system. After changing the
provisioning passphrase, you must download a new Recovery Package.
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groups Operations on groups v
GET /grid/groups Lists Grid Administrator Groups =)
Parameters Try it out
Name Description
type
string filter by group type
(query)
“ Available values : local, federated
v |
limit
integer maximum number of results
(query)
Default value : 25
marker
string marker-style pagination offset (value is Group's URN)
(query)
marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,

VAV S S S
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Grid Management APl {7 22

|

Grid Management API= HX

r

2| S AtEStH RS ¢ a20|=5 X[EELIC
O£ £0{ 0| 2% URL2 API2| T 38 X|FgfLCt.
https://hostname or ip address/api/v3/authorize

HIHE 22[ API2| £ M2 O|™ KTt * DSE[X] gh=  * HE AIt0] S o SSHLICH HIEHE 22| API|
S HHE2*_0|(7}) O HH 1t 2etElCh= HE AFY0| AS M SSELICH 28t 7hset HE MFol= M 28 E=

M £4 Z7p7 ZHEL|CE OF2 ool A HZ Qo] et API A S SE8HE WS ol FLCh

= o= — oHdH=
APl HZE REALICH 0| HH M HH
Ol WD 3 s BiLICt 2.1 2.2
0| BIM T} S| X| LICH 2.1 3.0

L =2 O
StorageGRID2| M 7|5 E2|Z2 ¥12{|0| =5t Lt 0| 42| StorageGRID 7|5 22| Z0i| CHet 0| API 0|

o =
Al A 4 BLICH

StorageGRID £2ZE|0{E X &EXIots 2 7t& 2[4 Mol 2| 22| APIZH 2 SHE LT 2Lt

Grid Management APIE AE5H0] X|lEl= HAE 4 4 USLICE XtA[et L8 2 Swagger API
() MuMe w482 TSNS, M BHE ABSHTE BE Grid Management AP
220|2A=S ABI0|E3H S0 O BIZI0| Ch2t XIS HIEHAsFsHO} BHLICH

= O

QElE RE2 LIS 22 YHOZ O O|Y AFBEIX| b= A2 HAIELICE

LS A
* SE 367t "DEPRECATED: TRUE"LICE.
* JSON 8¢ 2E0|= "DEPRECATED"7t Z&HEL|CH. TRUE
A

* O 0|4 AFEE|X| @b= 2117} NMS.log0fl F=7HEILICE O & ST Ci2a Z&L

Received call to deprecated vl API at POST "/api/vl/authorize"

G EEl=0M K== AP 22l

=

CHE APl 2F S A0 X| &= APl 2 HE ==& dretetL|ct,
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GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

H0f| ciet API HH S X|FeL|Ct

path Of7f HEE A '5f01 APl HEZ X|HY & JELIC (/api/v3) EE 2|2 (Api-Version: 3)E
SelgiLCt & 42 25 MS6HH sli gfol B2 22 MY gL Ct.

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

AO|E 7t @8 9|X(CSRF)ZHE S
CSRF EZ2 M85t 7|2 AtE5t= 21852 425l StorageGRIDOY| CHet CSRF(AFO|E
(o]

7t 29X 9|x) SHOZEH E58 4+ JUELICE Grid Manager % Tenant Manager= 0| E¢t
7152 X2 gdstetL|ct. CHE APl 22I0|¢E= 2018 mff gMst {25 MEiY &

HTTP 4] POST®H 20| CFZ AJO|E0] Tt RES 2|72t 4 AU BARH= 23 ALBRLS| 27|12 A8}
[u]
StorageGRID= CSRF E2S Al238l0{ CSRF 2ZOZHE| HSBILICH SASE AL EX 27|9| LIRS EX

SC| = S POST 22 07l #159| L3 Lx/810} SLICH

752 gMd3tste{™ 2 A™ESLICH csrfToken OH7H B4 CHA true Q15 . 7|242 YULIC} false.

curl -X POST --header "Content-Type: application/Jjson" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

£0|™H AQLICE GridCsrfToken F7|= Grid Manager %! Off CHet 29219| 19| Zto= MM EILICt
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St

23S

215t |CF x-Csrf-Token CSRF E2 F7|9| Zfo =2 MHEE §|OH.

= =32
=
* ZQAIAYE HICIE +88t= BFO BR:AcsrfToken & QALHE F 2& 07 HaL|C

=7hOA S MR HE= 222 API 2EA

i
o>

FRSHMAIR.

mx

@ CSRF EZ 7| MEZ}I = QHE E METLICI "content-Type: application/json"
JSON 22X 222 CSRF —c',—Z!Oﬂ Ciot F7t H3 7|SO R 7|tHdt= EE 29| s L|Ct.

SSO(Single Sign-On)7t & X3tEl 22 APIE AFEEILICE

StorageGRID A|AEI0| A SSO(Single Sign-On)7t &M stz A
A3t 2= 22| APl = HIHE 22| APIo| 210215t 2

SSO(Single Sign-On)7t &AMtz A2 APIO| 21Tt

SSO(Single Sign-On)7t EA43tEl AL T2|= #2| API = HIHE 22| APIO| §235HAD FSOi|A 915 E22 27|
QI8 L9 APl 2K S AsHsljof ShL|Ct.

o Q&t 7

= = A
* StorageGRID AFEX 2 F0H| £t HE{20] ALEXAFS| SSO AHEAt 0|52t 2 S &1 AUSLICH

* HIHE 22 APIOf| AN ASHEH E|I'HE AF IDE 21 A0{OF Lt

—_— -

* £ Z=/¥LIC} storagegrid-ssoauth.py StorageGRID & X[ It C|2E{ 2|0 Y= Python AT ZE
(. /rpms Red Hat Enterprise Linux 2= CentOS2| 22 . /debs Ubuntu = Debian, % 2| 22
. /vsphere VMware2| Z2).

s curl @HS| IZEZ o

o XS

74 2% SubjectConfirmation2 &2

=
A
e

N
°
bt
i)
it
1
$0
Iy
-
n
°

0
m

S 1R a2l Susie 2
St 2R7F AR 3 UL

() dFlcun 9aZ2E 02 AR IS 2 4 TS BsK gL,

URL Q1Y X7} U= EL Unsupported SAML version(X| 2| X| @t= SAML HE) QF7 EAE 4= JASLCH
T EZS oM L3 W F StLIE MEHgL|CE.

° E MEELICI storagegrid-ssoauth.py Python 23 E. 2EHA 2 0| SgfLICE.

° curl RHE AFEfL|C} 3THAZ Ol S gtLCt.
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CHS

2. 2(E) MEdt2{s 22 storagegrid-ssoauth.py 23 EN|A Python QIE{EZ|E{Z AIZEES HMYSID
A = S
= = .

o

FLIC

SSO AtEXt o|EL|Ct
StorageGRID7t A X[ El =OQIL|C}
StorageGRIDS| FAQIL|C}

HIHE 22| APIO| HAM|ASHAH HHE A IDSE LHYLICE S

python3 ftmp/storagegrid-ssoauth.py
saml_user: My-s50-username
saml_domain: my-domain
sg_address: storagegrid.example.com
tenant_account_id: 12345

= 1 - -
Enter the user's SAML password:
FEFFEFFEFFFIEFFIFIFIFEFTEFFEFTIFEIIFEFITFFTFIFFIFEFTEIFFFIEIFIETFFIEIFIFFXIETET IR T FETEE TR TR T EE

FEXEFFFFFXEFFFIFFIXIFFFIFFIXIFFIFTXIFFIFFIXIFFFFIXIFFIFTXIFFFFIIFFFFIXIFFFFTXFXTF ST FRFFT TS X

StorageGRID Auth Token: gheboybf-2af6-4oby-afob-scbcacfbager

o

StorageGRID 215 EZ2 £20i| MSELICt O|H| SSO7Zt AIZE|X| §b= R APIE ALE5t= YW RASH|
A
T

CHE ¥ E2S A8

b. Mzl ol

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345'

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Grid Management APIOf| M| ASHHH 0 AsE AHREL|C} TENANTACCOUNTID.

3 URLS 2to2{™ o POST A2 LAY AR /apilv3/authorize-samI 5! SEO[A Z=7}
JSON QIZYE H|AHgL|Ct,

0| o= off cHet MEE 215 URLO CHEE POST 82 H 0| HL|CH TENANTACCOUNTID. 2= python-m
json.tool0ll MEFE[0{ JSON QIZE S HMAHEtL|CE.
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curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

-—-data "{\"accountId\": \"S$STENANTACCOUNTID\"}" | python -m
Jjson.tool

ol iAol SE0l= URLE QDEEl MEE=I URLO| ZEHE[O] RUX[DFE =7 JSON Q12
k& L|CY,

on
=
Ot
rlo
H
mot
m
A

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS2FJTuv7. ..
s51%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

—

- & MYYLICt saMLRequest & SHO| A2 SEO| @zt

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7...sS1%2BfQ33cviwA%3D"

- AD FSO|AM 20| E 2§ ID7t Z&El FA| URLS 7 ZLICEH

o 7Hx

rlo

O] SHC| URLS AIE3I 210l &Als RFsH= ALt

curl
"https://$AD _FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID" | grep 'form method="post" id="loginForm"'

SHol= 220|UE @¥H ID:

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%$3D&RelayState=12345&clie
nt-request-1id=00000000-0000-0000-ee02-0080000000de" >

e. SEO|A S20|HE X IDE XEBLICE



export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

curl -X POST
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID&client-request-id=$SAMLREQUESTID" \

--data
"UserName=$SAMLUSERQS$SSAMLDOMAIN&Password=$SAMLPASSWORD&AuthMethod=For
msAuthentication”" --include

AD FS<= siCfofl =7t &It etz 302 2[C|2lM S Hheteti|ot,

rr

@ SSO A|AE0]| CHol MFA(CES R4 215)7t dstel 22 SA AAS0lls & B & =
CHE Xt4 S8 ZefE LD

HTTP/1.1 302 Found

Content-Length: O

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw33D%3D&RelayState=12345&client-request-id=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

- & MEPLICt MsTsauth SEO|A B2 27| L|Ct
export MSISAuth='AAEAADAVsSHpXk6ApPV...pmPOaEiNtJvWY="
ol

- 215 POSTOIM F7|E ArE5I0] X|HE ?IXIZ GET 2ES EHLIC}

curl
"https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=$SAMLREQUEST&RelayState=
STENANTACCOUNTID&client-request-id=$SAMLREQUESTID" \

—-—cookie "MSISAuth=$MSISAuth" --include

SH sIHoll= LIS 23012 AF22 I8t AD FS MM ME7t ZotE|H SH 220l= 54T 24 Lo
SALMLResponse?t ZEEHEIL|CE.
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HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVWx3bk1l1IMnFuUSUzZCUzZCYmJ1iYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. £ MZELICH sSAMLResponse SAHZ! LEOf|A:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

MEE 2 A2LICH saMLResponse, StorageGRIDE PHELICt/ api/saml-response StorageGRID
B EZ UL @A

8 RelayState, HIHE AI™ IDE AHE3IALI O2|E 22| APIO| 2321512 H 02 ALEELICE.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeELIM.



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. SE 215 EZ2 CIE 0|EL=E METILICE MYTOKEN.
export MYTOKEN="56eb07bf-21£6-40b7-af0b-5c6cactb25e7"

O|H| & AEE & UAELICH MYTOKEN CHE @H0|M = SSO7 AL E|X| @f= B2 APIE AE5t= EiEnt
FAFRLICH
T = -

SSO(Single Sign-On)7t Z-43HEl A2 APIO|A 202 L|CtH

SSO(Single Sign-On)7t MsHEl 2L O2|E 2| API = HIHE 22| APIOIA 230H2387| 28 Lz API
QAS ABMSHOF SHL|C}.

O] =r10of| CHsH
st A Zxlo| ttd 2012 H|O|X|0f|A| 20H26t7| Tt 6tH StorageGRID APIA] 2012 4 JUESL|C.
L= St orageGRIDOiIH 7 2%t StorageGRID H|0{2{ E20| B3t £ 2T012(SLO)E E2[AHY 4 USLICH
EHA|

1. MEE 2012 2™ S MMM ESIMAIR cookie "sso=true" SLOAPIZ

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

-—cookie "sso=true" \

| python -m json.tool

Z 0} URLO| Bt2HEIL|C,

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"
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2. 270} URLE MZERLICE

export
LOGOUT REQUEST='https://adfs.example.com/adfs/1ls/?SAMLRequest=£fZDNboMwEI

RfhZ...HcQ%3D$3D"
3. 230} URLO| 28 E EU SLOE E2|7{3t11 StorageGRIDZ CHA| 2|2 MBtL|CE.
curl --include "SLOGOUT REQUEST"
302 SEO| gretEIL|Ct 2|C|AM 2|X|= API M8 2300 = HEL|X| g&LICt

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

S L If(A

StorageGRID H|0{2] EES
torageGRIDONM

o

=
cookie "sso=true" O|(7}) X
ZE 0} ELCE,

= Hu
cn

AR[SH= HES SSOZ AFRBHA| ©
ZElx ot

e Al S Ao
SEX] M AF2X7F SSO HEH0| FE o

o2 XX
| O':Ej_x LS

curl -X DELETE "https://SSTORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \
-H "Authorization: Bearer SMYTOKEN" \

--include
A204 No Content SE - AFEXI7I 20 EIJYSS LIEFHL|CE

HTTP/1.1 204 No Content

StorageGRID 0t QIS M AL

Hot Q15 M= StorageGRID 74 242} StorageGRID 74 24 3 2|F A|AH! ZHo]
eHMst D M=l &~ = HES U= Ol MEEI= 22 T|0|H b YLCE.
StorageGRID= F 7HX| fd2| Hot QIZME AtEgfLC

" HTTPS 922 N i « Mot 5N - 7 IRULICE N 1B Sofolol=al M 2to] ot i

==

A5, S2t0|AUE0| tiet MB IDE 2155k, HO[E{of| Chet 2ot sS4 AZ2E MS5h= O AFSEILICt M2t
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S2to[AEDICt AF M2 ZAHE0] R

AN

L|Ct.

A
=
* * 22H0|UE ASM * = MHO|| Cigh 22H0[AE = ALEXL IDE 2100 Y= 2 ArEsHE AL et
2152 MILICt 220|YUE AS M= HOIHE = o5HK| SAELICE

(=]

S20[AETI HTTPSE AHE5H0] ME 0| HESHH M= SIH 7|17F ZetEl MH ASMZ SEELICE S20[AEE
M MES ASM Ab=2| ME 2t Hlw5te] 0] QIS ME efelgtL|tt. MEO| LX|SHH S20|HEE St 371 7|12

AHE3H0] ME{et MM S AIZFEILICY.

StorageGRID= EE A S8t 22
CHot S20[AEZE XS L Ct.

—1Tod

ro
4
re

201 th

rot

MH EE= CloudMirror S 4| MH[AQE ZH2 CHE HZ|

QI CA(E 712 =29 YE ot YIS AHSHH E45t= AEX XH UBSME L5E & ASLICH
StorageGRIDO||= A|AE AX| F0f| LHF CA IS ME o= CARIS 712hE HEE[0] ASLICE 0]2{T LHE CA
AS M= 71EH2Z T StorageGRID EEHS E25t7| 2|3l AL E LI H[Z2EM 2HH0f| LiF CAASME
AMEY = UX|T T2 M 2HHof| JHY Mot 2 R 1T J[2oM MEe AEXt X QS ME A8SH=
ALt AB M7} gle HI2Q HEE XA X|2H AEHE|X] LTt

* MEX XIH CAUSME LR ASME MAHSHK| 4X|2 ALEXL X[F ASME M HES =elotr| 2f8h X[FE
1S M0{OF BfLICt.

* BE MEXXIE ABME MH ASMof| chich AA™ ot X &S SF3H0F gLCt.
"AlﬁEﬂ 7OI-§|."

* StorageGRID= CA2| QIS ME T MHYU(CA AS M HS0|2tn )= HE-sH= AS X[F Lt

@ StorageGRIDO|= 2 E JZ|E0AM ST 2F MK CAQUBSME ZEHEILICH T2HM 2t =
2 N CAQUSA CHAl 2 2IF 7|20l A METH ALEXL XY QIS ME X|HsHOF ghL|Ct.

MeH 5! 20| E 1T M R HHE2 6] 7HX| YHZ T EL|LE A[ARS F45t7| Hof| £ StorageGRID
= =
SME ZHI

E
T80 2ot 2= S
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LDAP service type

Select the type of LDAP service you want to configure.

Active Directory OpenlLDAF Other

Configure LDAP server (allfields are required)

Hostname Port
my-active-directory.example.com 389
Username

MyDomain\Administrator

Password

aseeedRe
Group Base DN
DC=storagegrid,DC=example,DC=com

User Base DN

DC=storagegrid,DC=example,DC=com

ﬂh%ww,w‘%wwwmww

"Single Sign-On AE0f| Ciot 27 Atgt

"HHE AES Hd5h= SLID

"HIHE AEE A ELIC

OpenLDAP At 714 X|&

OpenLDAP MHE ID m|T{2{|0] 0] AL23H2{™H OpenLDAP MH{0M £ HAH S Fdslof &LCt.
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Synchronize

StorageGRID periodically synchronizes federated groups and users from the configured LDAP server. Clicking the button below will immediately start the
synchronization process against the saved LDAP server.
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Admin Groups

Add and manage local and federated user groups, allowing member users to sign in fo the Grid Manager. Set group permissions to conirol
access to specific pages and features.
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Name D Group Type €  Access Mode &
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Create a8 new focal group or import a group from the external identity source,
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Single Sign-on

You can enable single sign-on (S30) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start, enable identity federation
and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for any existing tenant accounts. MNext,
select Sandbox Mode to configure, save, and then test your S50 seftings. After verifying the connections, select Enabled and click Save to start using S50.
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Single Sign-on

You can enable single sign-on (350) if you want an external identity provider (1dP) to autharize all user access to StorageGRID. To start, enable
identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for

any existing tenant accounts. Mext, select Sandbox Mode to configure, save, and then test your 330 settings. After verifying the connections,
select Enabled and click Save to start using S350.

S50 Status " Disabled & Sandbox Mode " Enabled

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S30) and
single logout (SLO} are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

2. Go to your identity provider's sign-on page: https://ad2016.saml_sgws/adfs/Is/idpinitiatedsignon_htm

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of 330 for StorageGRID,
change the SSO Status to Enabled, and click Save.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Node, using the relying party identifier(s) shown below.

G_ Go to your identity provider's sign-on page: https:ffad.?[]1E_5aml_sgws.-fadfsflsfidpinitiatedsignnn.htm)

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SSO for each of the relying party trusts and you are ready to enforce the use of SS0O for StorageGRID,
change the S50 Status to Enabled. and click Save.
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You are not signed in.

T Sign in to this site.
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A Warning

Enable single sign-on

After you enable S50, no local users—including the root user—will be able to sign in to the Grid
Manager, the Tenant Manager, the Grid Management AP, or the Tenant Management APl

Before proceeding, confirm the following:

# YYou have imported at least one federated group from the identity source and assigned Root
Access management permissions to the group. You must confirm that at least one
federated user has oot Access permission to the Grid Manager and to the Tenant Manager
for any existing tenant accounts.

* You have tested all relying party trusts using sandbox mode.

Are you sure you want to enable single sign-on?
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A Warning

Disable single sign-on

After you disable S30 or switch to sandbox mode, local users will be able to sign in. Are you sure

wou want to proceed?
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Client Certificates
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You can upload or generate one or more client cerificates to allow Storage GRID to authenticate external client access.

4+ Add || s Edit | [ % Remove |

Name Allow Prometheus

Mo client cerfificates configured

ro
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x
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)
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o

Upload Certificate

MName @

Allow Prometheus @ [

Certificate Details

Upload the public key for the client cedificate.

Expiration Date

Upload Client Certificate ‘

‘ Generate Client Certificate

2
I
o

=2 1X0l[M 32Xt Afo] 2 =igtL|Ct.

a. ABME H=ESIHH 2= O|FHLICH 7]
b. QIZME WHsIHH OZ 0| LTt 017
6. QIEME HZLCoIHH

210f| M| ASHE{™ * Prometheus * 3|2 201zt

S MEftL(CE

65



66

Upload Certificate

Name &

Allow Prometheus @

Certificate Details

Upload the public key for the client cerificate.

Uploaded file name:

Certificate metadata @

Certificate PEM @

7|12 YZLEoHH * 2 Z A HIEHH|O[E] * 8L *

test-cedificate-upload

Upload Client Certificate ‘ | Generate Client Cerdificate

client (1}.crt

Subject DN; /C=USIST=California/L=Sunnyvale/O=Example Co/OU=ITICN=
mple.com
Serial Number. 0D:0EFC16:75:B8:BE:SETD:47:4D:05:49:08:F3.7B:E8: 447190
Issuer DN: /C=US/ST=California/L=Sunnyvale/0=Example Co/OU=IT/ICHN=*53 exa
mple.com
Issued On: 2020-06-19T722:11:56.000Z
Expires On: 2021-06-19T722:11:56.0002
SHA-1 Fingerprint: 13:A4D6:06:2B:90:FEEY 7B.EB: 1AB3:BE:C3:6230:BTAGET:FO
SHA-256 Fingerprint: 5C:29:06:68:CF:81:50:B8:4F AQ56:FTAT:AB3C36:FAZDBT 32:.44:C;
T4:852CBD:EG67:37.C3AC60

*53.ex8

00Fa0]ze+hEoZhw

gV’“L {hhE1mh 3

Copy cerificate to clipboard ‘
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Upload Certificate
Mamz & test-cerificate-generate

Allow Frometheus @

Certificate Details

Upload the public key for the clisnt cedificsts,

Uplesd Client Certificste

| Generste Client Cardtificate

Certificate metadats  €) Subject DN: /Ch=tastcom
Serial Number: 0B:F2:FB:78:B2:13:E4.0F :54:83:30:35:58:8F: 2A4:03:53:BO:EZ:0
A
Issuer DMN: ‘Ch=tast.com
Issued On: 2020-11-20T22:44:48.000Z
Expites On: - 2022-11-20T22:44:48 000Z
SHA-1 Fingerprint: 8E:08:8C:F8:3E:20:88;E4:C8:42:52:5F: 32, TE:ET:63:808:88:F3:3
o
SHA-258 Fingerprint: 73:02:51:83:ED:D3:8%:AD:7E B8 :4C:AF AE:34:76:B8:42:FE:0D:
EF:73:C0:A4:68:C2,EB:85,84.C2:04:7ABD

Cadificate PEM & | === BESIN CERTIFTCATE--=—- )
MITCysCrABOgiwIBAgTTCE i TdrT

BOAwEsERHABCR I TE Aww TG adCs Jha OwHh oM 2 bT'T

M3 IORDOEW  ATHR Ew D T VOO DDA R 0 R XN LR v b T CCA S Iw DU Y JRo 2 ThecBAQEREOAD

goEPADCCADeCggEBAK O 24E S e e GuBb2 EH cidf /¢ TeExLeBEm+dvIwszl qﬂcR

KgHZ21BEYI0N/ Vo7 200 2miFE yBuk yOTX SC0E Inrr 03 TBLe IR EEE=T oo Lok,

De=BEFYzd02axinEl /X ANTEcERET ST OO Cudc 0V uVlexdy2 1T SSokn i Bmla
AVnkTEEECEEyTFalaoiaLETHI Oz o BOxBECpADT FOEaIy2 £6Kg5eS

gSiwE2PETUBM
EOVRORBAww

Copy cerificate to dipboard

Certificate grivate key @ | ———" EEEIF RIR FRIVAIE EEY----— "~
HIIEpQIBARKCAQEAr TZ0H2bHak+=ad0r Bk y iy T 1/ +1NuzEn0EaE T LB FO2ENC /Bl
EdnaUHlghCEoq vk l1Ha Y borTHCTJBOQE 15k 1+ RIME - dhZ ScExCEwige K2VRUD T
CwE e B TP Do 0 F4R TN Bk ix VT S I TOMa T i J s R SV EH I IOVE I RygeMEY Sas
TR g TR P I Bn T T0S 4 Sogylw oM EVDOg R /A TUHTEEokngPaTHto i L2/ 0 2Dms T8
25Cg=203xad: gPulimoWo5h8kTnowEiHNHI £mi Dyxnkp S BN OMaDm/ oY «JEaW
IwZEERSpE S lukska kT DAVHONG TODFED vy I DR AR c IBADC FEUEY 4pENHasy
SuELEDedy v/ SCn+Rdmrodg B S xWECDrE IR1EDG+HThY r Edon EXHO0+ACTVAC)
HE1QET%DVpwEs Spublsri¥ Sere rEnp Bl CMaH Y BT xS ub U Tag sl
s IR FEIvAE T flrZx WY dn02RPE i rog Y gellge S Y (N7 32 03 naTrme Tdma Y EEE

Ad4Hvaon

Copy private key to dipboard

A& You will not be sble to view the cerificate private ey sfter you close this dislog. To save the keys for future reference, copy end paste the values to

anather locstion

a SYHCR QSN BAH* 2 MeAs}T 95

|
b. Copy private key to clipboard * & MEH{st 11

[
i
4>
£Q
o>
i
iul
N
mlm
ﬁ
40
>t
=2
T
>
o
i
il

() st amis pre o= sl
C. 215 ME Grid ManagerOf| X{Zst2H * MZ& * 2 MEiBiL|CE,

8. Grafana®t Z2 2|5 ZLIE{Y =H0|M Ot e L

67



Grafana |X|= CtS A3 ZIAF0f| Lt Q&LICY.

sg-prometheus

HTTP

URL ; https://admin-node.example.com:9091

Access Server (default)

Whitelisted Cookies

Auth

Basic auth With Credentials

TLS Client Auth [ @ ] |With CA Cert

Skip TLS Verify

Forward OAuth Identity

TLS/SSL Auth Details

ServerName admin-node.example.com

Client Cert
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&LICH https://admin-node.example.com: 9091

C. TLS S2I0|YE Q1= * gl * CA QIS * 2 &M sletLC.
d. 22| QIE{H|O|A M QIZAM E= CAHES TLS/SSL 213 M5 ME of2ie| CA Cert0l| SAMSH0] 20
d&L|ct

servername 22| QIE{H|O|A MH QS A0l EA|E Z0f|Ql 0| St LX|sHof SfL|Ct.
f. StorageGRID = 2Z TIUNA SALSE IS A U 710l 7|5 MESt D HAERL|CE
OlX| 8 ZL|EZ E2 AtE5I0] StorageGRIDM|A Prometheus HIE2{0f| A M| A S 4 QIELICE,
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r
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QIEME BE3H0] 0|22 HZBIIILE, Prometheus HMAS BASH i HIZHASIBIALL, S| QIS AM7} Bt 2t A
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S2t0[AE AS A H|O|X|7F LIEFLICE. 7|Z AS M7 LI E LIt

ASAM Ttz EMIE BO| LIRE|O] JSLIC AS A7t 2 Bt=E[ALf 0|0] Bt=El FL E|O|S0| HIAIX[Zt
LIEtLE D H 7t EB[AHELICE,

|4 Add || # Edit || % Remove |

Name Allow Prometheus Expiration Date
() | test-certificate-upload ' 2021-06-19 16:11:56 MDT
® test-cerificate-generate s 2022-08-20 09:42:00 MDT

Displaying 2 certificates.
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2. MEY BN F0)| U= 20| TRE MEdSiL|Ct
3. HE g MeBiLict,
S M HE Chst &Xt7F LIEHELICE
Edit Certificate test-certificate-generate
Name @ test-certificate-generate
Allow Prometheus @
Certificate Details
Upload the public key for the client cerlificate.
Upload Chent Cerfificate ‘ ‘ Generate Chent Certificate
Cerfificate metadata @ Subject DN: {Chi=test.com
Serial Number: 0C:11:87:6C.1E:FD:13:16:F3:F2.06:09:DAGD:BC.CE2A:A9:C3:53
Issuer DN: /Chi=test.com
Issued On: 2020-11-23T15:53:33.0002
Expires On: 2022-11-23T15.:53:33.0002
SHA-1 Fingerprint: AEES:T0:AT:D3:C3:38:7TA09:F5:62.9B:81:8A:87:CD:43: 16:8 AT
SHA-256 Fingerprint: §3.07:BF:FF.03:1E:84:F1:04:67.C6:16:B0:35:26:00:.C6:A3:13:11.TE:5ED
(EC7TATB:EF:23:14:55:30: 56
Certificate FEM  © iy
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a. o8 DL|EZ 70 QIZSME 20{doa{H * SEEEER QIS A & MEgiL|Ct
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c. f BLIHY =F0M B ALt 7Rl 71E ME St B AERLICE

2E i A Heto] 0{of BTt

s X|9El= B2t E AF25t0] Grid Managerd| 2 118}{0f $HL|Ct,
b
1. M *>* HHA KO * >~ S220|AHE QIS M * & ME4BILICE

SCt0|UE AS M HO|X|7} LIEFELICE. 7|1E AS A7t LIZELICE.

|4 Add || # Edit || % Remove |

Name Allow Prometheus Expiration Date

() | test-certificate-upload " 2021-06-19 16:11:56 MDT

® test-cerificate-generate 4 2022-08-20 09:42:00 MDT

Displaying 2 certificates.

A Warning

Delete certificate

Are you sure you want to delete the cerfificate "test-certificate-generate"?

B E
4. OK * & MetgtL|C},

AS M7t ®MAHELICE

EHS| 2 HE O{EZ0[UA LEO| H|O|HE HZSHEE StLf 0| &9] 2| F 7| 22| MH
(KMS)E #de = JASLICE
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KMS setup

Create a StorageGRID
client in the KMS

Obtain KMS details:

¢ Host names and port

s Alias for encryption key
e Server CA certificate

* Public client certificate
e (Client private key

Add KMS to Grid Manager
for a site or group of sites

Poweron

or reboot?
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Appliance setup

Enable node encryption in
Appliance Installer

install appliance:

e Disks are encrypted
with data encryption
keys (DEKs)

* DEKs are encrypted
with temporary key
encryption key (KEK)

Deploy appliance asa
node in StorageGRID

Has a KMS

been configured for
the site?

Appliance receives KMS
configuration

Appliance connects to
KMS to request key

KMS key replaces
temporary KEK

Appliance is secured by
KMS
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v
Data Center 1 Data Center 2 Data Center 3

- Appliance node with node encryption enabled

Appliance node without node encryption enabled

X
- Non-appliance node (not encrypted)
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Key Management Server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key managemeant server (KMS) to manage the encryption keys that protect vour StorageGRID at
rest,

Configuration Details Encrypted Nodes

You can configure more than ons KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manags the keys for the appliance nodes at a particular site.

Before adding a KMS:

» Ensure that the KMS is KMIP-compliant

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID

‘+ Creata || # Edi || @& Ramove
KMS Display Name © Key Name © Manages keys for © Hosthame © Certificate Status ©

No key management servers have been configurad. Select Create

Create * & MEHBILICE,

7| 22| M =7t OpH AR 1EHA(KMS M[S HE 13)7t LIEFEHL|CE.

Add a Key Management Server

0 :

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Enter information about the external key management server (KM3) and the StorageGRID client you configured in that
KMS. If you are configuring a KMS cluster, select + to add a hostname for each server in the cluster.

KMS Display Name @
Key Name @&
Manages keys for & - Chonoss One - v
Port © 5606

Hostname @& o
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Add a Key Management Server

Q—0 -

Enter KMS Uplead Upload Client
Dietails Server Certificates
Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate & EBrowse

=

2 QIZM MAS YRZELIC
e 15 A BIET O] E{7} LEERERLIE.
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Add a Key Management Server

o 0

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) ora
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate @ Browse k170vCA pem

Server Certficate Metadata

Server DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Root CA
Serial Number: 71:CD:6D:72:53:B5:60:0A:8C:69:13.0D0:4D:D7 .51:0E
Issue DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySacurs Root CA
lssued On: 2020-10-15T21:12:45.0002
Expires On: 2030-10-13T21:12:45.0002
SHA-1 Fingerprint: EE:E4:6E:17:86.DF:56:B4 F5:AF:A2:3C:BD:56:6B:10:DB:B2:5A 79
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Add a Key Management Server

—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate € Browse

Client Cerificate Private Key @ Browse
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server ON:  /CN=admin/UID=
Serial Number: 7D:5ABA2T:02:40:C8:F5:19:A1:28:22:E7:D6:E2:EB
Issue DN: /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Hoot CA
Issued On: 2020-10-15T23:31:48.0002
Expires On: 2022-10-15T723:31:48.000Z
SHA-1 Fingerprint: A7:10:AC:39:85:42:80:8F FF:62:AD-A1:BD:CF:4C:50:F 3:E9:36:65

Client Certificate Private Key @ Browse k170vClientKey. pem
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Senver Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server DN:  /CN=admin/UID=
Serial Number: 7D5ABA27:02:40.C8:F5:19.A1.28.22.E7.D6.E2.EB
Issue DN: /C=US/ST=MD/L=Belcamp/0=Gemalto/CN=KeySacure Root CA
Issued On: 2020-10-15T23:31:45.000Z
Expires On: 2022-10-15T23:31:49.000Z
SHA-1 Fingerprint:  A7:10:AC:39.85:42:80:8F FF 62:AD:A1:BD:CF-4C:90:F3:E9:36:69

Client Certificate Private Key @ Browse k170vClisntKey. pem

Select Force Save to save this KMS without testing the external connections. If there is an issue with the configuration,

you might not be able to reboat any FDE-enablad appliance nodes at the affected site, and you might lose access to
your data.

] e [ o
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=

Canfirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

Ifthere is an issue with the configuration, you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.
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Key Management Server

If your StorageGRID system includes appliance nodes with node encrypfion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your StorageGRID at
rest.

Canfiguration Details Encrypted Nodes

‘You can configure more than one KMS {or KMS cluster) io manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

Ensure that the KMS iz KMIP-compliant.

Configure StorageGRID as a client in the KMS.

Enable node encryption for each appliance during appliance installation. You cannet enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled

For complete instructions, see administering StorageGRID,

| & Create | ‘ # Edit | | & Remove|

KMS Display Name @ Key Name © Manages keys for & Hostname @ Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.99 164 «" All certificates are valid
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

*fou can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS
= Ensure that the KMS is KMIP-compliant.
» Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID,

| o+ Create | ‘ # Edit | | & Remove|

KMS Display Name & Key Name & Manages keys for @

Hostname & Certificate Status ©
® | Default KMS test

Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

2. H|O|X] T M * = otEl L * RS MERBHL|CE
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Key Management Server

1T vour StorageGRID system includes appliance nodes with Full Disk Encryption (FDE) enabled, yvou can use an external ey management server (KM3) to manage the
encryption keys that protect your StorageGRID data at rest

=

[ . |
Configuration Details Encrypted Nodes
| R |

You can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one

default KMS to manage the keys for all appliance nodes within a group of sites and a second KIMS to manage the keys for the appliance nodes at a
particular site.
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Configuration Details Encrypted Nodes

Review the KMS status for all appliance nodes that have node encryption enabled. Address any issues immediately to ensure your data is fully protected. If no KMS exists for a site
select Configuration Details and add a KMS.

Nodes with Encryption Enabled

Node Name Node Type Site KMS Display Name @ Key UID & Status ©

SGA-010-096-104-67 (F Storage Node Data Center 1 Default KMS 41bi...5c57 « Connected to KMS (2021-03-12 10:5%.32 MST)
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Key Management Server

If your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS} to manage the encryption keys that protect your Storage GRID at
rest.

Caonfiguration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) io manage the encryption keys for appliance nodes. For example. you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS
» Ensure that the KMS is KMIP-compliant.
« Configure StorageGRID as a client in the KMS.

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID.

| 4 Create | ‘ # Edit | | o Remove|

KMS Display Name Key Name © Manages keys for & Hostname @ Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.95 164 " All certificates are valid
2. MY KVMSE Heietn * My * g Metgh|ct
3. West AL 7| 2| M HE OPHARC| * 1THA(KMS M[E ME 2A™) * of Y= ME MEE Ho|0|EFL|CY
EEof Y=gt 23
KMS #A| 0|2 0| KMSE AlE3t= O 20| &=|= 2 O|SYLICH 1Kol M 64Xt

AtO|0{OF BfL|CY.
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10. @2 MAIX|7} LIEFLIH HAIX| ME HEE HESID * OK * £ MEiSL|CE
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o€ 01, 0] KMSO]| CHalf MEqSH AFO|E 7L CHE KMSO]| 2|8H 0|0] 2= ULE HE HIAE| AMifst &
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KMS 40| MEELICt.

12. gl AN E HESI FHS W MESHH * OK * & MEHBILICE

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

If there is an issue with the configuration. you might not be able to reboot any appliance nodes
with node encryption enabled at the affected site, and you might lose access to your data.

KMS 782 MEE X2 KMSO|| Cigt HZ2 E|AEE|X]| g4&LICH

KMS(7| 22| M) &7

A0 et 7] 22| MHE HAHE & ASLICH o|E S0 AI0|EE dlix|st 2L AIO|EH
KMSE HHE &= UAELICE.
L3t 74

© S(2) HES{OF BILICH 7| 22| M AZ0| CHSE T2f AFS 2 @71 AFSH,

« ZE M| A AHBto| Qlo{of EL|CEH
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Key Management Server H|O| X7} LIEILED 1M El BE F| 22| MEH7F EA|ELICE

Key Management Server

IT your StorageGRID system includes appliance nodes with node encrypiion enahbled, you can use an external key management server (KMS) to manage the encryption keys that protect your SiorageGRID at
rest.

Canfiguration Details Encrypted Nodes

‘You can configure more than one KM5S {or KM5 cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

Ensure that the KMS iz KMIP-compliant.
Configure StorageGRID as a client in the KMS.

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled

For complete instructions, see administering StorageGRID,

& Create | ‘ # Edit | | & Remove|

KMS Display Name @ Key Name © Manages keys for © Hostname @ Certificate Status ©
& | Default KMS test Sites not managed by another KMS (default KMS) 10.95.99.164 «" All certificates are valid
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2. HlHE KMS2| 2tE| £t
3. A thist MXHo|A 12

A Warning

Dielete KMS Configuration
You can only remove a KMS in these casas:

« You are removing a site-specific KMS for a site that has no appliance nodes with node
encryption enabled.

= You are removing the default KMS3, but a site-specific KMS already exists for each site
with node encryption.

Are you sure you want to delete the Default KMS KMS configuration’?
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HIEE AES ddst= SULICH

StorageGRID A|ARS| AEZ|X|0f CHet HM|A S KM[O{ot2{™ StLt O] &9l HIHE AES
d-datiof ghict.

|

1. Tenants * & MEHTIL|CE

HIEE AE HO|X[7t LiEtLED 7| E HI'HE AHFO| LIE LT}

Tenant Accounts

View information for each tenant account.

Note: Depending on the timing of ingests, network cannectivity, and node status, the usage data shown might be out of date. To view
more recentvalues, selectthe tenant and select View Details.

I+ Create | ® View *ntalls # Edit || Actions - || Exportto CSV Search by Mame/D Q

Display Name @ 4 Space Used @ 11 Quota Utilization © 1T Quota € 11 Object Count @ I Signin ©

Mo results found.
Show 20 ¥ rows perpage
2. Create * £ ME{BIL|CE

Create Tenant Account H|O|X| 7} LIEFEFL|CH H|O|X|off Z&HEl ZE = StorageGRID A|AEI0|A SSO(Single
Sign-On)E M3 =X| o 2of 2t SRl Ct,

° SSOZ AI23IX| 2= Z 2 Create Tenant Account H|0|X|= Ct21 Z+&L|CH
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Create Tenant Account

Tenant Details

Display Mame
Protocol g3 T Swift
Storage Quota (optional) GB -

Authentication @

Canfigure how the tenant account will be accessed.

Uses Own ldentity Source W

Specify a passwaord for the tenant's local root user.
lsername roat
Password

Canfirm Passwaord

° SSO7} &M3sl=l AL Create Tenant Account H|O|X|= Ct2 3} ZHSL|CL.



Create Tenant Account

Tenant Details
Display Mame S3 tenant (330 enabled)
Protocol & g3 T Swift
Allow Platform Services W

Storage Qluota (optional) GE -

Authentication
Because single sign-on is enabled, the tenant must use the Grid Managers identity federation
service, and no local users can sign in. You must select an existing federated group to have the

initial Root Access permission for the tenant.

Uses Own |dentity Source [

Single sign-on is enabled. The tenant cannot
use its own identity source.

Root Access Group gagrp oo

=1 3

HHEE
"ID H|{2{[0] M ALE"

e

"Single Sign-On 74"

StorageGRIDO||A| SSOE AI&SIX| b= Z 2 HIHE AF Hd
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https://FODN or Admin Node IP:port/?accountld=20-

digit-account-1id/

* FODN or Admin Node IP&(&)22|Xt =9 Hiotel =il

0|8 & IP FALCH

* port HHE M8 ZEQILIC}

* 20-digit-account-id HIHES| 13 AH IDYLICH

ZE 44304 22| = ZE[X}of 2791+ S SEstn RE MNA S8 OAF0| AHEAe| XA S
HMASHK| T 2H RE ALEXt0|  YHELLICL
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HMASI D 2H RE AR}
Ao dHEefLict

HHEO FEE 2018 C

a. Configure Tenant Account CHst & X[0{| A * Sign in as root * HES 2

Configure Tenant Account

" Account 53 tenant created successfully.

If you are ready to configure this tenant account, sign in as the tenant's roat user. Then, click the

links below.

# Buckets - Create and manage buckets.

» Groups - Manage user groups, and assign group permissions.

» Users - Manage local users, and assign users to groups.

Finish

HE0| =2 280l HA|ZF LIEILL oiXH HIHE AFHo| RE AEXIZ 2OQIYSS LIEF-LICY
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Tenant Accounts
View information for each tenant account.

Hote: Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be cut of date. To view
mare recentvalues, select the tenant and select View Details.

| <+ Create | | | @ View details | | & Edit | | Actions = | | Exportto C3V | Search by Name/D Q

Display Name €& A Space Used @ I Quota Utilization @ T Quota @11 Object Count @ T Signin @

® Account0 500.00 KB 0.00% 20.00 GB 100 L3
O  Account02 250 MB 0.01% 30.00 GB 500 L3
O Account03 £05.00 MB 4.03% 15.00 GB 31.000 =)
O Account04 1.00 GH 10.00% 10.00 GB 200,000 3
) Account0s 0 bytes — Unlimited ] 3
Show 20 ¥  rows perpage
2. HEY HUE AES MEigL|CE
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Tenant Accounts
View information for each tenant account.

Hote: Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be cut of date. To view
mare recentvalues, select the tenant and select View Details.

| &= Create : [@ View details | | & Edit | | Actions = | |_Exp0rttu csv | Search by Name/D Q

Display Name €& A Space Used @ I Quota Utilization @ T Quota @11 Object Count @ T Signin @

® Account0? 500.00 KB 0.00% 2000 GB 100 L3
O Account02 250 MB 0.01% 30.00 GB 500 ]
(O Account03 605 00 MB 4 03% 15.00 GB 31,000 +]
(0 Account04 1.00.G6B 10.00% 10.00 GB 200,000 *]
) Account0s 0 bytes — Unlimited ] 3

Show 20 ¥  rows perpage
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view

of X7t A&LIC

the error details. The |ast error occurred 2 hours ago.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror

replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

g One or more endpoints have experienced an error, Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

Create endpoint

5 endpoints

Display name @ +

Lasterror @ = Type @ =

URI® =

URN® =

my-endpoint-2

my-endpoint-3

my-endpoint-5

my-endpoint-4

my-endpoint-1

0 2 hours ago
0 3days ago

12 days ago

Search

Notifications

Motifications

Notifications

S3 Bucket

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.202:8080/

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws.es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

arn:aws:sns:us-west-2::example3

arn:aws:sns:us-west-2:example2

urn:sgws:s3::bucketl
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Data Center 1

MNetwork Storage Objects 1L Platform Services
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== Pending reguests

Request Completion Rate
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== Replicaticn completions = Reguests committed

Request Failure Rate
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Load Balancer Endpoints

Load balancer endpoints define Gateway Mode and Admin Mode ports that accept and load balance 33 and Swift requests to Storage
MNodes. HTTPS endpoint cerificates are configured per endpoint.

€ Changes to endpoints can take up to 15 minutes to be applied to all nodes.

'+ Add endpoint port

Display name Port Using HTTPS

Mo endpoints configured.

Create Endpoint
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Endpoint Binding Mode @ Global (O HA Group VIPs (O Node Interfaces
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Load Certificate

Upload the FEM-encoded custom certiﬂcate]:private key, and CA bundle files.

Server Cerificate Browse

Cerificate Private Key

CABundle Browse
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Load Balancer Endpoints

Load balancer endpoints define Gateway Mode and Admin Mode ports that accept and load balance 53 and Swift requests to Storage Nodes. HTTPS

endpaint cerificates are configured per endpaoint.

| = Add endpoint | | # Edit endpoint | | X Remove endpoint

Display name Port Using HTTPS
O  Unsecured Endpaint & 10444 Mo
® Secured Endpoint 1 10443 Yes
Displaying 2 endpoints.
MEE BHES ML
23 My~ 2 2=t

23 T et Xt LIEFE LT

HIHOHHTTP) 272 2% Chst &Xte| 21 MH|A 4 Mot LIEHL|CH HoHHTTPS) 289 22 L3
Ofl x|t Z0| st &Ate] 28 MH[A T 3 IS M MM0| LEEFEL|CE.
Endpoint Service Configuration
Endpoint service type @ S3 O Swift
Certificates
Upload Certificate ‘ ‘ Generate Certificate
Server CA
Certificate metadata Subject DN: /C=CA/ST=British Columbia/O=NetApp, Inc/OU=5GQA/CN=* mraymond-grid-a.sgqa.eng.netapp.com

Serial Number: 1C.FD:27:8B.EG.ASBA30:45:A9:16:4F DC.77:3E:CA:80.7D-AFES
Issuer DN: /C=CA/ST=British Columbia/O=EqualSign, Inc./OU=IT/CN=EqualSign Issuing CA
Issued On: 2000-01-01T00:00:00.000Z
Expires On: 3000-01-01T00:00:00.0002
SHA-1 Fingerprint: 60:30:5A:8C:62:C5:B8:49:DC:9A:B3:F7:B9:0B:5B:0E:D2:A2.FTE.CT
SHA-256 Fingerprint: AF.75.7F 44:C6:86:A4:84: B2 7D:11:DE:9F 49:D3:F6:2ATE:D9:4D: 24 1B:8A0B:B3:.7E:23.0F B3:CB:84:8
9
Alternative Names: DMS:* mraymond-grid-a.sgga.eng.netapp.com
DMS*.88-140-dc1-g1. mraymond-grid-a.sgga.eng.netapp.com
DMS*.99-142-dc1-s1.mraymond-grid-a.sgga.eng.netapp.com

Certificate PEM
MITHfDCCBWSgAWIBAgIUHPOni+alujBFqRZP3Hc+xoBYr+kwDRYJEoZ IhvcNAQEL
BQAwb] ELMAKGA] UEERMCOOEXGT AXEgNVBAGMEE JyaXRpc2ggQ2 93dW1l 1aWEXGDAN
BgNVBLZoMDOVidWFaU21nbiwgSW5] L] ELMRAkGR] UECwwC SV HT AbBgNVBAMMFE VX
dWF3U21nbiBJc3N1aWsn IENBMCAX DT AWMDEWMT 2wMDAWMF oY D2 MwMDAWMT AxMDAW
MDAWH] B+MQawCQYDVORGEWIDOTEZMBCGR 1 UECAWQRNIpdG1 2aCBDb2 X 1 bRIpYTEV
MEMGR1 UECgWMTHV0 X BWLCBJbmMuMQOwCwYDVQOLDARTR] FEMS 4wLAYIVQODDCUg
Lml¥YX1tha SkLWdvaWQtY55zZ3FhImVuZ ySuZXRhcHAuY2 9tMI IBIjANBgkghkiG
SwOBAQEFAROCRQEAMI IBCaHCAQERAONUkWEEFg/BlULY+bIRE0MaVISC+RTSIZ102v
Hz4rSnrYCn,/WIRCT+fznmxzaG32RRUDInNLnX] ¥Yk+QUPRAIFZ+51dr6HIrYTE/NK
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Load Balancer Endpoints

Load balancer endpoints define Gateway Mode and Admin Mode poris that accept and load balance 53 and Swift requesis to Storage Nodes. HTTPS
endpaint cerificates are configured per endpaoint.

| < Add endpoint | | # Edit endpoint | | ® Remove endpoint

Display name Port Using HTTPS
O  Unsecured Endpaint & 10444 Mao
® Secured Endpoint 1 10443 Yes
Displaying 2 endpoints.
HAg 23 250 = 2o BHEE MEELCh

efol thzt &AL7F LIEFELICE.



A Warning

Remove Endpoint

Are you sure you want to remove endpoint ‘Secured Endpoint 17

&
g
ro

‘g 2BLICL

20| MAHELIC.

Hu

E 7Y 2T %S YA - CLB AMH|~

AOIESO] =E2| CLB(YZE 2= & M1) ME|A= O 0| AHEEIX| GS&LICH OfX 2E
WA MH| AV HEE = EE WY HIFHLIS LI

CLB MHIAS Layer 4 2C W2iAl2 AR3t0] S20|lE S8 T2 0| M S0{9% TCP HIESI AL 184,
NAZ 2E O PR[RF 4 23 B0 T2} HHe| AEa|X| L2 HEELIC 2xe| A22|K| LES Hesi

CLB AH|AS QUrS L|E9|T A2 HHsID Meist tE2 Eafmg MYBILICH CLBE 50125 HEYS
A2 A 1 J2|E YEY THS TSR eBLICH

CLB AMH[20f Ciet FHE B2 *X[@ * >+ *>* 02| EZZX| * E M=ot C}Z * CLB * 2t 1 o2l EM88
MEiE = U2 Wi7HX| A0 ER0] =EE 2fFRLCt

| overview \ || Reports | Configuration |
ﬂ StorageGRID Webscale Deploymeant "m
:J:- Data Center 1 .
‘ ‘ . Overview: Summary - DC1-G1-98-161
Ié.l-‘. S——— : Updated: 2015-10-27 18:23:33 POT
G- ) ssu
[=} cLe
HTTR .
: ESRIR Storage Capacity
a Resources
= Storage Nodes Installed MA E
[+ DC1-52-56-163 Storage Nodes Readable: A ]
|!.‘|.‘ DC1-53-96-184 Storage Nodes Wiitable NIA i
(-l DC1-ARC1-98-165 Installed Storage Capacity NAA
(s~ Data Centar 2 Used Storage Capacity /A s ]
_,a‘ Data Center 3 Used Storage Capacity for Data N/A i |
Used Storage Capacity for Metadate: M/A i
Usable Storage Capacily MNIA =
CLB MH|AE ALt = MENSH AR StorageGRID A|AEI0| CHSE 213 H|22 FMst= Z0| EELICL
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Untrusted Client Networks

IT you are using a Client Network, you can specify whether a node trusts inbound traffic from the Client Metwork. if the Client Network is untrusied, the
node only accepts inbound traffic on ports configured as load balancer endpoints.

Set New Node Default

This setting applies to new nodes expanded into the grid

New Node Client Network & Trusied
Default i Untrusted

Select Untrusted Client Network Nodes

Select nodes that should have untrusted Client Metwork enforcement.

| Node Name Unavailable Reason
I | DC1-ADMA

£ ' DC1-G1
= | DC1-81
27 'DC1-52
B [Dcis3

DC1-54

Cliznt Network untrusted on 0 nodes
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DC1-ADM1 (Admin Node)

Crverview Hardware Metwork Storage Load Balancer Events Tasks

Mode Information @

Name OC1-ADM1

Type Admin Node

1D T11bTh9h-8d24-4d9f-87 Ta-be3fadac2Ted
Connection State «* Connected

Software Version 11 4.0 (build 20200515 2346 Sedchbf)
HA Groups Fabric Pools, Master
IP Addresses 192.166.2.208, 10.224 2 208, 47.4T7 2208, 47 474219 Show more »
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Active-Backup HA DNS Round Robin

W 1 (Backup) GW 1 P
HA Group 1 VIPs I
_Lb GW 2 (Master)

DNS
Entry
W 3 (Master) |
I GW 2P
HA Group 2 VIPs
GW 4 (Backup) GW = Gateway Node

VIP =Virtual IP address

Active-Active HA

|_. H.n‘r-"q. Grl:lup 1 U'P
GW 1 MEISI:EI’ i| IIA 2

(Backupin HA 1)
DMNS
Entry

| » GW 2 (Master in HA 1)
| (Backupin HA 2}
HA Group 2 VIP

Active-Active HA OI|0f A2 Zt0] 0] 7He| Z2 HA 1E8 MAEt
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High Availability Groups

High availability (HA) groups allow multiple nodes to participate in an acfive-backup group. HA groups maintain virtual IP addresses on the active node and switch to a
backup node automatically if a node fails.

I-|- Creale| # Edit | | ® Remove
Name Description Virtual IP Addresses A

No HA groups found.

2. Create * E 2&!gfL|C}.
High Availability Group A4 CH} AX}7t LIEFELICE,
3. 0|52 2Lt Rlot= F2 HA IEO| CHot MEES AL
4. Select Interfaces * £ Z2!gtL|LC}.
High Availability GroupOf| /E{H|O|A Z=7} CHat AKX LIEFEFLICE O] HOll= Mgttt =, I H[0|A B |Pv4

MEUIo] Lot ASLIL.
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Add Interfaces to High Availability Group

Select interfaces to include in the HA group. All interfaces must be in the same network subnet.

Add to HA group Node Name Interface IPv4 Subnet  Unavailable Reason

gid0-g1 eth 172.16.0.0/21  This IP address is not in the same subnet as the selected interiaces

g140-g1 eth2 47.47.0.0/21 This IP address is not in the same subnet as the selected interfaces

gi40-g2 eth 172.16.0.0/21 | This IP address is not in the same subnet as the selected interfaces

g140-g2 eth2 A7.47.0.0/21 This IP address is not in the same subnet as the selected interfaces

g140-g3 eth0 172.16.0.0/21 | This IP address is not in the same subnet as the selected interfaces
il g140-g3 eth2 192.168.0.0/21

g140-g4 ethd 17216.0.021 | This |P address is not in the same subnet as the selected interfaces

v g140-g4 eth2 192 168.0.0/21

There are 2 interfaces selectad.
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Add Interfaces to High Availability Group

Select interfaces to include in the HA group. All interfaces must be in the same network subnel

Add to HA group Node Name Interface IPv4 Subnet Unavailable Reason
] DC1-ADMA athi 10.96.100.0/23
¥ DC1-G1 ethl 10.96.100.0/23
] DC2-ADM1 ethl 10.96.100.0/23

There are 3 interfaces selected.

Attention: You have selected nodes of different types that run different services. If a failover occurs, only the services
common to all node types will be available on the virtual [Ps.

6. xg * 2 22YpiLict,
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Create High Availability Group

High Availability Group

Mame HA Group 1

Description

Interfaces

Select interfaces to include in the HA group. All interfaces must be in the same network subnet

Select Interfaces

MNode Name Interface IPv4 Subnet Preferred Master
g140-g1 eth?2 47 47.0.0021 L
g140-g2 eth2 47 47.0.0/21

Displaying 2 interfaces.

Virtual IP Addresses

Virtual IP Subnet: 47 47 .0.0/21. All virtual IP addresses must be within this subnet. There must he at least 1
and no more than 10 virtual IP addresses.

Virtual IP Address 1 0.0.0.0
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"Red Hat Enterprise Linux EE= CentOSE A xX|ghL|C}"
"VMwareE AX|gL|CH"

"Ubuntu = Debiang M X|gtL|Ct

HA(R27t8E) 15S HASIH 0|F2t 283 HESHLE, AEHH0|AS =71 EE= MAHSHALL,

s X|E|= E2tRKXE AHE5I0] Grid Manager0| 212180} fL|Ct.
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High Availability Groups Tf|O| X| 7} LtEFHL|CY.

High Availability Groups

High availability (HA) groups allow multiple nodes to participate in an active-backup group. HA groups maintain virtual IP addresses on the active
node and switch to a backup node automatically if a node fails.

Name Description Virtual IP Addresses Interfaces
g140-adm1:eth2 (preferred Master)

HA Group 1 47.47.4.219
g140-g1:eth2
HA Group 2 A7.47 4218 g140-g1:eth2 (preferred Master)
47 47 4217 g140-g2:eth2

Displaying 2 HA groups.
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High Availability Group T CHa} ALX}7} LIEFELICE

Q| M2} 129 0|2 £ MHS AM|0|ESIL|CEH
- ERol uf2t* QIE{Ho|A MEi * g Z2st0] HA 1E2l QIEIH0|AS HABILICE

High Availability Group0i| QIE{I|0|A =7} CH=t & X7} LIEFEL|CE

Add Interfaces to High Availability Group

Select interfaces to include in the HA group. All interfaces must be in the same network subnet.

Add to HA group Node Name Interface IPv4 Subnet  Unavailable Reason

gi40-g1 ethl 17216.0.0/21  This IP address is not in the same subnet as the selected intertaces

gid0-gi eth2 47.47.0.021 This IP address is not in the same subnet as the selected interfaces

gi40-g2 ethl) 172.16.0.0/21 | This IP address is not in the same subnet as the selected interfaces

g140-g2 eth2 A7.47.0.0/21 This IP address is not in the same subnet as the selected interfaces

g140-g3 eth0 172.16.0.0/21 | This IP address is not in the same subnet as the selected interfaces
] q140-g3 eth2 192.168.0.0/21

g140-g4 eth0 172.16.0.0/21 | This |P address is not in the same subnet as the selected interfaces

v g140-g4 eth2 192.168.0.0/21

Thers are 2 interfaces selectad.
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Edit High Availability Group 'HA Group - Admin Nodes'
High Availability Group
Mame HA Group - Admin Nodes

Diescription
Interfaces

Select interfaces to include in the HA group. All interfaces must be in the same network subnet

Select Interfaces

Node Name Interface IPv4 Subnet Preferred Master
DC1-ADMA ethi 10.96.100.0/23 L]
DC2-ADM1 ethi 10.96100.0423

Displaying 2 interfaces.

Virtual IP Addresses

Virtual IF Subnet 10.96.100.0/23. All virtual IP addresses must be within this subnet. There must be at
least 1 and no more than 10 virtual P addresses

Virtual IF Address 1 10.95.100.1 +

=
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High Availability Groups H|O|X| 7} LIEFgfL|CY,

High Availability Groups

High availability (HA) groups allow multiple nodes to participate in an active-backup group. HA groups maintain virtual IP addresses on the active
node and switch to a backup node automatically if a node fails.

Name Description Virtual IP Addresses Interfaces

gl40-adm1:eth2 (preferred Master)

HA Group 1 4747 4219
g140-g1:eth2
HA Group 2 47.47 4218 g140-g1:eth2 (preferred Master)
A7 474217 g140-g2:eth2

Displaying 2 HA groups.

2. MAHY HA OES MEHst * H|H * E S=IYLIC

High Availability Group AfX| Z11 7} LIEFELICE
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A Warning

Delete High Availability Group

Are you sure you want to delete High Availability Group "HA group 1'7
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Endpoint Domain Names

Virtual Hosted-Style Requests

Enable support of 53 virtual hosted-style requests by specifying APl endpoint domain names. Support is disabled if this list is empty. Examples: 53 example com,
s3.example.co.uk, s3-east example.com

Endpoint 1 s3.example.com x

Endpoint 2 + X
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Node Information &

Name SGA-lab11

Type Storage Node

D 0b583829-6650-4c6e-02d0-31461d22ba6T

Connection State « Connected

Software Version 141.4.0 (build 20200527 _0043.61839a2)

IP Addresses 1092 168.4.138, 10.224 4 138, 169.254.0.1 Show less A
Interface IP Address
ethD 102 168.4.138
eth0 fd20:331:331:0:2a0:08 fea1:831d
eth0 fell:2al:08f feal:831d
ethl 10.224 4,138
eth1 fd20:327:327:0,280:e5f fed3:a90c
ethl fd20:8012:h255 8154:280 25 fe43:a00c
eth1 o0 280:e5 fed3:200c
hic2 102 162.4.138
hic4 102 168.4.138
mic 10.224.4138
mic2 169.254.0.1
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Internal CA Certificate

StorageGRID uses an internal Certificate Authority (CA} to secure internal traffic. This certificate does not change if you upload your own certificates

To export the internal CA certificate, copy all of the certificate text (starting with -———BEGIN CERTIFICATE and ending with END CERTIFICATE——). and save itas a pem file.

Subject DN: /C=US/ST=California/lL=Sunnyvale/O=NetApp Inc/OU=NetApp StorageGRID/ICN=GFT

Certificatey - ---- BEGIN CERTIFICATE-----
hHI1ETjCCAZagAwIBAgI]PHIHSF?i?AKQFA@GCSqGSIbBDQEBCNUN%kaZAJEgNV'
BAYTALVTMRMWEQYDVQQIEwpDYWxpZmSy bmLhMRIWEAYDVQQHEW] TdWSueXZhbGUx
FDASBENVBAOTCR51dEFwWcCB ] bmMuMR swGQYDVQQLExJ0ZXRBcHAgUZRvemF nZUdS
| SUQ=DDAKBghVBAMTABAQVDAe FudyMDAZMDI yMDE2MDBaFwdz0DAXMT cyMDE2MDBa
MHCXCZATBENVEAY TALVTMRMWEQYDVQQI EwpDYWxpZmeybm LhMRIWEAYDVQQHEWLT
diSueXZhbGUXFDASBENVBACTC@5 LdEFYCCE IbmMUMR sWGQYDVQQLEX JOZXRBCHAS
| U3RvEmFnZUdSSUQxDDAKBENVBAMTARAOVDC CASIWDOY Ko Z ThvcNAQEBBOADEEEP
ADCCAQoCggEBANIULKT8mySk7LTX1Kdn3Y29QpGFEQLr8+81F xIRwPBoBakKViMxkb
| BRhOLbZ Tp8hT+vBFHST@5701baMbNOey jdgVywGx0Z+EgXolShEYKjx5Y] / wieod
nKKEFzrhRWkFLEOIKdPVEXIYCKntS5 1P jx2dssDa5PoleqaZt54pfkuMugiGeqly
| S+2CSRImN3kUAHORUZO0IMMuvo+P15K9dP+YUNUMIt3KC YIS EiNT hz LKBYST200C
| pzfeXncg7ebd/B1kKmZbBiWbvaerscf+Q17wez5kfVe4Qhx1CkRSY ryHF ahe Tutgu
A4790hs tcKFEq34lHkrsGatsizERYm1gQvECAWEAAaDB3DCE2TAdBgNVHO4EF QU
| fiTckt210ccoendsx4BDORSTLEYwgakGALUdIWSBOTCBNoAUTiTcKt210ccoengs
;x4BDBR5TLgaheERSHHcxCZAJBgNVBAYTAIVTHRHWEQYDVQQIEwpDYprZm?ybmlh
MRIWEAYDVQOHEwI TdW5ueXZhbGUxFDASBENVBACTCO51dE Fuc CBIbmMuMR swGQYD
VQOLExJOZXRECHAgU3RvEmF nZUdSSUQxDDAKBENVEANTAGOVITIIAMIMEF7i7AKD
| MAwGA1Ud EWQFMAMBAT 8wDQYIK0ZIhv cNAQE LBQADEZEEBANNSY JQaCs72UzQ0N  pu
| cZKailiuvQr+52hoRjfsy3jKkuu7+5Bh9AZPhgmusplealgs5a7bE3+7Ye3TwstDll
acb8aB3IuhlxvipgSQYDVRSTYE04cKaS swongy+y yxoUBMTZneDF XGd4idpro+xs
fqocXWekopYz T KSwgfqjRqUsdFe58d jp+adDgI8F SmOZXGvWYd I gBuyUjwedkw
105bBkH++AKcEIRBcgxg/BERT0OAGEAKm1BVVE4rIrxud/ /NCU3u5KaGteBh 2486
| I37X9GEzFtgnnhkXvo2BZ/0LyGgYbgiksadlnFU3VAIK2iVGHHLPAEBQBZx0hYgc

aHM=
————— END CERTIfICATE————— il
3. MEStEHIAEE OIRA QEZX ChEZ Z2l6t * A * E MEHEILICE
4. ZAlsEOIZME A E ME |0 20 E&LICH
S. MU S SEXIE MERLICH .pem.
Ol ™ Ct21 Z&LICH storagegrid certificate.pem
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$ sudo make-certificate --domains wildcard-admin-node-fgdn --type management

g --domains O|M QUEIIEE AESIH 2= 22| =29 Frztel ol O|FS LIEFLICE.
01|E =M, OISOt Z&LICH. “*.ui.storagegrid.example.com 2QLEIFIEE AFESH
LIEMHLICE adminl .ui.storagegrid.example.com %

admin?.ui.storagegrid.example.com.

o MM ——type S MEHEIL|Ct management Grid Manager %! Tenant ManagerOll A At25H= 215 ME
AL

o 7|2Xo2 MME QIBME 14(365Y) SOt REotH TR E|7| Moj| CHA| THSO{OF ELICt & A 8T 4
UELICH --days 7|2 | 7|7t2 MAHlst= Ql+ILICE

RIBMC g5 7|72 M| A[ZHELICt make-certificate 7t AMEL|CE 22| API
(D 22t0|H E 7t StorageGRID2F ST A|ZH A A QL F7|SHE|0f QLEX| &t2lslof BHL|Ct O X|

=
AOH SEIO|UET ABSME HEY += ASLICH
$ sudo make-certificate --domains *.ui.storagegrid.example.com --type

management --days 365
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MEH t20f| BEGIN % END Ef1 2 ZahetL|Ct.
5. @ Moj|M 2I0FRXELICE $ exit
6. AS M7t LME|J=X| =HolstL|Ct,
a. J2|E Z2|Xtof] M ATHL|CE,
b. 1M ** MH QIS A * 22| QIE{HO|A MH QS * S MEHSL|C

7. 2AISH 28 QIS ME ALESIEE 22| API 22I0|HEE P HTIL|CE BEGIN % END TagsE EatgtL|Ct.

AEZ|X| ZEA EEE 795t SYLICE

EE MH|A = S2IRE AER|X| ES A= AER|X| LEQFQE S3AUETOIE
7Hof| =HSHX| 8 °*° DEANE A8 = JUSLICH OIE S0, ZAUZ AMH|A HAX|E QlEHl9
=da 2 9|'=' EEQE HUZH EQSIX| oS TEA|J} TQSEH A Q1AL L}

20| AO{OF gL L.
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Proxy Settings
Storage

Admin
= - 14
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Storage Proxy Settings

If you are using platform services or Cloud Storage Pools, you can configure a non-transparent proxy server between Storage Modes and the external 3 endpoinis.
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Hostname

Port (optional)
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Proxy Settings
Storage

Admin
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Admin Proxy Settings

Ifyou send AutoSupport messages using HTTPS or HTTE, you can configure a non-transparent proxy server between Admin Modes and technical support.

Enable Admin Proxy |+

Hostname myproxy example.com
Port 8080
Username {optional} root
Password (optional) ssssssse
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Traffic Classification Policies

Traffic classification policies can be used to identify netwark traffic for metrics reporting and optional traffic limiting.

Name Description

Mo policies fourd.

Ecfim 2& ZM Y tet &Xtot LIEFELICE

t0d Grid Manager0l 2 3218{OF fL|Ct.
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Create Traffic Classification Policy
Policy
Name &

Crescription
Matching Rules

Traffic that matches any rule is included in the policy,

i+ Create | | # Edit || X Remove
Type Inverse Match Match Value

Mo matching rules found,

Limits (Optional)

|+ Create| # Edit || ¥ Remove
Type Value Units

Mo limits fournd.
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Create Matching Rule

Matching Rules
Type @ -~ Choose One - w
Match Value @ Choose type before providing mateh value

Inverse Match @ [
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+ Create || # Edit|| X Remove

Type Inverse Match Match Value
=  Bucket Regex ' controkid+

Displaying 1 matching rule.

Limits (Optional)

+ Cr&at;e_| # Edit X Hemovs
Type Value Units

Mo limits found.
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Limits (Optional)
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Aggregate rate limits in use. Per-request rate
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|+ Create || # Edit || % Remove |

Type Inverse Match Match Value
*  Bucket Regex 4 controlid+
Displaying 1 matching rule.
Limits (Optional)
|4 Create | | # Edit || % Remove |
Type Value Units
= Apggregate Bandwidth Cut 10000600000 Bytes/Second
Displaying 1 limi.
=]
e. Z™Moj| =71 2t xietol| Chslf o] BHAIE Br=gL|Ct.
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Traffic Classification Policies

Traffic classification policies can be used to identify nebwork fraffic for metrics reporting and opfional fraffic limiling.

L:|- Creale || rd EstI | ® Remove | L,|_| Meﬁ'ics!

Name Description
ERP Traffic Control hanage ERP trafiic into the grid
= Fabric Pools Monitor Fabric Pools
Ol S3 & Swift 22t0|HE Eeffmlo| Ezjm 27 X
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174

1D
cd9atbcT-n85e-4208-D6fE-788a7 9220574
223b0chb-6966-4646-b32d-7665bddc894b

Displaying 2 traffic classification policies:
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Traffic Classification Policies

Traffic classification policies can be used to identify nebwork fraffic for metrics reporting and opfional fraffic limiling.

|+ Create || # Edit| | % Remove | | oy Metrics |

o K| L HBHS M

—

Name Description 1D
ERP Traffic Control hanage ERP trafiic into the grid cd9afbc7-DEhe-4208-b6f8-TedarT9e2ch74
*  Fabric Fools Menitor Fabric Pools 223h0chb-6968-4646-b32d-7665bddca g4
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Displaying 2 traffic classification policies:
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Edit Traffic Classification Policy "Fabric Pools”

Policy

Mame € Fabric Pools

Description (opfional) Monitor Fabric Poals
Matching Rules

Traffic that maiches any rule ig included in the policy

|+ Create || # Edit|| X Remove

Type Inverse Match
LEE o515 72

Limits (Optional)

|4 Greate | | » Edif || X Rem

Match Value
10:10: 1520724

Displaying 1 matching rule.

Type Value Units
No linits found.
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Traffic Classification Policies

Traffic classification policies can be used to identify nedbwoark fraffic for metrics reporting and opfional traffic limiting.

L:|- Creale || Fa Edltl | ® Remove | L,|_| Meﬁ'ics!

Name Description 18]
ERP Traffic Control Manage ERP fraffic into the grid cd8afbcT-p8be-4208-b6f3-Te8a79e2c574
* Fabric Pools Monitor Fabric Pools 22300chb-6968-4646-b32d-7665bddca94h

Displaying 2 trafiic classification policies.
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Delete Policy

Are you sure you want to delete the policy "Fabric Pools"?
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Traffic Classification Policies

Traffic classification policies can be used to identify nedbwoark fraffic for metrics reporting and opfional traffic limiting.

+ Creaie _1' Edit| | % Remove_: sh Metricé

Name Description 18]
ERP Traffic Coniro Manage ERF traffic into the grid cd8afbcT-p8be-4208-b6f3-Te8a79e2c574
* Fabric Pools Monitor Fabric Pools 223p0chb-6958-4646-b32d-7665bddcB94b

Displaying 2 trafiic classification policies.
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Link Cost

Updated: 2021-03-20 12:28:41 EDT

Site Names (1-20f2) "4
Site ID Site Name Actions
10 Data Center 1 Y 4
20 Data Center 2 4
Show| 50 v |Records Per Page Refresh
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The AutoSupport feature s disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive maonitoring and troubleshooting
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AutoSupport

The AutoSupport feature enables your StorageGRID system o send penodic and event-driven health and status messages to technical support o allow proactive monitoring
and froubleshooting. StorageGRID AutoSupport also enables the use of Aclive 1Q for prediciive recommendations.

Settings Results
Protocol Details
Protocol & ® HTTPS @ HTTP I SMTP
NetApp Support Certificate Validation & Use NetApp support certificate v
AutoSupport Details
Enable Weekly AutoSupport & [«

Enable Event-Triggered AutoSupport @ v

Enable AutoSupport on Demand & |

Additional AutoSupport Destination

Enable Additional AutoSupport Destination €

“ | Send User-Triggered AutoSupport
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Settings Results

Protocol Details

Protocol @ ® HTTPS HTTP SMTP
NetApp Support Certificate Validation @ Use NetApp support certificate v
Use NetApp support certificate
AutoSupport Details | Do not verify certificate

Enable Weekly AutoSupport © v
Enable Event-Triggered AutoSupport ©

Enable AutoSupport on Demand @

Additional AutoSupport Destination

Enable Additional AutoSupport Destination ©

Send User-Triggered AutoSupport

3. NetApp X| QIBA AZ * of it 52 MEHSHYAIR.
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Settings Results
Protocol Details
Protocol @ ® HTTPS HTTP SMTP
NetApp Support Certificate Validation € Use NetApp support certificate v
AutoSupport Details
Enable Weekly AutoSupport © v
Enable Event-Triggered AutoSupport ©

Enable AutoSupport on Demand © v

Additional AutoSupport Destination

Enable Additional AutoSupport Destination @

Send User-Triggered AutoSupport
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Weekly AutoSupport HIAIX| & A|7|E 2tolst2{H * AutoSupport * > * Results * H|0| X| 2] * Weekly
AutoSupport * Of| A] * Next Scheduled Time * 2 & ZSHMAIL.

Settings Results

Weekly AutoSupport

Next Scheduled Time © 2021-02-12 00:20:00 EST
Most Recent Result © Idle (NetApp Support)

Last Successful Time @ N/A (NetApp Support)
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Settings Results

Protocol Details

Protocol @ ® HTTPS HTTP SMTP
NetApp Support Certificate Validation © Use NetApp support certificate v

AutoSupport Details

Enable Weekly AutoSupport @ ’ \

Enable Event-Triggered AutoSupport ©

AutoSupport On Demand can only be enabled when the protocol is HTTPS and Weekly AutoSupport is enabled. When you enable AutoSupport on
Demand, technical support can request that your StorageGRID system send AutoSupport messages automatically.

Additional AutoSupport Destination

Enable Additional AutoSupport Destination @

“ Send User-Triggered AutoSupport
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Settings Results
Protocol Details
Protocol © ® HTTPS HTTP SMTP
NetApp Support Certificate Validation @ Use NetApp support certificate v
AutoSupport Details

Enable Weekly AutoSupport ©

Enable Event-Triggered AutoSupport ©

)

AutoSupport On Demand can only be enabled when the protocol is HTTPS and Weekly AutoSupport is enabled. When you enable AutoSupport on
Demand, technical support can request that your StorageGRID system send AutoSupport messages automatically.

Additional AutoSupport Destination

Enable Additional AutoSupport Destination @

“ Send User-Triggered AutoSupport
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Additional AutoSupport Destination

Enable Additional AutoSupport Destination © v

Hostname @ testbed.netapp.com
Port © 443
Certificate Validation @ Do not verify certificate v

You are not using a TLS certificate to secure the connection to the additional AutoSupport destination

“ Send User-Triggered AutoSupport
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Additional AutoSupport Destination

Enable Additional AutoSupport Destination © v

Hostname @ testbed.netapp.com
Port © 443 s
Certificate Validation @ Use custom CA bundle ¥
CABundle @ BEGIN CERTIFICATE
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of

AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without

generating support cases.
Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.

4+ S MdEfglLot.

5. AutoSupport H|S g

H 3
AutoSupport HHE 2 714 I|O[X| 7} LIEFELICE.
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10.

Configure AutoSupport Delivery Method 4

Select AutoSupport dispatch delivery method...

® HTTPS
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...
Directly @
* via Proxy server @ |

Host address 0

‘ tunnel-host l

Port number 0
‘ 10225 \

My proxy server requires authentication

via Proxy auto-configuration script (PAC) Q

Save Test Configuration Cancel

HTTPS Z2EZS &4stst= QIS M7t 0|2] BX| =0 JELICE

r

tunnel-host & &2| =EE ALESI0] E-Series AutoSupport HIAIX|E ELiE E4 FAQJL|CH
£ UeLICt 10225 LE HS *,

10225 2 {Z2t0|AA 9| E-Series ZIE Z2{0{| M AutoSupport HA|X|S $=Al8H= StorageGRID ZEA| AH 2|
TE H QLo

AutoSupport ZEA| M| 2tR& 3! M S HAESIZH * 14 HAE * £ MEfRiL|CH

SHIE ZL =M 0| "Your AutoSupport configuration has been verified(AF2 X2 40| 2HOI| A EL|CH
HIAIX|Z} LEEFELICE.
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Ef| A E0fl AT} W74 {0 23 BIAIXI 7} LEEFEILICH StorageGRID DNS 4% 2! HEYZS golstn

-

)
7|2 M| 22|xt = =7} NetApp Support AtO|E0f| HZEE 4 Q=X| tolst OS2 HIAES CIA| A|ZSHIAIR.

1. KNE* 2 MedstL|C}

TM0| MZEE| 1 "AutoSupport delivery method has been configured(H 2 20| M E[AESLICH =l
H|A|X|7F LIEFELICE

AutoSupport HA|X| 2| &
AutoSupport HIAIX| H& A 6t™ StorageGRID A|AEI2 AutoSupport H|A|X]
s a2t CHE 2P S AL CE X[ * * =5 * AutoSupport * * A2t * E ME4SHO]
AutoSupport HIA|X| 2] é*EHS —.*E'%* 2 UELILCE

@ e-HE ZH A IﬁE.:.“ HHE AXIsHH
%

HIE E 2|7 AutoSupport HIA|X|7F EA|E|X| Q&L
RENES RS * *ClAZ 0] M~ x

0| |
MEHBILICH T2 C}S * 2H2) mE TA| oF 3t * 2 Mengt |_|q,)

AutoSupport HIA|X| 7t M&E|X| QO™ * AutoSupport * H|0|X|Q| * Zx} * E0f| "Alni" 7} LIEHEFL|CE,
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to technical support to
allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active I1Q for predictive recommendations.

S

Settings Results
{
Weekly AutoSupport

Next Scheduled Time @ 2020-12-11 23:30:00 EST
Most Recent Result @ Idle (NetApp Support)

Last Successful Time © N/A (NetApp Support)

Event-Triggered AutoSupport

Most Recent Result © N/A (NetApp Support)

Last Successful Time @ N/A (NetApp Support)

User-Triggered AutoSupport

Most Recent Result © Failed (NetApp Support)

Last Successful Time © N/A (NetApp Support)

AutoSupport On Demand

AutoSupport On Demand messages are only sent to NetApp Support.

Most Recent Result @ N/A (NetApp Support)

Last Successful Time © N/A (NetApp Support)

Weekly AutoSupport H|A|X| A IH

Weekly AutoSupport HA|X|7F & E|X| 24O ™ StorageGRID A|AHINA CHS ZHHS fHlTtL|CH

1.

7t 229 21t £8S CHA| A|=ot=F Y| o[EgL Y.

2
™
o
e
N
M
o
[
ot

F 152] AutoSupport HIA|X|E ®HS5H2{ 0 A|=&L|Ct

- WS HI AT = =71 2|29 2t £4S A = HO0|ERLICH
>4

2
3
4.
5

CrZoll of|2FE! AlZHofl AutoSupport HIA|XIE CHAl ELi2{ 0 Al=gfL|Ct.

- NMS MH|AZS ALEe 4= @10 HAIX| 21 A|, 7€ O|T0f| HAIX|E EiH B2, F1t AutoSupport S |X|

et

NMS MH|AE CHA| AFEE 4= UiE R 7€ 0l HIAXIE ELUX| g2 B2 oM FA| AutoSupport HIA|X| S
HHL|CE
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ALEX7t EB[AHSHZLE OHIETH EB| A El AutoSupport H|A|X| 27 IL|Ct

AMZX E2|H = OHIE E2|7 AutoSupport HIAIX| 7} HEE|X| 2™ StorageGRID A|ARIOM CHZ 2SS
A'6H'6H__| |:|.
T od -

1. QRIL AT A2 2F HAIXIE EAZLICL Ol S01, AFEXI7H SHIE O|H[Y 714 HHE HMSsHA| gt
SMTP ZZEZZ2 MEfSIH CHF 2F 7t HAIELICH AutoSupport messages cannot be sent using
SMTP protocol due to incorrect settings on the E-mail Server page.

2. HIAIX|E CHA| ELHX| gb&LICt.

3. 0| LR E 7|SYLIC nms. 1og.
QLRI YMSt T SMTP7t MEHEl ZZE 20l AL, StorageGRID A|AHIO| O|H|Y M7t SHIZAH LAHE|0f U2
O|H|Y M7} Al FOUX| HQUSHUAI(* X[ * L EIHAI) * * 2 A oo Y A *). AutoSupport H[O|X|of|

CtS1f &2 2F HA|X[7F LIEFE & /JELICH AutoSupport messages cannot be sent using SMTP
protocol due to incorrect settings on the E-mail Server page.

Ol M FAH Y M 2FE FE5t= Yol tio ZotFLICt "2 LIE H#HI; ZH| o2 XE".

AutoSupport HIA|X| 22 8| Z

QFIt YUMSIT SMTP7t MEiSt T2 EEQ! H2 StorageGRID A|AEIQ| O|H[Q M7} SHIEH| FME0 AT
O|HIY ME 7} Al SQIX| &SI} AutoSupport HIO|X[0f] LS 1t 22 2F HIAIX| 7} LIEFE &~ U&LICH
AutoSupport messages cannot be sent using SMTP protocol due to incorrect settings
on the E-mail Server page.

o Y=

"2LIEE 8 ZH o E"

AEE|X| LE Zig|

AEEX| LE= A3 AEZX| 8 9 MH|AE MSEL|CH AEE[X| LEE 22[512{H 2
=E0iA AFR THs3t B7te| %2 BUE{S D, YEINIE MES ALstn, AER|X| L= 2
HEE XM Eslof LCt.

« "AER|X| LE Ho|"

* "AERIX] ZM |

* "QEHE Of|Et|0|Ef AE2|X] 2"

* "KZHE JHA|Of CHEt M HE A

* "AEZRX] LE M ™AL

. IIXI_-Ix_” ﬁgalxl iE jl;l.aln

AEEX| E Ho|
AEE[X| LE: QENE [|0|H 5! HEIH|O|EHE 2t2[dt K& etL|Ct. 2} StorageGRID

A AEI0= 371 O Ao AER[X| ET}F JU0{OF BL|C}. {2 AFO|ET} U= B StorageGRID
A AELHO| ZF AFO|EO| = 3712 AEZ|X| =Tt RU0{OF BHL|LCY,
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UHNMOoE RE J2|E == StLt 0|42 ADC MH| A0 CHet HAS SXILICE O|F A otH J2|E L ET7F 4
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ADC MH|AE 2t J2|E LEQ| HEES Sd EEEX| HEE T = JFLICL 0] J2[E E FH0|= CPU EE,
ALE Jtstt [AT SZHAERX|7} JE BR), XHE= MH|A 5! O2|E L EQ| AO|E D7t ZSHEILICE CHE
MH|A0| M= ADC MHE|AO EEEX| 22 ot EEEX| HEE QEEL|CH ADC AH|AE= StorageGRID
AARIOA S=AE 2 A FHHZ 2F 2|0 SEeL|ch.

DDS MH|AZH 2L 7}

AEZ|X| LE0|M SAE L= DDS(Distributed Data Store) A{H|A = Cassandra H|O|E{H|0| A2} AT E83510]
StorageGRID A|ARI0|| X &l 24A| H|EFH|[O|E{ 0l CHeH B2t E ’5.*%12 et

WA 2

DDS MH|A= StorageGRID A|ARIO = SFEI Z K| 2 A|ARIS| XY E|= QIE{H|0|A(S3 EE= Swift)E Sl
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ST-DC2-5G-5712-1 (Storage Node)

Overview Hardwars Metwaork Storage Objects ILM Events Tasks SANftricity System Manager
1 hour 1 day 1 week 1 month Custom
S3 Ingest and Retrieve @ Swift Ingest and Retrieve @
1.00 Bs 1.00Bs
07588 0.75Bs
No data
0.50 Bs
0.50Bs
b258s
0.25Bs
0 Bs
18:00 18:10 168:20 18:30 18:40 18:30 0Bs
= |ngest rate Retrieve rate 18:00 18:10 18:20 18:30 18:40 18:50

Object Counts

Total Objects 10,860,825
Lost Objects 0 i
53 Buckets and Swift Containers 1943

Queries

Average Latency 4.83 milliseconds

Queries - Successful 607,387 0

Queries - Failed (timed-out) 593 ]

Queries - Failed (consistency level unmet) 2218 2 |
e
£% DDS MH|AE Sl ﬂilEHHIOIH XZAof ciet 2|5 ddsh= O 22|= Y AlZh g3t & 32| = 3 Aot
AlZt ZH2 QI8 An H?J & 72 = =Holg + AL,

2| Y2 E HESH0 HEIEO[E] X2, Cassandra?l HE{E ZLIERE +
450 g2 SLILE g S0, B A2l XA AlZHo] 2|1 AjZh £tz
HIEIH[O|E M9 ZETJL 7Lt THE HYUYS +dloF & 5 ASLICH

Ao, 0] AlARIO| 47

Y ORE ols) UIfE £ A| 2B B AT YSUC HEL 2 28 R 57 DDS HHIAE B H2IE
23 1f AP TH5 8 HIEFEIOIE] HE A 47t 2617 th2of LaEiLict

ZIE HO|X|E AFESI0] O2[=9f i HEHof CHet =7t HEE HE 4= UASLILEH S HZSHAQ "TIEh Z= 107

StorageGRID= M2 M- El JHA|0f CHeH M7| = ¢
DE GET 22 M2 Y& HO[HE 82 = USL
A= Lol X ELCt.
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Object Stores

1D Size Available Replicated Data EC Data Object Data (%) Health

0000 440 TB 135TB 5 43.99GBE T 0 bytes g 1.00% No Errors
0001 197 TB 157 TB B 4476 GB B 351.14GB B 20.09% Ne Emors
0002 197 TB 1.46 TB B 4329GB B9 465.20 GB B 2581% No Emors
0003 197 TB 170 TB H 4351GB g 223598 GB B 13.58% No Emors
0004 197 TB 192 TB B 4403GE S 0 bytes B 2.23% Mo Errors
0005 197 TB 146 TB B 4367GB 5 463.36 GB B 2573% Ne Emors
0006 197 TB 192TB = 4310GB B 161GB B 227% No Errors
0007 197 TB 1.357TB 5 46.05GBE g 575.24GB B 3153% No Emors
0008 197 TB 181 7B 5 46.00 GB 0 11284 GB 5 8.06% No Emors
0009 1.97 TB 157 1B B 4391GB B 35272GB B 2013% Ne Emors
000A 197 TB 1.70 TB B 4431GE g 226.81GB B 13.76% No Errors
0008 197 TB 192 7TB F 4317 GB B 780.07 MB B 223% No Emors
oooc 197 TB 158 TB B 4432GB 8 33956 GB B 19.48% No Errors
000D 197 TB 1.827TB B 4447 GB F5 107.34GB B 7.70% No Emors
000E 197 TB 168 TB B 43.07TGB B 24170 GB B 14.45% No Errors
000F 203718 150 TB 5 4457 GB 5 47547 GB B 2567% No Emors

AEB|K| 20| QEHE KEAL 002F2| 16714 HEE AlME(D] 28 DA $L|C Cassandra
clolEflol 9| @R DetclolEfo Chet & Wi QEHE XZA(RE 0)0l 22¢0] ofotel, shet BB LiniX
27te umE HoEo] ALRELICH CI2 BE QEHE NIAS ZHE 2AH2 U AF 2 F2/0| 3t
QU E Ho|Efofgt A ELICH

Mg SAH20| tiet S A0l 2| ==& XI-E JHAIS| 7HA| CIO|E = AME 7hset A BR[| SZS J[Ete=
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AEEX] =20 O 0]d SZH0] §iS Wi7tK| LEHMEES A& MTELC)

HEIC|O[E 2=

QEME HEIHO|HE QEME 3 A2t £ ME 21Xt 22 QEMES| MHO|Lt o|2f 2HEEl M LT,
StorageGRID= LDR A{H|AQ} ”§ Xt26H= Cassandra H|O|E{H|O| A0f| 7HA| HIEIC|O|E{S XM &FEHL|Ct.

2f AFO|E0f| L EME HIEIH|O|E o] SARE 3707t FX|ELICE. 2t AO|EQ
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"QEH E H|ELH|0|E AER|X| &a|"

AEZ|X| M g
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i Storage Options Overview
Storage Options Updated: 2010-02-22 12:42:15 MOT

Overview

Configuration

Object Segmentation

Description Settings
Segmentation Enabled
Maximum Segment Size 1GB

Storage Watermarks

Description Settings
Storage Volume Read-Wrte Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5GB
Metadata Reserved Space 3,000 GB
Ports

Description Settings
CLB 33 Port 8082
CLB Swift Port 8083
LDR 53 Port 15062
LDR Swift Port 18083

K 222 2 Mol ciet AEZ|X| 9 2[AA AL S | HS}51T| 2 HHE =2
E L

2K el Moz Barets m2 M ALt S3 CHE It w3t 2 LY
QEHEQS s Bt QHHES BhEL|C,

7HH|7} StorageGRID A|ARQ 2 +FE|H DR MH|AE= JHHE MOHEZ 225t 2= MOAHES| 36 HEE
LHEL = LIESh= MIHE ZiE|0[HE 2HELCt

BID

Object Segmentation Disabled Object » LDR

(o l(n]
8.

Object

Client
—Container CBIDT—

Y

LDR

Object Segmentation Enabled—s | CBID2 | CBID3

v v
LDR LDR

StorageGRID A|ARI0|| EtZ 30| 22tRE A Z3}Q! 0F710|E L EJF T oHE|0f QU1 EF2I o710 H AE 2|
A AEBI0] AWS(Amazon Web Services)?! 22 X|CH MIOHE 37| 4.5GiB(4,8338,208HI0| E)E Lt 2 7L} ZHOtO}
rLICE O] A5t2 AWSTL 5GBL| Tt E X 1eHX| == BfL|CL 0] gf2 Xdh= AWS @82 MIHSLICH
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MOHE AHE|0|HE AMEY I LDR MH|AE MOIHEO|M 22 HHE oY E3t3 7HME S2t0|AEof| HrekefLict.
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S| &2 ELHEE = st iEOiIH g Jhset 29l o] 4 E /IED3
HHEL} &2 2 SSTS(AE2(X| SEl) BRI} ER[AHE|H AER[X] =5 FF7}8l{0F SH=X|
HEE =felg = ASLICE

AEEX] =& HEDIIOf Tt oixf 2F S el * g+ AEEX| g4 <R * E MEPLIC

Storage Options Overview
Updated: 2018-10-08 13:08:30 MOT

Object Segmentation

Description Settings
Segmentation Enabled
Maximum Segment Size 1GB

Storage Watermarks

Description Settings

Storage Volume Read-Write Watermark 30 GB

Storage Volume Soft Read-Only Watermark 10 GEB

Storage Volume Hard Read-Only Watermark 5 GB

Metadata Reserved Space 3,000 GB
CHE JE2 Ml 7Sl =&0| A Ml 7Sl AE2|X| =& /B0 &ThH °IxIE E@I = 2E2X 58
LIEHRHLICE 2t AEE|X| L LH01IA1 StorageGRID= 2EXE HEIH|O|HE QI3 = 0°I SUS o 2fstH, oie

=E9 I—H3|'|7(| U2 REHME H|O|Hof AZELIC CHE 2E 282 =HE EA% 3:' AR 2 =Zto| 2t
QEHE H|o[E{of| 2t AFEELICE
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Volume 0 Volume 1 Volume 2

Storage Volume Hard Read-Only
Watermark (VROM])

Storage Volume Soft Read-Only
Watermark (VHWM)

Usable space
(object space) Usable space Usable space
Storage Volume Read-Write - I
Watermark (VLWM)
Used object
Reserved for storage
metadata Used object
storage
AL ZEE E2| /3K YEE AEZ|X]|
L

AEZ|X| 28 YE0t3 = StorageGRID7 E9| 9I7|-M7| SEES H
Lol Zt 2O n'9°f A o) 372 LIEHLHE A|AH FA|Q] 7|22 ILICt StorageGRID7} ’“?:1%
Mol 2E %EOI {E{Ot30f| =Eflof BILICH YR 282 0 37H0| LRt 2|4 S Xutst= B2
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2 28517
2r2to|

AERX| 28 £ZE ¢{7| TE B0t (VHWM)
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LIEtLH= 2 t'dJU‘H HEO=3 YLt o] HH?S'—'?—b = LB "ARE QY| HE ZEE TEEE WS SX[6h| Il
AEEX| LEO] 2E =& EOLt 'E‘JS 7 SUO| AO{OF SH=X|E LIEFHLICH AZE 97| ME HEE= AEE[X]
L ETt LIHX| StorageGRID A|AEI0]| 247| 7‘1% MHIAS 22|E= oHH 2] B2l BE X7 QS M2dt= AS
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AER|X| LEJAIDE Q7| M8 REZ MetElL|C},
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2t £50f 10GBEL} z.g o7 70| Hof = 2R, SSTS &2 LT £F0M EE|HE[D AERX| LE=
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AEZX| 25 ot= ¢7| M8 /I 0t3(VROM)

AEE|X| =& St= 87| TE BT E =29 M8 Jtstt REHE H|0[H 37H0] 7t KIS S LIEU = TS
B0 YLICE O] BHERE= L E7F ™StE 97| M8 RE"2 Metk|= WS YX[Sh7| floh AE2|X] =E9| 2E
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B0l HoRLt B
ol 47| RHEHS

2 0{R 30| RA0{OF S=X| S LIEFRLICE St= 17| M8 BRE= AEE|X| LLEJF 817| ME0|H I
TESHX| 4SS 20IFfLItt.

AEEX| LEO| 2E SFUM AE 7hsth S2te] 20| o] BiFF L9 2 F Lt A2 B2 SSTS(Storage Status)
20| =8 HHM E2|HED AREX| =ET}SIE 87| ME ZE= TEHE LD

HE S0 AE2|X| 25 StE 217| ME B0t} 7|22 5GB=E HFE[0] Ut JhEStLICh AEE|X] =29 2t
AE2|X| =80 5GB IJIE'*-QI O 30| Eof A= B2 R HlAo|M SSTS FE7t EB|AHELD AEEX| LET}
StE 917| ME REZ Tt

AEE[X] 2F Ot= 7|

rA
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HiE R U2 AERX 28 2ZE §17| WE B =] =0t 2fotof gfL|Ct.

40

AEZX| 28 H7|-M7| QIEDIZ(VLWM)

AEEX] 2E YH7|-A7| YEOIET} 97| TE REZ [etEl AE2|X| 202 HEEL|Ct o i E R = AEE|X|
L BT CRAL 47127171 318 &= A7 |E ZE LI

OIS S0, AR2IX| B0} Bl= gv| Mg RER MetelQlChn JHs BRSLICL AR2IX] 28 87|47
QE{0tAT} 30GB(7|22HE MHE R AE2|X| LEO| BE AEZ(X| EE0|M AIR 7Hs$t g to] 5GBOI| Al
30GBZ Z7}8Hj0F e =7t CHA| 7|/M7|7} 7bsshL|Ct.

AERX 2E YH7|-AT| BIERE U2 22X 2§ £28E 97| HE HEFE| 2HEC} 7Ok gLt

r
i

ps=]
H AEZX| LE 22"

ra

QEHE H|EIH|0|E AEZ|X| 22|

StorageGRID A|AES] R EHE HEIH|O|E] 82 oiid AIAH MEFE + A= (ol
QEHME 2 H|O{ELICt. StorageGRID A|AHEI| M JHHIE MEE S22t S2H0| A=K
9*°|0PE1'1| StorageGRIDOHH JHH| HIEHH|O|E{ S XMEdt= fIXILt HEHS 2otoF BfLIC}.

QEE HELHO[E{Rt?

WA HIEHHIO|E = JHH|E MHSH= HEQIL|Ct StorageGRIDE QM E H|EHH|O|E{E AESH0] O2|E MA|Ql 2RE
QHEHNEQ| 2IX|E FHst 2t LENEQ| 2l0|TAL0|ZE #2|E MSEL|Ct.

StorageGRID2| ZiA|ofl CHEH 7HA| HIEIH[O|E{0ll:= Ct2 Rl FEIF ZetEL(Ct

* Z} JHA|] 1/ ID(UUID), 7HA| 0|, S3 B2l FE= Swift ZIE|0[LH2| 0| F, EI'HE AE 0|F E= ID, JHH|2|
=2H 37|, HHE Mg THE M 8 9 A|ZHS TEIeh A OiEfE|0|E] W A} Ofx|elo @ SHEl Lnp 9l
A ZHUL|CE

* A2t AEE ZE ALEXE HIEMHOIE 7| 2t & iLICt.

+ S3EFEQ| AP QUMES HAE QUFE Bj1 7| 3 o LItk
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* SRE QEME SAHE0| 2 2 SN2 X AEE[X| X[YLCE

o
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* AH| 2T QUEME Aol P 2t BHO| WX AE2|X| XYL,

| 1

- 229 AER|X| BO| QUEE HAH=o| Z2 95 H3I0| 0| X QEMEC| 1Y AIHXIE H|ES QU EC

SIX[ZF ZerELct.

206



2oz QEHE SIS IE QEMES| A2 MIHE AEX} A HI0[E 27[7t AHEELIC

QB E HEFHO[E{S o= HEEL|It?

StorageGRID= 2 EHM E H|EIGH[O|E{E Cassandra H|O|E{H[0| A0l {X|5tHH, O] H|O|E{H[0| A= RENME H|O|E{2}
SEHHMOo = MYELICE 0|F2HE MBst1 JiH| HIEIHO|H E &4 =2 E E517| 2|8 StorageGRID= 2} AIO|EQ)
AAE 2= JHA[of CHet HIEHH|O|E SAM2E 370 MELLICH REXE H|EIH|O|E{S] AR 37/= ZF AFO|EQ| E&
AEE|X| LE0f| #S5HA 24tELICE

O JZ2 F AO|EQ| AEE|X| EE LIEFHLICE 2} AIO|E0f= S &2l LEME HIEIH|0|E{ 7} A2, O]
HIEIH[O|E = S AtO|EL| AER|X| L FHAM|of| @ SotA| 2AHELIC.

— Site 1 Site 2
Three Storage Nodes Five Storage Nodes
Object metadata

QEHE HEH|0|E| = ofC|o HEE LNt

Of 132 B AEEX| LLEO| AEE[X| &S LEHRLICY.

Storage Node

Volume 0 Volume 1 Volume 2 Volume n

Object

space
Object Object Object
space space space

J210]| Ltot Q= X2 StorageGRID= 2t AEZ|X| LEQ| AEE|X| 28 00f Z4A| HEIHO|ES Q8+ 222
of|eFetL|Ct. O] AL of|efEl 372 ALESH0 QENE MIEIH|O|EHE X& St S23t C|O|E{H[0] A XA S Sl BfLICE,
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AEZX| B8 0Y AEZX| LEO|[IE BE AEZ|X| 289| LIHX| 272 QETE H|0|E{(SH|El ZAHE 9 Abx|

Y THH)Of| 2 AFSE LT

o

Ed¥ AEZX =0l 2EME HEIH|O[E{of of|ebEl S2te] &2 otzhofl EFE o2 Qelof w2t H2tEL Tt

HIEIH[O|E] ofoF St HELICt

Metadata Reserved Space_= 2
M=

E2X| =29 2§ 00i L= HIEtHO[E{0] of| k&l SZto| &S LIEIUE=
AAE HA SZYULICE 7o = 2

o
0| StorageGRID 11 501| Ciet o] @9l 7|23t2 i3t &L Lt

= A
= =
A O]
T M

rol-

* StorageGRIDE XS MX|g ufj Ar2st AT E Y0 HFEQLILCE,

* 24 AE2|X| =29 RAM EFYLICt

7| StorageGRID &X[0]| At8E|= AEEZ|X| =2 RAM 3 7|}L|Ct StorageGRID 11.52| 7|2
HH LT HEIH|OlE] of|2F 37t HH

1.5 da|co| 2t AEE|X| L E0|| 128GB  8TB(8,000GB)
Ol &t

J2|E9l AEZE|X| =0 128GB  3TB(3,000GB)
ojot

11.1~11.4 St AO|E Q| 2t AER|X| L E0f 4TB(4,000GB)
128GB 0|4

2t AFO|EQ| AEZ|X| =0i 128GB  3TB(3,000GB)
ojgt

11.0 O| ™ HH Lol 2TB(2,000GB)

[ == Ry |

StorageGRID A0 Thgt HIEFE|OJE] oo B2t MRS W
1 A > AAR M * > AE2IX| S4 * S MeipiLC,

2. Storage Watermarks H|O|Z0{|A] * Metadata Reserved Space * £ &&L|Ct.
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Storage Options Overview

Updated: 2021-02-Z3 11:58:33 MET

Object Segmentation

Segmentation Ena bled
Maximum Segment Size 1GB
Storage Watermarks
i _ |
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
_sinags Maolume Hacd Bead-Oobe Watemmark A.GR.
Metadata Reserved Space o, 000 GB

A3z
U= M StorageGRID 11.5 &x[e| 7|2 *E*E%I

L| Ct.

FOi| A * Metadata Reserved Space * 22 8,000GB(8TB)ILICt. 2t AE2|X| ..=0f 128GB 0|42 RAMO|

MIEFC OB of Ax| of|of SZHLICt

Al AR HA| Q] HEHHO[E] offF 43—7_* 283 g2, A HIEHH|O|E{ofl thet _ 2| ofjefEl S22 2 AEE|X| 20
Chefl 2™ ELICH S8 AER[X] L E0f| CHoH HEFH|O|E{0f| CHEt 2k ofofEl S7t2 =0 tiet =5 02 37] 8
A AEI X M

sito| * HEFE|O|Ef oflof Z7H* &

Lo chet 28 02 27|L|Ct
500GB O|ZHH|2YE )
500GB 0|4t

E

|

AE2[X[ LEOf HIEIT|O[E{ofl THEE &

1. Grid Manager0l|A * Nodes * > *Storage Node * €

2. Storage * #2 MEHEILICE.

3. 7ME Storage Used — Object Metadata XIE 2|0f|

=11 * Actual Reserved * {2 35

SZof| w2t Z2tELC)

HIEHH[O|E{2] M| ofl2F ZZHLICt
=& 029 10%
g 3 S o e 2
. EE 0
* HIEHHIO|E] of 2 Z7F AF LTt

X oo S7HE ER{E LSS HEHA L.
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Storage Used - Object Metadata ©

100.00%
T5.00%
2021-02-23 11:48:30
50.00%
= Usged {%): 0.00%
i Used: 126.94 kB
20.00%
= Allowed: 1.98 TB
- | = Actual reserved: 8.00 TB
- 11:10 17:20 1130 1184 11:50 T12:00
= |lzed (%)

AAZISFO| M * Actual Reserved * 2f2 8TBRIL|C}. O] A3 ZIAF2 M StorageGRID 11 5 MKl 2 AEE|X]

I
LEOf CHEE ZAYLICE A AR ’.‘_WIOI DilEPHIOIH oflef Szt *E’é.* I O AER[X| LEO] 2& 0LLt ZH7| Z20] Of
Lof ot A oo S2H2 HIEtHOlE of|of 2F @3- at ZE LTt

A of|eF * 22 CH2 Prometheus HIEZ!0f| siEetL|Ct.

storagegrid storage utilization metadata reserved bytes

A oflF HIEtTOIE Sztef o

™ 11.55 ALE3I0] M| StorageGRID A|ARIS AX|SHCtD 7PHEILICE O] oAM= ZF AE2|X| =0 128MB
O] A&te] RAMO| 111 SN1(Storage Node 1)2| =& 00| 6TB2t1! 7PEEILICE CHS 242 7|ZQ 2 T

© A|AR HK| * DEHEH|O|E o2 2t 2 8TBE MBELICH 2 AE2|X| .. =0]| 128GB RAMO| Hi= 22 M
StorageGRID 11.5 &X|9| 7|2ZL|Ct.

* SN12| HIEIH|O|E{0f| CHot AA| of2F Z7F2 6TBRILICE (2& 00| * Metadata Reserved Space * A& &L &H7|
rf 20| MA| SE0| of| <+ LICE.)

5|8z HET|o|H SZHLICt

Zt AEZ|X| =9 AX| HELH|O|E o] 272 QE X E H|EIH|O|E{(allowed metadata space)ofl At2E 4= Q=

S7tat T HO|E{H|O| A U (of: HH M 8l =)0 2Rt 2, FF S0 S AZEL) 0| YO 0|E=
ME=tH LIEf S 8E[= HIEtHIOIH S22 HAM RLENME g3 22|t
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Volume 0

Object space

[ Space required for
database
operations and
future upgrades
Actual
reserved
space for
metadata
Allowed
metadata space

I-

CtS BO|l= StorageGRID7t AE2[X| L =0f| CH3l 51 5[= HIEIH|O|E St 248 2Fot= YEHO| Rf%[0f
A& LIC

HIEHH|O|E Q] AX| o2k ZZHRIL|Ct 1l H|EIC| 0| SZtL|CH

4TB 0|5} HEIH|O|E{SE I8l M| of| 2=l Z7t2] 60%, %|CH
1.98TB

4TB X1} (HIEtHIO|E{ Q| A H| of|2f ZZt -1TB) x 60%, Z[CH
2.64TB

StorageGRID A|AEI0] OftH AE2|X| = E0{| = 2.64TB 0|AQ| HIEIH|O|E{ S MEH L= X EHE
Aoz ML= ER)5t= BR 61%EIE HEIHOIE 37t2 58 + USLICH AERX] LE 2420

— OT - OT,
() 128GB Ol4°l RAMO| 91 AE2|X| 25 00 AHS THst  820| 2 22 Netapp 11 B0
SOISHIA. NetAppOll 4 RTAEIS ZE0HD Hstt 22 2t A£2Ix| & 2o chsh o2
HEfeolE| 222 SLICH

AEE|X| =0 CHel 3{85|= HIEHH|O|H 37t E2{H LIS 2 MEMA L.
1. Grid Manager0l|A * Node * > *Storage Node * & ME4StL|C}.

2. Storage * H2 MEHEILICE
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3. 7 ME Storage Used — Object Metadata XtE 2|0f| =11 * Allowed * 2t &&LICH

Storage Used - Object Metadata @

100.00% -
75.00% 2021-05-05 11:03:30
— Used (%) 0.13%
50.00% USEU. 3 34 GB
.&lrnwed 2.54 TB
25.00% — Actusl reserved:  8.00 TB
0% } ]
10:40 T10:50 1100 1110 T1:20 1730
= |Ized (%)

A AL M * Allowed * 242 2.64TBO| T, 0|= MEIC|O|E{0i| CHSH &K| o 2fEl S2t0] 4TBE Zxutdt= AEZ|X|
L EO| X|CHZFIL|CE

Of
oIJO
E&

2 CI2 Prometheus HIE 20| sH&HerL|CE.

storagegrid storage utilization metadata allowed bytes

51 8&|= HEHHIO|E St of

K™ 11.58 AL3t0] StorageGRID A|AEIS AX|SHCH 7PYBIL|CE O] Of|0fl A= 28 AEE[X| =0 128MB 0| &2
RAMO| {11 SN1(Storage Node 1)2| 2& 00| 6TB2t1! ZtHELICE LIS 242 7|ECE gL|C)

« A|AEI ®MA| * OH|E}FH|O|E] 0:|| of 37t * 2 8TBE MHMELICE 2t AEE|X| ==0] 128GB RAMO| H= E2
StorageGRID 11.52] 7|27} lL|Ct.

* SN12| HE}H|O|E{of| i AA| ofl 2 Z7H2 6TBRILICE (28 00| * Metadata Reserved Space * 4™ &Lt X7
20 MA| EF0| ol FELICt)

* SN12| HIEIH|O|E{0]| 3125|= S2t2 2.64TBRILICE (0] 2t2 &H| of|eF ZZhe| Z[CHZEILICEH)

e

MZ CIE 37|9l AEE|X| LEJ} QENME 220 0|k|= ST

Ct.

=0 |
It2tA AFOIEO| 2717t LHE AEE|X| =27t A= B2 MOIES| 7HY &2 L E7} ALO|EQ| HIEIH|O|H EF2
ZAXSH|C}
=od -

oM 2t MY StorageGRIDE 2} AFO|ES| AEE|X| =0 QEHE HEIT|O[E S 2 S5tA| 24tet

CHS OIRIE 12fol EHAIL.

* 37|17t THE Ml 7S AER[X| B0t EotE T ALO|E 2| =7} QIS LT
* HIEtHIO[E] ofof S+ BH2 4TBRILICY.
© 2EE[X] LEOf= AH of|efE HEIHOE SZtat 518 &= HIEHH[O|E] SZtoil thh CHE 20l AASLIC.
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AEEX| LE =& 09 37|YLICt %‘ﬂ SLIEETI M|EC| O] E g%gﬂﬁmlola
SN1 2.2TB 2.2TB 1.32TB
Sn2 5TB 4TB 1.98TB
SN3 6TB 4TB 1.98TB

ZHH| HEIEO|E = AFOIES| AEE|X| ==0f 2 S| 2= 22 0] offH[2f 2t

E = 1.32TB2| H|EIH|O|E{ 2
Heg = AELICE sn2 3! SN30|| CH3l 31&=|= =7t 0.66TB2| HIEtH|O[E] S22

= 1.32TB
A8 = YlELIT

— Metadata capacity for a site —

Used space for object metadata

SN1 SN2 SN3 Allowed metadata space

OFXt7LX| 2, StorageGRIDE 2} AFO|E0f| A StorageGRID A|AEIS| BE JHH| HIEIH|O|EHE QX[stE2
StorageGRID A|ABIC| MA| H|EIH|O|E] 832 71 22 ALO|EQ| JHA| HIEIH|O|E 2o a2t 2™ ElL|Ct,

Lot QEHME HEIH|O|E 82 | QEME 5 WO{SI22 of = =0f H|EHH 0| 80 £Ft 22 0|
J2|E= 2™ o= JHS KHA| €Lt

* 24 AEEX| Lo A HIEtHOY S ZLIE™SE SE tioh 2otEH LSS ALt

>

>
0=
10
0]
|

>

E HEtH0le 82 s2l2{H M 2EE|X| =5 FIt6H0F gLt

XMEE Aol oiet MY 2
O2|E SME MESHH MEE RERHE AX, MHEFE

S QHHME
StorageGRID A|AHI0| K& E 2= QEHMEQ| Ciet H¥= 1
ZHA| o & L{C
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* JiH|E StorageGRIDO| X{&Est= S8 T2IHS
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JHHIS MEHsy| Hoj 2= 4+ UALICH Seto|dlE S8
m2 20| M JHHS StorageGRIDO HEHet7| Hoj 00| 253t 2L M K xS Este HHlel 37|17t

Cf ZfOX[X| gs&LICt.

* StorageGRIDM|A| NetApp FabricPoolE A25t= 2 252 &43tsHX| ORMAIL.

= O

* Compress Stored Objects(MZHEl QLEHME Q%) T2|E FM0| 2AstHEl AR S3 9 Swift 22I0|HE
OHZ2|7|0| M HIO|E HQIZE X|HSl= Get Object(QEXME JIM27]) XA S L38}X| Qt0tof HL|Ct. 0|2{$t
"EHQ| 97| XA 2 StorageGRIDZt QEEl HIO|E| AN ASEY| I3 JHH|Q| Y=S X O 2 Sf{A|sHOF st7|
IH20f HZ2HMQUL|C} o 2 JHHI0IA ZH2 HIO|E HR|E R SH= Get Object 22 £3| H|&2 2K QL|Ct,
olE S0, 50GB2| &% JHM|0|M 10MB HLIE 2= AU HZEXQL|CT.

AEE Ao M HRE H2H 220U E QYO AjZH XiHE 2= AELICH
HHIE =dhor
EE:EHQ' Oljl

=
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Stored Object Options

Compress Stored Objects €

Stored Object Encryption @ * Mone AES-128 AES-256

Stored Object Hashing @ ® SHA-1 SHA-256

WM M0t 24E B2 8E = A= YARE |0|E1E Aet o+ Qe olefH XMEE
WM E =t + JASLICH 7[EHL 2 M= L2 otk[X| 5LIC,

X E ASIIE AFEHH S3 E= s iftS Soff &&= 2E QEHE H|0|HE d5ate 4+ JELICE O
MY S 2 MotstH ME £RE B E ZM7F LS| X| T 7|E HEE K= HEZX| SEL|CH SSIHE AHESHK]
UL E MHESHH x| L S3HE JHN = %*éir_ AENZ QX|E|X|2F M2 22 El JiN= °*§§rEIII r&LCt
@ Ol M2 HASHH M EHZ MEdt= O 2 120| ZELICH AHE Zfo| M& 9l <& s
FHAEILICEH
NEE QEMEE= AES - 128 EE= AES - 256 255 2 12|E5S AF2SHH Ystet 4= Q&L|Ct
A= QEME Aol MM HIl 2|l t= QEHHMEE 2f|H Q532 ASote|X| 2 S3 QLEMEN T M EIL|CH
CHA|
1. M =+ AARIAY * O2|E M~ S MEiSLICL
2. MEE= NN S8 MMM MZEHE N 2SSHE * QIS * (7122)), *AES-128 * EE= * AES-256 * O 2
HABLICt

Stored Object Options

Compress Stored Objects €

Storad Object Encryption @ & MNone AES-128 AES-256
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a. Ot HHS YAHYLICL ssh admin@primary Admin Node IP

b. of LIEEl A5 E AUZSIL|C} Passwords. txt IHY.

FEZ 2OQ05tH ZETETL of| M HEEL|CH s E MEHSLICE 4.

2. RE MH|ATF HH B = SQIE HEfRIX] HQISLICE storagegrid-status

Ha
rin
o
o

>
_\;
oﬁ
oM

O ALt 2RIE[X| gf2 B2 AIH3H7| To| 2HE HESHAIL.

3. HHER SOIJL* Ctrl * +* C * E FEL|LC}

4. CIFS 718 RE2|E|E AFELICL config cifs.rb

add-audit-share set-authentication validate-config
help

exit

enable-disable-share set-netbios-name

add-user-to-share join-domain

modify-group remove-password-server

I I I
| | |
I | I
| remove-user-from-share | add-password-server |
| | |
| | add-wins-server |
I I I

remove-wins—-server

5. Windows Workgroupdi| i3t Q152 MEEHL|CE,
el1Z0| o|o] d™E B2 A1 HA|X[7} LIEFELICE IF0| o|o| B E <2 L3 A= o|seL|Ct.
a. Y& set-authentication
b. Windows Workgroup EE= Active Directory 8X|& E= HAIX|7} LIEILIH TS 2 Y= ELICH workgroup
C. HIAIX[Z} LIEILIH 2 E 0|§S YHEYLIL. workgroup name

d. IAIX| 7} A= H Ch2 3 20| 2|0] L= NetBIOS 0|8 THELICH netbios name

2E|X L E9| A E O|ES NetBIOS 0|ELZ AESIE{H * Enter * £ =ELIC

O] ASE/E= Samba A S CHA| A|Z5H0 tHE ALeH0| MEELITE O 22 1= O|L{of| ~&3}{OoF LT},
15S dHct = ZA 22I0|AUEE FIHEILICE

a. HAIX|7} EAIZ|™ * Enter * & +5LICH

228



CIFS 74 8
6. ZAL 220 E

a. 21&: add-au

®

22|E|7} EAIELICE

Fh

dit-share

SR ISz Y7 WEL2= FIHELC

b. HAIX[Z} EA|=|H AFXt EEE OES FIHLICE user

C. MA|X[Z7F EA|E[H ZEA

t
d. HIAIX|Z EAIE[H ZEAL

X} 0| S S YHYLICL audit user name

A
ArERte| A= E A=BILICE password

e. HIAIX[Z} LHEHLHH St 22 S CHA] =8I0 2HRIRtLIL}. password

f. HIA|X|7} BA|E|H * Enter * £ =S L|C}.

CIFS 74 8

E|E|7t EA[ELL.

7. Z 0|2 AISXt o= TOF0| ZAL RO AMAT = U= B FIH ALZXIE F7HELCE
a

b. HA|X|7} EA| S|

C. MAIXIZt HAI=|H AL E= 2

user
L= group
d. HAIX|Z7F EAIZ|H ZEAL AL XL EEE OFC| 0|52 ™BLICt audit user or audit group

IE
fot
M
o
I
il
r
n
0
o
2
]
o
S
c
3
o
®
N

e. HA|X|7} EA|E[H * Enter * & SELIC}

CIFS 74 FEE|E|7F HAIELICY.

f. ZA ZR0M 3t A A HBH0| Qs X7} A

8. Weof w2t 142

MH| AT} ol

=tQl 5 EA|ELICE TS

Can't find
Can't find
Can't find
Can't find
rlimit max:
(16384)

0l CHa o]t

HAIX| = FAIBHE E LT

include file /etc/samba/includes/cifs-interfaces.inc
include file /etc/samba/includes/cifs-filesystem.inc
include file /etc/samba/includes/cifs-custom-config.inc
include file /etc/samba/includes/cifs-shares.inc

(1024)

increasing rlimit max to minimum Windows limit

otel THAIS Hh=EfLIC.
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a. HA|X|7} EA|E|H * Enter * & +EL|C}
AL 2210 E 40| EA[ELICE

b. HAIX|7} EA|Z|H * Enter * & FEL|C}.
CIFS #+4 REZ|E|7t EAIELICE.

9. CIFS 4 REZIE|E HE&LICE exit
10. Samba AMH|A A|E: service smbd start

11. StorageGRID H{E 7} T ALO|EQI AL L} tHAIZ o| STLICE

e

LR H2 StorageGRID HIZ0Y CH2 ALO|EQ| BH2|X} LE7} BEHE 2 WRO| M2} OIS ZA 3RS
§I~A‘I§|- L||:|-

= O

P
b. 2t F7} 2| L =0of Chet ZAL 3R
c. ¥4

12. HZY Moj|lM 202 BILIC}H exit

|

bed My

o

TEQof ¥azole"

r
r

Active DirectoryOf| CH3t ZtAt 2210[XE 714

ZHAL HIA|X| 2 ZAE StorageGRID BIES| 2} 2H2|Xt = =0f| CHdl O] ”k}S £aHEhL|Ct.
ELeXIA
* Off 7t 2LO{OF BILICt Passwords . txt RE/RBIA HH 257t Qe THABHY THI|X|0IM AL 7tHs5).

* CIFS Active Directory AtEXt O| St 5 7t QL0{OF BHL|CE,

* Ol 7k QOF BIL|Ct configuration. txt LA (SHE IHF|X|OA AR T1s).

@ CIFS/SambaZ E38t ZIAl LHELH7|= Of 0| A AFRE|X| 2 OH &Z StorageGRID 22| X0 A HHE!
of g LICt.

a. Ot BHS YHYLICL ssh admin@primary Admin Node IP
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FERZ ZO0I5tH TETETLOf|M HAELICH s £ HEfBIL|CH 4.

O[7{Lt Sols|x| ke 2 Al

o
el;
N
ra
=2
Mo
=
i
=
X
el;

3. HHZEZ SOI7} * Ctrl * + * C * £ +EL|CL

4. CIFS 74 RE2|E|E AIZYLIC config cifs.rb

| | |
| enable-disable-share | set-netbios-name | help
| add-user-to-share | join-domain | exit
| remove-user-from-share | add-password-server |
| modify-group | remove-password-server |
| | add-wins-server |
| | remove-wins-server |
3. Active Directory0| CH$t 215 HH: set-authentication
CHE22| HHEO|A = ZE AL 22I0|HEE FIt6t7| Mol Q152 HXdlof gL|ct. o1F0| o|o| MHE HP
HAIX|Z7F LIEFELICE @1F 0| o|0] ™ El B2 CI3 A2 o[ SgfL|Ct.

a.

add-audit-share

set-authentication

validate-config

Workgroup EE= Active Directory X2 2= H|A|X|7t

HIAIX[ZF HEAE|H EHQI AEER 9 | S

o
i
IR
i
O
Z

=
=
Ral
N
H
=
il
r2
r
=
H1
=
ro
08
12
°
Ou O

CHEXHE AFERILICE
winbind X| ¥ S g-4stst2t= HAIXIZF LIERLIE *y * S
Winbind= AD AHOI|M ALEX} 81 OF HEE &l

HIA|X| 7} EA|=|™H NetBIOS 0|28 &stL|C}.
HIAIX|Zt HEAZ|H * Enter * E 58

CIFS 74 REEIE|7I ALY,

LIEILIH CHE2 S LT ad

HIAIX|ZF FA|=|H AD =0|Q! O] E(H2 =H[Q! 0|F)S Y=Lt

SAE 0|28

ol24BiL|C},

ol AFSELIC.

H
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6. =2l 71l:

a.

b.

OFZ] A[ZISHX| @42 B2 CIFS 4 |EE|EIE AR LICH config cifs.rb
EHQl 7Y join-domain

22| =27t ¥l =HQlo] @ st LM IQIX| H|AESIEHE HIA|X|7F EAIELICE O] ZH2|X} = =7} O| o
C

Toflof 7tstA| g2 R i3S Y=g

LS —

HAIX| 7} EA|E[H 22| X}e| AH2X} O|E S Y= EILICE. administrator username

i}

?IX| administrator username CIFS Active Directory AF&X%} O|E0|H StorageGRID AHEX} 0| E0|
OfElL|Ct.

HIAIXIZ7F EA|2|H 22| 5t S E LHYLICH administrator password

UELICH administrator password CIFS Active Directory AF&X} 0| 50| StorageGRID ¥= 7t
ofeL|Ct.

HIAI X7t EA|Z|H * Enter * £ SELILCt

CIFS 74 FEE|EI7F HAIELICY.

7. Qo SHIZA| ZtLY=X] =elgtL|ct.

!

a. =2l 7h2l: join-domain

b.

C.

8
a
b.
C.
9. =
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MEHIE M =HQle| fa et YUK HAES 2= HAIX|ZF LIEILIEHE ChE S YIERLIC) v
"Join is OK"2f= MIAIX[Zt HA|Z|H EH|Qlof] §3H o= 7ot AYLICt. of SEO| g™ ES HFEst

S Qlof| CHA] 78 EAAIL.
HA|X|7} EA|E|H * Enter * 2 $SLIC}.

CIFS 74 REEIE|7I ALY,

. YA 22H0|HE FU}: add-audit-share

- MEX = OES F715k2HE HAIX| 7 LIEILIEH Ch2 S YIERILICE user

YA ALERL 0|2 U StEHE MIAIXIZE LIEHLIH ZHAL ALE Xt OB S Y= RlLILY.

HA|X|7F EAIZ|H * Enter * & SELICt

CIFS 74 REEIE|7I EA|ElLCt.

O|AQ| AFEXt EE= O F0| ZHAL SR0| HMAT £ Q= AR, ALEXE FI7IEILICH add-user-to-share

7o Hz 0f7|7| S=0[ EAEL|CE

a. A UEWY| SRl He E AR,
=29
==

ANA} = 1

x7}8tat

rr

GIAIR|7E LIERLFR ChE S QZBILIC group
2AL 12 0|28 2 HIAIX|7H BAIELICH

AL OE O|E2 2= HIAIXIZL EAIE[H ZAL ALEXF O FQ| 0|52 Y=RILICE



d. HA|X|7} BA|E|H * Enter * 2 S-S L|C}
CIFS 7+& SE2IE|I7} EA[EL|C.
e. A S0 BMAL = A= FIHAREKE E= IF0] CHsl o] THAIE BHESiL|Ct
10. "o 2t A4S &QIRtLICt validate-config

MH|AZ} =l S HAE LI TS HA|X|= FAIBH = ELICt.

o ot MAUS HE £ AUSLIC /etc/samba/includes/cifs-interfaces.inc

o ot MAUS A2 £ AUSLIC /etc/samba/includes/cifs-filesystem.inc

o ot MAS S 4 ELICH /etc/samba/includes/cifs-interfaces.inc

o ot OMUS A2 4 YUSLICH /ete/samba/includes/cifs-custom-config.inc
o ot mMAUS A2 £ QUELIC /etc/samba/includes/cifs-shares.inc

° rlimit_max: rlimit_max(1024)E %|A 212 °t#[(16384)= 57t

@ 'Hot =20 AES ' M D2t ZRSHA| OFYAIL. (7|22 Z Sambas
b

tso = ¢ere 2HHE DCE AMEL|Ct)
i. HIAIX|I7t EAIZ|™ * Enter* &
HAIX| 7} HEA|Z|H * Enter * & F=SLICt
CIFS #+d SE2|E[7} EA[ELICH

1. CIFS 74 REE|EIS H&LICH exit

12. StorageGRID H{Z 7} £t ALO|EQI HL CHg tHA|= O] SEfLICt.

e
Q0| w2} StorageGRID 70| CHE AJO|E2| 22| lE7} EBtE|= 22 HRo| K2t [fS LA BRE
S BfBiLICE

a. AIO|EC| &t2| =0 Ao Z 29l:
He YHLLICL ssh admin@grid node IP

=
o
i off LIgEl A E QUBBILICt Passwords. txt IHY.

b. 2 Bi2| S0 gt AP RS FAOI CFS TS wrEErLIC
. a|x} Lo Chst 22 Hot M 2

13. B AojlM 230FR2eLICH exit

ni=rib g

- O

HT

'ATEL0 gagolE"
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* Off 7} OOk &LICt Passwords. txt RE/ZZ|X A 227t A= THLEHE HZ|XIM AL 7HS).

* O 7k Q{OF BIL|Ct configuration. txt IHA(SHE THF|X|UA AR T1s).

@ CIFS/SambaZ &t ZHA} LHELH7|= Cf O] A AFRE|X| % OM &% StorageGRID Z2| X0l A HAHE
of Y LICt.

2. OE MH|AQ| MEfIt M¥ F = SHQIQIX| &QIBILICE 213: storagegrid-status
2E MH|AT A SO|HLE 2RIx[X| 2 2R A LS| Hof| 2XE HESHIAIL.

3. BYEE SOt *Ctrl *+* C* E SFELICH

4. CIFS 4 R=2|E|E AEELICH config cifs.rb

add-audit-share set-authentication validate-config
help

exit

enable-disable-share set-netbios—-name

| | |
I | I
| add-user-to-share | join-domain |
| remove-user-from-share | add-password-server |
| modify-group | remove-password-server |
| | add-wins-server |
I | I

remove-wins-server

(€)1}
Rl
00
Pl
3
rr
]
i
R
_\'l_
>
1A

f: add-user-to-share
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T4 A 37 M7t 0fAT S50| EA[ELICH

6. HIAIXKIZF EA|E[H ZAL SRYAHLEWT]) HE S YHAYLICE audit share number

O|ES E& HIAIXIZt LIEILIEH 0|5 S UHTILIC.

2 MH Q| 2F MH2t CIFS MH[A REO0|M ZAL SRl TH3ll 17| HEL2Z FIHELICE AFEA
ZAL S2H0|UE SR AMAE £ AEF Samba 70| CHA| EEE! L|Ct.

CIFS 74 FEE|EI7t HAIELICY.

10. ZAt S R0 AMAE £ U= 2H AHZAL EE= OF0 st of HHAIS Bt=gtLCt.

——

M. 2o w2t 2MHS &IStL|CE validate-config
MH[AZ} 2ol 8 A[EIL|CE CHS H|A[X|= SAISHE ElL|CH

° include It /etc/sambalinclude/cifs-interfaces.in cE &

e £
>

r

o

o

>

o L
r

n

=
° include It /etc/sambalinclude/cifs-filesystem.in c& &t
° include I} /etc/sambalinclude/cifs-custom-config.in ¢
° include I} /etc/sambalinclude/cifs-shares.in cE &2
HAIX| 7} HEA|Z|S * Enter * & =2 HE
ii. HAIX|Z} EA|E|H * Enter* & &
12. CIFS 74 REZ|E|E BELICH exit
13. CH3at 20| 7+ ZAL SRE HFdHof sh=X| ZolgfL|t.
° StorageGRID HHE7} £H AFO|EQI A2 CHg tHAIZ 0| SEHLICE
° StorageGRID 0| CHE AIO|EQ| 2| L EJt Zotk|= 22 HRo| w2t O A 3FE gdstgfL(ch
i. AIOJEQ| 2| o Ao Z 2291:
A LIS HES YHYLICE ssh admin@grid node IP

B. ol LIFE Y= E YHLYLIC passwords. txt T,
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CIFS ZHAL SROIM AFEA £ OF A

* Off 7k A0{OF BLICt Passwords. txt FE AE =7t A= THUEHE I XM AL THS).

* O 7} QOF BIL|Ct configuration. txt IHA(SHE THF|X|UA AR T1s).

Of ZhHofl ChHaH
CIFS/SambaE S¢t ZA IEL7|= O 0|4 AFZE|X| ¢4 &< StorageGRID 22| Z0A ®AHE o FHLICt.

add-audit-share set-authentication validate-config
help

exit

enable-disable-share set-netbios—-name

add-user-to-share join-domain

modify-group remove-password-server

I I I
I | I
| | |
| remove-user-from-share | add-password-server |
I | I
| | add-wins-server |
I I I

remove-wins-server
3. MEXt = 15 M7 AlZ: remove-user-from-share

| Lo CHoll ALE 7tstt ZA 39 SE0| HS I 0iAT @AO 2 HAIEILICH ZAL 3R £ audit-export2
HEA|EIL|C}H

4. LA SR HSE UHBLICL audit share number

S. AKXt = OES MHSI2kE HAIXIZL LIEFLIEHE CHEE Y etLITh. user & group
AL 3R AEA E= OF HZ 7t IfAZT ==0| HA[ELCE

6. ALY ALt = 2 F0 st HEE LHBLITE number
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N |:|¥
>
Ok
Jo
N
1%
Inl
)
Im
n
=
>
00
Ral
A
rr
[
Hn
=
inl
=
0z
oy
>
Ok
3o
k=
2
=
[>
fuot
4>
£
o>
r
o
2
muin
mun
rg
finl
glo
H

Enabled shares
1. audit-export
Select the share to change: 1
Remove user or group? [User/group]: User
Valid users for this share
1. audituser
2. newaudituser

Select the user to remove: 1
Removed user "audituser" from share "audit-export".
Press return to continue.

7. CIFS 7+ REZ|EIE HEUICL exit

8. StorageGRID H{ZOf| CtE ALO|EQ| HE|X} L EJF EEHEl AL QO w2} 2F AFO|EO|M ZAL B RE
Hlgh-detetL|Ct,

9. 70| etz & 2F HE Aol 20 ELICE exit

M AFS R} EE DS 743 CkS 01X AFSRH = JES ANGHO] CIFS ZAF 2R ARt
wi O 0|52 HAY 4 LIt

Of ZhHofl ChaH

CIFS/SambaE S¢t ZA HIEL7|= O 0|4 AFEE|X| 42 &= StorageGRID E2|Z0A ®HE o HLICt.

|

1. HHI0|EE 0|F0| U= M AFEX} EE= OAES ZA S R0 FIHetLCt.

2. O|™ AHEX} EE= 1F 0|2 ALt

"ATES|0 FazolE"

"CIFS AL 3ROl AFEXL 2= OF FIH

HAL SRE Q7| DEYULICL 2O 02 HARH 88 T2 /UM 47| 218 Ao|H o

>
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E700i cher 2tel2 ZE|X| gfE LT ZAF 213 T 0| Windows B 7| 0| EA|EICH=
A2 s2et A2 FELth A2 =l = BE TS HELIL

OfOF BILICE Passwords. txt RE/E2|X A7t e T (SHE THF|XIOM AL THs).
* 0of] 7} AO{Of BILICt configuration. txt IFU(SHE THF|X[OM AR 7HS).
* ZtAF 220|AE = NFS HZE 3(NFSv3)S ArZ3slof Bt
O] Ztof| ChaH
LA OIAX|E HME StorageGRID HiE S| 2f 2H2|X} Lo =0i| T3l O] ”ALE A BfL|CE

2. OE MH|AQ| MEfIt M¥ F = SHQIQIX| &QIBIL|CE 913: storagegrid-status

Al F L= ERIOR LIEEX| 2 MH|ATL U= R AL ol EXIE s 2Lt

- BHEZ SOrYLICL Ctrl * +* C * & =ELICL

3
4. NFS M REZ|E|E AIZRILICH 2™ config nfs.rb

add-audit-share add-ip-to-share validate-config

enable-disable-share remove-ip-from-share refresh-config
help

exit

S. LAt 2EI0|HEE FIIEtLICL add-audit-share

a. HIAX|I7F BEAE|H ZAt 32 ZHAL S2I0|HEQ IP A EE IP A HE =L
client IP address
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b. HIA|X|7} EAIE|H * Enter * £ =2 L|C}.

6. = 0| A2 ZtAl 22I0|HET ZAt SROH| MAT 2 Q= B FIH ALK IP FAE FIFELICH add-ip-
to-share

a. ZAA 3R HSE UHSLICH audit share number

b. HIAIX| 7t EAIZ|H ZAL SR2| ZAF S2I0[AE| IP T4 E= IP T4 YOS LGLICH
client IP address

C. HAIX|7t HA|E|H * Enter * £ FSLILCL.
NFS 74 SE2|E[7t EA[ELICE

— — —

d. ZHAb SR01| CHEE HAMIA ABHO| A= 2 =T ZA 220 E0f CH3H O|2{Bt 5te| THAIS Br=fL|Ct.

MH| AT} 20l S B A|ELICE
b. HAIX|7} EA|Z|H * Enter * & FEL|C}.
NFS 74 RE2[E|7} EA|ELICH
C. NFS 4 RE2[E|E HELICE exit
8. CHE AIO|EOM ZA SRE AIBSIEE MAolof Sh=X| ZRlIRLICt,
° StorageGRID H{ZZ7} £t ALO|EQI

=
° StorageGRID #=0f| LHE AIO|EQ| 2| L EVF Eotk|= 22 2R 2} CHS HA SRS 4ttt

i AO|EQ| BE| o ¥Ho= 29l

A CtS HES YHYLICE ssh admin@grid node IP
B. ofl LIEEl =5 YAYLIC} passwords. txt T,

9. HY Mo Z30IRELICE exit

NFS ZAl S2O|HEE IP FAE 7[2OE A SR tigh Ml A
Z=715t04 A NFS ZAt S2H0|AE0] ZAt SR CHSH M| A ets 20
Sct0[AUES MAHRLICL

| FOELICE SR IPFAE
PALE IP =4S M5t 7| E ZAt

&
rot
oF O

ZtA 220 NFS ZA 2210|HE X7}

NFS ZA 2Ef0|UEE IP FAE 7|HO = AL S R0 CHet AM[A Hoto] RO ELICE ZAL

= — 1 L g .
3ROl IP A5 F71510 M NFS ZfAF 2210|HE0| ZAl 3RO et HMA HotS
SofgtLct
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|
=

2%t

A

* Off 7} FO{OF SL|Ct Passwords. txt

240

ol 7} QO{OF tL|Ct configuration.

HEL

—_——

A 22t0] NFS HZ™ 3(NFSv3)2

ZEJt oM

add-audit-share
enable-disable-share

radd-ip-to-share

#e| =20 2FE NFS ZAt 37 S 50| EAIELCH HA 37

/var/local/audit/export

LA 3R S Y

HIAIXIZE A= ZA
client IP address
LA EE10[HE

HAIX| 7} EAIZ|H * Enter * € &+

NFS 718 REE|E|7} EA|ELICE

o T

=x
T

Pl

2 ol
2o mat 1YS =l

el

At 370 F=718H0F 5= 2 ZAL

SHL

=

MU| ATt 2FQl S B A|EL|C}

SILICE qudit

| 3ROl ZAL S2H0|AEY] 1P FA EE P

SCtO|UE0] thal o] HAIE

SE/ZE|XAE 27t e TR EHE I XM ALE 7hs).

txt THAEHE THI|X|0M AL THS).

AtE3H{OF BTt

b A |

Lod

LICt s E MEHRILICE 4.

ELICH config nfs.rb

add-ip-to-share validate-config
remove-ip-from-share refresh-config
help

exit

share number

7t At SRl =7HELIC

=CI=g

gh=gLlct.

ICf. validate-config



a. HA|X|7} EA|E|H * Enter * & +ELIC}
NFS 7 SE2|E[7t EAIELICE

9. NFS 7 REE|EIE HELICH exit

10. StorageGRID H{ZZ7} £+ ALO|EQI HL CHE HHAIZ o] SRLCE.

Laf ™ StorageGRID THO0I| CHE AIO|EQ| 22| =T XE|= 22 Eeo| [t O3 At S]RE

ssh admin@grid node IP
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m Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500
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TSM AMH{ 2| AL Tivoli Storage Manager LHO|A E|O|T AE2|X| £} C|A3 AEZ|X| E22 HOlsH{of tL|Ct.
ClA3 22 Folot 2 [|A3 282 Y50 C|A3 20| dEeLICh TSM MHOM ClA3 ME AEE|X[E

M8t 7"°0ﬂ" EHlo|Z E0] 2RSHX| 45Tt

HO|Z AEE[X| 22 WHSHHH TSM MHO0I|M of2] EHAISE 2tZoof SfLICt. E|0| X 20| 2222} B0 X
2to|22{2|of| StLt OIé!QI C2to|HE BELICt. *1H'IOHH 2to|22{2|7tX], *1H'IOHH Cato|Entx| 228 Holst T3
C2}0|E9| C|Hto|A 22HA S HRfL|Ct.) Ol2{gh THAof CHEt XtMIS LIE2 AFO|EQ| StE 0 1 8 AEE|X|
7 Aletof| ek CHE 4= ASLICE ZiMet LHE2 TSM 28 ME jé.*EEOH:MIQ.

ChS XIH2 Z2MAS 20| FLICH AO|E @7 A2 HIE 27 Areto] m2t S & ASELICH 714 MF L 8
&2 TSM 2HME ’éL’F_OPéIMQ.

OREELE

|
1. o]z 2t0|E&{2| & ‘Y-dELIct.

rol-

2 MH0| 232313 dsmadme =7E AFE5H0 L3 HE S AAdH0F gLt

define library tapelibrary libtype=scsi

?IX| tapelibrary HIO|Z 2t0|E2{2|0f| CH3l et 20| O|F0|H 2] ZtULICE 1ibtype E|O|Z 2}0|E2{2|2]
PO et F2E 5 ASLICH
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2. Mo E|0| 2}o|HB{2| 2o ZEE Mo|StL|C}.

define path servername tapelibrary srctype=server desttype=library device=lib-
devicename

° servername TSM AH{2| O|SIL|Ct
° tapelibrary ‘Q2[¢t H|O| 2to|E2{2| O| S RILICt
° lib-devicename El|O|Z 2t0|EH2{2|2| C|H}O|A O|SRILICH
3. 2fo|E2{2|9] EEI0|EE NMo|stL|C}.
define drive tapelibrary drivename

° drivename E2IO|E0| X|HE O|SQILICH

° tapelibrary ‘Q°[¢t EH|O| 2to|E2{2| O| S RILICt

SEERO S 4ofl wh2f =71 E2t0|E = E2t0[EHE Y = ASLILE S S0 TSM A7 H|O[&
2to[ =24 2|0f| M & i &I210] U= Fibre Channel 29| X|0f] HZE|0] U= Z 2 Y=o T3l E2t0[EHE
Holg = ASLICt.

4. MtHollM Hogt E2to|EtX| o] B2 E Fo|gLICt.

define path servername drivename srctype=server desttype=drive
library=tapelibrary device=drive-dname

° drive-dname E2}0|E2| ZX| O|SILICt

° tapelibrary &2|ot EH|O|I 20|HE{2| O|ELICt

Hlo|= 2to|=2{2[0f| CHelf Holst 2t E2t0|Eof| CHal B=o| E AFESHH 0] ™S BHERILICt drivename
3! drive-dname ZF EEI0|E0| CHaH.

5. E2jo|H9| C|HlO|A S A S FolgtL|Ct.

define devclass DeviceClassName devtype=lto library=tapelibrary
format=tapetype

° DeviceClassName C|HIO|A S2{A Q| O|ERIL|CE

1to MH0| HZE EE0|E RHEYLIC

o

° tapelibrary &2|?t EH|O| 2l0|EH2{2| O|SLICt
° tapetype 2 H|O|Z RELICHO: ul3um3)

6. 2to|=22{2[2| QI E2|of Hlo|Z= 2 &S F7tSfL(Ct
checkin libvolume tapelibrary
tapelibrary S2[¢t EH|O|Z 2to|E2{2| O|SIL|CH

7. 2 HO|Z AEE[X] 25 HEYLICH
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define stgpool SGWSTapePool DeviceClassName description=description
collocate=filespace maxscratch=XX

| Ol E¥
o

° SGWSTapePool O}FI0|E =EQ| H|O|Z AEZ|X| EC
MEdS &~ QUSL Ef.

TAE AEo= AR HIO| X AER|X| E2| 0|F2 o
° DeviceClassName H|O|Z 2l0|E2{2|2| C|H}O|A Se2{A O|SIL|Ct.

° description 2 & AFE%I0{ TSM MHO| EA|E = /= AEE|X| Z0f ciet HHULICH query
stgpool BH. 0f: "O}7I0|H L EQO| H|0|& *Eﬂlﬂ ="

ne

° collocate=filespace TSM A7} St I}
° xx Ct& & StLrdL|Ct.
* Hlo|z 2to[=2{2|2f Bl 0| & £~(2}0|EE{2|E AFE3t= RSt ofE2|AH0]Hel FR)
* StorageGRID A|AHIO|M ALESHES SHE H|O| I £~(H|O|Z 2}0|E2{2|7t SREl= 2R)
8. TSM MHOl|M C|AS AEE|X| 22 MHSLICE TSM M| 22| 250|M & LTt
define stgpool SGWSDiskPool disk description=description

maxsize=maximum file size nextstgpool=SGWSTapePool highmig=percent high
lowmig=percent low

E
n
2

ol
°
—
9]
<
Z
=
=2
Rl
=2

.?_
F_IF
-
MO

S| AH|E T Ho|Zoj| 7| Zot=F X[FRLCE.

° SGWSDiskPool OF7t0|E& i':°| C|A3 Z0| 0|2QILIC} O|20| TSMO|IA Of|AtSH= 12 IS ALRSH=
AR CA3 AEE|X| E9| 0|ES2 MEfT £ JUELICL

° description £ & AFESI0 TSM MHO| EAIE & Q= AEZ|X| 0| Ciet AERJLICE query
stgpool BH. Of: "0|'9'|'0|':I LE9o| R C|A3 AEE[X| ™

° maximum file size C|A3 E0f| JHAE[X| @11 0] 37|ECH 2 QLEHMEE H|0|Z0j| XX 7|EgfLICt

MESH= ZHo| =5L|Ct maximum file size 10GBE Aa"’g%ﬂ—“:f-

I

=

° nextstgpool=SGWSTapePool L|AT AER|X| E Ot7t0|E E0f CHal Ho|E H|o|E AEE|X| EE

LHEHRHLICE.

° percent_high L|A3 E9| LHES HIO|Z E2 00| 2{|0[|5t7| AlESH= S HEELICH & &
L

740| Z&LICt percent high 02 X|H3}H C|0|E{ 01| 12|0]M0] ZA| A|ZHE]

° percent lowEH|O|Z EE2| 0t0|12{|0|M0| BX|=|= af2 AELICE E HHst= 20| ESLIC
percent lowE 02% =&] C|A3 FE X|ZLICL

9. TSM MH0|lM C|A3 2 (EE 28)S Ydste tl23 Zof 2EgLct
define volume SGWSDiskPool volume name formatsize=size

° SGWSDiskPool C|A3 & O|EQIL|LC}.

° volume nam
Holz &2 =H |or7| 2ls C|A3 E2| LHEE 7|SELICE.

° size C|A3 SEC| 37|(MB)QILIC.

s 01 mES
200GB¢! 32

=9

3 A
37| Z+2 2000002 2 MEEHL|Ct.

AN —

J2{Lt TSM M7t ClA3 E9| 2t EEY | ES
250GB¢! A2 2tZF 10GB(10000)2| 27| 2 257K9| C|

ZELICL oS SO Hlo| & 27|17t 2

FE mI;

ooz O 2 37| o LA EES M
A

HX7LHA EHO|ZE MRS HE C|A3 =§S M52 Ho|Z =E2

e 28 FIX|0f CHSE HA| 74§°'|—|E|'(01| /var/local/arc/stage6.dsm) TSM A{HHO{| A
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TSM M= CIA3 2EQ| LM E2|0f| SZHS APH et} 2t=sh= o AlZHo] 23 4= JAELICH200GB

Of7t0|E L E0i| M XM & Cllo|E{ofl CHe TSM 22| Z2HAE AME5H= el MM S FHols
CHS O] =Rl YMS MESIEE 28 SEH0F &LICE

TSM(Tivoli Storage Manager)2| Ot7}0|E - =0j CHst 22I0|HE St MtEE[H OFF0|E L E
() ZA20M HiZals eag & AL of3to|2 0| 2atololE ALSR 0|S/2e Tt Bt Elx]
OFTE TSM AH{7} RAIE|0] QU=X| BHoIBtLIC)

Ot7t0|E LLEE AFESI7LE 7|1E =5 YU0|ESH| 28 TSM MH{o| =EE SEE i MAXNUMMP 07 85
REGISTER NODE H&0|| X|&35t0{ M7| &40l AHEE = U= OFRE X|F™e| =2 Xl jof gL|Ct. OFRE X|F™ 9|
+= YHXOZ 017102 L E0of| 2 E H|O|X E210|E d|E2| =2 ZELICE TSM MH2| MAXNUMMPO| X| & &l
ZXt= | A8+ ARC * > * Target * > * Configuration * > * Main * > * Maximum Store Sessions * 0ff A& &l Zf=C}
= Z/0|0{0F ZLICt SA| MEA MM 01710|E L EO|M XIE|X| (oD 2 0 1 2O MY E/LCY,

TSM A{Hof] CHo AXEl MAXSESSIONS 242 ZE 2210|AHE o Z2[7|0|M0| TSM AMH{of| & 4= U= Z[cH MM
+E oL Ct. TSMOf| X|HE MAXSESSIONS 2t2 0t710|E L E 9| Grid Manager®| A * ARC * > * Target * > *
Configuration * > * Main * > * Number of Sessions * 0| X|&El gt=2Ct 37{Lt ZH0ofOoF EL|Ct, OFFI0|E E=
OFRE X|™E 2o StLtel MIMIp 22 £=0|(<5) F=7t MM S SAlof MdefL|Ct,

ot7to|E =0l Z€2E TSM == AEAH XE EH[Ql MM S AFERLICH tsm-domain. & 2YLICH tsm-
domain =Ml M2 H|O|Z0j| 7|25t OtF10| & CHANO| StorageGRID A|AEIS| AER|X| 22 MHE "HF"
CoQl HHMo| £HEl HMQULICt (sGwspiskPool)E SEIELICE

@ #E|X} Bt Z TSM Aol 2218t11 dsmadme =TS AFESH EH|Q B g MMt
ggstatiof Lict.

=

O}710|8 = EO|M & E H0|H & MESIEE TSM MHE 74512 H el S 4ot
CtZ 2-detsof LTt

|

1. ool YMS MEgfLict

define policyset tsm-domain standard
define mgmtclass tsm-domain standard default

default = H{ZES| 7|& 22| A L|C
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3. HMHot AE2[X| E0f| FtI|2FES HHELICH (3 E0l)):

define copygroup tsm-domain standard default type=archive
destination=SGWSDiskPool retinit=event retmin=0 retver=0

default Ot710|EH L E9| 7|2 22| A Q/ULICH 2| 2 retinit, retmin, ¥ retver O7}0|EH =0 M
A AtESH=E EE SAI2 UESIEE MEE|USL|CE

MHSIK| OFMAIL retinit E MEHSILICt retinit=create. 8™ retinit=create TSM
() MefolM 2H=E Rfets o 2E OMET} ALBEIDE Opto|E STt ZHIXE A8t
IOt = Kpeheti|ct.

»
o

2| S22

i
N
Mo

N
|0
Hu
ot
ol
ot
i
iul

assign defmgmtclass tsm-domain standard default
S. M M MEE Moo= ALt

activate policyset tsm-domain standard

FAISHYAl

o

rr

activate %:'Eg% 'O=’|E_1|'c§- [[H LI‘EI‘LI‘E ""H_|H‘o=|‘| %Al- J_E_ (g)-l\%wu %_-l_—lL
6. TSM AH{ol| ATEI A HMS ALSSI2{E =2 SELICH TSM AHolA (8 Z0l) CHS S zigiLct

register node arc-user arc-password passexp=0 domain=tsm-domain
MAXNUMMP=number-of-sessions

arc-user A arc-password= Archive NodeOllA H2o[$t Z2I0|¢E E 0|& & 2= 2t SYstH, MAXNUMMP
242 Archive Node store M40 0f| &l H|O| T =2t0|E = HH™EL|C

@ 7EHORE LES SEOIH LE0of Chal HolE A2 E A5 S20[AE 27 AL Ao 22
AFEXHID7L - ELITE
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