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Sign in with your organizational account
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Dashboard

1 Buckets Platform services Groups User
View buckets endpoints View groups View users

View endpoints

Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
I B e
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913,425
® Bucket-04 937.2GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details
@ Bucket-06 812.5GB 193,843 - A
Bucket-10 413.9GB SLERSS o 4955 9096 9804 4285 4354
) Bucket-03 403.2GB 981,226
® Bucket-07 362.5GB 420,726
View the instructions for Tenant
® Bucket-05 294.4 GB 785,190 L Manager.
@ 38 other buckets 14TB 3,007,036 Go to documentation o2
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Bucket name Space used Number of objects
Bucket-02 944.7 GB 7,575
@® Bucket-09 899.6 GB 589,677
@® Bucket-15 889.6 GB 623,542
@® Bucket-06 846.4 GB 648,619
Bucket-07 T30.8GB 808,655
Bucket-04 T700.8 GB 420,493
@® Bucket-11 663.5 GB 993,729
® Bucket-03 656.9 GB 379,329
@ 0 other buckets 23TB 5,171,588
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HEA|ELCE

B E &2H2F9] 90% O|AH0| A2 &l A2 * Tenant quota usage high * 2107} E2|HEILICH XA LHE2
StorageGRID 2L U 2H| silZ dFEAM2| d10 HFXE HXSIHMAIL.

ﬁ Only 0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.

Setks XatstH M 2N E Y2 EE 4 glgL ot
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Grid ManagerE AFE35t0{ Z2HE MH|AO| ALY StLt O &2 AEHQIEE Fot AL X|h 7 O|LHOf| AIEEQIE
QF It S AL Tenant Manager CHA|2=0f| 2107t EA|EIL|CH

B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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Name Description
type filter by group fype
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offsef (value is Group's URN)
string
(gquery)
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVersion": "2 2%
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https://hostname or ip address/api/v3/authorize
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GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

K| ciet API HE S X|FgtLCt

path O{7 H-E AMESHO] API HEE X|HEe & -r I$|—|E|' (/api/v3) EE MHE[Z (Api-Version: 3)E
SelgLICt F S 25 M3stH 6l gfol 22 22 ™ eL(Ct.

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

AIO|E 2t 2K 2|X(CSRF)Z2EEH 23
CSRF EZ2& AIE0}0] R7|E ArEdt= Q1ES 4S5 StorageGRIDO]| CHet CSRF(ALO|E
o

7t 2N 2|X) SHCERH Ho g = JELICE Grid Manager %! Tenant Manager= 0| ¢t
7152 ANE2=E SYetelLICh CHE API 2210|AE= 2001 off st R E MEg £+

HTTP 24 POST®t 20| CH2 AROIE0] thet RHS E2[AE 4 s SRS 2013t ABXIS| 77|12 ALgstod
[u]

StorageGRID= CSRF EZ2 AH25l0] CSRF 34222 HSgiL|Ct gdolEl 22 E8 R W82 Ed
SC| = S POST 22 07} #159| L& Lx/810} SLICH

752 gMd3tst{™ 2 A™SLICH csrfToken OH7H B4 CHA true Q15 . 7|242 YULIC} false.

curl -X POST --header "Content-Type: application/Jjson" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

Xt0|H AQILICt GridCsrfToken F7|= Grid Manager & Of CH$E 23019| @lo| ZtoZ MM EIL|Ct
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=ike)

2I5tL|CF Xx-Csrf-Token CSRF E2 F7|9| o2 MH = 3.

= =32
=
* ZQAIAYE HICIE +88h= BFO BR:AcsrfToken & QALE F 2& 07 HaL O

=7hOA S MR HE= 2212 API @AM E HZESHIAL.

@ CSRF EZ 7| MEZ}I = QHE E METLICI "content-Type: application/json"
JSON 22X 222 CSRF 40—7_4,o1| Ciot F7t H3 7|SO R 7|tHdt= EE 29| s L|Ct.

HIHE ALSXFOI| CHEE AAE MM A 2]

— O T

¢ ID 2A0M 352 7tK 21 22| Hots LSt HIHE A[Fol| CHet AMA Hots
A XA R EL|C}. KX StorageGRID A|AEIO| SSO(Single Sign-On)7t MEE|X| ¢i=
ot 2 HHUE OF U MEXIE dHY =& JUSLICL

* "ID H|C{2|0] & AtE"

- g pap

s "2Z AFZX} B2l
ID H|C{2|0] M AL

ID HI{2{|0|MS AESHA HHE 15 8 ALEXIE O W2H 238 + o, HHE
AMEXH= st X SHE AESHH HIHE A[Fof| 2a20e 4= AL,

p=
P

* "E3H D &A A"
* "ID AAQL F7|3} 43"

* "ID 0| H S AFESHR| Gt = AF et

E3 D A2 2N

HEE 18 5! AF2X}IE Active Directory, OpenLDAP = Oracle Directory Server2t 22
CIE A|AEIof IA'I 22t E St2{™ ID | 2|o| 2 ’8%* 2 UELICY.

Zest 2
* XYEl= E2R K E ALESIY EHHUE 2t2|Xto| 23lslof gL T,
+ S3 ofu|2 Ato| ofof BLiC

* ID 23XZ Active Directory, OpenLDAP EE= Oracle Directory ServerS AF23st1 QI0{0F EHLICtH S 20f gls
LDAP v3 MH|AE ALESt2{H 7= X £ M0l 22|s{oF SfL|Ct.

* LDAP A{H{ete| EM 0| TLS(Transport Layer Security)E AH25t2{= 22 ID 32At= TLS 1.2 £= 1.32
AHE3HOF L|Ct.
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of 2¢
H'EE9| ID HH[0] 4 MH|AE Y £ A=K R

Off CHaH
HIYE AN A dtHo| wp2b e2bERIL|CH HY E T} Grid

r

L
Manager&2 2 F4 &l ID HEH2{0|d MH|AS SRY + AFLICE ID 111IE‘IF—1|0|*4 | O X|Off M| AZ T O] HIAIX|Z}
HAIE|H O] HHEO CHsl E=2| S8 ID 245 F Y + GIELICE

o This tenant account uses the LDAF server that is configured for the Grid Manager.

|
- QM| A 2] * > * D H|C{|0]d * S MEHSILICE,

w b~

Contact the grid administrator for information or to change this setting.

ID HIE2[0] 8 AHE * S MEHRILICE
A

LDAP AMH|A Q3 MIMOf|A * Active Directory *, * OpenLDAP * [E= * J|E} * & MEHSHL|CE,
OpenLDAP * £ MEiSH Z2 OpenLDAP MHE FHeL|Ct OpenLDAP MH 74 X|& S XA,

Oracle Directory ServerE AM&5H= LDAP MH2| 7t #A4st2{™ * 7|Et * & MEBILICE.

—_

7|Et+ 2 Mefp

Y

AL LDAP &4 M40 WES THgBhTt

=— |

o * AF8Xt 117 0| *: LDAP AFEXte| 1R AEX7L ZotEl £49| OIEO'LIEP o] £4d& 1t Z&LICt
sAMAccountName Active Directory 3! 2| 2 uid OpenLDAP2| Z<. Oracle Directory ServerE
TS B2 & YHEYLICH uid.

o * AF2XHUUID *: LDAP AHEXIS| B3t 11g AEXIIF ZoHEl £49 0|E°'|—||1f. o] £4d& 1 Z&LICt
objectGUID Active Directory A 2| AL entryUuID OpenLDAP2| Z<2. Oracle Directory Servers
THS= 22 & YHLYLIC nsuniqueid. A|™HE SH40] CHeE 2+ M%Ifol A2 16HIO|E = ZXtE
GAlo| 32IFE| 167‘._|—¢— ZXAHO{Of SHH, 5H0|E2 FA|ELICE

°*1F 1] 0| * LDAP 189 1R *'E”XU} EEl £49| O|FYULICE O] £82 1 ZELCt

aaT = — O =
sAMAccountName Active Directory 2 2| A2 cn OpenLDAP2| Z<. Oracle Directory Servers
Tdsts 42 E LHYLICH cn.

° *1F UUID *: LDAP 182 &+ 17 AEXt7 ZotEl £ 0|E°'L|Ef 0| £4& ot Z&LICt
objectGUID Active Directory & 2| B entryUUID OpenLDAP2| A<2. Oracle Directory Servers
FMotE AR E UHSLIC nsuniqueid. XA™E 40| Cist 2 29 7*8 16HI0|E = 2XIE & A9
32%t2| 162l iIfOWF StH, 5HO[E2 FA[ELICE.

5. LDAP Mt M MMo|M HR3 LDAP MH & HEQIT HZ MEE QladstL|Ct.

° * SAE 0|5 *: LDAP M2 M SAE 0|5 L= IP FAYLICEH

o * ILE *: LDAP AH{ 0| HZSI= O AL E[= ZEQIL r STARTTLSS| 7|2 X E = 3890|101 LDAPSS| 7|2
TELE= 636QYULICE O2{Lt &3tHOo| SHIZA FHE 2R IE TEE AT £ U&LICH

0|£)9| HMA| ZZYLICE. Active Directory2| 22

° * AF8Xt O|E *: LDAP MH0f| HZE AHEXI2| DN(ZR 0|5
=T AL

of2% 212 0|F Ei AFEX} 7|2 0|52 xIHE

[y -

XEE MEAtE OF 3 AFEXIE LIESt D Chz £-40 AMA T = A= Heto] A0{0F gLt

—

I:I:L

sAMAccountName == uid
" objectGUID, entryUUID, E= nsuniqueid

" cn
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6. TLS(Transport Layer Security) * AlM0j| A 2ot MH

16

" memberOf EEE= isMemberOf
o * AT * AMEX} 0| St HEE L= L|CH
° * Group base DN *: 15& A< LDAP 59| E2|of Cigt DN(Z17 0|5)2| TA| ZERIL|CH Active

Directory 01|I1|(OPEH)01|*‘| 13 0|F0| 7|2 DN(DC=StorageGrid, DC=example, DC=com)z #HEl ZE
JIES 8¢ 1EQZ A8 = JELICL

JdE2 1R 0|E*Z2* 15 7|2 DN * LHOIA 1 ]8lof gL|C}.
° * ALX} 7|2 DN *: ALSXHE AMY LDAP 59 E2|2] 1] 0| F(DN)2| A Z=2JLICt.

AHEX} 1R 0|5 * gt2 * AH8Xt 7|2 DN * LHofl M 1R 8HOoF LT}

%
° * STARTTLS AHE(HE) *: STARTTLSE AFE30{ LDAP AMH{ete| S48 B gfL|Ct o] M
20| E&LICL

° * LDAPS * AtZ: LDAPS(LDAP over SSL) M2 TLSE AHE510] LDAP A{Hof| AZATL|Ct o] M
St 9ol X2 ELCt.

-

° *TLS * Ak ¢t &t StorageGRID A|AE!I T LDAP MH Zto| HIEQ|3 Eafjmle ESE|X| gk&LC

Active Directory A7t LDAP ME & X &3tz Z20= 0| 40| X|¥=[X| #&LICH STARTTLS Ei=
LDAPSE Atgdiof gLt

STARTTLS L= LDAPSE MEisH A HZ HOto| AL E|= 2B A
o * 2 MKl CAQUSAM ALE *: 2F HIFM|o| HX|E 7|2 CAQUSAM

° * A8 KIE CARASBM ALE *: ALEX I Eot AISME AFERILICEH

O HH S MEiSt AR AL XY Hot JIZSME SASH0 CA JASAM HIAE dXjof| 20 &L

LIS A3 ZIAF2 Active DirectoryE AFE5H= LDAP AH2| 714 2t ol E 20 FLILCL.



LDAP service type

Select the type of LDAP service you want to configure.

Active Directory OpenLDAP Other

Configure LDAP server (allfields are required)

Hostname Port
my-active-directory.example.com 389 -
Username

MyDomain\Administrator

Password

Group Base DN

DC=storagegrid,DC=example,DC=com

User Base DN

DC=storagegrid,DC=example,DC=com

ﬂh%ww,w‘%wwwmww

"OpenLDAP A{H 74 X|&"

OpenLDAP AH{ 714 X| &

OpenLDAP MHE ID H|H{2{|0] M0f| ALE5t2{H OpenLDAP MHOIM EF 2F = 80k
2LCt.
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MemberOf 5! 7K|2t 2H2]|0]

MemberOf 5! A3 @H2|0| S 2t atslof BILICE KNS LI 2 OpenLDAPE Zt2| X} QLA Of| A ek O F
THY fX| 2| XA HTSHUAIL.

X EE eHA 7| EE AH230 LtZ OpenLDAP &8 & 4 lof ghLCt.

olcDbIndex: objectClass eq
olcDbIndex: uid eq,pres, sub
olcDbIndex: cn eq,pres, sub
0lcDbIndex: entryUUID eqg

Lot X Mol Y5 S I ALEXL 0| =220 gE 2EE lHlYsliofF giLCt.
OpenLDAPE Zf2[At LA of| M et OF FJ3 FXAI 22|of tiet YEE HZoHHA2.

ID AAQ S7|5t 4=

StorageGRID A|ARI2 D AA0|A HH{z|0]M

OS50 MEXNE TR S7|etelLCt.
AR HBHS A|Tf3t wa| MHBIHLL HBtstels 29

R 2 AR 4= ASLIC

OH'I >
N
ot
i
o\l

* X EE[= HE2tRME AHE5t0] B E 22| Xtofl 218l of LTt

1. GN|A 22| * > * ID M0 M * 2 MefgL|Ct

ID TC{2f|0] A H|O|X[Z} LIEFELICE S7|=t M * HHE2 T0|X| 2E

I8
0%
il
=2
0
o>
~
Iul

() ™mE D 227t #astE|of UK O * S8t A * 0] &

0>

S| X| 4ELICY.
7127t S HOZ AHEIRZS S LEHHE 2l HAIXIZF EAIELIC.

ID 0|4 S AFESHX| =5 HFPLIC

Of H|'= £0i| thishl ID mH2f|o] M ME[AE Fdet AR HIFHE OF 8 ALEX0] Tt ID
HEHO|ME LAMR R L= FFHO = H|ghdetet &= ASLIC ID HE| 0|8 S
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H 2 d2l5tH StorageGRID A|ARDL D &4 7H0]| S 410] O| FO{X|X| Q& LCE 2Lt et
A2 U2 fX=22 LIS ID HE|0] 84S &A CiA| 2dete & JASL L
zastA

* X @E[= H2tRME AHE5t0] B E 22| Xtofl 218l of LTt

Of Zeiof chel
ID HIC[0| M S AFESHX| T HFSt7| ol THS AtehS 2helsliof ghL|C.

* Hoo]d A EXE =20l &= YlELIT.

* HM 201 HE{2f|o| 8 AFEXtE MMO| 22 E 7K HIEHE AFol| tict AMA ASHS FXISHK2E M| MO]
Mtz E 20l= 2a0E £ iELIC

* StorageGRID A|AEID} D AA 7Ho| 57|3h= W E|X| QAELICE,
CHA|
1. HM|A 2t2] * >~ D H|H{2|0| M * & MEfBIL|CE.

2. |D H{2f|o]d AHE * =hQl2tol MEedS FABLICE

HIAE ALK 8 &~ Q= HUS HO{5t7| 2[sH AHEXt D50 HotS 2eetL|Ch Active
Directory B-= OpenLDAP2} Z2 ID 2A0AN S8 OAFS 7IHAL 24 52 MM
USLICE
@ StorageGRID A|A 0| SSO(Single Sign-On)7t MM &0 QIO™ OF AR AHotof| M2t S3 5! Swift
SISO AT 5 S0l CB A BX L CIAE Bl 2118 & B

HEHE 252 d48sty| Hofl slie 250l e 2ots NefsiiA| . B E 22| Mot AFZXI7} HIHE 2E[Xt
L= HHE 22| APIE AIESHH S8Y £~ U= 2YES BHYLICH AFEXLE StLE ol &2 O &0 £& + ASLICE
AMEXIE R OF0 &t E2 Het2 =HELCh

E
U= BE MR f% ”?:1% AT = ASLCE

* XtAo Y HE(ZE AR E2)

DE Zotol chall 22 AMA BE BF2 ALEAF BE S HESIL HHES A 4+ A=K E= 2 23
715t = = A=K HEE é‘@iﬂ-lﬁf.
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

‘ o

Name = D = Type = Access mode =
Applications 22cc2el7-EBee-4461-a8c6-30b550besecl Local Read-write
Managers 8b15b131-1d21-453%9-9353d-f229334Tc4dB Local Read-write

1

. Create group * = MEiBtL|CT.

- BH 52 MY5t{H * Local group * B MEHSHD, O M0l LM E ID AA0NM IES 7IH22{H *
Federated group * B4S MEHBIL|CE

1d

StorageGRID A|AEI0| A SSO(Single Sign-On)E AH&5t= 2% 22 80l &%t AL8Xt= 38 Hetol| a2t
Z20|AHE o ZE2|AHI0|M S A5 HIHES| E|AAE E|e 4 UXTHHIHE 2t2|Xtofl 2a01e &~ giEL|Ch

=] AN
ot O|E2 U=TILICE Active D|rectory°| AR 1K]SH0[E2
|

o *HE0|ME O OF | HEE O|SRILICE
sAMAccountName %d. OpenLDAP2| B2 11R¢t 0|F2 ol HEE O|SYULICH uid &4
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HIHE 2] Zstof| et YEE FZHHAI2.

8. Continue * £ MEHIL|CE
9. 15 MM MEisto] 0] 359 70| 71 S3 AM|A HEHS ZHEBHL|CE,
o * S3 MNA QUS *: 7|2Z). O] AFL AHEX= HA M Eol| BMAT HOE[X] b= o S3 2|2 A0
HM[ATE 4 SIELICE O] FMES MEHSIH ZE ALEX}IDE 7| 2HOZ S3 Z|AAN HMAL 4= JASLICE
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A
AEX= JHMIE LiEot A HIO|Ef, HIEIH|O[E S EHO S 812 += U
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=2 UBLICH 0
%'7I & OF EM2| JSON EAIE0| HIAE &Xtof LIEFELICE O] 2XtE2 HEY £~ glELICH
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42+ 0] 2B MBI HIAS Earofol 53 2|40 chet mE AxlL B
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o * AFERF FOl *: AFO| AIEXOf|AE HIAE Xt 7EI’““ A AeHo] RO ELILE. A0 2 S XM E
HIZet 28 Mo Tt XEM|SE LHE2 S3 2=t0|UE 0fZ A 0| 78 X|HS FZoHHAIL.

10. ALEXH Mo * E MEfol A2 OF M JaetLCh 2t 28 FM2 37| H|$Ho| 5,120H[0| EQILIC}. SHIE
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Mo 53 Access 7 ~
"Statement": |
Read Only Access I
"5id": "AllowListBucketQfASpecificUserPrefix”,
Full Access "Effect”: "Allow",
"Action”: "s3:ListBucket’,
@ Custam "Resource": "arn:aws.s3::department-bucket",
(Must be avalid JSON formatted string.)

"Condition": {

"Stringlike": {
"s3:prefix": "S{aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyinTheSpecificFolder”,

"Effect”: "Allow",
"Action™; "s3;"0Object”,
"Resource”; "arn:m:s?;:::de;}ar’rment—bucket_.’S{m:usemamel_."""

}
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: o

Name = I = Type = Access mode =
Applications 22cc2el7-EBee-4461-a8c6-30b550besecl Local Read-write
Managers 8b15b131-1d21-453%9-9353d-f229334Tc4dB Local Read-write

1
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. Create group * 2 MEHEIL|CE.

EH S|
. 2Z 258 MYst2{H * Local group * B2 MEHStD, O
*EHS A

ra

, 0|0l LEE ID 2A0M 2FS 7P 22{H *
g M

Federated group EASIL|CE.
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. Continue * £ MEHBIL|C}
. BN A DEE MEASIL|CEH AFEXIZL 2 280 &6l Q2 2E JF0| ¢f7| MEO= MAYEN /Y= EHR
AEXH= MEfSE B E MN 8l 7|50 s 27| ME HotS Z2HA| ElL|Ct

° X 7|-MT| > (7|1 22h): AEXt= HIHE 22|XH0] 2321510 HIHE FES 22l + ASFLIC

AN
o * QY| ME *: AKX AH Y 7|50 2 £ QUELICH HHE 22|Xt £= HIHE 22| APIOA XS
StAHLE 3T 4~ QIELICH 22 27| M& ALEXt= X9 S E HAY £~ QIEL|CH
a5 Hsts d-eh|ct

o AFEXIZLE|HE 22[Xt EE= HIHE 22| API0| 2321810 5t= 2 * Root Access * &QIgtS MESHL|C
(Z122h)

° AFEX7LHIHE 22[X}p E= HEHE 22| APIO| HM|AY BRIt = S * Root Access * (FE HAM|A *)
golzto| MEfS |*°“—|Ef = CHIFEO| AMAS HRTt Qls 88 T2l &tolzts MEd
F|agtLCt. _'31 CS olz{st )\fﬂxfﬂ ZAE[0|H Bl JHH| S &E|E 4= J =2 * Swift 22|kt * HetS
ekt Ct

Continue * £ MEHSIL|CY.
AEXE7L Swift REST APIE ALY 4= J0{0F H= AL * Swift administrator * 2HQIZHS MEHSHL|CT,

Swit B EIHIE Zr2|xjofl M Ast2IR RE N2 ABH0| I0{OF BLIC 2L ZE YA Hste

AFEXE7} Swift REST APIOH| 2153H0 ZIE[O|LH E W83t KIS +HSt= WS 51&0HX| ESLILE AEXt=
Swift REST API0f| 1Z& =~ U= Swift 22| Xt #EHo| U0{0F SfL|CE.

ES 52 MMSEX| e 22 052 MMst=X|0f w2t EAIE= HES MEfstL|C}
c EBt OB v 12 MM+
c BHOE AL
ZH IES UEE= AL * Continue * S MEHSIH ATHA|(AF2 X} 32747t LIEFHLICE O] EHAl= E8F 220

OE0 =7t ZF ALZXt0]| chet efelzts MEist LhS * OF Mo * S MEfglL|C)

0| w2t AHXIE FIH5HK
o= ] S8 MEist

52
k1
|
iz
o
Rl
0z
ot
4>
$0
o>
r
ful
i
o
=2
_
]
=2
>
)
A
N
of
N
-
=
>
0
A
Il

| ¢
== =Y £ AL

0 * g MeistLCt,

a



Mot 1F0| I8 SE0f| LIEFELICE FHA| HHE0l| HEAE S M85t 1520 2 E = JSLICH
HH e
"HIHE 22| Aot
"SwiftE At ELICH
JEME ME H7| 9 m™y
O MR HEE S 0 252 HA| 0|, A8 det, FM Sl 50| £t AFEXE H
USLILCE.
st A
* X == BN E AH8SHO] HIEE 2t2|Xtofl 22l8oF BfL|Ct,
© RE AdNA AHTHO| Q= AR IF00 &30k LT
ChA|
1. HMIA 22| *>* OF * S MEdgiL|C,
2. N HEE 2Lt My OF°| 0|ES MEfBiL|CE
CE= * Actions * > * View group details * £ MEHEF &= QU&L|C}

O MF & Ho[X|7F LIEFELICE CHS Gl M= s3 O & MR & Ho|X|E 20 FLICf.

25


https://docs.netapp.com/ko-kr/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/tenant-management-permissions.html

26

Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials
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Manage users

You can add users to this group or remove wsers from this group.

Username = Full Name = Denied =

User_ 02 User_02 Managers

4. OF0 It AFAIE MEHSH ChS * AFE Xt 7t E MEdRlL|C

— 11—

Add users x

Select local users to add to the group Applications.

Q Dispiaying I result:
Username = Full lame =+ Denied =
User 01 User 01 Applications

-
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Edit group name X

Specify a new name for the group Applications.

Must contain at least 1 and no more than 32 characters
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: e

Mame = m Type = Access mode =
Applications 22¢cc2el7-8Bee-4461-38c6-30b550beeech Local Read-write
Managers 8b15b131-1d21-453%-9353d-229334Tc4dB Local Read-write

1
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Users

View local and federated users. Edit properties and group membership of local users.

3 users

Username = Full Hame = Denied = Type =
root Root Local
User_01 User_01 Local
User_02 User_02 Local
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Create access key

o Choose expiration time

Choose expiration time

Do not set an expiration time @ Set an expiration time

MM/DD/YYYY = HH 2] MM AM

Cancel Create access key

4. Create access key * S MEHSIL|LCT.
HNA 7| ID U H|Y HNA F|7t LIBE CIHREE HMA 7| CHat AXE7F LEEFELICEH

5. OHM|A 7| IDQ} H|L HM|A 7S ObMBE | X|0f| 2ALS}LE * Download.csv * £ MEHSIO] HM|A F| IDL} H|L
HMA 7|7} ZEEl AT EAE DHAS XABIL|CH
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Create access key

(:‘:) Choose expiration time ——— ° Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.

o You will not be able to view the Access key |D or Secret access key after you close this dialog.
Access key ID

SHTBQKDRVHQ34YKKUAWX 0
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Create access key

o Choose expiration time

Choose expiration time

Do not set an expiration time @ Set an expiration time

MM/DD/YYYY = HH 2] MM AM

Cancel Create access key

5. Create access key * £ MEHEIL|CE.
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Create access key

(:‘:) Choose expiration time ——— ° Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.

o You will not be able to view the Access key |D or Secret access key after you close this dialog.
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Buckets

Create buckets and manage bucket settings.
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Buckets

Create buckets and manage bucket settings.

0 buckets Create bucket

-

Name % S3 Object Lock @ * Region = Object Count @ = Space Used @ = Date Created +

Mo buckets found

Create bucket

2. Create bucket * S MEHSHL|C},

Create Bucket OFH A7} LIEFEFL|CE,

Create bucket

Enter bucket details

Enter the bucket's name and select the bucket's region,

Bucket name @

Region @
us-east-1 v
Cancel
() o s3oomE B3 Muol ssie 32 uial MOl viale] $3 20K 43S FepRle
£ | SEAZF ehEL |
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e Manage 53 Object Lock

Manage S3 Object Lock (1hs siep s optiona)

53 Object Lock allows you to specify retention and legal hold seftings for the objects ingested into a bucket. If you want to use 53 Object
Lock, you must enable this setting when you create the bucket. You cannot add or disable S3 Object Lock after a bucket is created.

If $3 Object Lock is enabled, bucket versioning is required and will be enabled automatically.

Enable 53 Object Lock

Previous Create bucket
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Buckets

Create buckets and manage bucket settings.

2 buckets

Create bucket

Name 3+ S3Objectlock @ + Region * ObjectCount@® % SpaceUsed @ +  DateCreated *
bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST
bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST
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bucket-02

Buckets =

Overview

bucket-02

Name:

us-egast-1

Region:

Disabled

53 Object Lock:

2020-11-04 14:51:59 MST

Date created:

Bucket access Platform services

Bucket options

Read-after-new-write

Consistency level

Disabled

Last access time updates
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Bucket options Bucket access Platform services

Consistency level Read-after-new-write {default) ~

Change the consistency control for operations performed on the objects in the bucket. Consistency level makesa
trade-off between the availability of the objects and the consistency of those objects across different Storage Nodes
and sites.

In general, use the Read-after-new-write consistency level for your buckets. Then, if objects do not meet availability
or consistency requirements, change the client application's behavior, or set the Consistency-Control header for an
individual APl request, which overrides the bucket setting.

I Al

Provides the highest guarantee of consistency. All nodes receive the data immediately, or the request will
fail.

Strong-global

Guarantees read-after-write consistency for all client requests across all sites.

| “5trong-site

Guarantees read-after-write consistency for all client requests within a site.

@ Read-after-new-write (default)
Provides read-after-write consistency for new objects and sventual consistency for object updates, Offers

high availability, and data protection guarantees,

Note: If your application attempts HEAD operations on keys that do not exist, set the Consistency Levelto
Available, unless you require WS 53 consistency guarantees. Otherwise, a high number of 500 Internal

Server errors can result if one or more Storage Nodes are unavailable.

Available
Behaves the same as the Read-after-new-write consistency level, but only provides eventual consistency
for HEAD operations: Offers higher availability for HEAD operations than Read-after-new-write if Storage

Modes are unavailable. Differs frem AWS 53 consistency guarantees for HEAD operations only.

MM 27 o 2%
e BE SEJHHOIHE JAl 451711t 20| ZufghL|cf.
g -=28 HE MOIENM 2= 220U E Q0| Chsl 47| = 217 etds BF LI




29

o oA
4ot
0x
HT
0
s}
nE

rot
>
m

APO|E Lio| 2= 220U E Q70| Chl 47| = ¢17| ety s HEetLC).

Read-After-new-write M Aol Chet 817]- M| = Fetd 27 8l K| Holo|Eof thet £[F Fetd B&
(71232 7152 ®agt|ct o= 178N S MastD Ho|H S BAHS H2EtL|C},
Amazon S3 Yzt HE uf UX|BHL(CE

* AT+ 28 ZRI0| EXYSHR B 710 el IS TS AZSHs P
b A

Amazon S3 HEd 2% 7|50| ER0HX| gi= o Y BT +ES * AE
7ts * o2 AFYLICE OFX| O H SILf 0| 4o AER[X| LES AIBY

= B2 5007H2| i M @F7F 2lieh 4= QUELICH

AL Tt (81l = 9l £ * Read-After-new-write * et =1} S US| XS X2t 6| = ZH10f CHSH
X E Lay) & Metd 2RO HIELCH AEEX| EEE AT £ 8l AR * Read-After-
new-write * 2L} 5= X0l O £2 712842 MSELICt 8| = Zhof cH$t

Amazon S3 Mgt =Xt CHEL|CH

OPX|2f HM|A AlZE HHO|EE ALEBHALE AFESHR| =5 AF LT

2| E 2t2[Xt7} StorageGRID A|ARIO CHeE ILM(EE =3 7| 2t2]) 7S o= o
QEME | OrX|2 HM[A AZHS AFESIH T LENMEE CHE AEZ|X| X2 0|SEX|
O E ZHoIE MEMOo=Z X[HY = JUSLICL S3HIHEE AFEd= 3% S3 H{Zl9
QENEOQ| Ciot OFX|2F HMA AlZE O|0|EE 2Hd2lte O|2{tt A2 &&8Y = JUSLICE

o] X|&2 HiX| X|&0M * Last Access Time * 82 AHESH= ILM 14| 2 StLt 0|4 Z&SH= StorageGRID
A AEI0)2H M EEL|CH StorageGRID A|AERIO| O|2{ot # 20| ZEE|0] JUX| Q™ 0| X|&E FAE = ASLICH

* X EE[= E2tRME AMESIH HIHE

rk

tE[Xtofl 2 3Q18HOF BfL|Ct.

* DE B2 BR| i 2E UN|A 0| s AEXF DZ0 £HOF BILICE Ol2{3t PR IF i b3 FHo|
A Aot MFS THoIBtLICE

* DFX|f HNIA AIZH* 2 ILM TR0 CHSE* &L AJZH* BiX| B ALSE 4 Rl M 5 stLi@LITt 74l
AT AIZHS OFX|SE AAJA AZHOR MFSHE 12| R2|RHs o HHIE OO ZAfst Al7|(947] i
2710l w2t S& ML 9IK|0 A7} HHHIEISE KFE 4 YALIC

I =01, 2|20 2 QERES [ BE AES|X|0 RXI5H7| 28 22| = 22[xts Ch22 XIEste ILM #ElS
AMAMEE A OlA| T}
co=2 T M- -

-

* X|cHE SO HME s 2E AER|X| 20| Zof QUo{of BiL|C

© X[t 2ol AMEX] 42 2M|= QI ALO|E 2|X| 2 0| Ss{of ZL|Ct.

() == 23 37) 2212 AISsI0] HHHIS BRIsHs Wl st XAS ATSHAIR.

57


https://docs.netapp.com/ko-kr/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/tenant-management-permissions.html

7|2XM o= OpX[ah HM|A A|ZHol| CHSE O|0|E= A2 E|X| 24EL|Ct StorageGRID A|AHIO]| * Last Access Time *
SHE AH8SH= ILM #A[0] EEHE[0 /L1 O FMO| o] H3le| RLENEN MEL|EE SH2{H s 4|0 XI”E S3
HZ10]| CHSt OpX| 2k HM[A A[ZH0H| CHEE FH|0|EE & Stslof BELICE.

@ JHAZF A2 o Opx|aF HM|A AZES HE|0|ESHH £3] 22 IiH|2| StorageGRID 450| X5t
AL o|AL_||:I_
T Mg .

StorageGRID= 24{A|7t AME THOIC ChS 3271 HHAIE Aoiof StE = DFX| 2 AM|A A2 4H[0|E Al &5 &0l
HEARSHL|C}
=2od .

* AHS M EFUAIE ol =BTt
* LM Ch7 (ol FHHIS 75101 SR 1LM FE 9 Eol Chsh ChAl BoFe 4 UaLict

O EO|= OFX|2t QA AIZHO| HIZ-AISHE|HLE ZABHE of H{3l0] BE QUMEN HBES SXo| 20tE(0f
olAL|C}
AN H .

E YLt OpX|9f HAM[A AlZHO] HIZHotE F22| OpX|af M| A AjZto] 2FE 322 S
EII-()'E?I-)
o L HA

OFX|Bf M2 A[ZEO[ ILM EIFCHZ|B0  OFX|2F M| A A[ZHO]  ILM EZH 7| Eof

AUHO|EE|JAESLII?  2H|7t AUHO|EEJASLIN?  AH|7t

FIE|RAELIN? FIE|RAELIN?

THA|, s HMA ofL| 2 OfL{& o o

Mol =25 E= oY

HEIHIO|H &

AMsH= @™ LIt

7HA|e| HIEtH[O[HHE o of o o

YUH|0|ESIES

EeLCH

o 2ol CHE * oL, A * OfL|R, A * O AA =HE20] - off. AA =HE20

HIICR2 QHNE SH2LCt SHELct CHal Z7Hs et CHal 7ts3t|ct

= X

= 23 * O, CHal SARZO|  © off, CHA SARZO0  « of, CHA ZAF20]  « Off, CHAN 2AHR0)|

CHal LI CHal LIt CHsl elL|ct CHal i)t

oz 22 H2EE o ==& JiH(ol off. ==& iAol off. Z=ZEl iAol of. =& ZHH|oll

AZSIER CHoll Zts et CHal 7ts gLt CHall 7ts et CHalf 7ts gLt

FeLCt

tHA

1. AE2|X|(S3) * > * K2l * S MEHIL|Ct

2. SE0|N M3l 0| S-S MEHBILICE

2L M E 2 HO|X| 7 LIEFELICY,

58



3. Bucket options * > * Last access time updates * & ME{BtL|C},

— 1

=]
4. OpX|9f MM A AlZH HHO|ES EEStStAHLE B Eotot2A ™ ol 2I0|Q HES MEfgiLICt

=

Bucket options Bucket access Platform services

Consistency level Read-after-new-write

Last access time updates Disabled

Enable or disable last access time updates for the objects in this bucket.

When last access time updates are disabled, the following behavior applies to objects in the bucket:

® Requests to retrieve an object, its access control list, or its metadata do not update the object's last access time. The object is not added to ILM evaluation
queues.

® Requests to update an object's metadata update the object’s last access time. The object is added to ILM evaluation queues.
® Requests to copy an object from one bucket to another do not update the last access time for the source copy and do not add the source object to the ILM
evaluation queue. However, the last access time is updated for the destination copy, and the destination object is added to ILM evaluation queues,

® Arequest to complete a multipart upload causes the last access time for the assembled object to be updated. The new object is added to ILM evaluation
queues.

o Updating the last access time when an object is retrieved can reduce performance, especially for small objects.

Enable last access time updates when retrieving an object

© Disable last access time updates when retrieving an object
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<CORSConfiguration
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<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
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Bucket options Buchket access Platform services

Cross-0rigin Resource Sharing
(CORS)

Disabled

applications in other domains,

Enable CORS

Configure Cross-Crigin Resource Sharing (CORS) for an 53 bucket If you want that bucket and objects in that bucket to be accessible to web

CCERSLonEiguration
rmins="http:// /33 amazs
<CORSEnle>
ZA1lowedOrigins*< Al lowedlrigins
<A1t owedMethod -GET< /Al 1 owedMathod
<hllowedHeader>*< /Al owedHeader>

«/CORSRules

<CORSEule:
<]l lowedCrigin>http: //wwd.example., coms fAl T owedOrigins
<4l TowedMethod>GET< /K] TowedMethod>
<A1l owedMethodr-POST< /Al lowedtethod>
¢RllowedMethod>DELETE</Allowedtethods|

- o

nawa.ocom/doe/2020-10-22 /%
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Buckets

Create buckets and manage bucket settings.

2 buckets Create bucket
Name =+ S3 Objectlock @ % Region + ObjectCount® % SpaceUsed @ %  Date Created =
bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST
bucket-02 us-east-1 0 0 bytes 2020-11-04 14:17:14 MST

Y oiwollM * 2 21 AR+ S MEfRL|Ct,

Actions ~

Delete empty bucket

e S3 0Objectlock@ + Region % ObjectCount® %+ SpaceUsed® 5 DateCreated +

bucket-01 v us-east-1 0 0 bytes 2020-11-04 14:16:59 MST
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* CloudMirror 2X:

urn:mysite:s3:optional:optional :bucket-name

StorageGRIDO||A] S AEIE|= CloudMirror 282 22 2 A|&SH= 7% URNS X[HE & JUSLICH
urn:sgws:

urn:sgws:s3:optional:optional :bucket-name
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

Display name @ ~ Lasterror® = Type® = URI®@ = URN® =

Mo endpoints found

Create endpoint




Create endpoint

. ect authentication type
o Enterdetails ——— (2 Vi

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

URI @

URN @

Cancel

3. EA| 0|52 Yot EFat O 8= ZI=FoHH| 2L LY.

80| X HHI* 72 28 Ho|Xo LHEE o E4 0[F Foll EAIELICE [i2tA O] Fof siE

SLICh
- URI* ZE0|M EH9 18 URI(Resource Identifier)S X|™gtL|C.
Che "A B StLIE AR Lt

https://host:port
http://host:port

LS — =

TLEE X|™SIK| $OMH T E 4430 HTTPS URIO| AF2E| 11 ZE 802 HTTP URIO|| AF2EIL|CY.

Ol £0{ StorageGRIDUN SARIE|= K312 URI= CHa 2t Z2&LCH

https://s3.example.com:10443

_n_

O] M= s3.example.com StorageGRID HA(Z7t24) O&2| VIP(ZH4 IP)0|| CHSt DNS =2
LIEFHLICH 10443 =& WM EF-0|| FolEl ZEES LIEH-LICY,
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@ JtsstH chel Zhoff XM S |8t | Q6 2= w21 Al

ORE7ER| 2 AWSOIM 2 ABIE|= 29| URI= CHSat

https://s3-aws-region.amazonaws.com

21E 7} CloudMirror SH| AH| 20| AFEE|= E2 HZl 0|FS URIO| Z&5HA| OFHA|I2

®  Hao
2l 0|ES * URN * EEOf| ZSA[ZLICt,

URN(E|AA 0|F)S Y= ELICt.

6. Continue * £ MEHS!
7.

Create endpoint

e Select authentication type

@ Enter details

Authentication type @

Select the method used to authenticate connections to the endpoint.

:Anonymous

Access Kay

Basic HTTP

Previous

HMSste X4 S0l Ce 2[220] gt 47| M5H0] A0{OF gHL|CE,
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Create endpoint

@ Enter details Select authentication type

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate

Previous

ASM =l FHYLICH a3
AEXXE CARABME AFEXE R|E 2ot S ME ALERILICE 0] 272 M=ol Z2 MEX XIH
ARERfLICt HOt QISME SAISHH * CAUSA * HIAE ”Xfoﬂ E0 ‘=*—§'—|Ef.
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use.

4 endpoints

Display name @ =  Lasterror @

T Type® =

Platform services endpoints

URI® =

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1

my-endpoint-3

my-endpoint-4

53 Bucket

my-endpoint-2 € 2hoursago Search

Notifications

53 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

Overview

Display name:

Verify connection @

resolved error, select Test connection.

Test connection

my-endpoint-1 #

Type: 53 Bucket

URL: http://10.96.104.167:10443

URN: urn:sgws:s3:::bucketl
Connection Configuration

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
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3. Test connection * & MEHStLILC.

° X EE XH SYE AE5I0 BH0| =2 = ACH dF HAIX| 7} LIEFELCE A=ZIE0] it HE2
AO|EQ| ot L =0l M HBE LI,

° 2 R4 Aol AuistH 2F HIAIX| 7} LIEFELICH L7 E HES
74 S MEE YEE HOO|EYLICH M S *HIAE S HE L

ZHE MH|A BXO| M8 HEISH0] 0|5, URI £ 7|EF MR HEE HAT 4 AUSLICE,
g =0 U= XA ZHS UO|0|ESHAHLE CHA| 252 2[eh B Y Elasticsearch QIHA S

I = E
2|7| =2 URIE HAGOF & £ QJELICH E21E MH|A BFO| URNS HAS £ gl&L|C

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Display name @ = lLasterror® = Type® = URI® = URN® =

my-endpoint-1 $3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my—endpoint—4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate
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Platform services endpoints

use.

4 endpoints

Displayname @ * Lasterror® <= Type@® = URI® =

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1 $3 Bucket http://10.96.104.167:10443
my-endpoint-2 € 2hoursago Search http://10.96.104.30:9200

my-endpoint-3 Notifications http://10.96.104.202:8080/
my-endpoint-4 3 Bucket http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

AL B ESE MH|A EXS MHSHH sllT EXS AMESH= ZE H2U0]| Tl AZAE EHE
=0
A

(D MH| AT} B SHEILICE OFE] R E|X] 942 2
E

a
H2 AHIELIC A HIE URNS
Al

|O a
REE HI AYS HIAY WX M @82 A% MY ELIT. StorageGRID= O[2{et RES

2
1%

* > % T AMR| * 2 MEASHL|C}.

el HIAIX| 7} LIEFELICE,

Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-10?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

CHAIE 0] LIEHLL= Seet @RI ESHE ME|A 3 HO|X| H 0| = LIEFELICH XiMEE 2F HIAXIE He{H:

T
1. 28 SR0M 277 U= EFS WEPLICH
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

- HIE Z2|Xtof| M * AEB[X|(S3) * > * B3l * S MEIRIL|CY,

- 22 HZIO| O|F S MEPfLICY.
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Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.

# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<ReplicationConfiguration>
<hole></Rale®>
<Hule>
<StatusrEnabledsy Status>
<Prefig»zZ020</Prefigs
<Destination
<Bucket>Rra: Bgwsts 53 L2l —recovds</ Bucket>
<StorageClass>STANDARDS/StorageClass>
< /Destinacion>
</ Bules>

<;Repllcatichcnflguratlcnﬂ

8|S B|R £ D2IS Ba| APIS AFR3H] StorageGRID E2|X7H 2t HIHE AR chel
() == MulAS gsfsiof sLICh 74 XMLE K28 0f 257} 24481 StorageGRID
2H2{RH0l | 2OISHAAIS.

7. ZR|7t SHIEA| EEU[=X] ZelgfL(ct.
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b. ZHX|7} CHAF HHZI0)| 2H|E|Q=X| StolstL|C}.

M -

Qur|E 37|7t 32 2L SH7} A SHEL|C

89




[==

—

0z

H
"CloudMirror S| A{H|A O]sH"

i

"S3E ArEgLCH

o2l MH|AE M| 7HX| StorageGRID Z231Z MH|A Z SILIQILICE HZlof CHEr 22l

=0

2t M3tsto] X| "=l O|HIEof CHEH ME S AWS SNS(Simple Notification Service ™)&
|25t CHAF MHIA S Mae & QlaL|Th

LRt A

* StorageGRID Zt2|At7t EI'HE AIFHof| CHall Z22HZF MH|AE AHZ5I=F Z2F6H0F Lt

+ o7 AAR ALGSHRIE 0]0] HS BHSO{Of BHLICE

* OMIE 22 CHArOR AbBBtRl= A EQIET} 0|0| 0{0f 513 URNO 210{0f S|k,

+ DE B{Z B2| EE E AN|A 0| U AL DE0H £3HOF BILICH O] HEHS BB HIUE Ao BE
S3 B{210]| TSt TS Pel 4 ABLICH 0f2{e AL EICIE BHRIXIES ALRSIO MAS T 1 1 Ek
B2l FAo| At S ol

O|HIE A2IS FHot = AA HZI| JHH|0] CHEH X|HEl O|HIET} aieh ufotct ¢f2lo] M=o Ciat B2
A2 E|= SNS(Simple Notification Service) =222 MAE/LICH H3lof Cheh Lal2 2rd3tsiz{H fash 4 14
XMLE M5t M EsjoF SfL|C a4 XML 2} CHabof| CHel O[HIE 22! EF 2] URNS AFEsHOF gLCt.

o oltt ML= Of0tE 2ME & ZX6HUA|Q. StorageGRIDO|A S3 HZ! &2l A
APIE 78ist= ghHof| CHst XHMISH LIRS S3 2210|HE ofZ2|H[0|M 3 XA S A XA,

A7 ZetEl HZ1of CHall OHIE uals SdslsiH 2T FH0| MEE = A== ZHfof Cioi Mzt 2ol
H&ELCt

o

° HIAE METJ|E AHE5I0] S3 L2 APIO|| X[FEl T2 O[HIE L2 S edstst= O 2Rt 22 78 XMLE
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>

<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>

<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>

- HIHE Z2[Xtof|l M * AEE|X|(S3) * > * KA * S MEfSL|Ct
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Bucket options Bucket access Platform services

Replication Disabled

Event notifications Disabled

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.

® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

<NotificationConfigoration>
<TopicConfiguration>
«Id>»Image—createds/ Ids
wFriters
<5 3Key>
<FilterRule>
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterBule>
</ 5G3Key>
</Filters

< ToplcsSrnsaws

rEnssus—cast—1 050340850352 sgwa—topics/Topics

®

HIE

J2|E 22 Xt E= O2|E 22| APIE AHE 510 StorageGRID 22| X7t 2t B E A of| CHal
ZHE MH|AE &MSISH0F BLICEH M XMLE MEE I 2 7} EH5HH StorageGRID
2| XHof| A 22t AIL.

20| SHI=A| FHEIU=X] St

=

XMLO| T E QRS E22{617] A3t 2T MBS EFoH £ 2| 2|0 et Zrd
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Ol fiFIo M= = ZHH|E 2HS miotCt OfHIE 2E0| HEELICt images/ BT

|0

b. L20| T4 SNS eF o= M E|JU=X| QIS Lt

[l

o€ S0 CHA F=H[7F AWS SNS(Simple Notification Service)dll SAERIEl AL 22l M& A| O|HYS
ELHEE A‘IH'&E ?.A'iol- A OIAL_II:'-_

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"1111111111111131212111"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements": {
"x-amz-request-1id":"122047343"
br
s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"11111111111111112111"

by

arn":"arn:sgws:s3:::testl"

by

"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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= o2t olEfDO|Ef = EfT17L AT 0| S ThDiTt CHAL 244 oleiAo QL%
HIEIOIEIS HASHER O] MH|AS Zaster £ LT

HIUE Zt2|XIE AFESH0] HZ10]| ALEXt K| StorageGRID 74 XMLE M 8%t0] AM Ss #ME £+ AUSLICH

M S8 MH|AZ QIsl JHA| HIEHHO|E{ 7L CHE L 2 .i-é— |7] W0l S 7+ XMLE _ H|EHE| O] E
0*%! 74 xml _ O[2t31 ghLCt o] 74 XML2 O|HIE &2lE A= O A= _notification 74
xml_a} CHELICY,

©

CtE AFEXE X StorageGRID S3 REST API 2f{0f| CHet XbA|EH LHE2 S3 22t0|E oiE 2|0 7o X[ &S
EXSHMA 2.
* HZ! HIEtHIO|E 23! 74 QFS AHELICH
* HZ HIEtHIO|H €& 74 2FEE IIMSLIT
* PUT 2l HEIH[O[E] & 78 27F
o M

—

2N ST 9/8t T4 XML

"M|E}G|O|E] 2HR0f| etz JHA| HIEHH| OB L Tt
"JSONO| AM St MH| A0 ofol M| ASL Tt

"M E3F AH|A A"

[ == R |
"S3= AERLICH
M SeS flet 74 XML

A E3F MHIAL of ZEE 7K B2 Aot 2LELIC

<MetadataNotificationConfiguration>

</MetadataNotificationConfiguration> Ef1. Zt #Al2 HXI0| MEL|=
QBEHNEQ} StorageGRID7Zf s @EHME S| HIEIH|O|H E HLHOF ot= CHAS K™ gL|Ct,

A o|EQ RO E JIZLZ JHMIE EEEY = UASL IEf oIE S0, WFAZL U= ZHA|of CHEE HIEHHIO|EHE 2
USLICt /images CHEO| StLtQl B Bl HEA QL 7HX1|9-| DiIEfE1|0|E1°'|—IEf /videos CHE AFEHOA.
=EE YR A= FE2 R0 oM HEE [EH 71—'?'—%!'—|Ef. HE S0, BFAZE U= 2HHoff Tl StLtel

KIS Zdh= -_rl“o"—llif test HEAZE U= JHAOf THEE & HW R AYLIC test2 SIEE|X| QLI
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aM Set MH|AE 2fd MM El StorageGRID AEZQIES| URNES AHESHH CHAHE X|&sHof giL|Ct. o|2{et

AEZEOIE = Elasticsearch 22 AE0f| Mol QlHA 5l @3S LIEFALICE

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>
</MetadataNotificationConfiguration>

O EO|M= HIEtCOIE 23! 14 XML2| 240f CHa AF LT}

o|& 443

MetadataNotificationConfiguration  0|E}C||0|E{ 22l9| JHA| & CHAIS X|MSH= O] AIRE|=

2 AXSHHAIR Fxlo| ZE|0|Lq EjaQIL|C}.

SHLL O| Ao Al QA7 TEte|of YELCE,

) |EHGI0|E S XITE QIEIA0| 7FsHOF ot A
Aot Fle] Zieoluf EfIRILIC

HEAPH BXIE FAe AR,

MetadataNotificationConfiguration 240 Z&Hx|0f

ASLILH.

IDRILICE Ao IF MEXYLIC

HEH HEl= gds = HIg ekt 2 5 ASLIT
HI 2ot El 1210i| CHol ofiE ot 2P e A E|X]

&Lt

Rule 24:0f ZE|0] JASLICEH

o

OofL| R

o
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Rule 2401 ZE[0 AELICE

| HIEFH|O[E{ 7t M & &l = thf el urnLILE THS of
%8 E 7l StorageGRID 27X 2| URNO|0{OF RHL|Ct.
* es Al Hm 240{0F BhL|Ct.

* URN2 HIEIHO|E{7} ME & A Sl HAlo=
A 0f| ELHOF &LILE domain-
name/myindex/mytype.

ASHQIEE BHUE BH2|x} EE HUE 22| APIZ
A to] THEILIC ChS T 2 HAIZ FELICH

o T

* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

mEN| 9:95 404 QEE ° H 2AMo| %I]IH%I'HEL

urn2 Destination 20 ZoHEIL|CE

HE HEIHOIH €& 718 XMLE AHE0t0] 7ot XMLE Tdot= &#HS gLt

BE WA HEEl=

HIEHH|O|E &

T YLt

Of Ao 2E REHES| QEHE HEIH|O|HE St &= MSELIM.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

T 7tX| A2 AHESH0] HIEHH|O[E 2E T4

O fiFIof M= HEALRE LXISH= A ZHA| HEIHOIHE 20 FLICH /images 2(£) ¢ HY 22 HMESE |
HEAR 2X[6ts QEMES| QHHE H|EtH|0[E = HEELIC /videos & HM &2 HEELICH

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

"JSONO| ZM Sof MH| A0 ofs MM ASL|CH

"M ESH MH|A A

O od
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* StorageGRID Z2[At7t EI'HE A|FHof| CH3ll ZHZF MB|AE ALE0t=F &8Ok gLt
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© M Se MH|AQ| MO 2 AStE = EF0| 0[0] RL0{0F 5tH URNO| RL0{0F LT},

v
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

2. HHE Z2|Xtof| M * AE2|X|(S3) * > * K3l * S MEfSIL|C]
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)

D2|= BRI} EE 2| APIS AFZ310] StorageGRID BH2IX7} 2 EIE ol Tish B4E
() MuIAE ssieor gLich 74 XMLE & 1 287} L4518 StorageGRID EH2| K0l
SolstiAlR.
7. HM S8 AHIATH SHH2 TR Solghc

a. 74 XMLOf| X|IE & T = HEIH|OIE SIS EB|AH5H| flet @7 MEE SF5t= AHE 22 HAO
x 7psHL|C}
e =] .

A2l oMol M HZlof| EItE RE QEME = HIEHHOE LES E2[AHRILIC

b. J§A|2| HEtHO|E{2t E§ 27t ZBHEl JSON EA7F EF 0l X|HEl HA QlEiA0)| =7t A=X| ZHelgfLCt,



3ol okdl

o mf2f ohs U

2l & SILIE AFE3H0] H{Zl0f| CHeh A
* AE2[X[(S3) >+ M3l * S MESt » AM S 2y

A
- S3APIS X AIGots
28 XHS XL,

Ho

JSONO| HA S MH[20f ool W= ASLICH

EHZl0f| CHS ZAM E3F MH|A
APK|e ChOtCE JSON 2A{7t 4

MolSHH THA
E|0'|
Ol ofIdlofl M= 717t U= FHMIZ7F MM E 2= U
HZI0| MM EILICH test. & 22IELICH test H3
versionId Ef7} H|O] /JEL|CE.

|o

| 7

"bucket": "test",
"SGWS/Tagging.txt",

mwn
’

A key" :
"versionId":
"accountId":
"size": 38,
"md5 " :
"region"

:"us-east-1"

{
"25"

"metadata":
"age " :

Yo

"tags" : {

"color": "yellow"

HIELCOlE Lol ZetEl ZHA| HIEFH OfE LTt

2 Delete Bucket H|E}H|O|E{ &

= JSONQ| 0|

E ofiZz2|7H0[d

E

=

| HEIE|OIE = Ei3E 7t HHI0IE

L=
e

e B2HC=E ESELIEF.

Ho| ELICt sGWs/Tagging. txt O|(7}) 2t= O|EL
O XIFE|X| gt = 0|(7h) O|(7t) EeefL|ct

LS ——

"86928401983529626822",

"3d6c7634a85436eee06d43415012855",

O] B0ll= AM ST0| 2detE 32 Uy EH2E TSE= JSON 2A0| ZEE ZE BETL
LtEELICt.
2M 0|Z0ll= B2l 0|18, QEHE 0|S % HH ID(lE Z2)7H ZHELIC
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74 o= 0|2 B! HEL|Ct

Hal Y QEHNE M- bucket: H3l2| O| S LIC}

key: 7HH| 7| 0|2 versionID: QEHME KA HZEO| Q= HZIQ QHHEE
region M3l FH (0f: “us- A AH! HEIC[O]H

east-1

size: HTTP 22I0|HEN| HAIE[= md5: Z4A| sHA|
WMl 27| (HIO| E)ILICt

AHEX} HIEFH|O|E metadata: QEHES| DE AI2X} HEHH|O|E{Z 7| Zt MO Z AFREHL|CH

key:value

EfD tags: 24A[0f| CHaH M2|El 2= A Ef O

i

7| 2t WO = ALSRLICt

key:value

Ef 2! A Xt HIEHH|O|E{2Q] AL StorageGRIDE Mt %! XS ElasticsearchOf| 2XHE L= S3
O|HE AZIO=Z MEYBILICE O|2{st EXE S UM L= ixfi S Mot = ElasticsearchS

@ __rlA-I o|-E=|'3=| Ex-l ILIl: |:|HIL| ol "'*IX} o:iAI DHILIQ." |:|.|o|- Elasticsearch x| ; |I|'EMA|Q 7-IAH %z‘;l-
MHIAE -T““Of7| Hoj| el AN & HE I1E S EAo6oF SLCH EAM7t IH A E 20=

oleiAo) M 24| TE HAlg HE 4 gLt

S3= AFEFLICE

Z20|HE 0= 2[H|0|M0| S3 APIE AFE3810] StorageGRID A|AEITF HEA| A X238
UK LOotEMA| Q.

* "S3 REST API X|&l"

cHEE AY L AE A

* "StorageGRIDO|A| S3 REST APIS F1&8H= HiH"
* "S3 REST APIOA X| == = 3! Aok Al

* "StorageGRID S3 REST AP Z}¢1"

*"HEL S OF HMA A

* "REST API0j| CHst E ot 14"

© "B LB 9 ZAL

L2, 9% U SAHTTP SiZ o ofF"
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S3 REST API X|#

StorageGRID= REST(Representational State Transfer) € MH|A MEZ 3HE[=
S3(Simple Storage Service) APIE X[ ¥ L|Ct. S3 REST APIE X|&3IEE StorageGRID
AARIS ALESH=E ALY QEHE AEE|X|Q S3 El AMH|AE 2[olf JHE &l MH[A X[e
OiE2|AH[0|HE HEY += ASLICE W2tA S2H0|HE oS E|AH[0]H2] ¢IXH S3 REST AP
S = A0l CHot HAO| £ A%tE L T

* "S3 RESTAPI| X|OoZ HE"

- Tlelels B

* "StorageGRID Z2HE MH|A X|&l"

S3 RESTAPI X|@ o= HZ

S3 REST API0]| Ci$t StorageGRID A|AEIO| X|2l HAALSS 211 QU0{OF BHL|Ct,

saUr ek
15 + HiZl et} Halof Chgt x| 20| FItE| YLt
+ 53 QEHE &3 9l [ 0|4 AFRE|X| 2 2| A
FH =4 x| gt x1g 0}
* BE0| Qs 0 Of2] QEHE At AFROY CH3t
NELESTI= L RNt

£ Z2I8tL|C} content-MD5 O|H| 2K &l 7}
SHIEA| X[ E/LCT,

11.4 * M BT ARA|, 2] BT X 7HENM 27| 5L AL EY
| 20| =7t ASLICH HIE &E B

rr 1

* StorageGRID 11.401|A 2= K319 22 M5 2
Atjofl SEA| FHH| 7| O] S FIstst= 20| o O 4
LQSIX| gb&LCt.

* Ol M HZI E0]| CHeE X0 FIHE| RS LI
s3:0bjectRestore:Post O|HE FAERILIC

* O|H| of2{ mEof CHEt AWS 37| FM|$to| MEIL|Ct.
ZE|DIE Y= EQ| 2 IIE = 5MiBOj|A 5GiB
Ato|ofOF BfL|Ct, OtX|e} HE2 5MIBELt 22 4
USLILCE

* TLS 1.30f Cig XA 8! X2 E[= TLS Y= HMEZ2
YHIo|EEl S50| FI7tE( RSt
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11.3

11.2

11.0

10.4

10.3

10.2

101
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- I740| B2t I|(SSE-C)E ArE3l0] 2
HIO|E{Q] MHZ t s 3tof CHet X|0|
7t} ELICE.

* K3l SEFT| 2 ((TtE 2T i) S ofl ot
A, 714 27| 2 Put X[ £7t x-amz-
expiration SH dlO.

* =8 Al S7]A HIXIE AFESH= ILM A2 2%
“‘?5'0}7| QI8 PUT 7HA|, Put Object-Copy &
MultiPart Upload?} &Ci|O| E&[ A} S LICE.

* XEE[= TLS &= OF S50| YHO|ELASLIC.

—BE |

TLS 1.1 =7t  O| & X[ | X| Q&L|C}.

S2RE AEZ[X| 1 S ALEE POST QEHNE
={0] cieh X|0| F7t=}ASLICE 28 3 M2l
MO A ARN, & =71 7| 5l X=H 'E'-’Foﬂ CHai AW
o AIRS XI°._J°H-I C}. StorageGRID 722 AIE3 PE
712 38 U HA B2 AL XHELICH

« &1~ Ar8Xt X|’H StorageGRID 7|50 AR &=
Ag Zelsto] CHE 14 JSON/XMLOIIA
ARN/URNEZ At8%H= A2 HARX| EpSLICH

CORS(Cross-Origin Resource Sharmg) J2|E ':Oﬂ
CHet S3 22t0|AE HZES 9ISt HTTP 3 319l 7
o 20| gt X| 20| FIH=|}ELICE

20| Chet 224E AH|A(CloudMirror S|, 22! 8l
Elasticsearch ZM S8 714 X|@ F7t E£5t H3Iof
CHst Z4A| Ef J(P‘* UK Mok =A 5 AE THset HE Y
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HH 22|, 24 =oel ol F HO|X| YUC|o[E, M, FH

ollHl S PutOverwriteObject Z$H0]| CHEH ILM Z4AH E%"
Abgtofl it X[ 20| Z=ItE|ASLICE

b
o

=2
rz
rr#

2|

=

=

AR)ofl THEE X| 0] =7t AS LT,

HZ! MM A YM Sl LS DIE SH=(YRE

4 |4
M
Jir 2

ZE|DME Y2, 7t = A AR 27 8l v4 2150
Chet X0 b= ASLILE.

103



&Lt 29

10.0 StorageGRID A|AEI0|A S3 REST APIQ| £7| X[J.

Xl X|2/E|= Simple Storage Service API
Reference_= 2006-03-01&IL|C}.

)]
&
Rl
02

HTTP 1.1

_Simple Storage Service API Reference 2006-03-01

HTTPOI| CHet XtA[$H LI 2 HTTP/1.1(RFC 7230-35)2
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GET /bucket/object HTTP/1.1
Date: date

Authorization: <em>authorization name</em>
Host: <em>host</em>
Consistency-Control: strong-site
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* T UL B BRIX} S EHIUE 22| AP

X|™ =l StorageGRID AIEXQIEQS| URNLZ
X|sifof gfL|Ct.
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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HZ00 2tO[ZALO| 2 7+ HE

o

EM 3 MEf 74 IUS TS S PUT Bucket +EF7| RS HAsto] 0| H3lol| HEgfL|Ct.

O @2 od ool 2M =8 HEi 742 0|50| 2 M3l QEHEN| MELIC testbucket 3

Il

aws s3apl —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration

--bucket testbucket --lifecycle-configuration file://bktjson.json

2tO|ZALO|Z FH0| M0 43X 2 MEE|U=X| 2eldt2{H Get Bucket +=HF7| RS ddelL|Ct S SH
CtEat 25U Ct

aws s3apl —-—endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration

--bucket testbucket

dSHOZ SHOIH Y= HES ZM T JEf 20| LIEELIC
M2l =8 F7| U= AHof| HE | =X HSELIC

Put Object, Head Object EE= Get Object RS ’é'so”%* mf =% F7| fdo| ¢tz 70| EH Ko MEE=X|
21015t 4= QI&L|CH X0 MEE FAL 26 SHEILICH Expiration K7} BFRE[= AlZFa YX[St= =
Rk l—fEH-H.': oi7H ﬁ—ﬂ‘—%l'—l':f.

2
rr 02
N
I-tl

@ HZl 2t0[ZAO| 20| ILM = FASH| 2 YLICE expiry-date ZM7F M| E HX| EMW7}
HEAELIC XM[eE LHE 2 StorageGRID 22| = XIFHA "7HH| 22 2T YH"S FZoHHAL.

=Eo od =2

O£ =01, 0| PUT QEHE 272 2020'd 6& 2220 LA o LQEHMES EASLICH testbucket KA.

el —

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

43 SE2 A7t 1002 (2020 108 1) LHO| REZ =11 2t0[ZALO|E Fd2| A 22 LX[etS LIEFHLICE

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",

"ETag": "\"9762£8a803bc34£5340579d4446076£7\""

0lE =01, 0| head Object 22 testbucket HZI0| A S&ot ZHA[0f Cict HIELH|O[EE /M E O AFEEIASLIC.

131



aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

43 SHOl= 7HA2] HIEHHIOIE 7F et JHA|7F 100 2of RHE =0 4] 29 YX|&HS LIEFHL|CE

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}
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StorageGRID A|AEI2 S3 REST APIO| Z=7t=E|10 A|ARI0| I RTH HEH HI 2HS

Xl efLct.

CHS HOll= StorageGRIDOIIA X213t AF2X} X|H HZ &fQ10| LI E|of A&LICH
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° OPTIONS /
o JHA|

EHN ZAHX=R B
o JHH| =

* EZ2 700l 2= F S20[AUE S SSots 2CI0|UE E2 "2 2 43" 7IE2 2 S ZELICL "Latest-WINS”
"It A7|= 83 22I0|AETL 2 S AZHE w7} OfL|2} StorageGRID A|ARI0| X|HE RHS 2t25l= A|ES

7|EC R gLt

* StorageGRID H{ZlQ] 2= QEME = AF AR} EE= CHE A|IHO|M 2HE QEMES Zosto] B2 2|7t
AQTHL|C}
e .

* SwiftS E9l StorageGRID A|AEIOZ £Z = H|0|E QEHME = S35 Eoff MAE & IELICE
Ct2 HO|AM= StorageGRIDOA S3 REST API QEME XS isH= g s MastL|Ct

=
e =

FHA| AH| MFA(Multi-Factor Authentication) % S& iG] LICt
x-amz-mfa K| E[X] & L|CE

QEHNE M| @HE M| I StorageGRID= XMZEHE
BE /XN QENES| RE SAEE FA| M|AHsHH
AEgLICt H355HH StorageGRIDE FA| 22H0|HE|
SHS PreteLICH fIX[E AN E ALY = g7
IHZ20f 30X O|LHofl 2 E EAEE HAHY = Sl= B2
StorageGRIDE= MAY SAIES 7[AZI CHS
Z2I0|HEN 435 HEE EAIELICE

© HH 2|

H HHEZ MHoHH QEXI 2] AFXHO{0F 5HH
AE8HOF BL|C} versionId ot 2[AA. 0] 619
AAE ALESHH HHO| FRXMO = AN ELICH E
ELICE versionid &HA| OFHQ! SE &|H|

BHOLICH x-amz-delete-marker 7} 2 AHE
EH2 "FStEILICE true.

0z S Hr U Jm

* E AKX ot JHHIE AXet AR versionId
HH X[ HAIQ| 5t2f 2|AA0 M= M| OFH7F
MMELICEH E 22ILICE versionId &H| OFHE
£ ME6I Bt2tElL|CE x-amz-version-id S&
ol 2 x-amz-delete-marker 2 HHE SE
8l 7} BEEHEILICE true.

* E ME6HX| ot IHHIE AMA|St R versionId
HM LA SX[E K22 6t2] 2|AA = 7[E null
™ EE"null' X BEA S SFRAOE AH|SED M
'null' x| EA S MARtLICH E 222Ut x-amz-
delete-marker & MW E SH o7t gretElLICE

true.

© Hi o Z0| w2k 24H|of sl 2] JH2| AFX|
047 ZE0g = ASLIC.
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MFA(Multi-Factor Authentication) 3! &} &i|C{IL|Ct
x-amz-mfa K| E|X| FESLICT.

S2ct 28 HAIXIOM o2 K|S AHE = ASLICH

r

E MEELIC} tagging HM[OIM 2E EfIE HAHSt=
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SXo=Z AHELICE,

£ $ELICt versionId #Hel 07 Ha4TF @ M|
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FHA| 2| S HE 0| ALK| EAJO|™ " MethodNotAllowed "
MENZF of oA BHRHEILICE x-amz-delete-marker
SEHIEH 2 YEE[J}SLIC true.

"ZHA| ZEE 7"

AEol| 2R AMA X1H ZHO| HSE B2 0 Y2
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S0l SES gtetetL|Ct 0l A[ X7} 7HA|of| Chet

DE AMA HEHE 71X JZS LIEFHLICE
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E SEL|Ct versionId #H2| 047 HEIF @H|
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7hEh 2| A HHEL| A0 = RE EfIE HretptLCt,
FHK|e] 2R HTHO| AtH| EAO[H " MethodNotAllowed "
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InvalidEncryptionAlgorithmError 7+ S A3t |C}
InvalidPart £ MEHSL|C}
InvalidPartOrderS AMEHSfL|Ct
InvalidRange £ MEHEFL|CH
InvalidRequest IL|C}
InvalidStorageClass 2| 2t2 gtgtetL|Ct
InvalidTag £ MEfBtL|Ct
InvalidURIIL|C}

IIEE

MalformedXML2 & ZESHMAIL
MetadataTooLargeS & ZESHUA|IR
MethodNotAllowed & & ZESHIA|2
MissingContentLengthS & ZE8HA A

MissingRequestBodyError7} A4St |Ct

MissingSecurityHeader S & Z5tAA|2
NoSuchBucket

NoSuchKeyE Z2!gfL|C}
NoSuchUpload & S22/gfL|Ct

TR X| QASLICH

NoSuchBuckketPolicyS & XA

HTTP &EfRIL|CH

405 HIMES MY =+ 81

411 Zo| e

400 2RE 2H

4045 %2 = YlELICH
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4042 A2 £ QiELICE

501 FAHE[X| &S

404 X2 £ QlELICE

ObjectLockConfigurationNotFoundError 7t 2 BLICH 4042 A2 4 l&LICH
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AP =0l AofEL|Ct 412 ™A =4 Ay

RequestTimeTooSkewed S & Z5HMA|Q 403 AHE 2K

MHIAE AFEE & QIELICE 503 MH|AE AT &~ QIELICE

SignatureDoesNotMatch £ & Z5HA A2 403 AHE X

LSV Al 400 EXE 2H

UserKeyMustBeSpecified & MEHEtL|Ct 400 2= 2F
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0|& 49 HTTP &Ei

XBuckketLifecycleNotAllowedS HZl =8 F7| H2 2HA &+ 400 HRE R

EZSHIAIR H 210l M {8/ X| &LICtH

XBuckketPolicyParseException & Al HZl EM JSONE 2 400 H2 =

B2 25X R SLICH

XComplianceConflictt B|HA| &4 MFHOZ Qlgl ZHH0| 403 A8 2X
HEE|JASLICE

XComplianceRedundancyForbidde |HA| £4 HII M= ZAE 400 HRE

ne MEHSIL|CE S=40| 5{8L[X| t&LICH

XMaxBuckketPolicyLengthExceede X*H0| §{2|= X|CH K3l H*H 400 2=

d € ¥ESHAIL ZO|E Z3tetL|ct.

XMissinglnternalRequestHeaderE LHE Q82| &|5{7t F2t=|A&LICH 400 2R E

KXSIAAIL

XNoSuchBuckketCompliance X™HE HIAO| 2|HAl =25 7|50 404 A2 £

XNotAcceptable(X 12 7t5)

XNotlmplemented(XNotimplemente
d)
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StorageGRID S3 REST API ]

StorageGRID A|AEIH S3 REST APIO|| 10| Z=7HglL|Ct
K2l Metd 28 2N JtN 27|
Get Bucket Hefd 2% QES AME5IH EX HI0| MEE = Hed BY &2 2fold = JSLIC
712 Hetd HE HEES2 M= MM E ZA|of sl i7|/M47| Zig S HAStES M- ELICH
0| A A= st2H S3:GetBucketConsistency #eH0| UL AH FE{Of BfL|C}
28 o
GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>
34
SE XMLO|M <consistency> CHS gt & StLEE Bt=teiL|Ct,
2 ztd Hof A
RE DE TEJHOIOIEHE SA| £A51HLE @ K0
AojetL|Ct.
zet -2 D= MO|ENM 2E S20|XE Q3o tish A7| =
17| Hetds EaeLct
et AO|E AIO|E L{e| = S2I0|AHE Mo CHs M7| = 27|
Lt s HEeLCH
A7|-Z-MZ-M7| (71225 M Aol chet 47| = MT| Fetd s EEsta
K| Lolo|E0] CHet 2[F L2t S MSeLCh.
ntgd 8l HojH 25 2% MlE3 Amazon S3 224
HE O XLt
© Z:r 38 20| EXSHX| b= ZHA|olf CHEt
3= RFE AHE3H= B StLt 0|4 AEZ|X|
LEE MEY + gle 2 500712 LHE AMH
QR Yl %ﬁ IEf Ol2fgt @7 E “*XI*PEP:‘

o
—

Amazon S32} SAtst

of e MoE ""Afo

Latd O] LR ff=
tsmez dFEeLct.
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A8 Tts(dllE Zr el 2[Z Letd) "M M| E CHA| M| HEA SZ0F SUSH|

SESHR| O | = ZAof| CHSE | S MTt
HSetLch AEE|X| =EE AIEY £ 8l
M7 = HLCHS|E 2ol O =2 71842 MSgLCh
8= Aol et Amazon S3 Mt EEkn} CHEL|CE

0[0

Bl

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>

HZ e 28 283 x|t

PUT M2l Fetd 2 2ES AFESHH MMM Az 2o HEY FeY +&= X8 = AsLI.

72 Hotd 2 HEE2 MZ M Ao cio §471/47] Zgls BT dFEL )

O] 2t 2 t=st2{™ S3:PutBucketConsistency H 0| U7HLE AN FEO{OF BHL|C}.

£ Z2&/8LICt x-ntap-sg-consistency 7 Ha= CHS g & StLEE Zatslof ghL|Ct.

2zd Hof My

[ DE LEJHHO|HE FA| £A8t7LE RH0|
Amyet|ct,

zet . 22H DE MO|EOA 2E SEI0|HE QM| Cis 17| =
917 Mety S E&eL|Ct.

ZEst AO|E AIO|E Wo] B E Z2I0|HE X0 Cish 47| = 27|
UzH S BEBLCt
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2| Ho|O[E0 CHEH 2[F U2t S MSELICH
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o .
1tEd SO0l 2% 2 ®S Amazon S3 €2ty
HE 1 Rt

© Ho:x 38 TR0 EXSHA| 4= HA[o]l chet
o= RES AEStE R oLt 0| &2 AEE[X|
LEE MEY + Bl= B2 500712 LHE AMH
QFEIL LAY + ASFLICE o2t LFE YX|otAH
Amazon S3% FAfSH Lty 2E0| BRIHK| gh=
of dd MO E AL Jts™ ez AF Lt

A8 7tsElIE Rl 2E Laty) "M M7| = CHA| A7]" Feld ZEa SE5H
SEoHA|Th of| = A Hof chet 2|5 Fetd 2
HIgLch 2AE2|X| =EE AR 5= @l= 32 "M
M7 2 HL | = 20| o &2 784S MS LI

o
oIl = Zr]ol| CHek Amazon S3 Fehd &t CHEL|CE.

Yo R M MY 2t HEtd 2F O] 2t ALEOOF RiLICH 20| SHIZA| ZS5HK| = ER
o 32 88 T2 S20|YUE S2S HERLICH = S2t0|AET 2t AP 0| thist Held ®MoE
SI=E A GELICH M2 oM HEtE M E 2|2 #HOZ HTSIHUAR.

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

2 51 E HAA A2 RF 71K Q7|

[HZ! 2|5 HMA A2 7H 27| (Get Bucket Last Access Time) @8 2 AF2SHH JHHE HZI0f| CHo OFX|2 M| A

kS
AlZt FHI0|ETt S ote| 7Lt HIZ ot A=X] el 4= ASLILH.

0| Xt 2 b= 6t2{™ S3:GetBucketLastAccessTime H$H0| UL AH ZE0{0f ShL|Ct.
28 o

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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Of oflofl M= EH 2l CHal OFX|2F HMA AjZH FH0|EZL &gtk JAZSS Bo FLIC.

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

2 £ T HMA AIZE 2H

Put Bucket Last Access Time 22 AF25IH JHE HZI0|| CHot OFX|2f AM|A A|ZE 0| EE 23S LE
Hlgdote = JASLICH OpX|2h HH A A[ZH HH|O|EE H|ZM3tstH Hs50| SFAE| 11 HA 10.3.0 O| A Z MM E
DE HIlol 7|2 MHo| ElLCt,

0| 2t g et= st ™ o] CHst S3:PutBuckketLastAccessTime H3t0| QALE A|X 2 E0{0f fL|C}.

StorageGRID H{ZF 10.35E{= 2= M H{Z10] Ciol OFX|2 HM|A AjZtof| CHEE YICI0[ETt 7| 2K o2
Hg-gSHE LICH O] H{T2| StorageGRIDE AHESHY TH= H{Z10] QU1 M 7|2 S&tat LX|A|7|2{H

@ O|X Q| 2} HZlof| CHH OpX[2f HAMA AlZH AHO|EE BAIX 2 H| g stslioF SfLICt HIHE
#2|Xt2| Put Bucket Last Access Time 28, * S3 * > * Bucket * > * Change Last Access Setting
¥ 2RIt IE= E|HE ZE[ APIS AFE5H0] OFX| 2 HA|A A|ZHof| CHet YC|0|EE Ed ket Lt
HIgtdstel = ASLICH
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* A 7EM 7], A ACL 7EM 7], A Ei 2 X 7EM 27| 5L 8= 24K 82 DFX|2f AM|A AIZEHS
YOIO[ESHX| ELICH ILM(BE =8 7| 22|) HIHE 2ol Z4A|7} 7| 2ol| F=7t=|X]| et&L Tt

* Put Object - HIEIH[O|E{ 2t YH[O| ESt= Z4X| EY X[ RES SAFSHL HHX|SHH OFX|2f HMA AZHE
YCIO|EELILE ILM HIHE floi LEHMETL 7|20l =7t LIt

"=

© A2 HZI0) CHBH OFX|9F AM|A A[ZHOY| CHot °.=1E1|0|E% MEEY = Sl= B2 A EM QES A4 HZl9| OiX|2}
HMA AZHS HUCIO|ESHA| BiELICt SAME M= 22 Mo Tigt ILM EIHE 2l8l 7| 2ol =7HE| K|
UELICH d2Lt CHatel R, JHA| SAF Q2 o OFX| 2 AMA AIZHS HHO|ERFLICE ILM BIHE 218l
JHH|el SAH=O0l CHZ|Eofl Z=7HE LT

* 2E LIS OIE YZE R7F ORX[ AM|A AlZE HH[0|E b2 E HA[ZFHILM B7HE ?I8H th2[ 2ol =7+ LIt
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QESIMA
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

Of ofiFIofl M= EHZI2f DFX|2f MM A A|ZHS H|E-S ot efL|Ct.

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

HZ! HEICOE 28 4 RFS AMELICH

AESHH T XMLE ARSI 7HE HZ10f Cist HAH S8 AH|2

mjo
]

Delete Bucket HIEtH|O|E{ &2l 1M X
Hlgdate 4 JAELICL.

0| ZtA S 2=tz H H310]| Lot S3:DeleteBucketMetadataNotification #eH0| JAAHLE A|I™ FE {0 EhL|Ct.
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Of of®lofl M= eHZlofl CHEE M S8t AH[A

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

HZ! HIEtHIOE 2 74 QFES 7HMSLICt

_

Get Bucket BIEIIO[E| 22 74 RHS ALSsHR i B0 o2t
Huzt 2 gt

0| Ztl2 etz 6t2{™ S3:GetBuckMetadataNotification 0| UZHLE AIH FE0{0f BhL|C}.
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O] @82 0|F0| 2! Hloj chet HIEtH|oE 2E FES AMYLIC bucket.

A4 SBt2 oL O ABEIE T4 XMLE
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1

Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>
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SH

SH 2=0l= H2lo) chist HEIH[0|E] 3 Fdo] IehEL|CE HEIH|O|E 2 FES A5}

Lol FeE= LAlS 2EY = JASLICH F, A M E JHA|t ST WA HIEIHOE 7 MEE = 2FE &e =
olAL|C}

M-

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

2t HiEtHolE &3 Fdofl= Stit ool #Al0] ZEELICE 2t A2 HEE|= REHEQ} StorageGRID7F
QEHME HEtH|O|HE ELHOF ot= CHa S XIHELICE 42 StorageGRID 82| URNS A3 X|H3H{0F
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urnLICE CHS 482 7+
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* es M| HIY QAOC{OF StL|CE,

* URNS M|E}H[O|E{7} MZEHEI
OlHlA Gl HAIOZ QFAIQ]| ELIO}
SL|C} domain-

name/myindex/mytype.

ASTQIEL B I B2t s
HlIE 2a| APIS ALR3t0]
THEILICE C13 T 22 BAS
#gtLct.

*arn:aws:es: region:acco
unt-
ID :domain/mydomain/myi
ndex/mytype

*urn:mysite:es:::mydomai
n/myindex/mytype

74 XMLE HME3t7| Hol| 22
T&otof fLICt. O™FX| 4™ 404
QLFE Qlol| 7 40| HofgfLCt.

urn2 Destination 2 40|
ZSHEILICE,

SE

Atofofl ZgHEl XML
<MetadataNotificationConfiguration></MetadataNotificationConfiguration> EH1= HZI0|
CHol M Sef 28 ate| S20| ofEA Y=o A=K EHFLICE O] AfiFof|l M= 7HA| HIELCIOIE 7} 2h=
Elasticsearch QI A0 MEE|D JQELICH current 0|ES LHEYLICE 2017 2h= AWS EH[Ql0l M S ARIEIL|CE

records.
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

PUT 2! HIEIH[O|E] &3 74 2F

Put Bucket HIEIH|O|E| &E 714 RES AHESIH JHE M2l thict AM S& HHI*% gyste = ASLILE 2
=20 MSots HEMHOlE EE 718 XML2 the A = A0 EHIEHHIOIEVP SEl= HHE XIZELIT.
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23 220|= HEHHO|E 2T 40| Zet=(0{0F 2rL|Ct. 2t HEIH|O|E] 3 F-d0ll= Lt o] &2l 40|
TSEILICH 2t FA2 HE8&|= QEHEQ} StorageGRID7t LEHM E H|EIH|O|E{E ELHOF 5H= CHAMS XA EHLICE.
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o JUELICE /images FHX| LI HEAL = QEHME /videos CHE AFZHOf|A|.

EE|E BRI JA=E FE2 RO oM MEE | ARELICE oS S0, EAZE U= JHAIof Chsl StLtel
ﬁ*'ol HotEl A EYULICt tes ’é.* FAE QA= FHA|of cHet & ) A EJLIC test2 515X ELICE

CHa2 StorageGRID £ 2 URNS AHE5H0] X|[FdHoF LTt MEIH|O|E] 2HE —T‘“OI HE=7L 280 =
AIiSt= 2R AMEZIETL JQO{OF BLICH 400 Bad Request. 2F HA|X|= LSt Z&LICH Unable to
save the metadata notification (search) policy. The specified endpoint URN does
not exist: URN.
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<MetadataNotificationConfiguration>

<Rule>

<ID>Rule-1</ID>

<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>

<Destination>

<Urn>arn:aws:es:region:account-

ID:domain/mydomain/myindex/mytype</Urn>

</Destination>
</Rule>
<Rule>

<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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nt-
ID:domain/mydomain/myin
dex/mytype
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>

<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>

</Destination>
</Rule>
</MetadataNotificationConfiguration>

Of fiFIof| M= HEALRE LX[SH= ZHAM|S| ZHA| HEIHOIHE 20 FLICH /images 2(£) e HE 22 HESE K|

HEAtet LX[5hs REMES QHHME HEIHO|E = HEELICE /videos F HM LS

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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versionId Ef7} H|Of /JEL|CT.

"bucket": "test",
A key" :
"versionId": "",
"accountId":
"size": 38,
"md5 " :
"region":"us-east-
"metadata": {

"25"
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nagen .
by
"tags": {

"color": "yellow"
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>

SE o
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HTTP/1.1 200 OK
Date: <em>date</em>
Connection: <em>connection</em>
Server: StorageGRID/11.1.0
x—amz-request-id: <em>request ID</em>
Content-Length: <em>length</em>
Content-Type: application/xml
<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>
</SGCompliance>
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization name</em>
Host: <em>host</em>

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
1,
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"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:::mybucket/*"
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arn:aws:iam::account id:federated-group/group name
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by

StringEquals

StringNotEquals

StringEqualslgnoreCase £ & XSt A|L

"54.240.143.0/24"
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StringNotEqualsignoreCase £ & Xt A|IR
StringLike £ ME{gfL|Ct

StringNotLike & EZsHHA|IR

NumericEquals
NumericNotEquals
NumericGreaterThan

NumericGreaterThanEquals

NumericLessThan

NumericLessThanEquals
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S3:ListBucket 2!
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9| @4 8l 2X}E H|X Condition 24,

O| Of|d|of| M = RILICH $ {aws:username} 2(=) Resource 242|

HLICE

"Resource": "arn:aws:s3:: :_bucket—name/home_/${aWS :username}/*"

O HIX|U|M Hy= YULICE $ {aws :username} X =EQ

HlL|Ct:
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"Condition": {

"StringLike": {
"s3:prefix": "S${aws:username}/*"
by
H A
${aws:Sourcelp} SOURCEIP 7|E H|SE Ha= AFEEL|CE
${aws:username} HaE HLEZE ALKt O|E 7|2 AFESL|CE
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WORM(Write-Once-Read-Many) £
WORM(Write-Once-Read-Many) HZ! S 445104 G|O|E, AH2X}F He| QEHE H|EIH|O|E 3! S3 LEHE EfZS
Hogh & JELICE M AN E MPstn 7| & HUXE GHOMALE AH|SHK| RSI=E WORM HZlS FdetLct.
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° DeleteObject A5 XS S3 HMo|| 7pgrL|Ct,

° S3 HHof| QEH E {8 (Put Object Allow) XS 2=7tgtL|Ct,
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@ 3 HM*H0j|M DeleteObject £ deny 2 MM T ™30 = 07 SALE™ 1 22 F£[0| Q'S wf ILMO]

7HX|E MHR[ol= WS KHESHA| S L.

@ Ol=2{et #&lnt HMO| B MEE|L2t: SA| M7| S AX|OHX| RSLICHEE ATE). =Xt =g

o [
GOIMI|S WX BILICHAE B &1E).

* HEANSA MT|(Ez ¢t E)

/mybucket/important.doc
PUT#1 ---> OK
PUT#2 —-—-—————- > OK

- AR 2P 2t El oM y| (kx| E)

/mybucket/important.doc
PUT#1 —-—————-— > PUT#2 ---X (denied)

o My
ILME AFZsto] TS BelgLicy
"SEE H2I7E HRS A

"StorageGRID ILM #2[0| 7HA| & 2t2[oh= 2"

“83 1= I‘leol 0:”0

—HE o™
S3 X of

O] MMl o & AFE3I0 K2l ! 1 F0i T StorageGRID HMA FMES FRESL|CH

$3 B3 FA| of
2l FM2 F™Mo| HAAE HII0|| Ciet HMA HotsS X[FH LT K3 FH2 S3 PutBucketPolicy APIE AHE S0
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Ct= 0l M2t AWS CLIE AF83t0] M2l FH s e & ASLICH

> aws s3api put-bucket-policy --bucket examplebucket --policy
<em>file://policy.json</em>
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0| oi[H|0ll A= anonymous £ H|E?ot ZE ALEHO| HZI0)| Rl RENEE LIF5 K20 /e ZE QENE IZHOH
QEHE JINI| HAS 2 4 USLICE CI2 DE S HRELICL 0 YA2 A 2 Qo= vi2lo) 2
A= Heoto| gletz 55| REIHX| = 4= ASLICH
{
"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]
}
]
}
of: of A™O| 2= AFEXIIt TS| MM AS = JYLF 5801 CHE AFO| 2= AHEXH= K| 87| T2z
oAt 2 QUAL|Ch

Of iAMoIM = XIEHE AFe EE AFEX7L HZI0) 23] AM[A S = AX|ZH X|FE THE AL EE AHEX=
H3IS LISt O 2 A|ZSt= 22| JHA|0] CHol GetObject ZH Tt S 4= JELICt shared/ ZHA| 7|
HMEARRIL|CH

=T (=] .
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#H2l HHe of2fst QEHEN HRELICH
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"Sta
{

tement": [

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

Ol: 2= AFSXEZE HZI0f CHel 87| HE AM|A S XFE 20 ofet H

of o ofl ]
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S &ELCt
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"Statement": [

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
}
]
}
of: 22tOIAETHIP HRI0H| A= B B= AFSXIF 10| Chet 917] 3 M| HMA S S{EeL|Ct

O] diMoliM = QHEO| XI™HE IP H2I(54.240.143.0 ~ 54.240.143.255, 54.240.143.188 H|2|)0{| A LAlist AL

=
anonymousE Xt B = ALRIO| H2IZ LIFS HZlo| BE QEME| O QLENE Mg S 3 ~ JASLICL

CHE ZE HYH0| ARE|D IP He|E 8ot ZE Q¥0| HRELIC.

203



"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

of: XIEE S& ALEXI7F S22 HAIS 2ATs

HMAT = ATE S| ERILICE
Of oflofl M= m|TH2f|0]d AL Xt AlexZt Of TSt HA| MM AES 5 ELLILE examplebucket MM 1 =K. "root"E
a

IS CHE BE ALK BE 28 BAXHCZE AHRSLICE J2{Lt "root"= PUT/GET/DeleteBucketPolicyOi|
CHot #oto] HEE|X| F&LICE
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

0ll: PutOverwriteObject # 3t

0| oflofl M = LICt Deny PutOverwriteObject X DeleteObject Off CHet ot 7HA|2| H|O|E], AF2 Xt & 9| H|EIH|O|E]
X S3JHA| EH D X|HE HOMALE MR o~ SE&LICE
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"Statement":

{

[

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

206

"Resource": "arn:aws:s3:::wormbucket/*"
}o
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
bo
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
}o
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
}
]
}
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* * 7| HME HMA *: 0] AF 2| AHXH= S3 2|AA0| CHTt 7] ME HM|A HekE JHELICE o€ S0 o] 2&9
ArE Xtz JHMIE LIESHD JHA| Ci|OfE, HEHHO|E S BT E IS & USLICL 0| SMS MENSHH Q|7 | ME OF
Ho| JSON 2XIH0| BAE AXtof| LIEFEILICE O] 2XPHS MAE 4 glaLict,
© * MH AMA *: 0] IFL AEXH= HEIE EESt0] S3 2|AA0 Lot BE HM[A Hotg JHELICE Ol SME
MEHSHH KA HMA O F HHO| JSON EXHE0| HIAE ”If | LFEFEfLICE O] 2XtE 2 MY £~ IELICH
o * AF2XFHQ| *: 1Z9| AF2X0|A|= Bl A E AXLof| X| - A H$Ho| 2ofElL|Ct.
o| Ofxofl A 2 E2 U2 XHE KIS EF EM(7| HFANHE LIGst AMAT 0 JASLICE
Mo 53 Access x ~
"Statement"; |
Read Only Access I
"Sid": "AllowListBucketOfASpecificUserPrefix",
Full Access "Effect™ "Allow”
"Action”: "s3:ListBucket”,
@ Ciistam "Resource": "armaws.s3::department-bucket”,
(Must be avalid 150N formatted string:) "Condition™: |
"s3:prefix”: "S{aws:username}/*"
}
}
II
{
"5id": "AllowUserSpecificActionsOnlyinTheSpecificFolder”,
"Effect”: "aAllow",
"Action™: "s3:"0bject”,
"Resource”; "arn:aws:s3:department-bucket/S{aws:username}/*"
]
I
W
]
of: 2= H2lo| et OF A HMA SHE
O] olof|M J20| RE AL HZ] HKHo|| o8 HAKOE HEE|X| = 3t HHUE HHO0| AR ZE HZ10] CH3|

A 0HA1|A7} S| EIL|CL.
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

Of: 2= M2 gt O 47| HE HMAE s E-ILICH

EoM 2Fe &2

J S UL 3 FHO| o5 BAHOR HRE|X| ot
stz 2L o2 Sof

cC;I 29| AF2XH= JHH|E LIE st JHA| C|o]E, o
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"Statement": |
{
"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1y

"Resource": "arn:aws:s3:::*"

of: 2& 7GR0l HZlel " EC{of|2t RAHS| MM AY = JUXF 5{ELCE
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",

"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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TLS HHL|Ct ot 159 IANA O|EQILICH

1.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

1.2 TLS_ECDHE_RSA_WITH_CHACH20_POLY1305_S
HA256

1.2 TLS_ECDHE_RSA_WITH_AES 128 _GCM_SHA256

1.3 TLS_AES 256_GCM_SHA384

1.3 TLS_CHACH20_POLY1305_SHA256

1.3 TLS_AES_128_GCM_SHA256
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TLS_RSA with AES_128 _GCM_SHA256

TLS_RSA_WITED_AES_256_GCM_SHA384
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delete test container test object

S. ZE|0|HE ArH|gfLICE

225



swift

-U "< Tenant Account ID:Account User Name >

-K "< User Password >

-A “\https://< FQDN | IP >:< Port >/auth/v1.0'
delete test container

rH

HEe

"Swift B E A dd 3 4"

"REST API0]| CHat E ot 1"

Swift REST API7t 2t 2 X[ &LICt

StorageGRID A|AEI2 OpenStack Swift APIH|A CHEE 2| Xt S X|2IBfLICt Swift REST
AP| 2210|¢E Z StorageGRID2 £¢8t617| Fof| A&, ZE|0|H 5! QEHE Ztof| Cist 18
N2 ZEE AESIHAIL.

StorageGRIDOI|A X| 2 == 2 LTt
Ct2a Z+2 Swift API ZH0| X| I ElL|C.
* A A

G LR
(o5
H

s "QHHE X"

— =
D= 2ol tiet 35 SH sl LCH

StorageGRID A|AEI2 OpenStack Swift 2EHME AE2|X| APl v10]| Ho|=l CHE X[ &= EA| ol ZE 3
S E it

d|

2 HE

[

"OpenStack: LEHE AE2[X| API"
X| 2| = Swift API IEZQIE

StorageGRID= ME URL, 215 URL & AE2|X| URLZ 22 Swift API AIEXQIEE
X|&gfL|Ct.

HHE URL

linfo Z27} L= Swift 7|2 URLO| GET 2 &5t StorageGRID Swift #912| 7|5 3! HMI$h AtetE golgt 4
USLICE

https://FQDN | Node IP:Swift Port/info/

SH A

226


http://docs.openstack.org/developer/swift/api/object_api_v1_overview.html
http://docs.openstack.org/developer/swift/api/object_api_v1_overview.html
http://docs.openstack.org/developer/swift/api/object_api_v1_overview.html
http://docs.openstack.org/developer/swift/api/object_api_v1_overview.html
http://docs.openstack.org/developer/swift/api/object_api_v1_overview.html

* FODN @it Q! Ol S |ILICE
* Node IP StorageGRID HIEQI3S| AER|X| LE L& AHO|EY O] =E0f Cist IP FAQILICE,

* swift Port AEE|X| LE L= AIO|ES0] E2f Swift API HEO| AHEE[= ZE HZ QJL|CH

0|2 S0 CI2 ME URLE IP =471 10.99.106.1030| 11 LE 180832 AIR%t= AEE|X| L EQAM HHE
QHBIL|CE

https://10.99.106.103:18083/info/

JSON MHQLZ M Swift 7#12| 7|50| ZeHEL|CE 22I0|¢E == JSON 8HE F& 24510 73
X

J5t1 =2 Asa|x| 0| Mo ZAOE ALRE 4 YLt

Swifte| StorageGRID 7+¥2 Sl M&E URLO]| Clist Q1B E|X| b2 HMN AT} IFSEILICE.

Z20|AHE = Swift 215 URLS A0 HIHE A™ AEXIE Q15 & USLICH
https://FQDN | Node IP:Swift Port/auth/v1.0/

OlM EIHE A ID, AHEX} 0| & X =5 U7 M2 HZ3HO0F HLICH x-Auth-User H X-Auth-Key LIS}
ZO[ 3 E ERLIC.

X-Auth-User: Tenant Account ID:Username
X-Auth-Key: Password
23 slHolA:

* Tenant_Account_ID Swift HIHETII MdE i StorageGRIDO|A 2ot A IDRLICE EIHE 2t2[Xt
Z21 H|O[X|of| M AFE &= A1t St HHE A™ IDYILICE.

* Username HIEIE ZE[XI0M B BHIHE AMEXtS| O|F/LICE O] AHEXH= Swift ZH2[X} ZeHo] s IF|
£oljof SfLICL EI'HES| RE ALX= Swift REST APIE AIESHEE dE 4= glELICt

HIEE AFol thioh ID HE{2{|0| 84S MBSt T HEH St A2 LDAP MOl A HEE ALEXtS| ALEX} 0|51t
Ao S YHYLICH Ei= LDAP ALEXtS] 02l 0| § 2 MSYLICE oIE SH f%ﬂf Z&Lioh

X-Auth-User: Tenant Account ID:Username@Domain Name

* Password HIEHE ALEXI2| A2 QL|CE At == HIHE 22| Xtol| M 4o 8! 22| EL(Ct
Q1E @Xo| chet SE2 Ct31t 20| AEZ|X| URL % oI5 EES dtetetL|ct.

X-Storage-Url: https://FQDN | Node IP:Swift Port/vl/Tenant Account ID
X-Auth-Token: token

X-Storage-Token: token

J|EHOR ESS M B 2447t SO SEBLICE

227



Ed HAE AFol| cheh E20] HHELICH e AFol thoh Rzt E20[ AEX0l|A CHE AZol| HMAe = A=
HetS ROSHA| §ELIT

AE2[X| URLYLICE

ZS2I0|HE o Z2[7|0| M2 Swift REST APl @&2 HAHSI0] AH[O|EQ0| LE = AEE|X] 20| CHS] X[ E=
AY, ZHO|H 8 QEME HUS pAHS + AFLCEH ML QY2 215 SHOA BHetE M¥2 URLE
A2|ELct. Eot 2= ?JZ? REOHH ezl X-Auth-Token 3|5 3 20] ZeHE|0fOF BfL|CY.

https://FQDN | IP:Swift Port/v1l/Tenant Account ID

[/container] [ /object]

X-Auth-Token: token

=2
4>

2}
ul
=
=t
10
2
O
S
Ral
i
o
08
Of
A
iQ
fjo
4>
$0
i)
-
)
=

A8 EAIE Zolohs YR ARE|X| SH dGE £
oie|20) et £X7F EAISRH B £ HE 22 4 ABL

AHE S ZIH 0| Zof Chiet ThE SE HE|Z22 AFE SHIE Z&fsts SHC| oYLt

* X-Account-Bytes-Used
* X-Account-Object-Count
* X-Container-Bytes-Used

* X-Container-0Object-Count

o ye
"SCIO|UE HE 7 Yy

CH2 Swift API 22 0712 E0]| CHoll s~ ElL(CL.
AZE I SLICH

o Ttei | 9l AH AF] Aot HHE Zeo| 222 AMBL|CE
CHS 28 hoH w4ot Wash|T

®* Account

Ch2 28 st 7t 2L

228



* X-Auth-Token
CEa 22 X|¥E= 28 2| o7 Ha= ME AR IL|Ct

* Delimiter
* End marker
* Format

* Limit

* Marker

* Prefix

AH™O| LA ZE|O| L7t G7HLE AH|IO| SZ0| H|0] Q= AR "HTTP/1.1 204 ZEHIX ¢l SE0| Y Er%
SIEH7t ME3XMOZ AME[H "HTTP/1.1 200 OK" S&0| BH2HEIL|CH AH|IH 0| A0 ZAH|0|L SE0| H|O] JUX| @
Z2 "HTTP/1.1 200 OK" &0 HtshElL|C},

FIF

rlo

®* Accept-Ranges

* Content-Length

* Content-Type

* Date

* X-Account-Bytes-Used

* X-Account-Container-Count
* X-Account-Object-Count

* X-Timestamp

* X-Trans-1Id
He| A
O 22 Swift AIHM AE HE 3 SHE JASLICt.
CHS 28 o7 Hay7t 2asfL|ot.
* Account
Ch2 28 sliti7t 2Lt
®* X-Auth-Token
HTHOZ MSHH "HTTP/1.1 204 ZHEIX ¢S SEO| Qi Tk Bi|CI7} BEHEILICE,

®* Accept-Ranges
* Content-Length
* Date

* X-Account-Bytes-Used

229



* X-Account-Container-Count
* X-Account-Object-Count
* X-Timestamp

* X-Trans-Id
"ZEAF 230 A Swift ZHH0| FHE|AELICH

ol =g

StorageGRID= Swift A[EE Z(CH 1,0007H2] Z1E|0[LHE X| & gL|Ct. ZAE|O|L{ 0| M T2t
Z2 Swift APl ZFH0| £ ”"—IEF.

ZIE|O|HE Afd|EtLICH
Of XS +~HUSHH StorageGRID A|AF2| Swift A[H0H[A & ZAE[O|LA7F H| A E LT},
CHE 28 o7 Hay7 ZaefL|ot,

®* Account

* Container
LS @F §67t Begct.
* X-Auth-Token
HSEHOZ HASHH "HTTP/1.1 204 ZH X Q15" SEHO| U= ChS ol 7 HretE L
* Content-Length
®* Content-Type
* Date
¢* X-Trans-Id
ZAH|0|HE 7t SL|Ct
0| 22 StorageGRID A|AEIS| ZAH[O|L SA| 2! HIEIC|O|E{ 2t &M ZAH|O|L{ 2t HEE JHH| =52 HAMefL|Ct
CS @F 74 Ha)oF He gLt
®* Account
* Container
LS @F §o7t 2|t
* X-Auth-Token

Ch=at

my

S RlgEls 98 A2l ofH W4 Me ArgeiLct,

230



* Delimiter
* End marker
®* Format

°* Limit

* Marker

Path

Prefix

MAXOoZ AMMHSHH "HTTP/1.1 200 Success" EE= "HTTP/1.1 204 No Content" SEtOQ 2 L} 8|57} gtstEIL|C}

Accept-Ranges

Content-Length

* Content-Type

* Date
X-Container-Bytes-Used

* X-Container-Object-Count
* X-Timestamp

* X-Trans-Id
5= ZEf|of
0| 2t 2 StorageGRID A|ARIO| A ZE|O[L SA| 3! HIEIH|O|E S ZAMeL|Ct.
Ch2 @8 o7 Ha7t 2t

®* Account

* Container
LIS @¥ §o7t 2|t
* X-Auth-Token

H3Ho= HAHSH "HTTP/1.1 204 ZEIX Qi3 HO| A= CH3 &E 7t BretE LT

—

Accept-Ranges

Content-Length

* Date

* X-Container-Bytes-Used

®* X-Container-Object-Count
* X-Timestamp

* X-Trans-Id

231



87|12 st

o

| ZtA 2 StorageGRID A|AHIQ| A& CHSE ZiE|0|H{ S BHEL|Ct
CtE 2F o7 Ha7 Hast|ot,

¢ Account

* Container
CtE 28 sc7t 2Lt

* X-Auth-Token

) SEO= Lh3 S 7t gretE Lt

* Content-Length
* Date
* X-Timestamp

* X-Trans-Id

2E0]L O|S2 StorageGRID LIQAH0|A0 K TR0} BILICF ZIENO|L47} CHE A1 Of2foll = 29
"HTTP/1.1 409 £E"0|2H= &i|Cf 7t Hhekgl Lot

o "M

—-_L—- O

"ZAF 20 M Swift ZHH0| FHE[ASLICH

2x|0f CHoll CH2 1k 22 Swift API 20| A EL|CE

JHAIE APHIELICH

O| 2t 2 StorageGRID A|ARO M iAo 2EIX 5! HIEIHO|E S AMK[RLIC.
Cts 273 o7 HaJt 2Rt

®* Account
* Container

* Object
CHE 2F oot 2Lt
* X-Auth-Token
MIHoz MAsoH CH2 S a7t 2 eH gretElL|C HTTP/1.1 204 No Content SH:

* Content-Length

232

3HOo= HAMSHH "HTTP/1.1 201 Created" EE= "HTTP/1.1 202 Accepted"(ZIE|O[L{ 7t o[O] O] Aol /=
o
=]



* Content-Type

* Date

* X-Trans-1Id
QEME MH 28E M| U StorageGRID= IPé!E_I D= IX[0M QEFES RE SAMES FA| HAH5I2{ 1L
AEgfL|ct d3stH StorageGRID ZA| 20| E| SES HretetL|Ch /IX|E LAHSE ALY = glY|
Ti20l| 30 O|Lfo] RE EALES M 4 gl A StorageGRID= MAHY A2 E th7|A|IZ] CHS 22H0|E|
43 R E EAILIC
ZHA| AP 2HeHOl| CHEt XEMISH LHE 2 HE £F 7| #2|E A5t | 22| XM S HERSHAIL.

A2 FHESLICH

O A2 JHK| 2HXE HMSH D StorageGRID A|ARIO|A HA| HEIH|O|E{E 7HM ZLICH,

®* Account
* Container
* Object
LS @F §67t 2t
* X-Auth-Token
LIS @8 do = ME AFL|Ct.
* Accept-Encoding
* If-Match
* If-Modified-Since
* If-None-Match

* If-Unmodified-Since

* Range
d3Xoz HAHsHH Ot &|C 7t o ehH BrtELC aTTP/1.1 200 OK SF

®* Accept-Ranges

Content-Disposition, CHS E0| 2t BHLHEILICH content-Disposition HEHH|O|E 7t AE R} SLICE
Content-Encoding, CHS A2t BFeHEILIC content-Encoding HIEHH|O|E{ 7} ™ E|UELICH

* Content-Length

* Content-Type

* Date

* ETag

233



* Last-Modified
* X-Timestamp

* X-Trans-Id

He| =H|

1

M Z{aHstL|Ct.

0| Zt2{2 StorageGRID A|ARIO|A =T &l JHA| 2| H|EHH|O|E] I
CtS 28 o7 M7 2Rt
¢ Account

* Container

®* Object
L2 @8 §6 7t 2egct.
* X-Auth-Token

MA™MOoZ MSHH "HTTP/1.1 200 OK" SEHa} 8HH| CH2 8| 7t ghstElL|Ct,

Accept-Ranges

Content-Disposition, Chg B0 BFEHEILICH Content-Disposition HIEIC|O|E{ 7t MEE|ASLICH
* Content-Encoding, LS A2 BF2HEILICE Content-Encoding HIEHH|O|E{ 7t M HE|}ESLICE

* Content-Length

®* Content-Type

* Date

* ETag

* Last-Modified

* X-Timestamp

* X-Trans-Id

HHIE E&LTh

O 2P S MAlSHH M 7HH|7} HIO|E{QF HIEIH[O|E 2 2HSO{X| 7L} 7| & JHHIE StorageGRID A2 2| H|O[Ef B
HIEtHO|E{ = HiFEL|CE.

StorageGRIDE %[t 5TBS| QEHMEE X|gtL|Ct.
22 7|0 M & SH0|YUE 5 FSSHE Set0|olE 9HS A3 4T JIFOE HBELICE A"
(D) B A7I= StorageGRID NAH0| XITE RHS #EGHE TS JIZ0E o101, Swit

S2H0[AETL Y S AlESH= AIFO| OFELICY.

Ch2 28 o7 Hay2t 2L,

234



¢ Account
* Container

* Object
Ch2 28 st 7t 2Lt
®* X-Auth-Token
CHE 28 dt= MEf Arg Lot

* Content-Disposition

* Content-Encoding

HIE ME3HX| OHY AL content-Encoding ZHA[0 HEE|= ILM w#2[0] 2 7|0j| w2t 7HK| S EE{ &St
=& Al S7|A HiX|(=T SEHof et 2 = g S9)E A 8%t= 3R

* Transfer-Encoding

LFE|HLE I E AMESIX| OFYA|R Transfer-Encoding M0 HEE|= IL
A

= M
LE{2otn £ Al 5714 BK|(2E SH| st 3 E 22 SM)S ASHs 3

0] 2710 w2k JHME
o

2

®* Content-Length

ILM R%j0| 37|12 7|F0R QENES HESID 27 Al 57| XIS AGst= F2
Content-Length.

X|gsHoF ghLict

M

of CHet CHS XA S MEX| &= AL content-Encoding, Transfer-Encoding, %
@ "Content-Length 0l A StorageGRIDE 704 27|E Z2Est ILM 7#&lg HE35t7| Mol JHAIE

X ZreoF BL|Ct CHA| 23l, StorageGRID2 % £Q QLEMEQ| F7t SAIEZ 7|2XNO=Z

MMBHOF BfL|Ct. &, StorageGRIDE= Ingest SX0]| CHH 0|F 78! SM 2 ArEsHOF BfL|Ct.

37| HiX] 2 ILM T Elof| chet ZtMiet 82 FHE +8 F7| ZE[E Sl A 22| X|HS HZSHHAL.

* Content-Type
* ETag

* X-Object-Meta-<name\> (2EHME 2t# O|EIH[O|E)

ILM #&9| X AZICE * AFEXF Mol 2 A2t * FME AT 242 2t AMSXL "o 6f|Hof| X & sHoF
SIL|C} Xx-Object-Meta-Creation-Time. 0| & ™ CtS 1} Z&LIC.

X-Object-Meta-Creation-Time: 1443399726

o

EE=1970d 1€ 1€ O|% X Bh9l= HIHELICH
* X-Storage-Class: reduced redundancy

=EE HAet LX|SH= ILM #A0] 0]F A8 = 7 AFHe

4>
A
ofn
ikl
o
A
oA
ot
rr
oy
40
=}
old
inl
rr

235



ok

S L.

StorageGRIDOIA TtE= JHK| SALE 50| &

0!

° *0|& AU *: ILM #2[0| Ingest SZ0]| et 0|F #HE! FME X|HSt= B2 StorageGRID= LENMET}

ATE (Y A) B YA ZAHES BHELICE

o * e ILM 0| 7Y M XY= H P StorageGRID2 A|AHINA A0 X|HE 2
OhS 4 Qe AL0)TH THY F7F EA2 S OHELICEH StorageGRIDUIA 7| HHXA|E f8E > U= ER

i
uju
|}
o
l_

|Ct reduced redundancy Header= 70K|2F YXI5H= ILM 140| XﬂEl CH SALEE TS

2|
71 MetgtLCt o] 32 E ME8Y™LICt reduced redundancy ZE & 0] CHS %%’ of
QHNE EAFES MA Ol AbR|SH L@} olaL|C}

£ MEYLICI reduced redundancy 8llH= & 0| LENE 0|57t &4 E &0| /7| jZ0]| CHE
Ao M= HEEX AESLICEH OE 0], ILM HI171 26ty | Hof| oot AE2[X| =20f B SAHRO|
MZ XMEE= B2 Oo|E7F &4 E & USLICE
SHE SAH20| Z4 StLHTE QIO ™ C|0|E{ 7t X O &4 E &o| JSLICH SHE
7HX1| SM|20| oLt = R AEE|X| =0 Zof7F LMSHAHLE l2toh @20} ghst
@ A o{et A7t &M EIL|CEH ESH F 20| =9t 22 FXAIE 4 HAL Fofl= 7HM|of ot
HMNATL LA Z FEHELICH

£ K™= Aol FSHMA|IR reduced redundancy LEMEES M3 QANAEY M| WHE|l= SAHE 0T
Fekg FLCH 2 ILM "ol w2t JHHE T7Fe off KIS EAMR 0| Y2 FX| %20 StorageGRID
AABIO| Bh2 £Z o] ZE M| 0B 7t MEEX| &LICt

MI™MoZ MAliSIH "HTTP/1.1 201 created" SEQ 2 L2 8|7} HitElL|Ct

Content-Length
Content-Type
Date

ETag
Last-Modified

X-Trans-Id

2ot
ILME AF3t0] JHHIE BElgtich

"ZAF 2301 M Swift 20| =X E[JASLICH

S8 2F2 M2 Swift MH|A2| A 75 GRS 2lgfLIth. &M 2F2 URLY| X|ZE
AEE[X| LE = HO|EHO] =01 28 AM2|EL|Ct.

236

E O Z2|#H 0| AER|X| LEQ| Swift 2IF X
M eUIsl0] AEE|X| LES AIRE £ UK o


https://docs.netapp.com/ko-kr/storagegrid-115/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/index.html

AEE|X| L EJHCHRE AIHE ZLIESHAL 2| F 25 WHMIL AESEE o 5= JUSLICL
info URL EE= X1’é!_+_ RLZt 271 AHRE B2 options HIAM E& K™ E URLO| CHH X| == SAH SZ(0: head,
get, options & put)S ._§._h=.|—||:f. M EH2 oI URLL} °”71| Ar8Y £ gl&LICh
CHe & Oj7H HaIF et}
® Account

Ct2 @8 o7 Hays ME AREIL|CE

[ S | o

* Container

* Object
MEHOR MABIH HTTP/1.1 204 HEHIX gl SHO| e TS $IEH7} gHEHEILICH AE2|X| URLOY Ch3t S
2Xo0f= EtZI0| g2 7t SiELICH

* allow X[ E URLO CH3 X| == SA ==(0l: head, get, options, & PUT)

* Content-Length

* Content-Type

®* Date

* X-Trans-Id

e S0l LE7L LMSHH CHZ HTTP &Ef ZETt Bretel o AELICH
SWIFT 27 0|2 HTTP SEH LTt
AccountNameToolLong, ContainerNameToolLong, 400 2= A

HeaderTooBig, InvalidContainerName,
InvalidRequest, InvalidURI, MetadataNameToolLong,
MetadataValueTooBig, MissingSecurityHeader,
ObjectNameTooLong, TooManyContainers,
TooManyMetadataltems,

TotalMetadataTooLarge I L|Ct

AN AT} HRE[RAELICE 403 AHE A
ContainerNotEmpty , ContainerAlreadyExists 409 ==
Li2 @FLICH 500 L& M 2FiL|Ct

237



SWIFT 2= 0|

InvalidRange £ ME{BfL|Ct

MethodNotAllowed £ £HX38HAIA|

MissingContentLengthS & ZESHAA|Q

X #E[X| gt

THE|X| A LICH

Holto| gi&L|CH

—_

UnprocessableEntity @) L|Ct

StorageGRID Swift REST API %2

HTTP AMEHRIL|Ct

416 QA= He

405 HIMEE AE

411 20| ZQ

4042 A2 £

501 o E| X|

412 ™A =2

f17t 25| SEELICH

=Bl

(o] X=3
[Eo=]

Al

==

401 SUEX| 45

422 Me|g &

HA

A= AEE|

StorageGRID A|AEIE Swift REST API0]| 2t 0| = 7HEIL|C,

ZE0| U2 9F 27|
Mot B 2 ue QumEo
T2 MBI ZEo| Y
AgLC,

QESIAIL

HTTP sl|GE QAETILICt

X-Auth-Token

x-ntap-sg-consistency

Host

- o

238

[2 43 M2 ChE

al
=

TE

7 == % AJO|E0fA 0[2{2t QEFE0| Ak 7hoj
2 T1H27| SR ABoIE B Aol HEYI Hp A5 HorE 4

QHE| ALY AF swift 15 EZS X|FEL|CL

INES)

o
/4y

o
d A f

(=3
o=
g =

al
=

0]
e ox

QXO| Moty =

4tL|Ct 47| = true = ZEH[O|L
false = ZAH|O|H{E 7t ZL|Cl.

S AE O|EYLIL.



GET /v1/28544923908243208806/Swift container
X-Auth-Token: SGRD 3a877009a2d24cb1801587b£fa%9050£29
x-ntap-sg-consistency: true

Host: test.com
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HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

X-Trans-Id: 1936575373
Content-Length: 0
x-ntap-sg-consistency: strong-site
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PUT /v1/28544923908243208806/ Swift container
X-Auth-Token: SGRD 3a877009a2d24cbl1801587bfa9050£29

x-ntap-sg-consistency: strong-site
Host: test.com

241



SEH HTTP 6l MY

Date SHEO| =t 2l AlZHAL|Ct

Connection MEof| ot HZ0| & J=X| = B JU=X| o2
X-Trans-Id X0 gt 1eot ESHMM AEXIILICE
Content-Length SE L[| Zol.

SHE ol

HTTP/1.1 204 No Content

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

X-Trans-Id: 1936575373
Content-Length: 0

o
"HHE AESE AE LT

REST APIO|| CHgt Hot 2.
REST APIO|| CHeH 1=l HOot TX|E HAESHLD A|AH! Hot HHEHS 0o|slis{oF SrL|Ct,

StorageGRID7| REST APIO|| £9t2 H|&st= gt
StorageGRID A|AEIO| REST APIO|| CHet Hot, 015 3! #ot SO E 3t WS O[sH{s{oF gfLict.
StorageGRID= CHa 2t 22 HOt TX|E A& RILICL.

+ 2C RN BHO| HTTPS7 TAE|0] Y= 2L 2E Wi M|Aote| 2210[9IE S42 HTTPSES
AP ELICE,

2E #RiN BYES TH Of HTTPS MEiXOR SHstst 4+ QLI oIS

= T AMH

=S
EXMOZ HTTPE AFY 4 YUALICH XtMSH LIS StorageGRID 22| X[ %2

a

of, B|AE = 7[ELHIZS
KESHUAIR.

* 7|2XMOZ StorageGRID= HO|EY0] =0 AEZ|X| L= 4 CLB AH|ALLS| S2I0|HE S0
HTTPSE At2%fLILCt,

ol2{gt HZ| T HTTPE MM = §“*§f3* = AGLCL OIE S0, HlA

E = 7|EHHIRE SXO=2
HTTPE AtEY £ JUESLICH XM LHE2 StorageGRID 22| X[ £

EEXE MO
A2 HESHINR

(D) cLe MHIAS of 04 ArgEIX| & LICH

242



+ 2 82N BFO| HTTP £ HTTPS HZS SSHEE THEYET| ofof BH7gi0] 22S Lhe| 22
WRAN AH| A AERIX| = 7H0| SA10| QS BEILICH
+ 2210|91E = REST API X2i2 438517 9I8f StorageGRIDO| HTTP 915 |G HZ#Hof guict

ZCt0[UEE= HO|ESO] & = 22| LEO| 2E WM MH|A, AEE|X| L E = A|O|ER0] ==2| CLB
x

2= Z0 220l
A|AEIO) A AAISE O

* 2210|¢E S8 TE0M0| EE MM MH[AO HEEH AEAS UEE= O AAEBE= EF 25 ¥ M EH|
CHoll A&l QIZSME AL EfLICt 2f EFOtc 1Rt QIE A7 AELICE 0] QIZAM= J2|E 22Xt = =5t
AFRF X|H M QIZMO0| 7L}, 2F M A| 12| 22| X7} StorageGRIDOI|A A A8 Q1Z A 1L |C},

* 220|¢E S8 T2 70| H|0|E0| =9 AEZ|X| LE E= CLB AH| A0 2F HZAE I StorageGRID
AARIO] AX[E ) AEZ|X] 0 CHEH M E AJAR M A1H1 ASM(AAH l% 7|20| ME)E At LCt.
L= T2|E #HE|X7F 2|20 HBdHs thY AFRXt K9 A1H1 ASMUL|CE,

S2t0[AET TLS HE S BHSE Ol AE3t= ABME LZSH=E F-J5H0F gL Tt

2|X] LE == AH|0|EH|0]

2L WM 23 ol chet ZEet TLS HEO| Cheh T AFXHX|E M QIZBME &
|&l2 StorageGRID 2| X[ &S HESIHAIL.

E=9| CLB MHIﬁOﬂ Y F=Ttots ol thet X

Qot

CtS EO|AM = S3 8! Swift REST APIO|A 2Ot EX|7t 2HEl= WAS Hof FL|CH

Hot 2| REST APl 78
A Hot TLS
MH 215 AAE CAOM HHSH X.509 M QIS A EE= 2| X7}
M2t AFEXE K- MH 1S MUL|Ch
Z2I0|HE 215 * S3:S3 AIH(AMA 7| ID S H[Y AANA )
* Swift:Swift AI™(AF2XL 0|2 3 &%)
Z2I0|HE 215 * S3: HIl AQH 8l IE M2 JH5$H MM A H|0f
A
* Swift: 2t2| X} Fgh MM A
RSl

"StorageGRID #2|"

243


https://docs.netapp.com/ko-kr/storagegrid-115/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/index.html

TLS 2t0|E212|0] ol X| &=

1S5 AE &2

StorageGRID A|AEI2 TLS(H
A=t IF MEE X[AgL|Ct.

X El= TLS HAYLICH

StorageGRIDE= TLS 1.2 ¥ TLS 1.32 X[ gHL|Ct.

®

R of

a

fot
HU

rir
no

TLS HHEL|C}

1.2

TLS_ECDHE_RSA_WITH_CHACH20_POLY1305_S
HA256

1.3

TLS_CHACH20_POLY1305_SHA256

O O|AF AFRE|X| Q= B3} 1

U

Chs =t OE2 O 01

1]

IANA O|EQIL|C}
TLS_RSA with AES_128 _GCM_SHA256

TLS_RSA_WITED_AES_256_GCM_SHA384

SilAl & Pzt H2|E

oh MME AEE mf 2=to|

MEE|X| AELICE o|2{t = tof Chet X| |2 0|

oM ArEE &= A= HetE

ESLL T
[=X=)

SSLv3 & TLS 1.1(5£= 01T HT)2 O 0| X E[X| gd5LILt.

ot sl 129| JANA O|SQlL|Ct

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_AES_256_GCM_SHA384

TLS_AES_128_GCM_SHA256

22| 20M HAELICE

HH| D2|= Ee EX L sofl it EATM F M| S 2folsto] 22to|olE Flo] YA RE Ul
TSNS DLEZE & UALICH LA HAIXIS ALRSI] S20|o1E X 3l EAMMS
DLEHEY & ASLICH

QEHE % S AM 0 DLEZ

QEHEE % S AM K0t QHNE £ | HES 2ot HERZ ELEHEY & JASLICH S2H0|HE 38
T2 20| StorageGRID A|AEI0f| A 7HX E 9, M0 M= O 30 AT W ATt A= SISE E
olAL|CH

PV =] .

244



|

. X9E|= H2tR XM E AFE2510] Grid Manager0l| 231218t C}.

Dashboard|A| Protocol Operations MM & &F&L|Ct,

O MM A= StorageGRID AIARIOA £3ct S2f0[QIE Kj0| 48 QOPiLICH IRES 45 A2 22
Sote] WRZYLICY.

[y

L C o+ 2 MENSH|C},

(B N =

L Z HOIX|(BIE +=F)0lM * 2= B M * S S2IFLIC

XEOE J2|EL 2Hlofl Cht = MIZF EAIEILICH AlZE ZHH (A2

E
f— [y
U @l A)S Mefs & QIALICH £ ARKHXE 2HAS MRS £ UBLICH

s )
10
HU
n
=
rl'lJ
O >
m
0%
— =2
[am|
rot
HI
rin
i
o
=)
re
[m

LC Z HOIX|(HIE =F)ollM * JHA| « RS SEIRfLIC.

0| AFEOf|= ®H| StorageGRID A|AEIQ| £Z] 5l HM & 71 At HLO|
7|'7=|(A|7 OEI _7|<_’ 2| C = L_=|)° A—|E HSFH =

>
]
_>;|_
A
)l
N
Y |m
mjo
Il
00
mot
4>
30
o>
r
iul

A
= L= = T M
EY AELX =0 st YEE He{H 2AFo SR0|M =5 ME5 D * Objects * #E 22/t

O XtEO|= O] AEE|X| LLEo K| =& 8 AM K7t LieF QLS LICE. of Eoll= JHA| &, 2| 5 AS0l| chigt
HEZ = XHE0] ASLICE 2[0|SS SEIotK 0|2{2 HEE FoIE = & ASLIT.

245



DCA-532 (Storage Mode)

Overview Hardware MNetwork Storage Objects ILI
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53 Ingest and Retrieve
1.00 Bps

0.75 Bps
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0 Bps

0&:00 0B:10 08:20 02:20 0E:40

== |ngest rate Retrieve rate

Object Counts
Total Objects 0
Lost Objects ]

53 Buckets and Swift Containers 0

53 Buckets and Swift Containers

The total number of 53 budkets and Swift
containers known by this grid node.

1 day 1 week

08:50

44 milizeconds

Queries - Successful 12,354
Queries - Failed (timed-out) 0
Queries - Failed [consistency level unmet) 0 [l |
Verification
Status Mo Errors
Rate Setting Adaptive
Percent Complete 0.00%
Average Stat Time 0.00 microseconds
Objects Verified 0
Object Verification Rate 0.00 objects / second
Data Verified 0 bytes
Data Verification Rate  0.00 bytes / second
Missing Objects 0
Corrupt Objects 0
Quarantined Objects 0
7. O XtMIgt I8 S /dt= 3%
a X*>*e*>*12|E EEZX| ¥ & MEfgLCt,
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