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LDAP service type

Select the type of LDAP service you want to configure.

Active Directory OpenlLDAF Other

Configure LDAP server (ll fields are required)

Hostname Port
my-active-directory.example.com 389 &
Username

MyDomain\Administrator

Password

Group Base DN

DC=storagegrid,DC=example,DC=com

User Base DN

DC=storagegrid,DC=example,DC=com
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Synchronize

StorageGRID periodically synchronizes federated groups and users from the configured LDAP server. Clicking the button below will immediately start the
synchronization process against the saved LDAP server.
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Admin Groups

Add and manage local and federated user groups, allowing member users to sign in to the Grid Manager. Set group permissions to conirol
access to specific pages and featuras.

|4 Add || W Clone || # Edit || % Remove

Name ID Group Type €&  Access Mode &
* Flintstone 2640583d0-2305-3046-9bd4-88b7037731ab Federated Read-write
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ILM Admins (read-write) a528clc2-2417-4559-862d-fld2e31dad20 Local Read-write
Maintenance Users 7234002c-debc-45aT-8bb8-21496b362asd Local Read-write
Group Type Al v Show 20 ¥ rows per page - 1 »
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Add Group

Create a8 new focal group or import a group from the external identity source,

Group Type @ ® Local ' Federated

Display Mame

Unigue Name @

Access Mode @ @ Read-write Read-only

Management Permissions

] Root Access 7] ! Manage Aleris €
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3. 2 93 O Al StorageGRID LYOIIAISH ALS S IS BHS2{Bt * 22 * 2 ME8tT, ID 220N 182
7|-X493:|D:| * Eol- * ° A-i EH oI-|__||:|-_

o

4. Local * S M3t 32 12| HA| 0152 YRRULIC. A| 0SS 12|= B2lxjol LiERLHE O|SYLICE o8
501, "R%| B4 MBS EE "ILM B2|A}"7} AL
JES

S5. OF°| 1xst 0|52 YHeL|Ct
o x 2H *: IS5t= RS 0|ES UHSLICE ofl: "ILM 22| Xp
° * Federated *: FAEl ID AA0 BA|E L2 O59| 0|22 MatstA| st ct

6. AAA BE*O| HR O
UK £ 281 71s
° * Q7|7 * (71230): MEAtE 2F S MBSt 22| AT M 318%t= HYS Y + USLICH

©* 97| MG * AHBRHE A 3 7]
HHOILL BT 293 4 GBLICE 2

(D) BRI 2Bl a8 20 @ A80| - 27| M8 - O MHE F2 MBI HeE
BE M7 U 7|50 of2t 97| M AN|A A2 204 FLict

7. 3L} O|Afe| pHa| Bt MeystL|Ct,



tOH O 50| £33t ALE XLV} StorageGRIDO| 2301

| &

=X

L|Ct 2

14

H JE0| MMELICH 22 382l 22 it 0| 42| AL

OO0 &t AFEXIE 22Ut

=<

RO
o

o

_Tllll.alll

"2Z AERL

off cHet A
goto] AHEXLZ

2|xtel £E8 7Is
(=13
=

& StLt O &t

OEs M= o agfe 2
tE olzfet 2| 2§ &5

2| X} AFE X}
2t A8 %

o
=

o|st
=

EXt7t Grid Manager®ll 21

X g olig 2 F0| £t A

=
o

L|C}. O

FL|CE

o3
[ |

* Grid Manager0f| £

* CHAIEE H7|

* == H0[X|E LTt

SLE>EL

=
=

|E EEEX]

o:E

T S oA L2 EI[EIAA AAEH)

-

104

LIt

=
=

oE

2] Ho| X[ £

-4 3 /A #

ol

=

2 E o A

T= =

FLIC.

preie)
[=R=

FAMAE H|

e

ofl

E =N

otz|
=0

2 7IX| 12 L0{Of Silence, B0

t

of gt

L
—

£ HMSELICh ArEXL

<l

PRI AL Al2EH)

2} 3
21

ot
=20

IS5t 0|of| CH

gol

EIHAl A AENS

3l o
off &t
Cr.

Aot 2Eslof Lt

15t LS =elste{H of

SLEHE

=
=

AR JE|E EEZX]

10



J2|e EEZX| H|O|X] 4

o

| Zets Sl TS Hlw M0l HHAE 5~ ASLICH

—_

* X g 222 EEZX] * o HO|X|0|M AHEE & U= 7 H.

**E** OJMIE * ROjA] O[HIE FHRE * YIS XAFRILICY,

J|Et 28|E A

0f

&

o2 7t 22|= 7 M0l st AMAE HS LT

—_

() olzygt 7t g8 Beiw Dels £Z2X) Ho|x| T4 HEHE U0{of BLIC

2E * EIAHA AI2E>):
o WA LE
° EIAA OlH|E EH
*ILM *:
° AER[X[ E

- B3 53

R ERD M

Ade

* A A

0> oM
IJ:

.I.
0

>(-

o*?_
° HAl ZM

o JB|IE Z

I'_.>1

o AEZ|X| M
M ELEHYE
° O|HIE
APN L2 I

o AutoSupport
HEHE AHE

0| 32 * Tenants * * * Tenant Accounts * H|O| X|0f| CHet BMAZ FM|ZEtL|CE.

iz
o
mjo

@ Grid Management API {7 1({ O] & AL E[X| @t2)0l| M= O] HetS AHEsto] HIHE O
22|51, Swift 22Xt Y= E M-S D, FE ALEXT S3 HM|A F|E 2t2[SL|Ct

MAE MSstEZ HIAES| 2Z R E ALEX}0] Chet

BT - 2E ofe WE - SN B 4

_?_
00
Ral

i 1
=
2
ok
40
30
o>
-
Iul
o
r
rot o
=)
£Q _|=

11



© EH|9l 0]
° MH| QIS M *
o x 1M x o+ QIL|E{E *:
o IJ:II-M-*
o x JIM * x QM| A KO *:
o J2|E ¢
¢ *QX|HS r*x QX|H2 EfAT *
o AMH|A Sf{F|

b

Jiot

o
-2
CrRABA T HEYD .
* DNS At *

° J2|E HEYA*
° NTP At *
" RX|ESr AAE>
° 2ol
° =57 7|
° 2ZEL0| AE0|E
. *XI_OI:J**%*:
° 23

* FXI e Heto] gl

rr

MEXE BEIL BAIE HO|XIE 2 ++= UAX[T HYS = YSLIT

HE2 7z

O Mot * X[ ** =7 * | E2] * I|0| X|of| CHot HMAE HSELICE. Of ;‘43._8 EESt Grid Management API2| *
Metrics * MM E ALE5H0] HEH Prometheus HE 2] %HEIOH CHSH M| A S R|ZSH|C},

Of Mot2 CHE * ILM * Hlw S0]| Cieh MM A S HS et

12



o * KKH *
o
o * Xlo—:ll *
@ ILM*** AEZE|X| & * 3 * LM ** AEE|X| S& * 0+ SM0f| gt BMA=CHE J2|E 14 9
J2|E EZZX| 10| X]| -_r“g Hotol| 25l H|o{ELCt.

JHH| HIEIH|O[E] =2

Of 2ot * ILM * * ZHA| HELCOlE] Z=3| * Ol ZMof| CHet HMAS HS et

AE2|X] O{S2t0[AA 2|t

o| #ot2 Oz|E 2E|XtE Sl AEE|X| 0{Z2I0| A AN M E-Series SANtricity System Managerdi| CHet HMHA S
HlZe|ct
AM2 Aot M A DE 7Ho| A X2

= Hotof s JF2| AWMA HE MF2 ALEX7I HEE HESHD M2 a8 = UK = 2 A8t
7|58t E 5+ A=K HEE 2FY '-Ilif Mﬁxﬁf oz J80l ol A0 ZE IO * 7| Mg * o= ANE ER
AR MEHEl RE AH 5l 7|50|| Chet 97| HE AMA Hots ZA| EL|CH

Grid Management APIO| A 7|5 H|ZA S}

J2|= 22| APIE AR50 StorageGRID A|AEIS EX 7|5

-
p— O
HISHABHE| B ST 7|t IR SHlS SaE 4 9l

o] Zteoi| CHaH

HIZdstE 7|5 AIA”RIE AHESHH StorageGRID A ARIO] EH 7|50 AMASHK] ZoHA| & & JAELICHL RE
HMA HTHO| U= BEIX IF0H| £3 FE ALSXILE ALEXI7L OHC* 7152 MB8Y =+ QLS St RS HHE
7158 Hlgdelsts A LIEf.

0| 7|50| OfEH| RE%tX| O[sist2{H Lt AlLI2Z|RE nEfs BEHA.

_Company A= HIFE AN S M50 StorageGRID A|AEIS] AEZ|X| &2 QCHst= AMH|A SFXILICE
S|AAE 2AXIXIO| K| HotE E5ot| 2ot AEO| HiEE = XpAo| 20| HIHE AH™Ho| HNAL £ GEZ

ot ghc. _

_SIALAE JI2|E 22| APIOIA| 715 BIZASH AIAHS AFBSH0] 0| SES YA 4 YL J2|E BRI X
API BE)0A * EIHIE 2E ot $17 * 7|52 25| HIEHBORM A AL RE HA|A H3t0] A IS0
251 2E ARX U SE ARXE TEst H2AR NS HHE AR 2E ASA it oS HAT 4

YEE & 4 UBLICH

HIZ-gotE DX E ChAl ZgstetLict

J|2MOE 2= 2| APIE AESI0] HIZM3tE 7|58 ChA| 2dstet o~ JQELICH J2{Lt H|ZHASHEl T Tt CHA|
SHMSE|X| =2 St2{™ * activateFeatures * 7|5 I}X H|ZtMstsE & QAL T}

activateFeatures * 7|52 CtA| 283tet 4= ¢l
(D cE=Erise o gasi £ 9l Jlso|
Xl £ Aol ZofsHof gLic

13



KtMISH L2 S3 E= Swift 22t0|HE 0fZ2|H| 0| 718 X|HS HZSHAL.
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1. Grid Management APIO| CH$t Swagger 2 A0 A M| ABIL|CE,
2. 7|5 g3t E™g #5L
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3. HHE RE 5 HE * 1t 22 7|52 2436tz CH3at 20| APIZ 222 EHLCt
{ "grid": {"changeTenantRootPassword": true} }
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{ "grid": null }

0| 2F0| AZE|HEHHE FE Az HE 7|52 Zelet 2E 7|s50| CHA| 2ot LTt O|H| AL XL
QAEHO| A HHE RE &t HE ZHa| Het0] EAZ|H, AEXH FE AMA E=HHE FE A HE
e HeH0| A= FR HHES FE %5 HFSH L A|=dt= ZE API 2H0| “%%“—IEF.

0| of|oi M= _ALL_DEACTED I|X{7} X HStELICE HIgMotEl &E=2 |X|=0{0F = CHE
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Root Password 7|52 CtA| 23510 Alarm Acknowledgement 7| s2 A& HIZ M otstz{™
CHS Put 282 =Y '—Ilif

{ "grid": { "alarmAcknowledgment": true } }

admin 152 &0 25D HZE Hots HEAY £+ JAFLICHL 22 ALK 252 22 HA| 0| HHO|EY
A QlAL|CH

T MH

LRt 2

1€ AE5t0] Grid Manager0ll 2392lsH0f BfL|Ct,
* EX HMA AHTHO| QL0jOF BHLCE.

ChA|
1. Configuration * * * Access Control * * Admin Groups * & ME{BtL|C}.

2. 1ES MeBiLict

—

14


https://docs.netapp.com/ko-kr/storagegrid-115/admin/using-grid-management-api.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/using-grid-management-api.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/using-grid-management-api.html

A A=ofl 2071 O] &of &=0| ZetEl < 2t H|Oo[X[of o Hoj| HEA|E|= & =5 XEE + ASLICE I LS
HetRXo #7| 7|52 AE3I0 oixi EAlE oM EF g=S MY & ASLICH

()  NEIolel a8 23 9l 9 280l - 27| 18+ O wE P2 ABTIE Hatd
TE MF U 750l it 97| B8 AMA HBHS 2 ELict

6. oo w2} 1§ #ets FIHStALE ®MAHELICt

AAERIOM OES Aot OF 2 E 2= #ots M st H 22X 2§S MY + AELICH admin 2&S
AFSHHE DM 2 admin AFEXEZE A E| X2 admin AFEAHE ATH|EIX] & LT
Lot A

Of ZFHofl 3

x|
JES MAstH CH2 OE0f 2ol Aets RFostX| gh= ot sie JF0l YEE AH8Xt= 2| = 2E|Xtof CHet 2E
HMA HTHS AA ELICH
ChA|

1. Configuration * * * Access Control * * Admin Groups * S ME{S}L|Ct

2. 15 0|58 MEgL|Ct.

glo

AA=ofl 2071 o] &of &=0| ZetEl <2 2t H|Oo[X[of o Hoj| BEA|Z|l= A =5 XEE + ASLICE 23 Cf
HateX 9| 7| 715S AESH0 oixll EAIE WM £ SFS MY + ASLIC

3. MAH * & MEfSL|Ct,

4. OK * & MegfL|Ct.



EZ AEXt 2

2E ANEAE S0 2 22X I F00| 2o of2{st ALERIIE UM AT = = 2=
HE|XF 752 2EE + UL
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1. Configuration * > * Access Control * > * Admin Users * & MEiBIL|C}.
2. Create * £ S&/gfL|C}.

3. AFEXIS| HA| 0|, 1R 0|8 U 2= E UHPLICL
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1. Configuration * > * Access Control * > * Admin Users * S ME{SIL|CT,

2. ™MEISt AI2XIE MEHSELICE,
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3. B * g 2YBpLct

4. WO met 0| £ I8 TS WL

5. ME{XOZ ALSXIZE N AU YAHOZ HNASHK L7 51213 * HN|A HE * S MeyBH|Ct,

6. X% * 2 2BLICt

CHZ Mol AFEXA7F 20FRSH LhE O2| = 22| Kol ChA| 20l o A &F0| HEELIC)

22 MEX AEE HAots SILICH
T 0|4 Grid Manager®ll %M A% WR7t o= 22 ALBRtY AHE AXE 4 U&LICE
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1. Configuration * > * Access Control * > * Admin Users * & ME{BtL|C},

2. Al-xﬂol- E;—I A|.Q_x|.E A-|E '6.;|I-|_||:|-.

Al AE0]| 2074 Ol 42| &=0| ZetEl F2 2} H|o|X[of o tHofl EA|Z= & 5 X|HY - ASLICHL I TS
HetXo #7| 7|52 AE3I0 oixi EAlE oM EF g=S MY = ASLICH

24 AEX gz HE
Z# AMEXH= Grid Manager B 2| * Change Password * 282 AR5t XtAlQ| oA S HAS

HE|XE AFSAE HO|X|Off MM AT 4~ A= AEXHE THE ZH AEAIS 2 E HEY

[gxte| ottt 4 9

o>

LICt S8 A= 2R ID #20M XHile] 22 S HFGHOF BfLICt.

1. Configuration * > * Access Control * > * Admin Users * & MEiB}L|CE,

2. AFZXE HO|X|Of| M AL XIS MEHSILICE

A A=ofl 2071 O] &of e=0| ZetEl < 2t H|Oo[X[of o Hoj| BEA|E|= & =2 XEE + ASLICEH I LIS
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StorageGRIDE SSO(Single Sign-On) AtE

StorageGRID A|AHEI2 SAML 2.0(Security Assertion Markup Language 2.0) BES
A3 SSO(Single Sign-On)E K| BtLICt SSO7 gMat=l AR B E A& Xt= Grid
Manager, Tenant Manager, Grid Management AP| EE= Tenant Management API0]|
AN ASE2| Hof| 215 ID SEXH0]| 2[5 1S5 =[0{0F °”—IEt 2Z A& XH= StorageGRIDO|

Z=IQlgh & gisLCt.

* "Single Sign-On2| &t & HHAl"
* "Single Sign-On AFE0|| CHSE 27 Afgt"
* "Single Sign-On 4"

Single Sign-On2| &t & HfAl

E M35

SSO(Single Sign-On)E & t7] M0l SSOE Ar2% il StorageGRID 2191 8! 70}
TEMNATHO{EA FES WX AESHIAR.

o

SSO7t &dstE|0f S wf ZaletL|ct
SSO7t &detk|0f U1 StorageGRIDO| 2Q151H Z%/9] SSO H|0|X|= 2|C|AME| XtH SHS HSELICE

CHA|
1. @ H2}2X0l| StorageGRID 22| =E2| Fatel =Ml 0|8 E= IP FA5 YT

StorageGRID 219! H[O|X| 7} LtE}EL|CE.

° O] E2tRX0| M URLO| X2 HMASH FL2 AE IDE Y= stets HAIX|Z7F EAIE LT

StorageGRID® Sign in

Account ID | 00000000000000000000

For Grnd Manager, leave this fisld blank.
NetApp

Sign in

° 0|0 Grid Manager SE&= Tenant Manager0| HAM|ASH A2, X2 A™ S MESIAHLL A™ IDE Y=dtet=
HIA|X| 7} LEEFEFLICE.

18



StorageG RID® Sign in

Recent | 53 tenant j

Account |ID  27469746059057031822
NetApp

For Grid Manager, leave this field blank.

Sign in

IHE A™o| A URL(Z, MHstEl =02l o]
@ StorageGRID 2121 H|O|X| 7t EA|E|X| &
= =

S L 1P F4 Fo| 25)2 Yo
(=]

LICt /?accountId=20-digit-account-id
)E SEIELICE tial 22| SSO 21QI HO|X|Z FA| 2|C|2AMEILICE 7|0l 3l HIO|X[=2
0|5g = JELICH SSO XH4 FHo= =QlgfL|Ct.

2. J2|E 2|t £ HEHE 22[Xtol| AMASX| HEE K[ ™HBL|Ch
° Grld Manager0i| M| ASH2™ Account ID 2EE H|®| 10 AF IDE * 0 * 2 LHSH7ALE, 22 A
£0| * Grid Manager * £ MEiBtL|CL.
° Tenant ManagerOfl M| ASHE{H 20XI2| HHE A|X IDE L2StAHLL |2 AHE S 20| LIEILH=E E
O|E2Z TenantS MEHEIL|CY.

(B = |
3. 210l g SaigLct

StorageGRIDZ} Z=%|2| SSO 21921 H|0|X| 2 2[C[2|MfL|Ct. o E ST ChSah ZELCt.

5ign in with your organizational account

someone@example.com

|:'ass-.1-|:nrd

4. SSO XA ZHOE ZaolgtL|C},

SSO %tZ ZHO| SHIE &2

Eo oT

a. IDP(ldentity Provider)= StorageGRIDU| ¢1&5 S&f

b. StorageGRIDE= Q& 2

22 BB
o. QEO| REEET M AHN|A 0| U= ST I 2 AL B

< Melist A|™of| 2} Grid Manager
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EE = Tenant Manager0fl 2 3Q1ElL|C},

S. Mttt ZR CHE 2| oo HAMASHHLE HEE Hoto| A= 2 J2|E H2|X} E= HEHE 22| X0

S$S07t gdatEl 2 Z0tR LIt

StorageGRIDO|| CHSH SSO7t &M3tEl 22 2012 mff 2hst= 22 2005t CiA 8! 20k 2|X(of| w2t

SfetELC

ChA|

1. AR QET|0| A QEZR AT DAME|0f = * 230t2 * A3 E HSLC

2. 21O0t2 * g S/t
StorageGRID 2191 H|O|X|7} LIEHEfL|CE %2 AE * EFCHRE * J2|E #E|XH* E= HEUE 0|ES
LSS & QOO EEEE LIE0f| O[22t ALSX} QIE{H|O| A0 HCH i EH| HMAS =~ UESLICE
of 230l A2... OllA 230t2stL|C}, OflA 2302 E[RAELICE....
StLt oAt 2| EoM O2|E  RE 2| 2| 2| HE|X} DE 2| LEo| J2|E #E|Xt
N
StLEOldkel 22| LEM HIHE HE 22| LB HIHE e[} DOE 2| LEo| HHE 22|kt
22| Xt
Grid Manager2t Tenant Manager 12|= 22| X} J2|E 22X} HE. SSOoAM
25 E0tRSHHH EH|HE 22| X0 A

Z0+26HOF BfLCt.

O] Holl= T HEtX MM E A8SH= %‘% 2I0r2g mf LMsH= S0 RUE(0] UESLICH o
@ HalX MMM StorageGRIDO| 21018t A RE HaIRK MMM HE 2 2 10F28}{0f

gLt

Single Sign-On AE0]| CHSE 2 AFgt

StorageGRID A|AEI0f| CHSH SSO(Single Sign-On)E &Astst7| THof| of MMl Q@3 AFS

o
HESHAA 2.
@ H|etEl Grid Manager = EHI'HE 2t2|XH ZEO| M= SSO(Single Sign-On)E AHEE &~ gi&LICL.
AFEXH7F SSO(Single Sign-On)Z QESHEE St2H 7|2 HTTPS ZE(443)2 AHESHOF gL|Ct.

A 27 Alet
SS09| ID 3=XKIDP)= CHE @+ AtetE SEH{0F 2hL(Ct.

* CI2 AD FS(Active Directory Federation Service) ™ & otLt:
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> AD FS 4.0, Windows Server 20160 Z&=|0f Q&L|CH
@ Windows Server 20160i|A] & AF2dHOF StL|CH "KB3201845 0| E"EE= 1 O AL,

> AD FS 3.0, Windows Server 2012 R2 i[O E O|Atd]| T[] QU&LILCE.
* TLS(M& AE EeH12E=13
* Microsoft .NET Framework HHX 3.5.1 0|4}

MH QASM 27 Atet

StorageGRID= 2 22| = E9| 22| °|E1111|0|* MH ASME A0 O2|E 2t2[At, BIHE 2t2|X, a2(E 2te
APl & Eﬂ"‘“E Zt2| API0|| CHot HMAS B SL|CH AD FSO|A StorageGRIDO| Ciet SSO 7|8t SAIKL ERAEE
T5t= B2 MH 2ASME AD FSOj| IZH3._F StorageGRID 20| it ME S M= ALt

22| AE{H[O| A0 TSt MEX} X|E AMH S ME OF2] EX[ohX| EATHH X5 EX[SHOF

—

SLICEH AFERL X[ MH
ABME AX|5IH 2= 22| =0 AF2E|H 2= StorageGRID AFE & EHAEQ ALY =

L|C}.

9
jy 00

ADFS 718 AT} AEION B2 2ol I M 9IS N8 Agste 212 Ams daL
() =oSotduetn 2ase M2 J|= A ISMZF YELICH 228 mSo 2aolsteH B
AD FSO| 7|8t ZhARRH A2IZ M QIS M2 IH|0| EHoF ghc

LEo HYF Mol 23015t 2 0| S50 22| =2 A QAB M| HMAL = JSLICH /var/local /mgmt-api
ClHE2|. ALK} X|H MH 2B A 2| 0|F0| X|HELICH custom-server.crt. EE2| 7|2 AH QIBAM 0|2
QL|Ct server.crt.

"HISHEH S E3F O A R|0{"

—

"Grid Manager %! HI'H E 22| Xtof| Ciot AFEXE X|H M QIS A 4"

Single Sign-On 74

SSO(Single Sign- On) P gdstEl 32 AH8RHE ZE0|M Feiet SSO 202 Z2MAE
Arg3st Xt4 3HOo| ¢l —?—OHDF Grid Manager, Tenant Manager, Grid Management

AP| EE= Tenant Management API0| M| ASH 4= QI&LICE
« TC20|M AFRXIZE 2018 4 QU=X| Selstic)

* "sandbox 2 E ALE"

* "AD FSOlIM 7|8t SALX} 22| S Mdeti|
* "ME[E 5 A= AL ME HAE

* "SSO(Single Sign-On) &AM 3}

* "SSO(Single Sign-On) H|ZtA 5}

* "stLtel 2| = =0f thsl SSO(Single Sign-On)E LA O E H|gt Mt 5l CHA| 23ttt

21


https://support.microsoft.com/en-us/help/3201845/cumulative-update-for-windows-10-version-1607-and-windows-server-2016
https://support.microsoft.com/en-us/help/3201845/cumulative-update-for-windows-10-version-1607-and-windows-server-2016
https://support.microsoft.com/en-us/help/3201845/cumulative-update-for-windows-10-version-1607-and-windows-server-2016
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html

HC{2{|0| M AFRX}ZF 23918 & Q=] 2ol

SSO(Single Sign-On)E &35 f7| Hoj| StLt o|&e] &gt AFE XL Grid ManagerOf|
2215t 7|E HHE AHo| cHst HIHE te|Xtof| 2a2lg &~ Q=X| 2elsHof gfL|Ct.

—

* E3} ID 222 Active DirectoryS A23t1 ID 22Xt2 AD FSE A6t USLICEH

"Single Sign-On AFE0f| CHot 27 Atgt

i
1. 7% HIUE ARl i 29 S HIUET} XS] ID A4S ALBSIR K| $HEX| Holgt|ch
SSOE ZAsfel BIUE Ba|xjo| TAE ID 227 12| Halxjol TAE D 220 o
(D) MEOIELICE BIHED] ID 220 43k SRS Grid Manager ID £ ol Aol 90 o

04 2IQI% 4 gALICH

a. Z} HHE A|™ HIHE 2t2|Xt0f 22

FQ

gfLCt,

b. Hi|A Hof * > * D HC{2f|o]d * S MEHSL|CE

C. ID HICI20]M AL * 2folzto| MEAE|X| Qt=X| SQIBtLICH,
d. 0] Z2 o] E|AE Aol ALR Fol BE E¢ 2F0| Of 0|4 LR 4SX| Folstn stolate] Metg

-’F—l*of_’ * Save * £ 2=gfLICL.
2. £t AL X7t Grid Managerdl| M| AT 4= QUEX] =olgtL|Ct,

a. Grid ManagerOll A * 314 * > * AN A Ko *>* 22| AF* S

=
b. Active Directory ID 22A0M 8Lt O|&fe] ST AFS 711 FE MAA ASH0| DHEIJU=X] 2HelgfL|Ct.

C. 20t efLCt.
d. 8¢ 1F2 AI8XtZ 12|E 2t2|Xtofl CHA] 2a0leh 4 U=X| =QlstLCt,

—_

3. 7|2 HIHE AFHo| U= 2R FE AM|A Hoto| QU= HIE20|M ALXIZE 2T01g 4~ A=X| =QlsfL|Ct.

a. Grid Managerd|A] * Tenants * & ME{BtL|CE.

b. HIHE A™S MEstn * AY HY * 2 SaleLct
C. [1F ID &4 AME] * 2felzts MESt Z MXtol MEtS F A5t [KE]E S2YLIC

22



Edit Tenant Account

Tenant Details
Display Mame 53 tenant account
Uses Own ldentity Source [
Allow Platform Services |

Storage Quota (optional) GB -

HIEE AE HO|X[7} LIEFELICE.

a. HHE AES destn » 2701+ S ST LIS HIHE AYo| 22 FE AIEXt= 2IQIFL(C.

b. HIHAE Zt2[XI0 M * HMA HOf *>* OF * 2 S2ledLct.

C. Grid Manager0f|l A StLt 0| 42| S8 J1F0l| 0] B A E0i| Chiet RE MM A oto] HHEU=X] =teletLCt.
d. 20rRgfLCt,

e. S 1EC ASXIE HIHAE CiA| 208 5= A=X] SHltL|ct.

oA Fe

"Single Sign-On ALE0]| CHot @ Atgl

sandbox ZE Al

StorageGRID A2 X}0]f| CHSH SSO(Single Sign-On)E M E5t7| M| MEEIA IEZS
AH2380] AD FS(Active Directory Federation Services) 7|8t GAIXF ER{AES 1M 3!
HIAEE & JASLICL SSOE A= E Mot = MEHIA DES CHA| 2431610 MER
MElg £ Ue 7|18 Y 7|EQ EBAEE #HSIALLHAEY £ JELICE sandbox 2EEE
CHA| 2 3l51H StorageGRID AFEX}0]| CHaH SSOZF LAIM O = H|gdstEL|CE.

o] Ztedoi| CHaH
SSO7t &-dstE|0] A0 ALEXI7L 2E|Xt = =0f 2215 A|=5HH StorageGRID:= AD FSOi| 215 @ES HHL|CH
O CHS AD FS&E 215 @82 M3M=X| EE LEHLE 215 2 StorageGRIDE CHA| ERLICH QK0
M3 H AF2XI2| UUID(Universally Unique Identifier)7t S &Hofl ZetElL|Ct


https://docs.netapp.com/ko-kr/storagegrid-115/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/tenant/index.html

StorageGRID(AMH|A 23Xt 8 AD FS(ID 22XH)7t ALKt 215 QX 0f CHal QHHBHH EAE 4~ QT2 o}
StorageGRIDOIM EH HF S 750k SfLICH O™ CH2 AD FSE A83H0 2= 22| = =0] Chgh M2g = =
Al EB{AEES 0HE0{0F EHL|C}, OHX|2 O 2 StorageGRIDZ E0t7tA SSOE &4 s}sl{of BhL|Ct.

sandbox ZEE ALE35IH SSOE E4stst7| Tof| O] MMM THS ZHHSHA| g5t n BE BHS HAEY
ol&L|Ct
M- .

sandbox EEE AtE3t= 20| EX|Tt HtEA| TRt 242 OFELICL StorageGRIDU|A SSOE
TA5t 2= AD FS 7|4t %*MIP EPAEES MAMSHZH|7} 5|9 O™ st 2t 22| L =of| Chsl SSO U
@ Chl 270H2(SLO) ZZNAE EHAES ’1'97f & LICt * Enabled * £ 2&!6t1 StorageGRID
M2 Y= CHS AD FSQ| Z 2t 22| =of chgh ME(E & = e EE1¢E £ MM3t 1S * Save
* & 2250 SSOE gMstetL|ct.
CHA|

1. Configuration * * * Access Control * * Single Sign-On * 2 MEHBIL|C}.
Chd AFRl2 MO X| 7} LIELt D * H| gt et * S40| MEHEIL|CH

Single Sign-on

You can enable single sign-on (S30) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start, enable identity federation
and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for any existing tenant accounts. MNext,
select Sandbox Mode to configure, save, and then test your S50 seftings. After verifying the connections, select Enabled and click Save to start using S50.
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Single Sign-on

You can enable single sign-on (350) if you want an external identity provider (1dP) to autharize all user access to StorageGRID. To start, enable
identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for

any existing tenant accounts. Mext, select Sandbox Mode to configure, save, and then test your 330 settings. After verifying the connections,
select Enabled and click Save to start using S350.

S50 Status " Disabled & Sandbox Mode " Enabled

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S30) and
single logout (SLO} are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

2. Go to your identity provider's sign-on page: https://ad2016.saml_sgws/adfs/Is/idpinitiatedsignon_htm

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of 330 for StorageGRID,
change the SSO Status to Enabled, and click Save.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin MNode, using the relying party identifier(s) shown below.

G. 5o to your identity provider's sign-on page: https:.-’.fadEU1E.saml.sgws.-’aclfs.flsfiu:lpinitiatedsignnn.htm>

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise. an error message is displayed.

When you have confirmed SSO for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the S50 Status to Enabled, and click Save.
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4. SSOE AHE510] StorageGRIDO| 23918t 4= U=X| =tolstH ™ * CHZ AIO|E F Lol 210l * 2 MEfSHD
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You are not signed in.

T Sign in to this site.
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° 8SO 21921 3l 2102 %0| Y 3stH S HIAIX| 7} LIEHELCE
+" S5ingle sign-on authentication and logout test completed successfully.

° SSO EH0| MufstH 2F HA|X| 7} LIEHHLICH EX|E sHZstn B2t TI|E AfX|st = CHA|
A ZSHAA 2.

6. O™ HHAIS HH=3t0] CHE 22| 20 2018 4= AU=X| goletL|ct.

SSO(Single Sign-On) &-43}
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e

* ID 220 M Lt Ol SE OAFS 7IHR 1 O 50 2 El FE AMM|A 2| Hots JH4t0f gfL|Ct. St
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UAEX| 2lstiof L|Ct.
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1. Configuration * * * Access Control * * Single Sign-On * 2 ME{BtL|CT,
£hel Atel2 M|O|X| 7} * Sandbox B2 E * 7t MEHEI AEZ LIEFLL|C.

2. SSO MEHZ * Enabled * 2 HZASIL|LC}.

B30 HAIX|Zt LEEFELICE.
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A Warning

Enable single sign-on

After you enable S50, no local users—including the root user—will be able to sign in to the Grid
Manager, the Tenant Manager, the Grid Management AP, or the Tenant Management APl

Before proceeding, confirm the following:

# YYou have imported at least one federated group from the identity source and assigned Root
Access management permissions to the group. You must confirm that at least one
federated user has oot Access permission to the Grid Manager and to the Tenant Manager
for any existing tenant accounts.

* You have tested all relying party trusts using sandbox mode.

Are you sure you want to enable single sign-on?

=1

4. A7

Ml

HEStD * OK * & 22/elL|C

O|X| SSO(Single Sign-On)7t M 3tEIL|CE.

DE AHEXb= SSOE AH23H0 Grid Manager, Tenant Manager, Grid Management API %
@ Tenant Management API0]| M| ABHOF BHLICE 22 AL XK= O 0|4 StorageGRIDO|| HAM| A gt
+ &LICH

SSO(Single Sign-On) H|&As}

0] 7|52 O O|& ARSI ko™ SSO(Single Sign-On)E AESHX| U= MAHT 4
U&LICEH ID HEa|0| M H|E A 36t H HA SSO(Single Sign-On)E HI% 2 5f{of
efLCt.

A

1. Configuration * * * Access Control * * Single Sign-On * & ME4StL|LCT,

Thed Atel2 | O X[} LtEFELICE.

2 MEXL 2ZO0E = AZE HEHH= B3 HAIX[Z} LHEFE LT,



A Warning

Disable single sign-on

After you disable S30 or switch to sandbox mode, local users will be able to sign in. Are you sure

wou want to proceed?
o
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Client Certificates

You can upload or generate cne or more client cerdificates to allow Storage GRID to authenticate external client access.

I+ Add | ra Edit | ® Remove |
Name Allow Prometheus Expiration Date

Mo client certificates configured

2. £7}+ 2 MegiLICt,

ASM L2 H|O|X| 7t LIEFELICY,

Upload Certificate

MName @

Allow Prometheus @ [

Certificate Details

Upload the public key for the client cedificate.

Upload Client Certificate ‘ ‘ Generate Client Certificate
3. 2IZ M2 0|2 1XI0lIA 32K} AtO| 2 L Ct.
4. Q5 TL|EE =7 E AH2510] Prometheus HIEZI0O| AN ASIZ{H * Prometheus * 618 &QlztE MEfSL|C
5. Q5 YRE i MY
a. QIZME HUEESHHH Q2 O|sELICH 7.
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Upload Certificate

Mame & test-cedificate-upload

Allow Prometheus @ [

Certificate Details

Upload the public key for the client cerificate.

Upload Client Certificate ‘ | Generate Client Cerificate

Uploaded file name:  client (1).crt

Cerfificate metadata & Subject DN: /C=USiST=Califomia/L=Sunnyvale/O=Example Co/OU=IT/CN="*53 exa

mple.com
Serial Number: 0D:0E:FC:16:75:B8:BE:3ETD:4T:4D:05:49:08:F3:7B:E8:4A:71.90
Issuer DN: /C=US/ST=California/L=Sunnyvale/C=Example Co/OU=ITICN=*53 exa
mple.com
Issued On: 2020-06-19T22:11:56.0002
Expires On: 2021-06-19T22:11:56.0002
SHA-1 Fingerprint: 13:AADG:06:2B:90:FEB7.7BEB: 1A 83.BE C3:62:30:B7 AGET:FO
SHA-256 Fingerprint: 5C. 290668 CF.81.:50.B8.4F A9 56 FT AT AB3C 36 FAZDEBT 32.A4:.CH;
T4:852CBD:EG.67:37.C3AC 60

Certificate PEM €

Copy cerificate to clipboard ‘
=
a. SEHELE S M AL+ & MEiStD 28 DLIEHE =70 IZME 20 &L
b. HE TS ALE3IK] 71l 7|E SAMSHY 2| ZLEE =70 20 &Lt
C. 215 ME Grid ManagerOf| X{Zrst2{H * M * 2 MEfBtL|CL,
ASME M5t H
a. 22/0|E QISA M * S MeBiLICH
b. 2t2|X} =] £H|Ql 0|F E= IP FAE LHHLICH
c. MEHXMO=Z DN(1IR O|§)0I2t1E 3h= X.509 MI=2 YHSIH ABME AR HEXIE AlHeL(Ct
d. piot= 22 BN RS Y 5 MEELICL 7|23t2 7302 L|Ct
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€. Generate * £ ME{SIL|C}.
OIZ M H|EIH|O|E] * * Q1B A PEM * 8! * IS A JHQI 7| * LT} xHIELICE

Upload Certificate
Namz & tast-cetificste-genarats

Allow Frometheus @

Certificate Details

Upload the publickey for the client cedificate.

Uplosd Client Certificate

| Genarstz Clignt Cedificate

Certificate metadats €l Subject DN: /Ch=tastcom
Serial Number: 0B:F2:FB:78:B2:13:E4.DF :54:83:30:35:58:8F: 2A4:03:53: BO:EZ:0
A
Issuer DN: /Ch=tast.com
Issued On: 2020-11-20TZ22:44:45 0002
Expires On:-2022-11-20T22:44:48 000Z
SHA-1 Fingerprint: 8E:08:8C:F8:3E:20:88;E4:C8:42:52:5F: 32, TE:ET83:808:88:F3:3
5]
SHA-256 Fingerprint: 72:02:51:82:ED:D3:8%:AD: 7B B8 4C:AF AE:34:78:B8:42.FE:OD:
EF:73:C0:A4:08:C2;EB:85,84.C2:04:TABD

Casificate FEM &

MITTysCrAEOgtwIBAgTTICE S Tdr ITSRGUgs 01 VmB A i 0w dgow DY TR0 E ThocRAGEL
BOAwEsERHABCR I TE Sww TG VadCs T Ea OwHh oM G 2 kT QRO W oS Tl Tw
M3 I0RDCEW A THB Ew D Y DU OO DDA O S XN I =BT CCA S Tw DO Y JRoZ ThecFAJEREQAD
goEEADCCEDeCggEBAR O 24 S 2 FrCuBb2 M cidf /c TeExLeBEmt 4+ I
RKgHEZIBEYI0N/ Vo720 2mNEE vBwk yOT X SC0E Invr 0 STBLaIR b =T oo Taly
De=EFRYz400zxinEd/ {FANSEcERET AT SO0 CudE e OV Ve S3oHnjBmda
IOV L eIV kTEBSCEEy TP el i aL TN IO s o P v BVEBOXBRCp 40T TOba T2 £8Kg5ra
FECCG oL s = lasLOdDT i Zg g0 Up E T3 Coh Ixtn S0 TH EERETwVsDRgb w52 EETEM
lpEGmuo faWHdbpl i el ol Ve Fhghabl sx Wi w5 SO AwE A2 oM METWEw Y DOVR QR B e

Copy cerificate to dipboard

Certificate grivate kay @ | =" BEGIN ‘RI: FRIVATE FEY---—— "~
HITEpOIBARKCAOEAr TZ0H2bHak =0 a0 Bk y My T 1/ + 1w zEn0EabE T LB FO2ENC /Bl =
2dnaUHIghCEeq jvE1Ha Y 0o THOTJBO0E ISk 1 6+ AIME- ShZ O+ ExOEwigz R2VWOT T
CwE 2P PO er FOF4BETr NI Bk ix VT S I TOMa 71 J s REASTOPH I IDVPI RyaeEY San
TR g TR P I Eu T T8 Sogylw oM VDOgR /A DUHTEEcKngP=THto L2/ 0 2Ems T8
R5Cg=2i2xcdriaTgPulfimoN oS h3kTnew EiHEHI £ wxakpSiERNOMgDm/ oY/ xQEx®
FwEZEERSpESluks k2 kM I3 VRONGCEaT 0DPE3 vy ORI DR QAR c TR FENEY4pEQ0Hans
ZuPLEDe dyHMTwg/ S0+ Rdmrodg B S xREGD ek IR1EDGHHThY r Edon EXHO+-ACTYAC/
HEIQET%DVpwES Spublsri¥ Jare rEnp B SMgH Y BTG S¥ub 32 JagsD
M YIRFBRIvART £2 r 2x XV Y3 b0 2R P rona ¥ g 1 Lot 5Y (RT3 = 05 InaTrme Tdm2 YHEER

Adlvaon

Copy private key to cipboard

A ou will not be able to view the cedificate private key aftes you close this dialog. To save the keys for future reference, copy and paste the values to
anather locstion
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