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Single Sign-on

You can enable single sign-on (S30) if you want an external identity provider (1dP) to authorize all user access to StorageGRID. To start, enable identity federation
and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for any existing tenant accounts. Mext,
select Sandbox Mode to configure, save, and then test your S50 settings. After verifying the connections, select Enabled and click Save to start using S50,
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Single Sign-on

You can enable single sign-on (350) if you want an external identity provider (1dP) to autharize all user access to StorageGRID. To start, enable
identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant Manager for

any existing tenant accounts. Mext, select Sandbox Mode to configure, save, and then test your 330 settings. After verifying the connections,
select Enabled and click Save to start using S350.

S50 Status " Disabled & Sandbox Mode " Enabled

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (S30) and
single logout (SLO} are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

2. Go to your identity provider's sign-on page: https://ad2016.saml_sgws/adfs/Is/idpinitiatedsignon_htm

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of 330 for StorageGRID,
change the SSO Status to Enabled, and click Save.
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A Warning

Enable single sign-on

After you enable S50, no local users—including the root user—will be able to sign in to the Grid
Manager, the Tenant Manager, the Grid Management AP, or the Tenant Management APl

Before proceeding, confirm the following:

# YYou have imported at least one federated group from the identity source and assigned Root
Access management permissions to the group. You must confirm that at least one
federated user has oot Access permission to the Grid Manager and to the Tenant Manager
for any existing tenant accounts.

* You have tested all relying party trusts using sandbox mode.

Are you sure you want to enable single sign-on?

=1

4. A7

Ml

HESID * OK * & 22/elL|C

O|X| SSO(Single Sign-On)7t M 3tEIL|CE.
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UELICE ID M0 M2 H|gM3tstz{™ HXA SSO(Single Sign-On)E H|ZH A SHsHOL
2=y

A

2 AMEXIF 2OQ0E £~ ASS UEHHE B3 HAIX| 7t LIEFELICE,
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A Warning

Disable single sign-on

After you disable S30 or switch to sandbox mode, local users will be able to sign in. Are you sure

wou want to proceed?
o

e
Jlot

ol * 8 S2gLiC,

CtS0l| StorageGRIDO| 23218t i StorageGRID 2121 H|O|X|7} LiEtLtT 2 = E3F StorageGRID
ARt AFEXt 0|2 S E A6l oF BHLICE

StLbe| 22| =0 CHslf SSO(Single Sign-On)E YA|H Q2 H|gds 9l Cf

>
Mot
0>-
E
-
il

SSO(Single Sign-On) A|AEIO| CHRE[M Grid Managerdll 2 3016HK| 2 4= JEL|CE. O]
4% of 22| 20| CHoH SSOE LA O = H|g Mot 8 CHA| 2tdetet &~ JEL|CH SSOE
ALK = E AT CHZ CHA| *f%ﬁEg A5 Eo HF Aoj| HAM[AsHOF ghL|Ct,

EF HM2 2eto] A0{OF FHLCE.

* o 7t YO{OF BfLIC} Passwords. txt IFY.

ot 2| - =of cis SSOE HIgMattt = T2|E 22X 2EH RFE MEXIE 2301 4~ UELICE StorageGRID

T™ Mg

AAHS HESI{MH 21028 SA| LEo| HE MS Afaaoq 22Xt - E0[M SSOE CHA| M 3tsH{of BiLICt.

=

2| L E0f| Cislf SSOE HIgd3sie O2|=2| CHE 22| =0 Ciet SSO AHoll= g2 FX
| f Grid Manager®| Single Sign-On H|0|X|0]| Rl= * Enable SSO * (SSO * &43}) gfolzt2
MEiE ol on, 7|E SSO dH™2 25 YUH|0|ESHX| gb= of RX|ELICH

rx §2 rot

2
=
El

—|

Hn
Im
HU
HU
|
ro
ot
g
|H
!
|H
Im
N
=2
>
rE

ZELCs & eS|t 4.

—

17



EEMRY

i

2| =202t HEEICHE HIAIX[ZF EAIELICH
3. SSOE H|gdstetx| goletL|ct.

L E0f| A SSO(Single Sign-On)7t H|ZMote|ACH= HIA|X|7F EA|EILICE

o

4. @ HElRXol|M ST 22| =] TJ2|E 2t2|Xtof| M| ATt Ct.

—

r

O|A| SSO7} H|ZMSI=E|0 Grid Manager 2191 H[O|X| 7} EA|ElL|C},
5. A8X} 0| RES EH RE AMEX 4= E A0 2QIgL|CE

6. SSO 72 +Tulof StEE SSOE LAN = H |ttt -

o
*
o
x
2
et
C
n

a. Configuration * * * Access Control * * Single Sign-

b. R El = 2elE SSO HH g HARLIC

Thd AtRI2 O X[of| M * MF * & S=IstH HA| J2|=0f gk SSO7t A2

7. CHE O/ 2 QIsl 2= 22| Kol A M| ALHOF 17| 20| SSOE LAIH L2 H|gdst

o
el3
°
mot

Jal
1%
2
rr

Jal

Q
mjo
Ha
4n
4>
o

9'_}
r
il

SSOE &deteX| =teletL|Ct,
=20l M Single Sign-On0| BHE|ASS LIEHH = HIAIX|Z7F EAIELICE

o O2|E LEE MEESILICH reboot

8. @ HalRXo|M ST 22| =0 22| = 22| Xtof] HMATHLICH

9. StorageGRID 219! H|O|X|7} LtEILLD O2|= 22| Xtof| HM|ASHAH SSO XA

—

"Single Sign-On 74"

18

2 CHA| E4stEL .

o
o

-
s

o
?:):'_I_



4=

M =

Copyright © 2025 NetApp, Inc. All Rights Reserved. O|=30|A Q12 E 2 EA2| oot HEE HEH ARXL
A MH 521 glo|= ofet HAO|Lt EHFAL =2, =% EE= MX AM A|AH0| XMESH= AS HIZet 2T,

AN = 7|AN o2 SXE o~ glEL Ch

NetAppO| MZH# S 7HE Xt=0f| A= 2ZELY|0{0f|i= of2Q] 20| M AL nX|ALeto] X ZEL|C}.

=5, Ho|E &4, 0] &4, Y Sths Ze5t0](010f I X| §4F), Of ALE 0] A= Qlol| LMd}=

I
2= A o 71 A3, QU Sof, UM Ao, ZuHH AdHo] Lo chotod 1 2 0|9, MIE, Ao}
O, {243t Mol S Bel(DhAl i JX| %2 F2)2t 2210] Ofm{Et MUT X|X| oD, 0fet 22 Ao
24 7Hs 0| SX|EIUCH SHEFE ORI pRILIc

NetApp2 & A0 2 E MZFS ANEX o2 glo] HEY AHE|E EFELICE NetApp2 NetApp2| HAE Q!
MH So|E &2 ZRE HMestn & 2M0 2EE HFS A5t 2dst= ofiet ZH|0l| = MRS X|X| 5LICt.
= HEZQ A = F0i2 B2 NetAppOliA= Ot ESH, S HH = 7|6 XA T LHH0| HEE|= 2to| AT
HSotXA| gdELItt.

= B0 2FE HMF2 oLt ol g2l 0= 59, otie 5] L= £ ¢l 5512 2 UL

HMgtd M| EAl: HE0| o5t AP, EX| E£= S7H0ll= DFARS 252.227-7013(2014'F 28) 8! FAR 52.227-
19(2007' 12&)2| 7|= H|O|H-H| 4 HA S=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE HMptAtEto] MEEL|CE.

of7|off & E HO|EH= AU ME W/EE 4YUE AH|A(FAR 2.1010] H2|)ofl sH=HSHH NetApp, Inc.2l 5
RHAtIL|CE & A2k 2l HS &= 25 NetApp 7|2 CIO|EH X ZEEH AZEY s 2EMOZ MAHE0|H 710l
HI200 2 JNUE|RELICEH O|= M2 = HIO|E 7t M3E 0= Alefa 2tsto] sHEh Al2kS XSt o2t HI0|E ol
CHot M MAXMOE HISHHO0| I e 4 QoM THAHE0| E7t56HH F& S7Hst 2to| A E HgtMo=
ZHELICE o47]0f] IS E BRE M 2lSt NetApp, Inc.2| AP M S01 ¢10|= O] HIO|HE AHE, 37H, M4t +H,
28 e FA|E & QIELICE 0|2 22U Cist M5 20| MlA = DFARS 8t 252.227-7015(b)(2014E 2€)0]|
HA|El Ao 2 F|SHEIL|CH

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| L} El Ot3= NetApp, Inc.2| HEL|CtH 7|EF S|AF S

HE OIE2 SiE 27X dHY 4= ASLIC.

19


http://www.netapp.com/TM

	StorageGRID용 SSO(Single Sign-On) 사용 : StorageGRID
	목차
	StorageGRID용 SSO(Single Sign-On) 사용
	Single Sign-On의 작동 방식
	SSO가 활성화되어 있을 때 로그인합니다
	SSO가 활성화된 경우 로그아웃합니다

	Single Sign-On 사용에 대한 요구 사항
	ID 공급자 요구 사항
	서버 인증서 요구 사항

	Single Sign-On 구성
	페더레이션 사용자가 로그인할 수 있는지 확인합니다
	sandbox 모드 사용
	AD FS에서 기반 당사자 신뢰를 생성합니다
	신뢰할 수 있는 당사자 신뢰 테스트
	SSO(Single Sign-On) 활성화
	SSO(Single Sign-On) 비활성화
	하나의 관리 노드에 대해 SSO(Single Sign-On)를 일시적으로 비활성화 및 다시 활성화합니다



