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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]
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* Off 7} LO{OF BL|Ct Passwords. txt OFY.

c 7|2 e LE9| IP FAE 2Otof BL|CE,
O =rofl cHsh
E S2IgLICt audit-explain 7|2 22| EOM AFEE = U= E7= ZAF 22| ZEAF H|A|X[of] CHet ZHEtot
22 M|SELICE.

E Z2I8L|Cl audit-explain E7E T2 24| s Z =Y Z0f| 7|2 XY 2MOIM ALRSIEE
@ HAZJAELICEH M2| SYULICH audit-explain #HE|= B % 2| CPU &S 22510
StorageGRID 0| &2 & & USLICH

ol ofl= o YetXQl HEHZ HHFLICt audit-explain T . 0|2{2t 4742 SPUT ZAL HIA[X|= AIE ID
9248477776803226278700| U= SIHIHET S3 PUT S AHE3HY "bucket1"0|2H= 0|52 HZAIS HMSt D
o H2lof 37He] LEMES 7te mf W E[U}SLICE

SPUT S3 PUT bucket bucketl account:92484777680322627870 usec:124673
SPUT S3 PUT object bucketl/partl.txt tenant:92484777680322627870
cbid:9DCB157394F99FES5 usec:101485

SPUT S3 PUT object bucketl/part2.txt tenant:92484777680322627870
cbid:3CFBBO7AB3D32CA9 usec:102804

SPUT S3 PUT object bucketl/part3.txt tenant:92484777680322627870
cbid:5373D73831ECC743 usec:93874
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audit-explain /var/local/audit/export/*

OrX[2e 2, YLILt audit-explain == THO|ZO0jA =S #ot S AHESH0] @i EE{ZotD 0[2| H2[g -
USLICH grep B = 7|EF L. 0|E SH Ch32 25 LICE

grep SPUT audit.log | audit-explain

grep bucket-name audit.log | audit-explain

AAERI=01 30 P 2 K78 S JOHE H A IIE
audit-explain FA| It CHA THEO] A,

i

ZE-SIO] A2t Hofd = ASLILE

E 2&8/gLICt audit-explain =7 YEE OHIY S OfO| I E AUHOZ 5| &6HX| SLICH L=E
@ mMAS XM2stHH MY 0| E2 HHE Q= MSoH7LE E MEYLICH zcat WA MU =S
T= YU o E ST O30 Z 5L
zcat audit.log.gz | audit-explain

1L

£ MEYLICthelp (-h) SME 2EGI AL Jtstt S EAILICL O S CH3at Z&LICH

$ audit-explain -h

ssh admin@primary Admin Node IP
b. off LIFE AT E UHBILICt Passwords. txt THY.

2. CtS oy
LPEP"”'-I

$ audit-explain /var/local/audit/export/audit.log
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o =
"SPUT: S3 PUT"


https://docs.netapp.com/ko-kr/storagegrid-115/audit/sput-s3-put.html

S A8 4 AUBLICH audit-sun ZAF HAIK| 47, 947], SIS 8 AR 2148 T 2 B
ol cheh 2|, 2o 8l HF AZHEE= 27))S &elst= =7 LD
st

* EF ANA HTHO| QLO{OF FL|CE.

* Of| 7t QUOo{Of BILIC Passwords . txt IHE.

7
* 7|2 2| LE9| IP FAE HOtOf BhL|Ct.

—

ol ool che
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S 22BHLC} audit-sun E7E 2 2H 2 B 0| 7|2 X2 SH0IN ASHES
(D AsEBLI A2l SYLIC andit-som A2l B2 29| CPU H5E £T6/0f StorageGRID
stelo| B2 & 4 AU

0| ofl= o Yl =HZ HHFLICH audit-sum =7 0] KoM= Z2EE ZY0| HotLt 22 2 =X 2H

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

£ S=EUCt audit-sum SO|M ZAF 2730f| CHS S3, Swift & ILM ZAF HIAIX|2| =2 A|ZFS H|S &L Ct.
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ARCT S2tRE AB0l|M oFto|E HM - AIE "ARCT: 2EIE A B0l A 07102 Z A"
ASCT Archive Store Cloud - Tier & ME{SL|C} "ASCT: Archive Store Cloud - Tier(Ot7}0| &

NEga 2eRE-AB)"
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IDEL ILMOf| Al AFR| A[ZF: ILMO| ZHA| AR ZE2MAE  "IDEL: ILM AfH[ A[ZF"
AlZre o 7| SgfLct.

SDEL S3 AH|: QEME = HIIS AH[SHY| 2/l "SDEL: S3 AtH|"
EMMMZE HSNMOE J|EFLCE

SGET S3 GET: MZ2XQl ESMME 2810 {2  "SGET: S3 GET"
AMSHALL HZlo| QENEES LIFaiL|Ct

M[o] S3 HEAD: M3t EBMME 238l0f QEME "Shea: S3 3| ="
= HAS EXf 0 EE =elgtL|Ct

SPUT S3 PUT: M| QEHRIE = HIIS MASHy| 98t "SPUT: S3 PUT"
MIHQ EHMMES J|ESLICE

WDEL SwiFT DELETE(H#HE AtH|): d3¢t EHMES  "WDEL: Swift 2fA|"
233l QEHE L= 0| S AtH|EtL|Ct,

JL|Ct SWiFT GET: M3t ESiME 2810 4HE "wget: Swift get"
AMBEALL Z4H|0[L{ 2] K| E LiFetL|C.

WHEA SwiFT HEAD: 83%t ESXME 23510 "WHEA: AQ|ZE §|E"
QEHME L= ZH 0|2 EXE SQlBtL|CE

WPUT SwiFT PUT: M 7HA| 2= #E|O|HE MMst7|  "WPUT: Swift Put”
Qs EHMME HZHO=E J|FRtLC,
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audit-sum 2019-08-12.txt.gz
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audit-sum /var/local/audit/export/*
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OrX|2e 2, YLIC audit-sum EFE Oio| oM (S 2oF 2 ArESt0] =S TEstn 02 M2lH
A Ol A

LS Of
7 UAGLICH grep B E= J[EHEY ﬁ@l%% ChEa 2L ct.

grep WGET audit.log | audit-sum
grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum

Ol E7E YHE I
@ HHZE QL2 X2
R

S HPOIEE.J UHOZ S ESHA| ELICt L=E TS XM2[o2{H I 0|FS
StHLE E AFEELIC zcat A TS| YRS F= =7YLICL O|E =B 32 f

audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

HHAEZ M2 AHESH 2A|of ot 2ot B2 K3l 2AS QOfSHHLE HZI 0|, 7|2t E= SE RYEE HAX]|
RAS 1F3 4= UELICE 7|2XOZ QOF0|= £|A, X[CH 8! W XHs A|ZH0] HAIZ[X[TE S AF2E £ QELICH
size (-s) CHA JHH| 27|E H= SHYLICE

a. Ot BES YHYLICL ssh admin@primary Admin Node IP

b. of LIEEl A5 E UZSIL|C} Passwords. txt IHY.
2. M|, 27|, 5| = 8l AtK| 2T BHEE D E HAXE 2M5t2{H CFS THAHE $-SHUAIL.

a. Ct3 "HE 2 U=EHLICH 7N /var/local/audit/export/audit.log =AM OIAQ| O|E 1t fIX|E
LIEFHLICE.

$ audit-sum /var/local/audit/export/audit.log

i

0| o= o YUutXQl ZEHS HOYFLICH audit-sum EF. 0] HllM= Z2EZE X{0| LotLt @2 A =X|
Ho{ ELICE



message group count
average (sec)

IDEL 274

SDEL 213371
0.352

SGET 201906
1.132

SHEA 22716
0.272

SPUT 1771398
0.487

o

o] oflofl - SGET(S3 GET) &t
1,770% Mz o| 71 x|oto| AL

HF 1.13% 59

—

LHEFEL|CE,

muin r

2 A
=

7t =R 1070 A AU S EAISHH gr
|

od

L= HA) S B2 2R A
o

0.010

0.005

0.011

ZE rep B ALE510| SGET HIAIX]
FIVELICH (-1) WK Z2E EEotET 122 2L

20.934

1740.290

2.349

1770.563

ZH =2|X|2t, SGET % SPUT(S3 PUT) X2 R &

oF MEHEI D 71 23 2M2

— ="

ICl. grep SGET audit.log | audit-sum -1

e o} BEtE CHE O|AIX|of CisH



Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec
Slowest operations:
time (usec) source 1ip type size (B) path
1740289662 10.96.101.125 object 5663711385
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125 object 5375001556
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125 object 5183661466
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125 object 28338
bucket3/dat.1566861764-6619
68487 10.96.101.125 object 27890
bucket3/dat.1566861764-6615
67798 10.96.101.125 object 27671
bucket5/dat.1566861764-6617
67027 10.96.101.125 object 27230
bucket5/dat.1566861764-4517
60922 10.96.101.125 object 26118
bucket3/dat.1566861764-4520
35588 10.96.101.125 object 11311
bucket3/dat.1566861764-6616
23897 10.96.101.125 object 10692

bucket3/dat.1566861764-4516

+ O] Of|"| 0| M M| 79| 7+ =21 S3 GET REF2 27(7t °f 5GB! LEHE| thjsh LtE RLEMEHELC i
ACh= Ag € 4= ASLICE Z7|7F IH A AZH0] =2 E = ASLIC

3. J2|E0|M AMAEED HME|= QHEE 37|

I

B 27| FHE MEYLIL (-s):

audit-sum -s audit.log



message group count min (MB) max (MB)
average (MB)

IDEL 274 0.004 5000.000
1654.502

SDEL 213371 0.000 10.504
1.695

SGET 201906 0.000 5000.000
14.920

SHEA 22716 0.001 10.504
2.967

SPUT 1771398 0.000 5000.000
2.495

Of of|oil M sSPUTS| H | 27|= 2.5MB D|2t0|X|2F SGETS| B 37|= &M FL|CL SPUT HIAIX] £}
SGET HIA|X| s=ECt W BSS LIEILH, Ol= tHEE2| M7t AMEIX| 4SS LIEFALICY.

4. O{N| AM £t “2|=X| 2Helstz{H:
a. MFsH A 230 HHES At GROUP-By-TIME SM2 AFESILICE (-gt), 2 CHSO| AlZHO: 15M,
1H, 10S):

grep SGET audit.log | audit-sum -gt 1H

10



message group

average (sec)

2019-09-05T00
1.254
2019-09-05T01
1.115
2019-09-05T02
1.562
2019-09-05T03
1.254
2019-09-05T04
1.405
2019-09-05T05
1.562
2019-09-05T06
5.562
2019-09-05T07
2.002
2019-09-05T08
1.105
2019-09-05T09
1.354

otrr
()]

count min (se

7591 0
4173 0
20142 0.
57591 0.
124171 0.
420182 0.
1220371 0.
527142 0.
384173 0.
27591 0

53 & 0| X0 80| £utEl AS 0Lt

b. OfH| OHA|ZH M= = 7HK|2] 27|

grep SGET audit.log

=

audit-sum -gt 1H -s

efelsteH 37| 83 FILIL (-5) &

HOZ:

c) max (sec)

010 1481.867
.011 1740.290
011 1274.961
010 1383.867
013 1740.290
021 1274.511
015 6274.961
011 1974.228
012 1740.290
.010 1481.867

30[ 06:0001| A 07:00 AfO|0f| EEHEO| B7I5t= AE EOFLICH Z|CH Azt Bt AlZHE O
EQHM, 27t ZIr T AL BI6HX| = $USLICE Ol= WERXZ £= 22|29 27F X2

11



message group count min (B) max (B)
average (B)

2019-09-05T00 7591 0.040 1481.867
1.976

2019-09-05T01 4173 0.043 1740.290
2.062

2019-09-05T02 20142 0.083 1274.961
2.303

2019-09-05T03 57591 0.912 1383.867
1.182

2019-09-05T04 124171 0.730 1740.290
1.528

2019-09-05T05 420182 0.875 4274.511
2.398

2019-09-05T06 1220371 0.691 5663711385.961
51.328

2019-09-05T07 527142 0.130 1974.228
2.147

2019-09-05T08 384173 0.625 1740.290
1.878

2019-09-05T09 27591 0.689 1481.867
1.354

O2{¢r Zt= A HA EcHTo] Z[CcHgtY of 0 2 AM 207t WY SS LIEFHLICE
C. XtA[Tt LH82 E HESHUAIR audit-explain SHY AlZt SO B E SGET ZYUS HESH= =4

grep 2019-09-05T06 audit.log | grep SGET | audit-explain | less

grep I:':'E4°| £0| o ER A== ER S
mtol LHES EAISH: BEYLIC.
5. H2l9| SPUT Zr40| ZHA[of| CHot SPUT XY ELCH =2|=X| 2l
a. 2 A8 AIZFEILIC -go REHE 5l H{2] Ze40f| TS of
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grep SPUT sample.log

audit-sum -go

XIIELICH 1ess ©F HY



message group

average (sec)

SPUT.bucket
0.125

SPUT.object
0.236

Zat= 2o Thek SPUT el s E40] ZA|ofl thet sSPUT

grep SPUT audit.log |

message group
average (sec)

.cho-non-versioning

.cho-versioning

.cho-west-region

.1dt002

C. OfH H3I0| Z[CH SPUT Z{A| 27|E 7HX|=X| 2elste{H &

grep SPUT audit.log |

count min (sec) max (sec)
1 0.125 0.125
12 0.025 1.019

audit-sum -gb

54277

80615

1564563

audit-sum -gb -s

min (sec)

0.047

0.040

0.011

ot oh=ite A

SPUT S 7HX|=X| 2felste{E & MEYLIL -gb HAEZ HAXIE OAFS}5=

1770.563

1736.633

55.557

51.569

7t E BF MEJHIAR —gb & -s SM:
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message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
21.672

SPUT.cho-versioning 54277 2.097 5000.000
21.120

SPUT.cho-west-region 80615 2.097 800.000
14.433

SPUT.1dt002 1564563 0.000 999.972
0.352

ic]
i
ol
HL

ME

o
"ZAL M

mufn

AHE R

AL HIAIX] 4]

StorageGRID A% LHOIA TEHEE ZhAF HAIKIOE BE HAX|0| BSES BX HE %
EIES O FE YES MYets SF BHATF TEELICH

i =2o=2

Ol A A&t R MHEQl AL audit-explain W audit-sum =77t ZESHX| UESLICH 2= ZEAF HIA[X]Q] Ldt
YA Z O[St O] MMEZ ERSHUAL.

= =

CHE2 ZAF 23 Do EAIE 5 U ZAFTHAIXIS] o LTt

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP (F
C32) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265006
03516171

Zt A OAIRIOlE Ed 242 2XArE0| ZeHELICE HA| 2XE2 2=z |0 ASLICH(1 1) X 2XHE %
Ed ea0= i3 22 £40| AFH T

*HEz2 {ELICH[
* EXE00 ofo =Y A}SLICH AuDT, ZAF HIAIXIS LIEFAL|CH

* L= FO PR 7I§(-’.§!E L= S QIS)E AFESHA| BiELICt
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[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value] \n
HAIKIS] EM Q@4 = HIAIX|Q O|HIE o w2t ZEIRILICH EM 4= EH M2 LIEE[X| Q&L CH
CIS SE0AM= EM Q40 cHs HdHEL|CE
* ATTR = E1E|= EM0| st 4X12| ZEQLICH ZE ZAF HAX|0]| SEHOZ MEE|= Y2 EM Sl O[HE
EMO| &L
* type = Ul64, FC32 St 20| Zto| =2z Of|0|E] HAIQ| 4X[2| AEXIQLICEH YAl 252 FALICH (
).
* value §g9| LHE0|H YLMO Z 2=} fE= HIAE ZIQILICH 22 gt 228 ELICEH (:)E 2=I8tLCL
OlO|E YAl CStr 9| g2 2SS HEE FSLICH .
oEH He
"ZAt MY ERE AL LT
"ZAL A = ALE
"ZEAE B AL K]
"ZAHIAIXS] B E QA"
"ClO|Ef {&"
"ZEAE HIA|X] Off
HOolH fH
ZAFHIAIX|O| §EHE MHESH= O] AHEE[= 0| Y2 CHfeiL|Ct
/Y My
U132 B gle 71 M4(32H|E). 00| M 4,294,967,295 AtO|Q]
ZXHE MEE 4 JAELICt
ule4 23 glE 0|5 71 Ha(64H|E). 00|14
18,446,744,073,709,551,6157X|2| £=XtE XMZEE &
USLILCE
FC32 4AX} A 32H|E B35 ¢l M4 242 "ABCD"%} &2
4712 ASCII 2XI2 FEA|ZEIL|CE,
oto|mj= IP F=20f AFSEIL|C
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oG M
7 23

CStr(2Xtg) UTF - 8 2XtQ| 71t#H Zo| BiEYLICt 2At= Ch3at
22 AYS M85 o|AAHO| g ~ UELICE,
* BiSEAl= \ LT
* FHE|X| 2| 2\r LT
* 2MSE= "X QSLIC.

+ 3t0l m=(A 2tl)y=\nlLicH

* EXt= Y 16T S7HE(\XHH A2 7| M
HHE 2XHE LIEI = 16214 Z2HE CHM[E &
UELICE.

AL 29[ Zp ZAL HA|X| = A A O[HIES} 2 E T|O|E E 7| = RILICE

THE MetE %?:.'—I f [AUDT: DiIAIII XWI% AEsH= ZiE|0|H0|, LIS §4 T2 LA HIAX| oM MESH=
HIE C CHe

HS
’éﬂ% ofi&lofl M ZZ=ELICt.

=
rr
Jal
e
=2
FE?T
ﬁ
Iﬂ
(i
= -
oK
ot
i
ful
£2
r‘_oj
Jlrn

2018-12-05T08:24:45.921845 [AUDT: [RSLT (FC32) :SUCS] £ 5ELIC} [TIME (UI64) :11454]
[SAIP(IPAD):"10.224.0.100"] [S3AI(CSTR):"60025621595611246499"]

[SACC (CSTR) : "account"]

[S3AK (CSTR) : "SGKH4_Nc8SO1H6w3wOnCOFCGgk _E6dYzKlumRsKJA=="]

[SUSR(CSTR) : "urn:sgws:identity::60025621595611246499:root"] = +EL|Ct

[SBAI (CSTR) : "60025621595611246499"] [SBAC (CSTR) : "account"] [S3BK (CSTR) : "bucket"]
E S ELICt [S3KY (CSTR) : "object"] [CBID(UI64):0xCC128B9B9E428347] = +ELICt

[UUID (CSTR) : "B975D2CE-E4DA-4D14-8A23-1CB4B83F2CD8"] [CSIZ (UI64) :30720]

[AVER (UI32) :10] [ATIM(UI64):1543998285921845] [ATYP(FC32) :SHEA]

[ANID (UI32):12281045] [AMID(FC32):S3RQ] [ATID(UI64):15552417629170647261]]

£ S=gLCaTyr 24X 2E EA|) HAIXIE Moot O|HIES AEEL|Ct O] OfA| H|A|X[0fl= S3 =
LHFO0| oo MMHE|AHSS LIEtLHE Shea HIAIX| 2E(JATYP(FC32):She ])7r ZotEL|CH

"HAFHIAX[S] S 24"

"ZEAE TIALK]

AL HAIXIS] S8 24

= A HAIX 0= 38 247F ZEhElL|C

SIS QY gy

UaLict  FC32 B ID: HAIXIS 443t BE DO 4Xf2] AHXFYLICE 0|24 ZAF HIAIKI7 A E
TE MIMES LIERALICE
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it

ANID

ASE

ASQN

ATID

ATIM

ATYP

H]

RSLT

o=
'IT?D:I

ul32

ule4

Ule4

ule4

ule4

FC32

ul32

FC32

ZAFHIAIX] o

FEHIAXIONAM XEMEE SEE HE 5 ASLICHL ZE ZAHAX = S dA2
S &Lt

2 Z2FA

I = |

=

CHE2 ol EAE = U

oy

L2 ID: HAIX|E Mdot MH|A0 S2YE O2|E L= IDRILICE ZH AH|A=
StorageGRID A|AHRIS MstT M| of ne AMHXIE SeetL|Ct o] IDE HEY

= &L Ch

AL MM AEX}: O] ~E| X0 M= O] R4 MH|ATEAZHE £ ZEAF A|AHIO]
A7|stEl AZHS LIEFAL|CE O] AlZh 2t2 2 HFl Epoch(1970E 1& 12 00:00:00
UTC) O|= Oi0| 2 =& tHe|2 EHE|U}SLICE

© i * 0] 4= AFBEIX| oD ZEAF HIAIX|O T O] &} LIEFLEX| Q& LICt.

LS —

AZEA = 0|H HE|Z0|M= J2|E LE(ANID)O|A M El 2 ZEAF HIA|X|off CHEH O]
FH2E7} S7FU QM MH|A THAIZ Al 022 MY ELICH

© Hi:* 0] Q4= AMEEIX| oM ZAF HIAIX|O| T O] &} LIEFLEX] Q& LICt.
=M ID: B o[HIEO| Q3 EE|HE HAIX| EEolM SRSH= AEXULICE

Timestamp: ZAl HIAIX|E E2|H{SE O[HIETL MM El AIZICE, 2F HIA|
Epoch(1970 12 12 00:00:00 UTC) 0|Z Ofo| 32k £ 2 X EL|CH Bt
ARMOE 2H A 5 A|ZIOE HElsH= O AFEE £ Qe HRERES 7= UEXE
7|8to 2 ghi|ct,

EUE EtUABMIO| HEZ2l f= FEtL 7|7} HeE & JSLICH o|A ZHAL HIA[X|2|
Al2F 220 LIEHLH= AFRHO] 212 &= U= AZHRLICH audit. 1og file 2 1SO 8601
MO ATIM SHULICH It 8 A|ZH2 2 EAIELCE yyyy-

MMDDTHH : MM: SS . vuuuuy, X T & A2t JIOHEQS| A2 222 LIEfL =
2|EE EXIE EXJLICH yuvuuu OO|22X

7|1ZE|= O[HIES[ 4Xt2| AIEXIQILICE. O = HA|X|S| "H|o|=E" 2HIX
5 ZE £82 MOt

HH: ZEAL HIAIX| 2| HELICE StorageGRID AL EQ|| 0|7} wHetof w2t M2
HHO| MH[A0= ZA 20| MZ2R2 7|50 et 5= JASLICH O] EEE AHESHH
AMS MH| 29| 0|7 M uto| 2hd S Solf O|F HT Q| MH|A0M EH HAXIS
Xalg 4= ASLIT.

2ok O[HIE, T2 MA o= EMMMO| AL}, Of HA|X|2t 2H20| YL H HIA|X]| 7}
42 HEZEX| EEE SUCS CHA AFZE|X| gf&LICEH

= LA HIAXIYLC audit. log OHY:
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2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) : "bco4d4d
381la87docc2l6adcd963fb6f95dd25a38aa2¢cb8c9a358e8c5087a6af5£f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UIb64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32):12872812] [AMID (FC32) :S3RQ] [ATID(UI64) :1579224144
102530435]1]

A HIAIXIOl= 7|1= 5= OHIE| CHEt WEQF ZhAF HIAIX] XtAfloff TSt HE7F Zote|of AELICE

A HAIXIOf 23l 7| Z&|= O[HIES AlHoI2{H ATYP £ (Of2ofl Z= HAIE)S HSLIT.

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6cc21l6adcd963fb6f95dd25a38aa2¢chb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UIG4) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) :SP
UT] [ANID(UI32):12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :1579224
1441025304357 ]

ATYP E49| 2f2 SPUTRLICE. SPUT= REME QIMAEES HZI0]| 7|S3t= S3 PUT EMMMS LIEFHL|C

CHS ZHAL BIAIXI S Z{%|7t S MIE EABHLICE

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381la87d6occ21l6adcd963fb6f95dd25a38aa2cb8c9a358e8c5087a6af5£f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK(CSTR) : "s3smalll"] [S3

KY (CSTR) : "hellol"] [CBID(UI64) :0x50C4FT7AC2BC8EDF7] [CSIZ (UI64) :
0] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) :SPU
T] [ANID(UI32):12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :157922414
41025304357 ]

PUT O[HIET} LMt A| 7|8 Solste{H ZhAt HIAIX] AlZH E20i| UTC(Universal Coordinated Time) EFIAEHIT
7|SELICE. 0] gh2 ZAL BIAIX] XFH|2| ATIM £
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2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) : "bco4d4d
381la87docc2l6adcd963fb6f95dd25a38aa2¢cb8c9a358e8c5087a6af5£f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64):1405631878959669] [ATYP (FC32) :SP
UT] [ANID(UI32):12872812] [AMID(FC32) :S3RQ] [ATID(UI6G4) :15792241
4410253043571

ATIMZ UNIX epoch A|Z} O|= A|ZH(EH|: OIO|32X)E 7|FELICE 0] oflofl A 242 RILICH 1405631878959669

20143 7 178 =22 21:17:59 UTCE HY.

o e

"SPUT: S3 PUT"

"AFHIAX[S] S 24"
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RHAtIL|CE & A2t 2l HS &= 25 NetApp 7|2 CIO|EH X ZEEH AZEY s 2EMOZ MAHE0|H 710l
HI200 2 JNUE|RELICEH O0|= M2 = HIO|E 7t Ml3E 0= Alefat 2 sto] sHEh Al2kS XISt o2t HI0|E ol
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