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Alert Rules B¢ Leam more
Alert rules define which conditions trigger specific alerts

You can edit the conditions for default alert rules to better suit your environment, or create custom alert rules that use your own conditions for triggering alerts.

Create custom rule || # Editrule || % Remaove custom rule

Name Conditions

Appliance battery expired storagegrid_appliance_component_failureftype="REC_EXPIRED_BATTERY"}
The battery in the appliance’s storage controller has expired Major >0

Appliance battery failed storagegrid_appliance_component_failure{type="REC_FAILED BATTERY"}
The battery in the appliance’s storage controller has failed. Major >0

Appliance battery has insufficient learned capacity
The battery in the appliance’s storage controller has insufficient
learned capacity.

storagegrid_appliance_component_failurejtype="REC_BATTERY_WARN"}
Major » 0

ZiPplance battecy mearsxpiration storagegrid_appliance_ component_failure{lype="REC._BATTERY NEAR_EXPIRATION"

The battery in the appliance’s storage controller is nearing

i Major =0
expiration.
Appliance battery removed storagegrid_appliance_component_failure{type="REC_REMOVED BATTERY'}
The battery in the appliance’s storage controller is missing Major > 0
Appliance battery too hot storagegrid_appliance_component_failure{type="REC_BATTERY_OVERTEMP"}
The battery in the appliance’s storage controller is overheated Major > 0
Appliance cache backup device failed storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_FAILED"}
A persistent cache backup device has failed Major >0
Appliance cache backup device insufficient capacity storagegnd_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}
There is insufficient cache backup device capacity Major > 0
Appliance cache backup device write-protected storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED'}
A cache backup device is write-protected. Major > 0
Appliance cache memory size mismatch storagegnid_appliance_component_failure{type="REC_CACHE_MEM_SIZE MISMATCH'}
The two controllers in the appliance have different cache sizes. Major =0
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Create Custom Rule
Enabled [«
Unigue Name

Description

Recommendad Aclions
(optional)

Conditions ©
Minar

Major

Crfical

Enter the amount of ime a condition must continuously remain in effect before an alert is triggered.

Duration 3] minutes v

Z11 A[0] Hxf| ZYStE[of A=K HEE 2tel5t2{H * Enabled * (e} *) 2elzts MEISIALE MES
f

1 fAS HIZ kst i Al0] ALl K| o0 ZTt ER[HE|X| gi& Lt

oo =gt M

= =]

1R 0IE Of #%|Ql 1R O|EYLICE L3 & 0|E2 2E
H|O| X|of| EA|IE|H O] & Q| MF0[7| = gL|Ct.
22 FA9| 0|52 1XH0f| A 64Xt AHO|OfOF BFLICH.
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(
IE gUS). 75'3'_ Ao AEE = ZHH2 0Kl M
1,024t AtO|C{OF BHL|C}.

N

|2 EHAM2 CHoH ChSah 2Lt

[metric] [operator] [value]

Al
Al

ro

olo| ZO[ &= AKX ALE X} QAE{H[O| A 9| o Z0f| EA|ELICH HO{ = StLte| Al0] HRBtL|Ct.

A2 7Hs8t HIEEIS 2H0l5t T Prometheus A2 E|AESHZ{H T2 Ot0| 22 S2ITLICH g a2 = 22
APIo| HIER| MM Y3 S e} O|SHLICE

J
-

J2|E 22| API )\fﬂoﬂ CHst XEMISH LH 2 StorageGRID 2| X%l S &SI A|2. Prometheus 2| +20
CHSt XEMISH LHE2 Prometheus MEME HZSHIAIL.

0| A2 AE3HH L =0f MX|El RAMS| 20| 24,000,000,000Ht0| E(24GB) 0|2t0! AL AnJt E2|HEL|CE
node memory MemTotal bytes < 24000000000

6. 712 2o BTt EB|AE|7| Toi| Z210] A& R=6H0f St AlZHS 25t AlZH EHe[S MEiSL(CH
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"M O 2 AMZE|= Prometheus HEZIQIL|C}H"

"Prometheus: #H2| 7|2 A&t
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Edit Rule - Low installed node memory

Enabled ¥
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
4
Recommendad Actions (optional) Increase the amount of RAM available to the virtual machine or Linux host. Check the threshold value

for the major alert to determine the default minimum reguirement for a StorageGRID node.
See the instructions for your platiorm:

« Whiware instaliation
= Red Hat Enterprise Linux or CentOS instaliation
» Ubuntu or Debian instaliation

Conditions @
Minor
Iajor node_memory_MemTotsl bytes < 24080800020
Critical node_memory_MemTotal_bytes <= 128068200204

Enter the amount of time a condition must continuously remain in effect before an alert is friggered.

Duration 2 minutes v

| 23 0] S| ZASHE|0] QK| RS HoISta{Y * Enabled * (242} ) Holatg MEfsrLt Metg
| ALt

21 FAS HIZdotstH sl Al0] ALK o0 Z0Tt ER[AHE|X| gt& Lt

o

or2| A2 AR TR M A LRO| T 0|4 T ARUOE LIEHIK]
oLS U7HX| B & H J|ckeof gk,

@ 2o 2 7|2 LE AElS AF85HR| fh= A0l ZELICH F1 7AlS H[EdelolH S0t
Aol A=E[X] RE WK 7|2 2ME HASH| 2 = ASLIC

o AEX XY LY Aol 32 ER0| w2t ohs Y2 E YH|O|ERILICH

() 712 31 380 oehMs ol HEE MY 4 gl
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Conditions @

Minar
Major node_memory_MemTotal_bytes < 24080086000

Critical node_memory_MemTotal_bytes <= 148806868808 H

b

@ S 2o Chigt =218 YOO ESHH OfF Z=210] s 2 E WintA| tHE LHEO0| MEL|X| @IS &
UAGLICH Ch30| A2 =2 & SiLiZF S = siE 2Elo| Yolo|EE ol #SELICt.

7] BHM2 OH 30t Z2ELIC

[metric] [operator] [value]
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0| 42 AF83IH L E0f| X|El RAMS| 20| 24,000,000,000HI0|E(24GB) 0|22l 22 2117t EB[AHELIC

node memory MemTotal bytes < 24000000000
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Email Setup

You can configure the email server for alert notifications, define filters to limit the number of notifications, and enter email addresses for alert recipients.

Use these settings to define the email server used for alert notifications. These seftings are not used for alarm nofifications and AutoSupport See
Managing alerts and alarms in the instructions for monitoring and troubleshooting StorageGRID.

Enable Email Notifications @ ]

2. 20| LHE LAl Y uf L2 O|HY S HIHEE St * ofo 23l 2ot * 2tolzts MESHLCE

= O

O|H|Y(SMTP) MH, & AIE EeKTLS), 0|0 =4 3! HE| MMHO| LIEFELICY,

—_

3. O|H[Y(SMTP) At MIM0f|A StorageGRID7} SMTP AH{0l| HM|ASH= O HRot HEE AT |Ct

SMTP AH{0]| @1Z0| Qs A AI2X} 0|21} A4S E D= H|Z8HofF SHLICE S TLS7 HR35HH CAQISME

X|lZsHof rLct.

Loof gt g gLt

) A SMTP A2 FQDN(EH2tE =02l 0|8) &= IP
FAaLCH

TE SMTP MH0|| BN ASH= O AR E= ZEQILICE
10l A 65535 AtO|O4OF BrL|C},

ALEXL O|E(MEY AL SMTP AH0]| Q150| st AL Q15T AIEXL 0|52
AHpILICE

A (MEH ALgh SMTP AH0f| 0150| Lot AL QlES AT E

QU2{ILICY.

Email (SMTP) Server

Mail Server @ 10224 1.250
Port @ 25
Username (optional) @ smtpuser
Password {optional) @& | esseens
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&LICH storagegrid-alerts@example.com

i

Email Addresses

storagegrid-alens@example.com

Sender Email Address &

recipient! @example.com

Recipient 1 &

+ X

recipient2@example.com

Recipient2 @

o
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-ie
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MEH
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20

Transport Layer Security (TLS)

Require TLS @&

CA Cerificate @

Send Client Cedificate @

Client Cedificate @

Private Key @

Ed 310 chet 72l0] six|E B
S

o]

-----BEGIN CERTIFICATE-----
1234567898abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMHOPQRSTUNIWKYZ1234567898
-----END CERTIFICATE-----

Erowse

¥

-—---BEGIN CERTIFICATE----—-
1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVIWXYZ1234567898
-----END CERTIFICATE-----

Browse

-----BEGIN PRIVATE KEY-----
1234567898sbcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVIKYZ1234567290
-----BEGIN PRIVATE KEY-----

Browse

SE HQlst BE MMH0AM ofme 2E

2
o= 2 o

A1 FHO st B EE 9B £7H0| AEEH
olH|2 2jo| MAELICH U HAIXIE ARASH 2o
CHsH AL H&EX| obaLICt

= o LS



A= ULCH 29
R TE Z10 A0l ek 9I™ =20| SFE 02 ofo|
22l0| MEELICt Minor £ Major Z&0] CHet
LE 2 MEEX| FELICt.
Filters
Severity @ ® Minor, major, critical Maijor, critical Critical only
Send Test Email
7. 0|HY HE S EHIAEY FH|J} E|H CHZ HHAIS AL
a. HlAE o|H|Y EL{7| * & S=IeLCt
HIAE O|HO0| HEEIASS LIEHH= 2l HIAIX|Z} LIEFEL|CE.
b. R= O|H| =AlQl0] 2tolgts MENSH B|AE O|H| 0| A RA=X] ZolefL|ct
@ R = O|LHof| O|H[Z S EX| ZZALt * Ol 23! A * BTt E2|HE 3 HFHS
SFQISI N CHA| A| =5 AI 2.
C. CtE 22| L0 23015110 H|AE O|HY S EL 2= AO|EQ HE S =telgtLCt.
2T AZUS HAEY M= 2= 22| =20 2315t HZE S &Qlsliof BLICt 0l= 2=
(D) B2l =cotHAE ojidg HUhs Y2t %2 2 AutoSupport HAIKIS HlAEBHS XzfE
CHELICE.
8. Mz * g SyLC
HIAE O[S MEMN = 2F0| MEE X t&LICH HE * S S=loof eLCt
olu.”ol A-II-IO| X-iII-EIL_||:|-
2 HE
"0 oY LE =X A"
"RE Y B
A2 e-MY HTIO ZE FHALICH
SMTP O|H|Y MHE 7%t S0ll= 210 #2]0| RS2 E HAIE[X| gb= ot 207t E2|AHE mf X|I™E =AXtof|A|
oo & ol M&ELICE
oY &oll= Cts M= 7t ZhEL|Ct

21


https://docs.netapp.com/ko-kr/storagegrid-115/maintain/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/maintain/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/maintain/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/maintain/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/maintain/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/maintain/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/maintain/index.html

NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Modes, or you can add new Storage Modes. See the instructions

for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor

Time triggered

FriJun 28 14:43:27 UTC 2019

Jobh storagegrid

Service ldr
DC1-52-227

Node DC1-52-227

Site DC1 225-230

Severity Minor

Time triggered

Frilun 28 14:43:27 UTC 2019

Joh storagegrid
Service Idr
()
Sent from: DC1-ADM1-225
=k
1 L2 0|F, 0| L2 &Y AAHA = 2OZ HA|FLICL
2 r2lof et dELICE
3 210l ci 2SI 2E Y
1 WS B C 9l NO|E, ¥R H2HE, FD FH0| E2|7E UTC AZH T8 e e
MH|A O] & ¥ElQ| ZF 2 QIAEHA CHet MF FEYL(CH
5 o2 w2 2O SAE 0|ZYLCh
2E e

StorageGRID7} O|H|Y LZl0fA 210

1]

22

il
I

f

(o]
rir

gofots wy

o

= |72 mf Dteoh =0f O|H|Y LR 0| MEE|X| =5 5t7| 2IoH StorageGRID= S ¢t L& K] 712
2ES IFSotE 0 A =Lt

—



StorageGRID7} O|H|& L2l0oj M o2 Z1E JF2tst=

=xt
o

Zp el 2E2 0|50l 22 o2 HEEL|CL 0| F0]
CHE T 7He| L20| SA0f| EB[AHEH F JHel O|H|
2ol M&ELIC

Ed =9 EF F10i| thal = ol Az =of chet
YAIZO =ESHH JHY d2fet Zaof thal A2t ZE o]
&gt

otz
2Es

&4210| M E2|HE|H StorageGRIDE 22 20
HML|Ct Z2 0| F2| CHE 2LEI0| O] AlZt S¢t
E2|HE|™ StorageGRID= £7| L&A 2E ZDE
J Sttt

&2 0|E2| CtE Y&o| EB|HE|H StorageGRIDE=
102 20| A SIS EHLICH Af L2 o|Ho
HINEJUCE D= 24 AI(6HH =X 2 3Hxf 21

)& Eagtct.

S2ct O|F2| 2ixf &E0| of2] 74 A1 0] H1 F StLtot
ZE 2R, B0t HZE =0l A THA| 2 ASHH A
2O HMEEX| gdsLITt.

StorageGRIDE 2 E Z 1 QIAE A I} S AL ALt
T20| x| wi7tx| 720iCH O|HIY &S
M&ptLct.

LE10M B0 AT EE|AHE DD, LE 20M 1
B7t SAl0| E2|AHEL|C} 2+ Z2lof| CHe St =
JHel zlo| M&ElL|Ct

A1 A7} E2|E[2 Minor, Major %! Critical 211
UAZrO| EEfetLICt 715 B0 Cisl StLtel &Eio|
M&SELICE

0

A= LE 19 @7 8Al0f| E2|HEIL|C} z2l0]

a2
MEEX| gt5L Lt
AT AE £ 29[ 08:010 E2|HELICH 2ol
MEEX| gt5LCt.
08:020]] Elo| F QAUABHAZ RE HSEH=
otzlo| MAEL|C}

a Lo d .

- L AE == 19| 2% 8A|0f| E2|AHELICE SX|=

08:0201 M&ELICE.

o d

. LEIAE E 20| @ 8A| 520 E2|AHELICE &£

H| EX|= 08:15(102 )0
D& HNEL|C

MSEL £ =t

- L= 10] ol 22 A7} EE|AHE LI -0

H&ELc

- & 20 CHalf 210 A7t EB|AHEIL|CEH = H| 20|
MAEL|C}

Lo d

L2 20f cHolf B0 AVF SHEE|AUKXITH == 10f| CHaH
g MEHZ RX[EL|CH

L £ 20] Chelf B0 AJt CHAl EB[AELICE == 10
CHet 220] OF%] 2 HEHO[EZ A &EI0] TEE(X]

20| L= 10f| CH3ll 20 AZF E2|AHELIC

o w
m M
fo°)
2

I
ou
=
r
O
ot
~
ful

7t HBE|X| AL 2HE|X| SRASLICE 37t
15¢, 38 22, 38 29¢ 2=

T ofm oX
Ral
rir
w
o

Zuo|HE L 2H SHE
O &3 A * 2ZO| ES|AHE[AHLI EH|AE LE O|HY SES US o Sls FR OS2 HAE Wt ZHE

23



N2,

H

.
o

(o]
[

b

3
=)

=X

FM0| 2o[SHYAIL.

I.

AN

o

of
LS

L|C}.

k

=

e
o

|

=

FLICt.
o

s
ol
X

A
=

sto

[}

t0d Grid ManagerOfl 2 1Q18}{0}
HFEX]

2 AXIS
2 2T C}

235
Ql
=

Ab

=

=

Bete

—

—_

=
2| =20 chet 23

o
—

|

b. O|HY(SMTP) Mt{ HX 0|

I.

r
—

. XI
3. O Z2|XtojlA| Z2l5to] EiH Atk 3=49| O|H[ 0| AHHE|X]

4.

SHESHIAIL.
chA|

Igh 4= ASLICH OIE S0, XIFESE Mo

golz

=X

<
S

AtESE

HE

~
S

=
—

712 X[ EMoM= 209
HZAZ | prometheus.log TFL0| 2F 7t

KO
o

1

4 gLtk

MS
o=
L|C}.

k

=

e
(<)

SilenceE #

=2

tAl B8

.
[e]

A|XOZE HA|
AH25H0d Grid Manager0f| 23 218H0f

al
=
=

=

=2
=

o
2

EE
EEEA

| —

—

2
=

o
s

|

10

x
~

2 oAl
H
° Xl

I.
qE
Of Ztof| ChaH

"2 It S A[AE H[O|E E§ +=&dts SYLICH
—

A

I

il

tED
ELCt

| 820l o
HEA|SHX]

Al

o
2|
[ |

Lt 0
of
=

w rF
e
H O
w| U

< 1

| ®o

LA

tA| 2 TH77ER]

.
o

=2
=x

0| 2= E[X]

I.

.
o
—

AL, 0| M2 sixs = SNMP E#0| AH|=| 1 off LalL|Ct.
L BIOE SAHEIH IR

|.

.
o
—_

.I

x
H

o
gLt

4

A

b

=
=

(=1
E

A

20 32 6
712 2XE ZX[SHK|
* > * Silence *

Silence H|O|X|7} LIEFEHL|CE,

F

SNMP 00| EE ALESIEE
24


https://docs.netapp.com/ko-kr/storagegrid-115/monitor/collecting-log-files-and-system-data.html
https://docs.netapp.com/ko-kr/storagegrid-115/monitor/collecting-log-files-and-system-data.html
https://docs.netapp.com/ko-kr/storagegrid-115/monitor/collecting-log-files-and-system-data.html
https://docs.netapp.com/ko-kr/storagegrid-115/monitor/collecting-log-files-and-system-data.html
https://docs.netapp.com/ko-kr/storagegrid-115/monitor/collecting-log-files-and-system-data.html
https://docs.netapp.com/ko-kr/storagegrid-115/monitor/collecting-log-files-and-system-data.html
https://docs.netapp.com/ko-kr/storagegrid-115/monitor/collecting-log-files-and-system-data.html
https://docs.netapp.com/ko-kr/storagegrid-115/monitor/collecting-log-files-and-system-data.html
https://docs.netapp.com/ko-kr/storagegrid-115/monitor/collecting-log-files-and-system-data.html
https://docs.netapp.com/ko-kr/storagegrid-115/monitor/collecting-log-files-and-system-data.html
https://docs.netapp.com/ko-kr/storagegrid-115/monitor/collecting-log-files-and-system-data.html
https://docs.netapp.com/ko-kr/storagegrid-115/monitor/collecting-log-files-and-system-data.html
https://docs.netapp.com/ko-kr/storagegrid-115/monitor/collecting-log-files-and-system-data.html
https://docs.netapp.com/ko-kr/storagegrid-115/monitor/collecting-log-files-and-system-data.html
https://docs.netapp.com/ko-kr/storagegrid-115/monitor/collecting-log-files-and-system-data.html

Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

Alert Rule Description Severity Time Remaining Nodes
No results found.
2. Create * £ ME{TfL|C}
Create Silence CHEF&FX7F LIEFEL|CE
Create Silence
Alert Rule ¥
Description (optional)
Duration Minutes
Severity Minor only Minor, major Minor, major, critical
Modes StorageGRID Deployment
Data Centar 1

DC1-ADMA
DC1-GA1
DC1-31
DC1-52
DC1-53
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o K@ x> LBHE|AHAl) * > * MR Lt * S MEHSILICE Current Alarms(81xH &) HO|X| 7} LIEHEL|CE.

The alarm system is the legacy system. The alert system offers significant benefits and is easier to use See Managing alerts and
alarms in the instructions far monitoring and troubleshooting StorageGRID.
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions for menitoring and troubleshooting StorageGRID.
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Global Alarms

Updeted: 2098-02-18 14:00:28 POT
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Global Custom Alarms (0 Result{s})
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Global Alarms
; Updated: 2017-03-30 15:47:43 MDT

Global Custom Alarms (0 Result(s))
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Use these settings to define the email server used for alarm notifications and for AutoSupport messages. These settings are
not used for alert notifications. See Managing aleris and alarms in the instructions for monitoring and troubieshaooting
StorageGRID.

F Email Server
. Updated: 2018-03-17 11:11:59 PDT
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