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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

Services

ViViware Linu

appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recovery is
complete.

Yes

—force flag
+ or force-recovery

N Select Start Recovery to
configure the Admin Node.

v

Restore the audit log.

v

Reset the preferred sender.

v

Restore the Admin Node
database.

v

Restore Prometheus metrics.
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NetApp® StorageGRID® Help ~
Install
Welcome

Use this page to install a new StorageGRID system, or recover a failed primary Admin Node for an existing system.

€ Note: You must have access to a StorageGRID license, network configuration and grid topology information, and NTP settings
to complete the installation. You must have the latest version of the Recovery Package file to complete a primary Admin Node
racovery.
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Install a StorageGRID system Recover a failed primary Admin
Node
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ol2f o] 2| LEE AFEE = UKDt 2t StorageGRID A|AHIN|= StLIS| 7| &2 22| =Gt

EZRELICH CHE 2E 22| LE= H] 7|2 22| ==L

H0

el ye
"SG100 %! AMP, SG1000 A{H|A O{ZE0[HA"

=
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kl

* "QRIF ATt H| 7|2 2E| LE0M ZAF 25 SALELCH

r

* "H| 7|12 22| L& LA

L= AIE S Meteto] H] 7] BE| E

=g 283LCh
+ = b | BE| S0 M A 20 Sl

* "SE H 7|2 e 2E0M 7|2 2F B ARRE AL o

o
*'H| 29 22| LEE 57 o 22| & HIo[EH[0| A ST

i
]

=
s "H| Y 22| = EE 271 0l Prometheus HEZ2IS S&lst= SQL|CH

Almfor 22| CENAM ZAF 2OE SAY = U B olT AL 205 HZES10] A|AH 25
S A0 CHet 2| =E2| 7|2 | XISHOF SL|Ct. ZHAt 25 Aldl 5l Malist & S31= H| 7|2
2| LEE 2ol 4 QEL|Ct

Of Extofl M= Amliet 2e| =0 ZhAL 21 M S EEo J2|E 29| IA| fIX[2 SAtLICH A EZE ZAL
ZOE oA 22| =20 SARE = ASLICE ZAF 2= M 2E| 20| XIS 2 SAME| K| 5L Tt

A RO et Hofeh 22| 2o ZHAF 25 SASHK| RE 4 AFLICH HIEOf StLEQ| 22| LLET = F 2
S 2| == A 8 ool ZAF 2701 O[HIES 7| Z5t7| AlZFSt 1 oo 7| =&l C|o|E{ 7 & A E LTt HHZZO
= 0l&tel 22| LB ZotEl R LHE 2| 20N ZAF 2O S =78 = ASLIC

O[R| AlTfzt B2| E0IA ZAF ZI0 HNAY 4 Gl ZS SAE 27 3 LIS 24 200
AN AT 4 QBLICE

oT

1. 7?%6._* —?— afiet 2e| =20 2aQIRfLICH O™X| O™ 7= Xt =& = LHE A EEUE B2
of 2

FEZ ZOQI5tH TETEJOf| M HAELICH s & MEUBILICH 4.

2. AMS MH|AS EX|5t0] M| 23 T S HH5HA| et

Ju

SLICt.service ams stop

3. audit.log Y S S7E 2| =0

JHI

At 7|1E ot s HOMX| =8 Mt 0| 5 HiELICH

audit.log OIEE yyyy-mm-dd.txt.12t 20| H= 7} X[ & 1R$t ot 0| E2 = HHELICL o|E S0 audit.log
ot el 0|5 2015-10-25.txt.1E HFE 4= JEL|Cted /var/local/audit/export/

4. AMS MH|AE CHA| A|ZFBILICH service ams start

S. CIHMER|E MMt RE A EO MUS HEo| J2|E 2o A IX|0f| SAFLLICE ssh
admin@grid node IP mkdir -p /var/local/tmp/saved-audit-logs

HIAIX| 7t EA|E|H adminl| 2SS stL|Ct,

11



6. DE ZA ZO MY Ak scp -p * admin@grid node IP:/var/local/tmp/saved-audit-logs
HAIX|7F EAIZ|H admin®| 2SS I8t Ct,

7. 2EZ 202 exit

H| 7|2 22| L& uA|

2F ZeXt L2t ot LLES S5t HA| S| L= 7he StES0E W A[SHOF BhLICt.

o7t &l H| 2F 22| LEE Sot EAFUM dAE[= H| 2F 22| LEZ HA[SHALE, VMware EEi= Linux
SAENM HHE[E= H 2F 22| LEE MH|[A 01“Ef0|°**01|*1 SARE=H 2F 2 2 E2 UME £
olAL|C}

PN =] -

LLCof ohal MEfS CHA| S FZat EX[ohs BAE MESHIAR. ZE L& R0 Mot L& Wi XIS 2A=5HH
o BAE Soll vl 7= #E| == 57 E fle O A= o|SELIC.

uHE SHE HAIE HZSIMARL

VMware "VMware == A"

g2lsA "Linux =& A"

SG100 % SG1000 AMH|A "MH|A O{EE2I0|HA WA

oEZIo[HA

o MetstE &L Ct NetAppOil Al M| 23t= OpenStack® 7t HAl C|AS M 3 AFRELE [
o|A 51 23 J(l LISHX| & LICH OpenStack HHEOf| A %3” zolLeEE
E75H0F ot= B2 Linux 2 KN DY S CHREESHYAIR. OH CHS

Linux & WA HXHE HSL|C

S A% S EiSte] B 7|2 22| =8 AL

HI7|2 22| EE wAst = 22|E Z2|XIoAM S A|ZF 2 MEISHH M = EE ZHol7t
HEMSE - S0 CHot WHEQZ Ao ShL|LCY.

s X|elE|l= E2tRKXE AFE5H0] Grid Manager0| 2 1218HOF fL|C}.
* RX| 22| £z FE HMA #Ho] QLOJ0F SL|CE.
A0{0f BfLILCE.
* WA LEE A5t Fddlof gLt
chHA
1. Grid Manager0{|Al * Maintenance * * * Maintenance Tasks * * Recovery * £ ME{S}L|C}.

2. Pending Nodes SE0|A 57g J2|E L EE ME{BIL|CE
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J:-:
ot

LBt Aot = SR0f| LIEFLEX|ZE CHAl &X| 2|20 S5 #2817t E W7k =5 MEE +~ ST

ruI

3. Provisioning Passphrase * £ /23%fL|LC}.

4. 23 A5+ g S
Recovery
Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q

Name 11 IPv4 Address IT State 1T Recoverable N
® 104-217-51 10.96.104.217 Unknown v

Passphrase

Provisioning Passphrase | sessss

Start Recovery

5. 27 12|E LE HO|S0M 57 IHES ZLEZ LT

@ =7 ZAUL 2= S * Reset * S 22610 M S7E AIAE = ASLICHL ZZAXE
HEHSIH L EJF BHYE K| @2 %JEHE HOt ASS et = EE Tt &Ri7} LIEFELCE.

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For WVMware nodes, delete the deployed WM and then redeploy it.
» For StorageGRID appliance nodes, run "sgareinstall” on the node.
» For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

EXE MAHEHS = S8 MAIo2{H Ch3at 20| =5 AP 2X|E JEf2 S5O0k gLt

Do you want to reset recovery?

° *VMware *: HiZE 7t O2|E L EE AWPLICH 22 OHZ E7E ChA| A|ZY ZH|7L E[H L ES THA
HH ZgLICt.

° Linux*: Linux SAENM CHS HEHE 2SI =S CHA| AEfIL|CH storagegrid node force-
recovery node-name
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o * O{E20|AHA* HXIE IHEHTt = S5 MA|=5HHH E MG O{E20|UA LEE AP HX|E
MENZ SR6HOF BLICH sgareinstall =E0A.
6. StorageGRID A|AEI0| SSO(Single Sign-On)7t A™ &[0 U El 22| X} =0 CHet 7|8E SEARKE

EZAEVL 7|2 &2 QIEH0|A MH QUBANE AIRSIEE -_rl“%_l %'—C.’— AD FS(Active Directory Federation
Services)M| A =2 7|8t ALK} M2[E HH|O|ESEALE AX|ISH CHA| HESHUA Q. &2 LE 57 T2 M|A
S0l MME M 7|2 MH ASME AFEELILCE
Mg & KIRSHAAIR. 7|2 AMH
() azMol AuAseie B2l =Eo| B Mo 201t 2 OISBILICH /var/Local /mgnt-
: A

d|

oE He
"StorageGRID #z2|"

"O{Z2t0|HA TYAMX| FH|(ZHE AT SHEH"

S7E H| 7|2 22| 20N AL ED S/
Anfoh | 7[= 22| tEM ZAt ZOS B2 £ UALBZ V| E ZA RO HESE HES
UACHH F7 S H| 7|2 22| =20 SAFE 5= JASLICE

Bl 2E| =20l Fofvt elet = A 2O CHE fIX|IZ SAKHOF BfLICt.

2| Xp ==0f Zof7t 2dstH s EEI Lo MEE ZAF 230 24E = AELCH diljeh 2E| EE0|A ZAL
E

=
ZEOE SAtet Lh3 of2{et ZA 208 S+ E #e| R E2 S/5HY ’é‘ﬁ—'?'— E{ CIO|E{E EEY + JAFLILE 270
et Aost 22| =20 7*)\} E" = SASHK| R 5= UAFLICH O] ZL BE | O|¢J9| el 2T IE ER
YA RO RE 22| 20| SREE2 OHE 22| =E0M A2 % =7 =+ ASLIC.
2| X = =T SHLHEO| D Mgt 20N ZAF 208 SAME = Gl F2 S 22X BT M 2XQ AME

YA 2T0]| OJHIE 7|52 AIZFELICE

a. C}S HadS eladsh |},

O ocoo=

ssh admin@recovery Admin Node IP

b. of LIEEl A5 E QUZSIL|C} Passwords. txt IHY.

FEZ 200Iot 2 TETEJ Of|AM HBELICH s S HEHSILICE 4.

2. O ZAL IhUO| EEE[U=X] RISt

cd /var/local/audit/export
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3. HEE A 2O MYUS 27 Ba| Lo SARLICH

scp admin@grid node IP:/var/local/tmp/saved-audit-logs/YYYY*
HIAIX| 7} EAIE|H admin2| 2S£ l2istL|Ct.

4. HotS 2lol Zoh7t st 2= LEOM S7E HE| 20| SSHOE SAEJ=X S0t = ZAL2OE
Jkl-x-"'é'i-L_l |:|-
= =] .

5. 2%l 72| ool AR 20 TS| ALSR Y I8 HNS

1%
jini
o

m

o
r
~

chown ams-user:bycast *
6. ZEZ 20} exit

Lot ZAL SR0I| Chet 7|1 & S2t0|HE HM AL ZRAsH0f LI XtMiet L2 StorageGRID 22| X| &S

"StorageGRID #z2|"

S7E H 7|2 22| LENM 7|2 HF HHH AEHS A- ST
27 50 H 29F JE*E'-I OO AR 20 o2l gt 22l 51 AutoSupport HIAIX[Q] 7|2 MH
SMIE HHE HSR StorageGRID A|AHIO|A O] ™S CHA| 2 dslof gFLICt,

Ral
rio
H
rir
T
I
40
—
M
>
)
of
2
®
-~
a
=
Q
=)
Q
(@]
@
=2
HU
|J
ro
els
o
9'_
r
_|T|_

2. Preferred Sender * (7|2 A% EH AlEhH EECHR SE0|A S7E 22[Xt =8 MEHSL|CE

3. HF LI g+ g F=LICh

5]

oy
"StorageGRID #2|"

H 2 2] = =8 57E o 22| =& 0B H[0[A S SHELICH

P

o7t 2ot H| 2F 2t2| =0 chet

—

o A4
2] 20 22| & HIo[EH|0|A S %_Je* an

N
=

© ESE HE[Xt D=5 Mot Mol FLC.
* StorageGRID A|ABI0= MO £ JHQ| 2t2| L =7t T 3HE|0{0f BFL|CE.

* Off 7} LO{OF BL|Ct Passwords. txt OFY.
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* Z2H|INMY =7t L0{0F gLt

e = =0f Zof7E LHSHH e 22| = H|O|EH|o| A0 MEE 7= Y27 & ELICE O] H|O|E{H#|o| A=
ChE HEIF Lo ASLIC

LG HOlE] - * X3 ** =5t ** A2|E EEZX| * H|O|X|0[M AHE 7hsth XtE S HIAE H M0

el LEE 57 I AT ES 0o X| ZZMAMME S7E ==0f 2l 22| = C|o[E{H[0]| A S gLt
J2{Lt A CIO|E{H|O| 201 = X A|ARIO| ZBE|O] QAL LSOl =Tl ME S AMH|A0f CHEE FEE ZeHE LT,

2F 2R =7t ot L EE =/t 3R 2F #2| E(source Admin Node)ol M S 7E eEZ 22| &
HIOIE{HIO|AE FAISHH 7|18 HEE SYHE &+ ASLICH

@ el 2= E1|0|E1H1|0|¢§ %AWE Ol R AlZHO| 23 & JUELICE YT Grid Manager 7|2 &4

a. Ct3 BH2 YHLYLICt ssh admin@grid node IP
o
=

El ot E QUESIL|Ct Passwords . txt OFY.

2. AN 2| L2 CHS HES AdSL|CE O™ O3 HAIX|7) AR T2H|KMY 25 E LHSLCh
recover-access-points

3. aA 22| LE0M MI MH[AE SX|BLICL service mi stop

4. A 22| LEojlA 22| ofE2|AH 0l =27 QBT 0| A (mgmt-API) AHIAE SXIZLICH service mgmt-
api stop

5. FTE 2| L E0M LIS THAIS 2tz et

a. SE E|Xp =0 23algtLICt
i CHs HHE2 YHESLICH ssh admin@grid node IP

iv. of LI =l A4S E 3HBIL|CH Passwords. txt IHY.
b. Ml MH|A &BX|: service mi stop
C. 2| APl MH|A BX|: service mgmt-api stop
d. SSH Of|o|ME0f| SSH 7He! 7|& F7tetL|ct. & :ssh-add
e. Of LIZEl SSH HMA 2S5 E HBILICH passwords. txt OFY.

f. AA 2| LCoM B8 22| =2 H|0|EH|0]AS BAFELICE /usr/local/mi/bin/mi-clone-
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db.sh Source Admin Node IP

g HIAIX|Z} EAIE|H & 22| =9 MI C|O|E{H[0| A S HO{EX| =telgtL|Ct.

—= o

HIO|E{H[O] A2t ST 7| = ClIOIE7t S #E| =0 SAFELILE SAF A YH0| f=EH AT EE SE
e[ L EE AIRRILICEH

h. Ct2 MHO|| CH3t 25 Q= HMATLH O] A LRBHX| O™ SSH Of|0|MEf|A 71l 7|5 MAELICt &
‘ssh-add -D
6. AA 2| LEOA MH|AES CEA| A|RFEILICH service servermanager start

* StorageGRID A|ARIO|= O T 7Ho| 22| =7} ZXotE|0{OF LT}
* Ofl 7t R}AO{OF 2ILICt Passwords. txt IHY.
* T2H|XN'Y =7t A0{0F BL|LCE.
22| =0l Zol7t LMSHH 22| L E 9| Prometheus Hl|O|E{H[0| A0 RX|== HEZ0] &M EL|CH 22| LE

=

=

E76IH AT EO AX| ZZ2MANA A Prometheus ClIO|E{H[O| A S MMBtL|Ct SE 22| LEJt ARHE =
StorageGRID A|ARIS| M HX|E £8TH AT HEZS 7|SELICL

29 B2lxt £} OfLl LES 2aus FS
7

ce Admin Node)Ol|lM S7E 22| tEE

ru_ﬁ N
=
[m
u
mjo
Jr
Fﬂ&
et o
4> 3

Prometheus C|O|E{H[0| A S FALSIO] 7|2t = USLICE
@ Prometheus |O|E{H[0| A E SALSH= O 1A 2 oI“OI A% 2 USLICH AA H2| 2N
MH|AT} X5 = Sotofl= 25 Grid Manager 7|58 A2 £ H&LICH

d. of L} 25 E AHBELICH Passwords . txt THY,
2. 2A 22| ==0A Prometheus MH|AE ZX|BLICL service prometheus stop
3

- STE HE[XH = E0M TS THAIE 2tEELICE

a. 3= 22Xt =0 23a21%tL|Ct,

I C2 EdS YHLYLICH ssh admin@grid node IP
i. of LIFE &S E YHYLICE Passwords. txt IFY.
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b. Prometheus AH|A FX|: service prometheus stop
C. SSH 00| E0f| SSH 72l 7|1E FI7teLICE &= :ssh-add
d. off L}ZEl SSH HMA ASE URABILICI Passwords. txt THY.

e. A4 22| LM S7E 22| L EE Prometheus H|O|E{H|0|AS SAFSLICE
/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f. HIA|X|7} EAIE|H * Enter * £ 52 27 & 22| ==0|M A Prometheus Cl|O|E{H[0| A S Tt7|EHX|
grolgtL|Ct.

#efl Prometheus G| O|E{#[0] 22t oS 7| = CI|OIE{ 7} S &l 22| =0 SAFELICEH SAF 20| 2= E[H
AJBEE S7E e L EE AAYLICH ChE HEN7t LIEFE LT,

HIO[E{H[O]| AT} SH|=|0] MH|AE AZSH= SYLICH

a. OHE Meof| CHiet &= gle HMIATH T Ol ERDEX| ¢t M SSH Of0[HME M 71! 715 MAHRfLICH U=

ssh-add -D
aA 22| LE0|A Prometheus MH|AE CHA| A|&RIL|CHservice prometheus start
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