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Load Balancer Endpoints

Load balancer endpoints define Gateway Mode and Admin Mode ports that accept and load balance 53 and Swift requests to Storage
Modes. HTTPS endpoint certificates are configured per endpoint.

© Changes to endpoints can take up to 15 minutes to be applied to all nodes.

4 Add endpoint port

Display name Port Using HTTPS

No endpoints configured.
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Create Endpoint
Display Mame
Port 10443
Protocol (O HTTP (O HTTPS
Endpaint Binding Mode i@ Global (O HA Group VIPs (O Node Interfaces
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Create Endpoint

Display Mame
Port 10443
Protocol () HTTP O HTTPS
Endpoint Binding Mode (@ Global (O HA Group VIPs () Node Interfaces

@ This endpoint is currently bound globally. All nodes will use this endpoint unless an endpoint with an overriding binding mode exists for a specific port.

Cancel
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Create Endpoint
Display Mame
Paort 10443
Protocol () HTTP O HTTPS
Endpoint Binding Mode () Global ® HA Group VIPs (O Node Interfaces
Name Description Virtual IP Addresses Interfaces
O Groupl 192.168.5.163 CO-REF-DC1-ADM1:eth0 (preferred Master)
O Group2 47.47.5.162 CO-REF-DC1-ADM1:eth2 (preferred Master)

Displaying 2 HA groups.

A\ No HA groups selected. You must select one or more HA Groups: otherwise, this endpoint will act as a globally bound endpoint.

Cancel
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Create Endpoint

Display Mame
Port 10443
Protocol (O HTTP O HTTPS
Endpoint Binding Mode (O Global (O HA Group VIPs ® Node Interfaces
Node Interface
[0 CO-REF-DC1-ADMA eth0
[0 CO-REF-DC1-ADM1 eth1
[0 CO-REF-DC1-ADMA1 eth2
[0 CoO-REF-DC1-GWA1 eth0
[0 CO-REF-DCZ-ADMA eth0
[0 CO-REF-DC2-GWH eth0

A\ No node interfaces selected. You must select one or more node interfaces; otherwise, this endpoint will act as a globally bound endpaint.

Cancel
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Edit Endpoint Unsecured Port A (port 10449)

Endpoint Service Configuration

Endpoint service type @ S3 () Swift
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Load Certificate

Upload the FEM-encoded custom certiﬂcate]:private key, and CA bundle files.

Server Cerificate Browse

Cerificate Private Key

CABundle Browse
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Generate Certificate
Diamain 1 * 53.example.com
IP1 0.0.0.0

Subject JCN=StorageGRID

Drays valid 730
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Load Balancer Endpoints

Load balancer endpoints define Gateway Mode and Admin Mode ports that accept and load balance 53 and Swift requests to Storage Nodes. HTTPS

endpaint cerificates are configured per endpaoint.

| = Add endpoint | | # Edit endpoint | | X Remove endpoint

Display name Port Using HTTPS
O  Unsecured Endpaint & 10444 Mo
® Secured Endpoint 1 10443 Yes
Displaying 2 endpoints.
HMEE BHS ML
27 My~ 2 2=t

23 T et Xt LIEFE LT

HIHOHHTTP) 272 2% Chst &Xtel 21 MH|A 74 Mot LIEHL|CH HoHHTTPS) 289 22 L3
Ofl x|t Z0| st &Ate] 28 MH[A T 3 S M MMH0| LIEFEL|CE.
Endpoint Service Configuration
Endpoint service type @ S3 O Swift
Certificates
Upload Certificate ‘ ‘ Generate Certificate
Server CA
Certificate metadata Subject DN: /C=CA/ST=British Columbia/O=NetApp, Inc/OU=5GQA/CN=* mraymond-grid-a.sgqa.eng.netapp.com

Serial Number: 1C.FD:27:8B.EG.ASBA30:45:A9:16:4F DC.77:3E:CA:80.7D-AFES
Issuer DN: /C=CA/ST=British Columbia/O=EqualSign, Inc./OU=IT/CN=EqualSign Issuing CA
Issued On: 2000-01-01T00:00:00.000Z
Expires On: 3000-01-01T00:00:00.0002
SHA-1 Fingerprint: 60:30:5A:8C:62:C5:B8:49:DC:9A:B3:F7:B9:0B:5B:0E:D2:A2.FTE.CT
SHA-256 Fingerprint: AF.75.7F 44:C6:86:A4:84: B2 7D:11:DE:9F 49:D3:F6:2ATE:D9:4D: 24 1B:8A0B:B3:.7E:23.0F B3:CB:84:8
9
Alternative Names: DMS:* mraymond-grid-a.sgga.eng.netapp.com
DMS*.88-140-dc1-g1. mraymond-grid-a.sgga.eng.netapp.com
DMS*.99-142-dc1-s1.mraymond-grid-a.sgga.eng.netapp.com

Certificate PEM
MITHfDCCBWSgAWIBAgIUHPOni+alujBFqRZP3Hc+xoBYr+kwDRYJEoZ IhvcNAQEL
BQAwb] ELMAKGA] UEERMCOOEXGT AXEgNVBAGMEE JyaXRpc2ggQ2 93dW1l 1aWEXGDAN
BgNVBLZoMDOVidWFaU21nbiwgSW5] L] ELMRAkGR] UECwwC SV HT AbBgNVBAMMFE VX
dWF3U21nbiBJc3N1aWsn IENBMCAX DT AWMDEWMT 2wMDAWMF oY D2 MwMDAWMT AxMDAW
MDAWH] B+MQawCQYDVORGEWIDOTEZMBCGR 1 UECAWQRNIpdG1 2aCBDb2 X 1 bRIpYTEV
MEMGR1 UECgWMTHV0 X BWLCBJbmMuMQOwCwYDVQOLDARTR] FEMS 4wLAYIVQODDCUg
Lml¥YX1tha SkLWdvaWQtY55zZ3FhImVuZ ySuZXRhcHAuY2 9tMI IBIjANBgkghkiG
SwOBAQEFAROCRQEAMI IBCaHCAQERAONUkWEEFg/BlULY+bIRE0MaVISC+RTSIZ102v
Hz4rSnrYCn,/WIRCT+fznmxzaG32RRUDInNLnX] ¥Yk+QUPRAIFZ+51dr6HIrYTE/NK
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Load balancer endpoints define Gateway Mode and Admin Mode ports that accept and load balance 83 and Swift requests to Storage Nodes. HTTPS

endpoint cerificates are configured per endpoint.

| &= Add endpoint | | & Edit endpoint | | ® Remove endpoint

Display name Port
O  Unsecured Endpoint § 10444
® Secured Endpoint 1 10443

2. }AE BN 20| Y= 2IC|Q THAE MESL|CT,

—

3. B8 M+ & S=lgLich

Jlot
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Using HTTPS
Mo
Yes

Displaying 2 endpoints.



A Warning

Remove Endpoint

Are you sure you want to remove endpoint ‘Secured Endpoint 17
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