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LDR %! DDS MH|A LHO]| M Data Store 74 242| Lost Objects 7H2E{2| A ILICE.

99-97 (Storage Node)

Overview Hardware MNetwork Storage Objects ILM Events Tasks
1 hour 1 day 1 week 1 month Custom
53 Ingest and Retrieve Swift Ingest and Retrieve
25kBs 1.00 Bs
20k8s | 0.75 Bs
15kBs |
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10kBs |
SkBs I .I 0.256s
0Bs ' 0Bs
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== |ngest rate Retrieve rate == |ngest rate Retrieve rate
Object Counts
Total Objects 102 5
Lost Objects 1 5
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a. J2|E &0 23QlstL|Ct,
I C2 BES YHYLICE ssh admin@grid node IP
i. of LIFE 2= E YHYLICE passwords. txt IFY.
ii. RER MetstHqH CHS HE S LHYLICE su -
iv. Of LIEEl S E AABLICE Passwords. txt IHY, FEZ 2QI5IH TEITE T} 0f| A
£ MEHSILICE 4.
b. ZIAF 237t Qe CIHMER| 2 HATILICH 3: cd /var/local/audit/export/

140

HHELIC s

Lod

C. grepE ALE3I0| OLST(Object Lost) ZHAF HIAIX|E F=EELICH &3 grep OLST audit file name

d. olAIX|ol Z&HEl UUID i geletL|ct.



>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B-
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID(FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

AL objectByUUID BHS AFESI0] 3lE ID(UUID)Z 7HKIE &2 CH2 CIOIE 7t fI”0l| XSt=X

=]
oIt

ot

LDR 2£0]| HMN|ASIZ{H |ocalhost 14020 TelnetS AF2EtL|C}.

a.
b. 2. /proc/OBRP/ObjectByUUID UUID value

O] A HHmy oMU M= 2] 7HM|E 20 FELICH UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311 Ofl=
5 49| X7t LIEE|0] JELILCE

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0x38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0O-4DS9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {
"CSIZ (Plaintext object size)™: "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7/ES59A76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",



"ITME": "1581534970983000"
b
"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
b
"AWS3": |
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\{
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLIN\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
\'},
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

= I oMol = 2 &M JHMIE LIEFHLICE yUID 926026C4-00A4-449B-AC72-BCCA72DD1311 Of
LI =l {IX|7t ei&LICt.



ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. /proc/OBRP/ObjectByUUIDS| &2 HESI MASt &S LA TL|CE
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b. ZIAF 237}t Q= CIAER| 2 HABILICEH ¢d /var/local/audit/export/
C. grepE AIESIH MMM Z &M E K| 2 El ZAL HIAIXIE F&EotD &8 MU= HHL|CEH 2= grep
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Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages_about lost object.txt

d. grepE AI25t0d 0| £2 It M LLST(Location Lost) ZHAt HIA|X|S FZEELICH ¥&: grep LLST
output file name

o

™ Ch3 o 25U

il
muin

Admin: # grep LLST messages about lost objects.txt
LLST ZAt HIA[X| = o] HZ HIA|XK|2t Z&LICH

[AUDT:\ [NOID\ (UI32\) :12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UI®64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID (UI32) :12448208] [AMID(FC32) :CL
SM]

[ATID(UI64) :7086871083190743409]]

e. LLST H|A|X|0|M PCLD ZEQ} noid ZEE RH5L|CEH

PCLD 20| A= E2 2 SH A SAL=0f| ciet t{239] HA| ZZYLICH noid 242 HH|S| SAMES
x



A XS HBH JIHME SHL = ASLICH

f. O| LDR =E ID9| AEZ|X| =EE At&LILCE.

E IDE A8 AE2|X| = EE H= YYo= F 7HXI7F ASLIT.

* Grid ManagerOll M * X|@d *>* £ * > * J2|E EZ2X| * £ MEAEHL|C O CHS *0|0|E ME] * >
*AEZ|X| E *>* DR * 2 MEHEIL|C} LDR = ID= Node Information E|0| 20 Q&LICE. O]
LDRE 2 AEISH= AEE[X] iEE XS U7X 2 AE2|X| L E0f it MEE HESHYUAR,

* J2|=0] et S+ {7 |X|E CHREESHD xS FLICH i mi7|X|0ll _\docs_directory?t U&LICE.
index.htm! IIY S E€H MH Q0| ZE J2|E LEO| BE L |DJ} FA|EILICE.

2. ZAF HIAIKIOff EAIE AEE|X] = 20f 24K 7t A=K ZHlBfL|Ct.

=

a. J2|E o 231}
I OHE HES YHYLICE ssh admin@grid node IP

o
i off LIgEl A E QUBBILICt Passwords. txt IHY.

FEZ ZO0I5tH TEXETLOf| M HAELICH s £ HEfBIL|CH 4.
b. FHx|of Y F=Z7t A=K QIS Tt
Zix|el ot ZAZ0f| LLST ZfAt HIAIX|2| PCLD &S AHEeICt.

olE S0{ Ct32 Y=HELLICL
1ls '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgA%#3tNG'

* HA B XS O|AFAH|0| Bt H g FHM A ot Z=E A2MZHE [O{0F HLCt.

ZE2E S 5 QB AT £EE|0] O] EXIE AFESIH ST + SISLILE 7|& XY 20|

=/

M| B27 YA CHAIE A& TIYBILICH JHH| S StorageGRID 2 S 2rL|CH AMEl 4H|E
CHA| StorageGRIDZ S8 4= QI&LICH
1. 7K ZZ2E %2 AL JHH|E StorageGRIDZE S8l HAAIQ

a. et AEZ|X| lLEO0|M StorageGRIDO|A 22| = U= E HA| Dt ARHS HELICL Y=:
chown ldr-user:bycast 'file path of object'

b. LDR 2&0| AMABI2{™ |ocalhost 140201 TelnetS AFEEIL|CE QI telnet 0 1402

o
o

. cd /proc/STOR

o
18]
I

:Object Found 'file path of object'

=
mufn

S0{ 22 Y=YLICh



Object Found '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tN6"

HAHBILICE object\_Found Command 7HM| ¢|X|E ==0i EILICEH ot 2y ILM ZMS E2| 7510
Mof| XIFE U2 71 SAIES 2HELIC.

oz jn

*HDAME 2 AR X 27 2EERIQN FL 221l el AE2[X] 2o A

el =
AUSLICEH HHE 22101 AEZ|X| LE9| /var/IocaI/rangedb ClAE2[off HiX[ELCt OH CHE &
Al

AMSSILICH Object\ Found ZHA|0)| CHot MY HEE A= BHYLICL

" HHIE ={E =+ Gl B E XA Object\ Found BHO| HIYELICL 7| X|&
B0 Z2eStHAIL.

* JiH|7t StorageGRIDZ S| 43 HAIX|7t LIEFELICE O S S CHEat Z&LICH

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tN6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

THAIE Al TIABLICH M ?I R 7F S G A=A =l gLt

1. 24K|7} StorageGRIDZ S7E|H M IX|7H H-E = A=X] gelet|Ct.

a. 93: cd /proc/OBRP

b. 2%: 0bjectByUUID UUID value

CH2 0|0 M= UUID 926026C4-00A4-449B-AC72-BCCA72DD13110| /= JHA[2] X7} & K|S
Ho| EL|C}.

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBB0O0BB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
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"*ctp (HTTP content MIME type)": "binary/octet-stream"

by
"BYCB (System metadata)": {

"CSIZ(Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFF7ES59A76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
b
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T719:16:10.983000"
by
"AWS3": |
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\{
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"
N
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

a. LDR 220X 202 ¢tL|CH 3 exit

#e| =20l M o] Z4A|of CHel ORLM ZHAL B AX|Of| CHet ZAF 28 HMBIH ILM(BE =3 F7| 22()0] 20
met SX=S X=X 2Lt
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b. ZIAF 237t Qe CIMER| 2 HABILICE ¢d /var/local/audit/export/
C. grepE AESH0] JHA| 2t 2HAE ZAF HIAX|E &3 OHUof| FESLICH Y= grep uuid-

valueaudit file name > output file name

ChEar Z&Lct

o

1
ujn
2

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages_about restored object.txt

d. grepE AF25t0] 0] £ Tt A ORLM(Object Rules MET) ZHAt HIA|X|E FE8HL|Ct 2&: grep ORLM

output file name

™ OtSa ZELICh

of

i
fujn

Admin: # grep ORLM messages about restored object.txt
ORLM ZAL HA|X|= 0| HE H|A|X|2t Z&LCt.

[AUDT: [CBID(UI64) :0x38186FEL3E3C49A5] [RULE (CSTR) :"Make 2 Copies"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATYP (FC32) : ORLM] [ATIM(UI64) :15633982306

69]
[ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

a. ZtAb HIA|X[O|M Locs HES At&L|CE

N 2K SX20| WME =& IDYLICE O] HA|X]= ILMO]

o

AL Locs®| CLDI 22 =E ID
[ A = H9| WKl SAHEO0| o HE|R}SS LIEFHLICE.

L A PAS
— HA
{EE[QH O2[E9| & 2K

b. J2|= Zr2|Xtol|l A &AM E JHH | =5 HHEFELICH
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