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Two copies at two sites for Tenant A

Description: Applies only to Tenant A

Ingest Behavior: Balanced

Tenant Accounts: Tenant A (34176783492629515782)
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:

Trigger Day O
St wl [
Site 2 L ™
Duration Foraver
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it Iater as required. Click Simulate to verify a saved policy using test
ohjects. When you are ready, click Aclivate to make this policy the active ILIM policy for the grid.

MName Exampie ILM policy
Reason for change New policy

Rules

1. Select the rutes you want to add to the policy
2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the

policy and cannet be moved.

I =+ Select Rules

Default | Rule Name Tenant Account Actions
& Rule 1: 3 replicated copies for Tenant A (& Tenant A (56889986524346539742) x
L3 Rule 2: Erasure coding for objects greater than 1 MB (5 — x
4 Rule 3: 2 copies 2 data centars (default) (3 — x

1
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Low installed node memory

The amount of installed memory on a node is low. Status

Recommended actions

Increase the amount of RAM available to the virtual machine or Linux host. Check
the threshold value for the major alert to determine the default minimum reqguirement
for a StorageGRID node.

See the instructions for your platform:
* VMware installation
* Red Hat Enterprise Linux or CentOS installation

+ Ubuntu or Debian installation

Time triggered
2019-07 15170741 MDT (2018-07-15 23:07:41 UTC)
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StorageGRID Hotfix

Before starting the hotfix process, you must confirm that there are no active alerts and that all grid nodes are online and avallable.

When the primary Admin Node is updated, sarvices are stopped and restarted. Connectivity might be interruptad until the services are
back online

Hotfix file

Hotfix file @ Browse

Passphrase

Provisioning Passphrase @

LA HA 7|2 22|At 20| HEEL|CH 32 CH2 StorageGRID A|AEIS| RE L-EoM SYUSH AT EL0]
HIHO0| AR mhx] 2 J2|S S0 cfgt A S8 T2 Solsfof siLict Y J2|E s, J2ls
C I8 EE BE J2|S tES SQIEE Meioto] 591 2ME ALRK XIS £ AUBLIC

2E DRIC LCE M SHA UHOR YEOISEY Snael 4 U MIE ST L 38

() == MulAos 982 5 4+ AL o2 Sof #EAL AE2|X| =EO| LDR MHlA D FES

5 4 ALt

SANtricity 0S & 18[0|=

HEE27t £ Ho| HEHZ X SOHA| B2

0ol AE2|X| 0|Z2}0|HiA 0| AE2|X| 7{E Z2{0) A SANtricity OS

A2TDEQE 20| =60 & & USLICE SANtricity OS It S StorageGRID A|AEIS| 7| & E2| =0
FZLstn J2(E 2 XtofM FO20|EE HEY = USLICL

of2H HEA|El SANTtricity H|O| X|0f| -] SANtricity OS ¥ 12{|0|E MtUS YEZES & JYSLICH
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SARlricity O35

You can use this page to upgrade the SANtricity O software on storage contrallers in a storage appliance. Befare installing the
new software, canfirm the storage contrallers are Mominal (Nodes » appliance node = Hardware) and ready for an upgrade. A,
health check is automatically performed as part of the upgrade process and valid MNWSRAM is automatically installed based on the
appliance type and new software version. The software upgrade can take up to 30 minutes per appliance. When the upgrade is
complete, the node will be automatically rebooted to activate the SANtricity O on the storage contrallers. If you have multiple
types of appliances, repeat this procedure to install the appropriate O3 software for each type.

SANtricity OS Upgrade File

SAMtricity O3 Upgrade File Browse
e

Passphrase

Provisioning Passphrase

©

TS HREP 3 Y AERX| LE EE DE LCO| YIF0|SS S9IT 4 USLICE LES HEEOR
SoIots 7|5 ALGSIE YIR0|=S Of 22 Glofet  ALLICE YIR0[EES 9ok =S S918H 3, AAHR
Aef M2 2ok T ol sHZots Y20l =g At

shat A

Z7t5t0{ StorageGRID A|ABIS &S o~ JASLICEH SG6060 AE2|X| {E2H0|AHAE AESH= AEZ|X| LET}
| = =

— =
U=E FR 1~279] & AL S FI15H0 =0 AEE|X| 83 24l = 3HIZ 53 & ASLICH

SO e 2T S 2 = JASLICHL L& E= MO|EE FIHE M= MM M EE
x =1 = S
=
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Grid Expansion

€ A new Recovery Package has been generated as a result of the configuration change. Go to the Recovery Package page to download it

Expansion Progress

Lists the status of grid configuration tasks required to change the grid topology. These grid configuration tasks are run automatically by the StorageGRID system

1. Installing Grid Nodes

Grid Node Status

Lists the installation and configuration status of each grid node included in the expansion.

Name It Site It
DC2-ADM1-184 Site A
DC2-51-185 Site A
DC2-52-186 Site A
DC2-53-187 Site A
DC2-34-188 Site A
DC2-ARC1-189 Site A

2. Initial Configuration

Grid Network IPv4 Address ¥  Progress
172.17.3.184/21 s ¥
172.17.3.186/21 N
172.17.3.186/21 kY
172.17.3.187/21 |
172.17.3.188/21 N
172.17.3 189/21 K

3. Distributing the new grid node’s certificates to the StorageGRID system.

4. Starting senaces on the new grid nodes

5. Cleaning up unused Cassandra keys

L 23 "kt

SIERA], Tteet, 2 MK E=
HOW7h e = ASLICY.

0.

ATEQ0 Foliz Qs LE0H &S &5

CC
_

1

rir

In Progress

Stage it
Waiting for NTP to synchronize

Waiting for Dynamic IP Semvice peers

Waiting for NTP to synchronize

Waiting for NTP to synchronize

Waiting for Dynamic IP Semice peers

Waiting for NTP to synchronize

Pending
Pending
Pending

Pending

A FHE 32 12|E =20

S LEJ} SAEE|E BHED J8|C o] R¥0| 0f2t CHELICE 2t R3e
=3 =7 FA} YALICH Yers 02 Fol7 st 12| 0| Hjo|E(S
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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

VMware SEH.'HCES Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recoveryis
complete.

Yes

—force flag
+ or force-recovery

N Select Start Recovery to

configure the Admin Node.

Restore the audit log.

Reset the preferred sender.

Restore the Admin Node
database.
Restore Prometheus metrics.
S| =kt

StorageGRID A|ARIO|M O2|E = K= TA| CIO|E ME| MO|EE FH Q= HAY = ASLICH
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Decommission Modes

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for @ node, see the Recovery and Maintenance Guide to leam
how to proceed.

Grid Nodes

Name W |Site 11 | Type I Has ADCIT Health Decommission Possible

DC1-ADM1 | Data Center 1 Admin MNode ’qy No, primary Admin Node decommissioning is not supported
™ DC1-ADM2 Data Center 1  Admin Node < &y
" DC1-G1  DataCenter 1 API Gateway Node = )
DC1-51 Data Center 1 = Storage Mode Yes lc:y Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC services
DC1-52 Data Center 1 Storage Mode Yes ’G‘; Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC semvices
DCA-53 Data Center 1 Storage Mode Yes % Mo, site Data Center 1 requires a minimum of 3 Storage Nedes with ADC serices.
© DC1-s4 Data Center 1 = Storage Mode MNo @
T Dc1-ss Data Center 1 = Storage Mode MNo @4‘
Passphrase
Provisioning
Passphrase
Grid Manager2| AMH|A SHX| AlO|E H|O|X|E ALE5I0] AFO|EE HAY & JASLICH. HEE AO|E o7 |= 2
AMO|ES M7{st1 CIOIHE EZEYLICH. HZ0| 21 AO|E MH|A S{H|= THOoH7 &4 POIEE M ASER| 2

a
HIO|E{E EZ0IX|= BELICE AO|E SRl OFHAN= AtO|E ME, AIO|E MR FE BT l,
A AMOIE EE HA 8 & 55 o2 Z2ZHAS gLt

ILM & 73, ILM
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Decommission Site

o 2 3 4 5 6

Select Site View Details Revise ILM Remaove ILM Resolve Node Monitor
Policy Referencas Conflicts Decommission

When you decommission a site, all nodes at the site and the site itself are permanently removed from the StorageGRID system.

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then, selact Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state

You might not be able to remove certain sites. For sxample, you cannot decommission the site that contains the primary Admin Node
or a site that contains an Archive Node.

Sites
Site Name Used Storage Capacity € Decommission Possible
) | Raleigh 393 MB
Sunnyvale 397 MB
Vancouver 390 MB Mo This site contains the primary Admin Node.

HEHZE FRIE4 EXt

of
g

FAdtor g HEXZ /A 22| At & SR = L3 Z25LL

n
i

J2|E HEQIOM MEUHE HH|0|ERLIC
* IPHZE EHE ALE5I0 J2|E HiE S0 HE BEE HE/NZ #8428 HELLIC
* DNS(Domain Name System) At &7} M E&= HO[0[E

« J2|= & Zhol| GIO|E{ 7} MEtstA| S7|3tE| =8 NTP(UIEY T A2t IRES) MHE =7} HH E£=
AH|0| ERILICE

Loix] D2l S0M Helslg 4 s =Sof thet IESD e 2

SAE 2l gl 0|0 "Xt
YR K| 22| A= Linux =& VMwareOl| B EE[ 7L} StorageGRID £F M| CHE 714 40| MEE| =

StorageGRID oot MEE LIEL Ol£ £0{ J2|E L EE C}E2 Linux A EZ 00| 22{|0] M8 Lt TSM(Tivoli
Storage Manager)0f| ¥ ZEl Ot710|2 20| QK| H2|E £E 4= J&L|C

O{Z2to[oA L= 22 =X
HEZHO|UA L= SE SHIE AE0HH 2| E0M 7[Z ASEf0|U L L E(2A)E St =2 X StorageGRID
MOIE°| L5l 8t O{S2HOIAA(ERNZ 2A| uAE = ASLICE O] Z=M|AE= EE HOJHE A 0{Z210] A0

£310{ 07l 0Z2}0|91A =2 M3 O[F 0{Z210|oIAS MX| H Mel2 ST 22 2H= 430 ofet
240l S 1201 =48 NZ0 OIBAOIOI DA F1¢t ) HHE MSELIT

*2|E & HX}+

Ed e8|t LE0M BT EAE A0 Y = JSLICE HE =0 2= L EE MR-SHL EF J2[E L E



MH|AE S22 SX|5 CHA| A|ZISHOF S 4= JAELICH LR O2|E = EXh= 2| = 22Xt M et
ACH, J2|E L0 221510 29| BHES A0 ot 3= ASLIC.
o He

"StorageGRID #z2|"

"AZES0] fazolE"

EF WX UR2EES

231 1{7|X|= CHREE 7H5$h zip Y2, StorageGRID A|AEIS MX| 2H& 1 1|0 = 5
SX| 22|st= o] Zeot B 23 Il 5l AT EQ0E ZaafL|Ct,

CESH 21 07| K| MU= M| SAE 0|2 9l |P FAE TEhsh A|AH 2t 1M Ol E¢F HHQ A|AH 2X| 2t2),
AO0|= Bl =R A| ot 7Y 2SI EEE|0] Q %l—ltt 7|2 e LEo| MoZEEH SRt H S 17| X7t
JIIR'é‘FL_||:|-

= = -

StorageGRID AIABIS MX|2 o B3 I§7|X| THYS CHR2E6HD 0] IOl L0 4BHOE UNAT 4 Q=X
gfolgoF eiL|ct. FEpt R X| 2t2| EE= Y2)|0|= EAtZ 28l StorageGRID A|A”S| O2|E EZZ X7t HEE
oHOfCH oY S CHREZE8H0F BtL|LC}.

Recovery Package

Enter your provisioning passphrase and click Start Download to save a copy of the Recovery Package file. Download the file each time the grid topology of the StorageGRID
system changes because of maintenance or upgrade procedures, so that you can restore the grid if a failure occurs.

When the download completes, copy the Recovery Package file to two =afe, secure, and separate locations.

Important: The Recovery Package file must be secured because it contains encryption keys and passwords that can be used fo obtain data from the Storage GRID system.

Provisioning Passphrase = | seses 1

S I7|X| DU S CHR22E5t0 2HAS E = JEX] &Qlst = 57 7 |X| IS F 719 eHHstn 9
SIKIOf| S AFRILICE.

@ 237 07| X| It 2 StorageGRID A|AHINM HIO|E{E 7HHQE O AFEE 4= = AS} 7|9t
OrS I IEHE |0 YOO 2 Hot2 S X|sHof BtL|C}.
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The AutoSupport feature s disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to technical support to allow proactive monitoring
and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q for prediclive recommendations.

Settings Results

Protocol Details

Protocol @ ® HTTPS @ HTTP ! SMTP
Net&pp Support Certificate Validation & Use NetApp support certificate v

AutoSupport Details

Enable Weekly AutoSupport & IFd
Enable Event-Triggered AutoSupport € v

Enable AutoSupport on Demand & J

Additional AutoSupport Destination

Enable Additional AutoSupport Destination €

“| Send User-Triggered AutoSupport ‘

AutoSupport HA|X|E ELj= ZEEZQL|C}

CtZ Ml 7FK Z2EZ & StLtE MEiSH0] AutoSupport HIAIX| S EE = ASLICH.
- HTTPS
« HTTP
- SMTP

HTTPS E= HTTPE AFE510] AutoSupport HIAIX|E ELi= B2 #E2[Xt =2t 7|& K@ 7Hof| EF5HK]
OTEA MHE 7de = JUSLICL
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Logs

Collect log files from selected grid nodes for the given time range. Download the archive package after all logs are ready.

& A I StorageGRID Webscale Deployment Log Start Time S TEE 6\1 ) ;; —
A A [ Data Center 1 v v

@ I DC1-ADM

A T DC1-ARCH Log End Time 20180418 05 : 3 MDT

@ I De1-G1 hd hd

@ " pc1-s1

@I pcrs2

@I pci-s3

™ Data Center 2

@ I DC2-ADNI
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Metrics

Access charts and metrics to help troubleshoot issues.

@ The tools available on this page are intended for use by technical support. Some features and menu items within these tools are
intentionally non-functional.

Prometheus

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to guery the current values of metrics
and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

» hitps:// /metrics/graph

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain
graphs of imporiant metric values over time.

Access the Grafana dashboards using the links below. You must be signad in to the Grid Manager.

ADE Nede

Account Service Overview Nede (Internal Use)
Alertmanager Platform Services Commits
Audit Overview Platform Services Overview
Cassandra Cluster Overview Platform Services Processing
Cassandra Network Overview Replicated Read Path Overview
Cassandra Node Overview 53 - Node

Cloud Storage Pool Overview 53 Overview

EC-ADE Site

EC - Chunk Service Support

Grid Traces

ILM Traffic Classification Paolicy
|dentity Service Overview Usage Processing

Ingests Virtual Memaory (vmstat)

HE2! H|0|X|2] Prometheus M0l = I E ALESIH StorageGRID HIERIQ| oixf 72 FE|StD A[ZHo]| [}HE

atol JPjmE = 4 At
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O Enable query history

Execute - insert metric at cursor - b

Graph  Console

Element Value

no data

Add Graph

@ O|Z0| private 0| ZLgtEl HEZ2 LHE M E0|H StorageGRID E2|A 7H0f| of| 12 @i0| HAE
olALIC}H
A H .

Remove Graph

HE2! H0|X|2] Grafana M0 A= FIE AHESHH A|ZH0]| [IE StorageGRID HEZ! J2{Z 7} IHEl AFH
THE CHA[EE0]| HMHAT 4= JSL
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w i == Site - (o] € ZoomOutr » (@ Last24 hours

"Data Center 1" =

Network Traffic
4.0 Mbps

3.0 Mbp=

2.0 Mbps
.0 Mbps H kbl et (i
10 Mg | ;lﬂnl'ﬂl‘n‘l -'1‘!L.\‘.l|’|'1||‘1'.w. H.'J.‘.-w'-ﬁ'_\'
Obps :
Y 0:00 8280 8/280 00 8/2808:00 8/2f B/2812:00 /281400

== Received == Sent

Storage Used - Object Data Storage Used - Object Metadata

100
75.00%
50.00% 50.00%
25.00% 25.00%

0 0%

20:00 D0:00 04:00 08:00 12:00 20:00 00:00 04:00 08:00 16:00
= Used (] = Used (%)

ILM Queue

18:00 20:00 22:00 00:00 02 06:00 (0 23 16:00

== Objects queued (from dient operations)

ZIE HO|X| & HZESHHAIL
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Diagnostics
This page performs a =et of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses:
«" Normal: All valuss are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a diagnostic check might
show Caution status even if no alert has been triggered.

+" Cassandra blocked task queue too large v
+* Cassandra commit log latency ~
« Cassandra commit log queue depth v
+ Cassandra compaction gueue too large v

dm

X~ X|C}
O - L=

o
My

2lopH TIEE Sl odx Z0tof chist M2 2 E = 5 ASLIL.

= —

o O

| oflofl M= StorageGRID A|AEIC| BE L of CHEH SIXH CPU E8E0| EA|EILICH BE & 40| Fo| 8l F9
IA|1Zk O|2to| 22 ZIThel MA| MEf= DAL

0

«" CPU utilization A

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashhoard

Status «" Normal
Prometheus sum by (instance)} (sum by (instance, mode) (irate(node cpu_seconds total{mode!="idle"}[5m]}) / count by
query (instance, mode)(node_cpu_seconds_total{mode!="idle"}))

View in Prometheus &

Thresholds Attention == 75%
€ Caution >=95%

Instance I CPU Utilization 1T

Status »
v DC1-ADMA 2.598%
v DC1-ARCH 0.937%
o DC1-G1 2.119%
DC1-51 8.708%
4 DCA-52 8:142%
v DC1-83 9.669%
4 DC2-ADM1 2.515%
o DC2-ARCH 1.152%
4 DC2-51 8.204%
v DC2-52 5.000%
o DC2-53 10.469%
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Topology example: Grid Network only

[ /\  Admin Noge

[] storage Node

O Gateway Node

Grid Network
200.200.200.0/ 24

Provisioned
GNSL = 200.200.200.0/24
Grid Network

Nodes IP/mask Gateway
Admin 200.200.200.32/24 200.200.200.1
Storage 200.200.200.33/24 200.200.200.1
Storage 200,200.200.34/24 200.200.200.1
Storage 200.200.200.35/24 200.200.200.1
Storage 200.200.200.36/24 200.200.200.1
Gateway 200.200.200.37/24 200.200.200.1

System Generoted
Nodes Routes Type From
All 0.0.0.0/0 - 200.200.200.1 | Default | Grid Network gateway

200.200.200.0/24 > eth0 Link Interface IP/mask
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Topology example: Grid and Admin Networks

Grid Network
172.16.0.0/16

E 3

Admin Subnet A Admin Node

10.10.1.0/24
[] sStorage Node

O Gateway Node

Admin Subnet
10.10.3.0/24

Admin Subnet
10.10.2.0/24
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Provisioned

GNSL - 172.16.0.0/16
AESL (all) - 10.10.1.0/24 10.10.2.0/24 10.10.3.0/24

Grid Network Admin Network
Nodes IP/mask Gateway IP/mask Gateway
Admin 172.16.200.32/24 172.16.200.1 10.10.1.10/24 10.10.1.1
Storage 1 172.16.200.33/24 172.16.200.1 10.10.1.11/24 10.10.1.1
Storage 2 172.16.200.34/24 172.16.200.1 10.10.3.65/24 10.10.3.1
Storage 3 172.16.200.35/24 172.16.200.1 10.10.1.12/24 10.10.1.1
Storage 4 172.16.200.36/24 172.16.200.1 10.10.1.13/24 10.10.1.1
Gateway 172.16.200.37/24 172.16.200.1 10.10.3.66/24 10.10.3.1
System Generoted

Nodes Routes Type From
All 0.0.0.0/0 B 172.16.200.1 | Default Grid Network gateway
Admin, 172.16.0.0/16 — etho Static GNSL
Storagel, 10.10.1.0/24 <> ethl Link Interface 1P/mask
3,a0d 4 10.102.0/24 = 10.10.1.1 Static AESL

10.10.3.0/24 — 10.10.1.1 Static AESL
Storage 2, 172.16.0.0/16 — eth0 Static GNSL
Gateway 10.10.1.0/24 — 10.10.3.1 Static AESL

10.10.2.0/24 = 10.103.1 Static AESL

10.10.3.0/24 5 ethl Link Interface IP/mask
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Topology example: Grid and Client Networks

1 2

-~

Grid Network
172.16.0.0/16

& Admin Mode
C“:;:;gf;;?rk [] storage MNode
Q Gateway Mode
Provisioned
GNSL - 172.16.0.0/16
Grid Network Client Network
Nodes IP/mask IP/mask Gateway
Admin 172.16.200.32/24 37.5.5.10/24 3755.1
Storage 172.16.200.33/24 37.5.5.11/24 3755.1
Storage 172.16.200.34/24 37.5.5.12/24 3755.1
Storage 172.16.200.35/24 37.5.5.13/24 3755.1
Storage 172.16.200.36/24 37.5.5.14/24 37.55.1
Gateway 172.16.200.37/24 37.5.5.15/24 3755.1
System Generoted
Nodes Routes Type From
All 0.0.00/0 = 37.55.1 Default | Client Network gateway
172.16.00/16 - ethD Link Interface IP/mask
375.5.0/28 S eth2 Link Interface IP/mask

_—
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Mol HEQIE BE M J2|E HEQS, A AO|E E 15
S20[UE HERIZE A 4E HERI EEZXZ 78 = AGLICHL ZE 2 M EF
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Topology example: Grid, Admin, and Client Networks

Admin subnet
17217100024

Admin subnet

192.168.0.0/M16

Western

Data Center
Gnd slu bnet ' —
200.200J200.0/24

Eastern

Data Center
Admin subnet

10.10.1.0/24

I\ Admin Node
[ storage Mode

Admin subnet
10.10.3.0/24

Admin subnet
10.10.2.0/24

Admin subnet () GatevayNode

17217 10010024

O archiveNode
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