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Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Acfivate to make this policy the active ILM policy for the grid.

MName Example LM policy

Reason for change Mew policy

Rules

1. Select the rules you want to add to the policy
2 Determine the order in which the rufes will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

I+ Select Rules '

Default | Rule Name Tenant Account Actions
& Rule 1: 3 replicated copies for Tenant A (% Tenant A (56889986524346589742) x
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Two copies at two sites for Tenant A

Description: Applies only to Tenant A

Ingest Behavior: Balanced

Tenant Accounts: Tenant A (341767834926295157582)

Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:
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Placements @ It Sort by start day
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information.
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Storage Grades

Updated: 2017-05-28 11:22:39 MOT

Storage Grade Definitions e
Storage Grade e Actions

0 Default

1 [aisk 20

Storage Grades e
Data Center 1/DC1-S1/LDR Default P 4

Data Center 1/DC1-52/LDR Default V' 4

Data Center 1/DC1-53/LDR Drefault 4

Data Center 2DC2-51/LDR Default Vg

Data Center 2/DC2-S2/LDR Default i 4

Data Center 2/DC2-53/LDR Drefault V4

Data Center 3/DC3-31/LDR Default 4

Data Center 3/DC3-52/LDR Default V4

Data Center 3/DC3-53/LDR Default P 4

Apply Changes *
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Storage Grades "4

LDR Storage Grade Actions
Data Center 1/DCA-51/LDR IDefauIt | V4
Data Center 1/DC1-S2/LDR Ew P 4
Data Center 1/DC1-53/LDR Default V4
Data Center 2/DC2-S1/LDR Default _?
Data Center 2/DC2-52/LDR. Default V4
Data Center 2/DC2-S3/LDR Default _?
Data Center 3/DC3-51/LDR Default V4
Data Center 3/DC3-S2/LDR Default _?
Data Center 3/DC3-S3/LDOR Default V4

Apply Changes .
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— Make 2 Copies (2 sites, 1 pool)
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— Make 2 Copies (2 sites, 2 pools)
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Storage Pools

Storage Pools
A storage pool is 8 logical group of Storage Nodes or Archive Nodes and is used in ILM rules fo determine where ohject data is sfored.

| & Create # Edi || ® Remove | | @ View Details

Name @ 11 Used Space & 11 Free Space @ 11 | Total Capacity @ 11 ILM Usage @
* Al Storage Nodes 110 MB 10290 TB 102.50 TB Usedin 1 ILM rule

Displaying 1 storage pool.

Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules te store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or container where objects will
be stored

I_-!- Create ] | # Edit x“R.emO'-;e: CIearE.'.rar;

No Cloud Storage Pools found.
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Create Storage Pool

= For replication and single-site erasure coding, create a storage pool for 2ach site.
« For erasure coding at three or more sites, click + to add each site to a single storage pool.
» Do not add mere than one storage grade for a single site.

Name
Site — Choose One — v Storage Grade All Storage Modes L +
Viewing Storage Pool -
Site Name Archive Nodes Storage Nodes
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Create Storage Pool

= For replication and single-site erasure coding, create a storage pool for each site.

= For erasure coding at three or more sites, select + to add each site to a single storage pool.

= Do not select more than one storage grade for a single site.

Mame All 3 Sites for Erasure Coding
Site Data Center 1 v Storage Grade All Storage Modes v EI
Site Dafa Center 2 v Siorage Grade All Storage Modes v EI
Site Data Center 3 v Storage Grade All Storage Nodes v EI

Viewing Storage Pool - All 3 Sites for Erasure Coding

Site Name Archive Nodes Storage Nodes
Data Center 1 0 3
Data Center 2 0 3
Data Center 3 0 3

You are creating a multi-site storage pool, which should not be used for replication or single-site erasure coding.
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Storage Pools

Storage Pools

A =storage pool is & logical group of Storage Modes or Archive Nodes and is used in ILM rules to determine where object data iz siored.

+ Crea!e| # Edit || % Remove i@ View Defails |

Name & 11 Used Space @ Il Free Space @ 1T Total Capacity © I ILM Usage ©
& Al Storage MNodes 188 MB 280TB 28078 Used in 1 ILM rule
Dc1 62177 KB 932.42 GB 93242 GB Used in 2 ILM rules
DCc2 675.82 KB 932 .42 GB 93242 GB Used in 2 ILM rules
DC3 578.95 KB 932 42 GB 932 42 GB Used in 1 ILM rule
All 3 Sites 1.88 MB 250TB 280TB Used in 1 ILM rule and 1 EC profile
Archive — — — —

Displaying & storage pools.

Cloud Storage Pools

You can add Cloud Storage Fools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or container
where objects will be stored.

| 4 Create | # Edit || % Remove | | Clear Error

No Cloud Sforage Pools found.
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Storage Pool Details - DC1

Nodes Included ILM Usage

Number of Nodes: 3
Storage Grade: All Storage Nodes

Node Name Site Name Used (%) @ 1
DC1-51 Data Center 1 0.000%
DC1-52 Data Center 1 0.000%
DC1-53 Data Center 1 0.000%
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Storage Pool Details - DC1

Nodes Included ILM Usage

ILM Rules Using the Storage Pool

The following ILM rules in the active ILM policy (Example ILM policy) use this storage pool

» 3 copies for Account01
« 2 copies for smaller objects

1 ILM rule that is not in the active ILM policy uses this storage pool.

If you want to remove this storage poal, you must delete or edit every rule where it is used. Go to the ILM Rules page (5.

EC Profiles Using the Storage Pool

No Erasure Coding profiles use this storage pool.
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Storage Pool Details - All 3 Sites

Nodes Included ILM Usage

ILM Rules Using the Storage Pool

The following ILM rules in the active ILM policy (Example ILM paolicy) use this storage pool
« EC larger objects

If you want to remove this storage pool, you must delete or edit every rule where itis used. Go to the ILM Rules page (3

EC Profiles Using the Storage Pool

The following Erasure Coding profiles use this storage pool

Profile Name Profile Status &
6 plus 3 Used in 1 ILM Rule
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Client application

Client stores f Client retrieves object
@ objectin I @ copy with 53 GET
StorageGRID. : Object request.
h 4 !
StorageGRID
A

StorageGRID ILM
moves object to
Cloud Storage

Pool.
Cloud Storage Pool
(external S3 bucket) :
I
I
S3 bucket I Client restores a
lifecycle moves : retrievable copy with 53
object to Glacier I POST Object restore
storage. I request.
I
Storage Class: :
—»- Glacier or - =1

Glacier Deep Archive
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Client application

Client stores f‘ Client retrieves object
@ object in | @ copy with $3 GET
StorageGRID. : Object request.
1

StorageGRID

A

StorageGRID ILM
moves object to
Cloud Storage

Pool.
i
o
Azure Blob Storage y
(external container) I
I
I
StorageGRID I Client restores a
sends request to : retrievable copy with S3
Set-Blob-Tier: I POST Object restore
Archive. I request.
I
I
I
—p Archive Tier -1
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StorageGRID7} 2| S2tRE AEZ|X| & AEZQIE0| HAEH ChFet R%ﬁ% Hill 22 ZLIEHEstn st
HYS s = AT HLICH 0|22 2T 71 H[E0] 2™ = AX|Z, Cloud Storage Pool ZLIEE HIE2
S3 E= AzureOl A QEFES MESLS o S MK o] 38| Yo SILIC

Qe Z2IRE AEZ|X| £ A=XQIEN M StorageGRIDZE QEMEE CHA| 0|S8l0f 8H= 2R O 2 H|EO0]
SIS 4~ QIELICH OS2t 22 AR QEHEE StorageGRIDZE CHA| 0|58 & UELICEH

4o Reltt SuEe Seles Agalxl H0| 2001 Uil StorageGRID| HHIE XFH|2 BHHLICE O
S ILM 78] 5! B2 ChA| ekt ELICH ILM B7}7t SAI5D StorageGRIDE 0121 282 w330
%Et%c AE2|X| B0 QUEES HABHLICE I3 T+S StorageGRIDE ZR|El 2AHE EE AF| 3
=A=E 2H0| KINE 2812 YA QBHES StorageGRIDO.Z LA 0|53t = 229C AE2|x Ze|
SAE0] AELICE

J

* AEE[X| L E ZOHE QI8 AK[7F & ELICE JHH|2| LIHX| SAI2TE 2EIRE AE2|X] 20 /= B2
StorageGRID‘.: JHHIE LARO R ER6tD EE AER|X| 20| M| EAIEES MAMSH|CT

4t

QHHEZ Z2t2C AEZ|X| Z0{|M StorageGRIDZ CtA| 0|5 AL StorageGRID2 2
@ QENEQS| Z2RE AEZX| E ACEQIE0 o2 RFS LaSLICH B2 £2 QENMES
0|35t7| Mol 7|= X REM0f| 225t 7|7t 2 2t HI8 2 FHSHIAIR

$3: 22RE AE2[X| Z K20 chet Ao BBttt

seteE AE2|X| Zofl ALRE|S 9% S3 HiZ19] Bl M StorageGRIDO QEHEES HIIOR 0|F, QEHE
el Q| WRs AL Glacier AE2|X|0M QEEHE 2ol Sof At Hofs|of FLIC 0|AEol A
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StorageGRID= H2!0| CHgt MA| Mo M2 #otS

A FXOF RFLICH (s3: *); O2{Lt 0| Z40| 7HSSHK| b E 2 HA
M2 StorageGRIDO|| 31t 22 S3 HeoE 20

HOF 2fLICH.

oF \J

* s3:AbortMultipartUpload

®* s3:DeleteObject

* s3:GetObject

* s3:ListBucket

®* s3:ListBucketMultipartUploads
®* s3:ListMultipartUploadParts

* s3:PutObject

* s3:RestoreObject

§3: 9| Kzl +F F7|0f et 1 Ated

StorageGRID? 2EIRE AEZ|X| Z0f| X|HE 22 S3 K3 70| RLENMEEZ 0|S5t= A
StorageGRID2| &4 ILM ZXof| 2|3H X0l LICt. 2HH, Cloud Storage Poolofl X[ El 2|
S3 Glacier EE= S3 Glacier Deep Archive(5:= Glacier AE2|X| 22HAE F8SH= AE
Mzt off g H2lol 2t0|ZALO|E ol 2|3l Mo ElLICE.

ILM %! gl
3 HZI0| A Amazon
|X| £2M)Z2 QEHE

4T rjo
()]

1]

SRE 2E2|X] E0|M QENMEE Hatsls= 3¢ & S3 M0 HES 2f0|ZA0|Z FES WHdHOF o,

Al
Glacier 2E2|X| 22AE F0I5t11 S3 POST RLEHME 7 APIE X|&St= AEE|X| ERHS AHEdl0f gL|Ct.

OlE S0, StorageGRIDO|AM 22IRE AEZ|X| EE2 0|FE 2 E QEHMEE FA| Amazon S3 Glacier AE2|X|2
Metste{ 0 BLICH CSat 20| £HY = (* Transition*)2 X|™St= 22 S3 HZ10]| 2t0|TALO|2 S ZHASLICE

<LifecycleConfiguration>
<Rule>
<ID>Transition Rule</ID>
<Filter>
<Prefix></Prefix>
</Filter>
<Status>Enabled</Status>
<Transition>
<Days>0</Days>
<StorageClass>GLACIER</StorageClass>
</Transition>
</Rule>
</LifecycleConfiguration>

0l FH2 BE B2 QEHES MM o
AE2|R B2 0|5 L.

| Amazon S3 Glacier2 HgtetL|CHZ, StorageGRIDMA Z2t*E

|'|J0

o H2lo| =8 FI|1E MY Ml * Expiration * (= *) HAS AE5I0] 7K 2= A|7|E HSHX|
OREAIR. 2tE ZYOZ QI3 o f AER[X] A|ARO] = El AH|E AMELIC LIS
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22IRL AEZ|X| 29 LEHMEE Amazon S3 Glaciert Ot S3 Glacier Deep ArchiveZ M= 22 2
X|IHeLICt <storageClass>DEEP_ARCHIVE</StorageClass> HZl & F7|. J2{L} E AL8E = lGLICH
Expedited AlZ: S3 Glacier Deep ArchiveO|Al LEHMEES 2I3tL|C}.

Azure: YN A A S0 ot T2 ArE

Azure MEA AFYE L M 7|2 AMA ABSS A E= 2 22 2T £ ASFLICH 22HRE 2E2|X]| Z0M
AEE AERX| AEE WY M= St ASE 7|2 AE2Z AE8HOF &fLICt. StorageGRID= HME 22tRE

AE2X E2 0|5 I FA AES B2 = AFEoA|2 7|= 23

HMZAE JHAloff Thet =7] AH| R=0] R ate|X| g5 LT

Azure: =8 F7| 227t X @ E[X| 45 LIC

gt 2 AH8SHH £[A 30 Hoi| 2 AIB0M

Cloud Storage Pool2t &7 AF2E|= Z1H|0|LH 0| Azure Blob Storage 2t0|ZALO|Z 2| E AFESHK| OHYUA|L.

2tO| ZALO| S

I My

[y

"S3: 2EIRE

"C2S S3: 22}

o
"2HQE AE2X| B Y
AE2|X| B Tifgt 215 M5 R X"

RLE AER[X] 20| thigt 2T M FE XFE"

"Azure: 22tRE AEZ|X| E0 Ciet 21F5 HIE HE X|H"

"StorageGRID #z2|"

2ctRE AEZ|X| 5! CloudMirror £X| H|

SCRE AL X ES AMEY W= S22

-
ME| A9 FAFHE XHO[H S Ofdtist= 0| Z&LICE.

&4

gL

ateC AER|X =

wy

2tRE AEZ|X| E22 OI70|E Ef IS
B |C} Cloud Storage Pool?| LEHE
SAME2 KIS Yt SAHEO|AHLE &7
SAEY = JASLICEH F, AtLHol = 742
SEAEE RX|5t= 4l StorageGRID LHO|
StLtel SAFRCE RX|Stn SAESE 22RE
AEZX| E0| 2 £ Q&LICEH

Z2tRE AER[X| E2 Grid Manager &£ Grid
Management APIE A3t AEE|X| E1f
sYot A o= HOELICE ILM 70l A
Cloud Storage PoolS Hi%| ?|X|2 MEfst 4
USLICHL AEEZX] E2 AEEX| L E OECE
T XD 22IRE AER|X| E2 ¥4 S3
= Azure JEZAE(IP T4, X4 BH &
AHE3t0] Mol ELICE.

S

X2 Cloud Storage Pool 2t S #aliEr 4 AUELICH

A E2[X| 21} StorageGRID CloudMirror S|

CloudMirror 2| MH|A

CloudMirror SH| MH|AZE AL25IH E|HET}
StorageGRID(22)2| HZI0]| A 2[F S3 H3!
(CHAHe 2 QEMEE X522 SN &
AU&LICE. CloudMirror 2H|l= =& S3
elmetofl M ZHK|el SR SAMRS
MAMBHL|CE,

HHE AMEXt= HI'HE 22|XF £= S3APIE
AH23t0 CloudMirror AIEZXIE(IP T4, At
S 5)E ™95t CloudMirror SXIE
FABILICE CloudMirror QIEXQIES MHSH &
e HIHE A Eo| 2138 2= K0
CloudMirror AIEXQIEE J}2|7| =2 1M
USLICE

{0
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A
an
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LHHO = HHE AFSATYLICE
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CloudMirror IEZQIEZ A=l AA HZI0f| Af
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2al9C AER|X| Z MA

22t AEZ|X| 22 MAMY i StorageGRIDWIA QLEMEES NE T oH K3l =
ZiE||0| 42| O|E1t fIX|, 22t 22X &8 (Amazon S3 & E zure Blob Storage) 2!
StorageGRIDO| 2|5 K3l EE= ZAEH|0|L0]| WM A= O] st MEZE X|™EHL|C),

e
0
ro
S

s X|E|= E2tRXE AHE5I0] Grid Manager0f| 2 12180} fL|Ct.

* EX HMA AHTHO| QL0jOF BHL|CE

* 2ERE AEZ|X| & 7o thet X[ AEsHof gLt

© 22RE AER|X| oM HESts 2/F 3l = 2H|0[LH 7L QLojof Lt
* HZI0[L} ZAE|O[L{ 0| HM|ASH= O Rt HE F HE I U0{0F SfL|C,

Of ZfHofl 3

Cloud Storage Pool2 T Q|2 S3 HZ! EE= Azure Blob AE2|X| ZIE|0|H{E X|HEILICt. StorageGRIDE
XNESHE SA| 22tRE AER|X| 22 ABSIEZ, 22tRE AER[X| 20| X[™HEl H3I0|Lt 0|7} =Kt
7ts¢etX| 2felshof efL|Ct.

EHA|
1 ILM * > * AEZ|X| & * & MEigtL|C].

AE2|X] 2 H[O|X|7} LIEFELICE. O] HO|X|oflE AE2|X| 21 22HRE AEE|X]| E2| F MMO| ASLICH.

Storage Pools

Storage Pools

A storage pool is a logical group of Storage Nodes or Archive Nodes and is used in ILM rules io determine where object data is stored.

+ Create || # Edt || X Remove | | ® View Details |

Name @ 11 Used Space @ 11 Free Space @ 11 Total Capacity & 1T ILM Usage @
® All Storage Nodes 1.10 MB 102.90 TB 102.50 TB Usedin 1 ILM rule

Displaying 1 storage pool.

| Cloud Storage Fools

You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or container where objects will

be stored.

-+ Creale} # Edit || ® Remove | | Clear Emor

| No Cloud Storage Pools found.
2. H|O|X|e] 22RE AER|X| E MMM * MY * & S2igLCt.

Create Cloud Storage Pool CHatAFX7F LEEFEFL|CY
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Create Cloud Storage Pool
Display Name @
Provider Type @

Bucket or Container @

3. [I2 BEE LHSLICE
oo Y=gt A
HAl 0|2 Cloud Storage Pool2t 1 8 =& 7tetstA| 4Hst= O|ERILICEL ILM
TS A of 2A AEE £ = 0|F2 ASELICL

oot O
24 /Y

o] 22RE AEZ|X| Z0| AFEE 22t

* Amazon S3(S3 EE= C2S S3 22t*E AE2|X| Z0f tifsi o] M
MEH)

* Azure Blob X &4

© AT DEX KUS UG MHlA B, 95 U MM U5

[}
M40 H|O| x| SFEHOf| LIEFELICY.

—

3! = ZE|O]L Cloud Storage Pool22 2 M3t 9|2 §3 B3l EE= Azure Z1E/|0[LH 2|
O| QLI 7| M X|H3tH= 0| §2 3! EE= ZiE||0[LH2] 0| St e
Ux[eHOF BLICH DHK| oM S2IRE AEE|X| ES MMSIX|
XELICE 22RE AER[X| £ MET 20z 0| S HEL =
AELICE

4. Meist Xt K| w2t o] X|2] MH|A AEZQIE QI
o

;
oM
%a
x
g
oY
Ol
1=
s
mjo
re
HU
ot
-
iul

° "S3: 2EIRE AEZ|X| Z0f Clist 215 A|

° "C2S S3: 22t AEZ|X| Zof| Ch3t ol

° "Azure: 22tR2E AEZ|X| F0f CHst 1B

— L=

=

|5 HE Xg"

§3: 22tRE 2E2|X| E0f thist 215 MF FE X[F

— = o

S38& Cloud Storage Pool2 A% ] Cloud Storage Pool AIEZQIEE Q[sff LRPt S
FAS Meisof LICE A 2 X[™HSHHLE HMA 7| ID S HIE HHA 7|15 LHY =
A&LICE.

L3
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« 22I2C AEZ|X| E0f O 7|2 HEE st ZSX KHEOE * Amazon S3 * £ X|Hsf{of L L},
Create Cloud Storage Pool

Display Mame @ 33 Cloud Storage Pool
Provider Type @& Amazon 53 v

Bucket or Container & my-s3-bucket

Service Endpoint

Protocol & O HTTP & HTTPS

Hosiname @ example.com or 0.0.0.0

fa

Fort {optional) &

Authentication

Authentication Type 8 v

Server Verification

Cerificate Validation @& Use operating system CA cerlificate v

* A 7| AIBS AFBOHE D % S3 HIZI0| HNIA 7| 1D UL B M A 7S Lotof BHLICY,

EHA|
1. MH|A 27 * MM&ojM CHg FEE HMIeLich

a. 22RL AEL[X| B0 HEY U] AI2Y Z2EES MEBL|C}
712 ZEEES2 HTTPSYLICE

b. 2EIRE AEZ|X| EO| Mt SAE 0|2 L= |P FAE QadstL|Ct,



o

i
fujn

™ OtSat 5L

s3-aws-region.amazonaws.com
() ol =m=ol Mz ol28 EasA| DHIAIR. B3 0|22 * 83l Zieo|u * B EaBHch

a. o mat 22tRE AER(X| 20| HAEY

712 ZE(HTTPSS| 3% ZE 443, HTTPS| 2 EE 80)E AtE3tz{ 0| Z=E |9 FLICt

2. Authentication * MM0f|A Cloud Storage Pool AIEZQIEQ L3t Q

o (A =
SHS dEigLCt =k
UM A 7 SHRE AE2[X] E KIS HMASIHH AN A F| DL HIZ HMA
717F EEfLIC
ol
10

AHEXI7t Cloud Storage Pool HZI0| AMAT 4= QUELICE HM[A
9| |D9|- H|Z M A 7= ERSHK] Q&L LT

(=]

CAP(C2S UM A ZE) C2S S30f|Tt AFREIL|CH. 2 0|SLICH"C2S S3: 22t2E AE2|X| Z0f
CHet QIF M2 HE X|H".

S48 Mot a4y
M~ 71 1D QS HZIZ AR8Hs AT AN I IDYLICH
HIY AN A 7|

4. M ol MMoj|lM S2tRE AEZ|X| Z0f Tt TLS HZ0|| TSt IZEM REES HAISH: Ol AFBY WS

=

D\.I

M

2
S MH CAJASME ASYLITH 2F MHof 2XE 7|2 CAASME AE5I &2

AMEXHXIE CARJUSME

MEXL XIE CAUSME AFSEILICE. Select New *
AtEefLict

AIZYE CARJASME HRZERILICE

TLS HE0| AHEE|= ASM7E HEEX| EUpSLICE

22t AEZ|X| 22 XMEE [ff StorageGRID2 CH2S $&BHLICE.
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* W31 MH|A EFO| QIEX], J2[10 XIFe X4 3EE ALESIH =2Y = =X ASeL|ct.
* H3lof| Ot S MH H3I0| FEIRE AEE|X| E2US AlEY + f Q
OMYA|RL x-ntap-sgws-cloud-pool-uuid.

Cloud Storage Pool Z#E0| &IliotH HE 0 H0fiet 0| RS 5= 2F HAIX|Z7L EAIELICE o€ S0 IS
LFEIL AAL X MU0 oj0| gl= B2 2F 7 E0E £ AFLCH

@ Error

422 Unprocessable Entity
Validation failed. Please check the values you entered for errors.

Cloud Poaol test failed. Could not create or update Cloud Pool. Error from endpoint: NoSuchBuckat:
The specified bucket does not exist. status code: 404, request id: 4211567681, host id:

22RE AEZ|X| & 22X S8 X[AES EX5tH 2/ E i At CHZ Cloud Storage Pool2 CHA| X &S HAA| L,
2 M

'SHRE 2E2X] E X &

C2S S3: 22RE AEZ|X| E0f| Chst QIF MR FE X|F

C2S(Commercial Cloud Services) S3 A|H|AE 22t2E AEZ|X| E2 AFE52{H C2S
HMA ZH(CAP)S 2T FY2Z - dolOf BfLICt. 12{™ StorageGRIDZt C2S 72| S3
HZIS HMASH| et A XHH ZHS ¥ & ASLICL

Qs A
* MH|A AERFQIEZ T30 Amazon S3 Cloud Storage Pool0il CHSH 7|2 HEE Ql2isljof ghL|Ct.
* C2S AlFo| 2 2= B 8l MEIX AP 07 H5 ESSH0] StorageGRIDZF CAP AHOIA A| XHA
THS P o AH2E HAM| URLE 1 U0o{OF BfL|CE.
* Mot GRS JI(CAM e MB| CA QS M7t A{OF RILICE StorageGRID= 0] IEME AHESH]

CAP MH 2| IDE &QIElL|Ct MH CAAZ M= PEM 2A2E S AHE8HOF RLIL.

* Mot HE QIS J|2(CA)IM 25 3._* S2I0|UE 2AS Mt A0{0F HLIL}. StorageGRID= 0| 2ISME

AHE3H0 CAP MEHOf| CHEE XiA| IDE ZHELICE S20[AE AF M= PEM 12 E S AFEdH0F StH C2S A Fo|
CHet A& ZSHo] F O E[0f0F BfL | Ct.
* S2I0|HE 2B Mol cHslf PEM QIR El 7421 7|7t Lojof BrLCt.
* S2HO[AE AS M| 2l 7|7} L2otEl HR A2 E o=ty et =7t A0{OF L.
T
1. QIE * MM+ 21E RH * EELH20IM * CAP(C2S AUMA ZE) * S MEHBIL|CE

CAP C2S 215 2 =7} LtEHEL|CY.
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Create Cloud Storage Pool

Display Name @ 53 Cloud Storage Pool
Provider Type © Amazon S3 v

Bucket or Container @ my-s3-bucket

Service Endpoint

Protocol @ © HTTP ® HTTPS

Hostname @ s3-aws-regicn.amazonaws.com

Fort (cptional) @ 443

Authentication
Authentication Type @ CAF (C25 Access Fortal) v
Temporary Credentials URL @ hitps:/fexample com/CAP/apifv 1 /credentials?agency=my

Server CA Certificate @ Select New

Client Ceddificate @ Select New

Client Private Key @ Select New

Client Private Key Passphrase
{optional) @

Server Verification

Certificate Validation @ Use operating system CA cerlificate v

=3 3



o
Xt 3E URL * 2| 22 StorageGRID7t C2S A& &&=l B E T 5 MENX™ AP| Of7H H4
5 = % olgqs

a. QA =
ZSSH0] CAP MHOIM /A XA ZHE = O AFEY MA| URLE = ELICE

b. MH{ CAQIS M * o] ZL * MZ MEf * & 2216t 11 StorageGRID7t CAP MHE 2f0lst= O AF2E PEM
QITZYE CAQIZME HEEZLICE

c. 220|AHE QBN * 2| A2 * M &5 ME * S 22/t 1 StorageGRIDZt CAP AMHO|| XH&S AlHsH= O
Ar2s PEM QIR El sHE HZCtL|Ct,

d. 22o[HE Rl 7| * o] ZR * A &= ME » 2 22/t 2

11

QI 717t et stel 2 7IE HAIZ ALRHHOF BILICE (PKCS #8 S 3tEl WAL X|2lE|X| kaLich)

tO[E 21F o] thiet PEM 12E 7H¢!

£

e. 220[2AE JHol 7|7} YTBHE FP 2H0|V1E Ol 7|0] ABE SfSot7| 93t Q4SS YELICE IV

O™ * Client Private Key Passphrase * ZEE H|9| SL|C}.
3. MH &0l MMojA CHS HEE MSELICH
a. QIEM fEY LA 9 B * AEX X|F CAQISAM ALE * S MEABILICE
b. Select New * & 22l6t11 PEM QIR El CA QS A E YEEJILIC

4. Mz~ 2 S

0|

222t AEZ|X| 22 MEE 1 StorageGRID2 CI22 £ TtLICY.

* M2 MH|A Z2FHO| JA=X], 2210 X[t XH SEE MESIH =FE & A=K ASHLICE
* HZ0|| O DS M3 H210| S2tRE AER[X| /S AEY - ASLICL 0|50 21 o] IHA 2 FAH5HK]

OMAI2 x-ntap-sgws-cloud-pool-uuid.

Cloud Storage Pool 50| &fstH AZ0l| Mgt O|RE HHst= 2F HAIX|Z7t EAIELICE O|E S0 21T

LFEIF AAL Xt H20| o|n] gls R 2R

HI
ki
i
N
9 og
III>
o
_|j|_

@ Error

422: Unprocessable Entity
Validation failed. Please check the values you entered for errors.

Cloud Pool test failed. Could not create or update Cloud Pool. Error from endpoint: NoSuchBucket:
The specified bucket does not exist. status code: 404, request id: 4211567681, host id:

0

28IRE AEEX| £ 2X 8iZE X|EE #HZ51H 2X|

i

M

s 2t CHS Cloud Storage Pool2 CHA| K& EAARL.



Azure: 22I2E AEZ|X| E0| Lzt 21T MHE HE X|H

Azure Blob AEE|X|E Cloud Storage PoolE d-d¢e f StorageGRIDO|A 71K E X &d5t=

Ol AtEe 2/ F ZIE0[H2| A[F O|F A AlIE 71E XIFsHOoF &LICt.

oot A
« 2EIRE AEZ|X| E0| et 7|2 MEE sty 32X FESE * Azure Blob Storage * £

*

SR I|*7t* S |E * HEOf LIEFELICE
Create Cloud Storage Pool

Dicplay Mame @& Azure Cloud Storage Pool

Provider Type @ Azure Blob Storage v

Bucket or Container & My-azZure-coniainer

Service Endpoint

UrRt @ nitpsimyaccount blob_core windows.net

Authentication

Authentication Type @ Shared Key
Account Name @

Account Key @

Server Verification

Cerificate Validation @& Use operating system CA cerlificate v

3 3

K|t of gfLICt.

* 22IRE AEZ|X] E0| AH2E|= Blob 2E2[X| ZAH|0[LH0f| M| ASH= O AHEE|= URI(Uniform Resource

|dentifier)S OtOF grL|C.

* AEE[X] AFOl 0|Fn Y= 7

]

ot Q10{0F BILICH Azure ZEE AFR3SH 0|23t e
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|
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Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how fo access the external bucket or
container where objects will be stored.

Pool Name URlI Pool Type Container Used in ILM Rule Last Error
*  azure-endpoint https:/istoragegrid.blob.core windows.net azure azure-3 '
s3-endpoint https:/fs3.amazonaws.com s3 s3-1 4

Displaying 2 pools.
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Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or
container where objects will be stored.

Pool Name URI

Pool Type Container Used in ILM Rule Last Error
* azure-endpoint https://storagegrid.blob core windows net azure azure-3 +
s3-endpoint https:/fs3.amazonaws.com s3 s3-1 4
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Displaying 2 pools.
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A Warning

Remove Cloud Storage Pool

Are you sure you want to remove this Cloud Storage Poal: My Cloud Storage Pool?
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Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store ohjects outside of the StorageGRID system. A Cloud Storage Pool defines how fo access the external bucket or container where objects will be stored.

Peal URI Pt Container Used in ILM Rule  Last Error

Name Type
Endpoint failure: DC2-51-106-147: Could not create or update Cloud Storage Pool. Error from endpoint: RequestError: send

. 53 10.96 106.142-13082 =3 53 v request failed caused by: Get hitps://10.96.106.142:18082/s3-targetbucket/x-ntap-sgws-cloud-pool-uuid: net/http: request
canceled while waiting for connection {Client. Timeout exceeded while awaiting headers)
8 minutes ago.
http:/ipboerkoe@10.
Azure 96.100.254:10000/d | azure | azure +

evstoreaccount1
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Error successfully cleared. This error might reappear if the underlying problem is not resolved.
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Erasure Coding Profiles @
An Erasure Coding profile determines how many data and parity fragmenis are created and where those fragments are stored

To create an Erasure Coding profile, select a storage pool and an erasure coding scheme. The storage pool must include Storage Modes from exactly one site or from three or more sites. |f you want to
provide site redundancy, the sterage peol must include nodes from at least three sites.

To deactivate an Erasure Coding profile that vou no longer plan to use, first remove it from all ILM rules. Then, if the profile is still associated with object data, wait for those objecis to be moved to new
locations based on the new rules in the active ILM policy. Depending on the number of objects and the size of your StorageGRID system, it might take weeks or even months for the objects to be moved.

See Managing objects with information lifecycle management for important details

|-|- Create| # Rename O Deactivate

Profile  Status  Storage Pool Storage Nodes Sites  Erasure Code Storage Overhead (%) Storage Node Redundancy Site Redundancy

No Erasure Coding profiles found.
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2. Create * & Z=IgfL|LC}.
EC Z20t 0t=7| cHSt AXE2F LIEHEL|CE.
Create EC Profile

You cannot change the selected scheme and storage pool after saving the profile.

Profile Name & MNew Profile

Starage Pool @ ~

FolioF LIt 7|&E Z2=tAS| O|ES AFESHH T =m0l HgMstEl 4R0x

From da 365 store | forever v ;
: Erasure Coding profile name

Type | erasure coded v Location | All 3siies (6 plus 3} Copies | 1 |__+_ »

Storage pool name
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Create EC Profile

You cannot change the selected scheme and storage pool after saving the profile.

Profile Mame & G plus 3

Storage Pool @ | All 3 Sites v|

9 Storage Nodes across 3 site(s)

Scheme
Erasure Code & Storage Overhead (%) & Storage Node Redundancy @ Site Redundancy &
L 6+3 50% 3 Yes
2+1 50% 1 Yes
4+2 50% 2 Yas
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Scheme
Erasure Code & Storage Overhead (%) @ Storage Node Redundancy @ Site Redundancy &
s 241 50% 1 Mo
The selected storage pool and erasure coding scheme cannot protect object data from loss if a site is lost
To provide site redundancy, the storage pool must have at least three sites.
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Scheme

Erasure Code 2] - Storage Overhead %) @ - Storage Il.l(.;d-e.Reaundaﬂcy (7] . Site Redundancy &

No erasure coding schemes are supported for the selected storage pool because ft contains two sites. You must select a storage pool that
contains exactly one site or a slorage pool that contains at least three sites.

° J2|E0f= ALO|ET} StLIRE BotE|H 7|2 AER|X| B, ZE AE2|X| & FE 7|2 AO|EQI ZE AO|ETJ}
EotE AE2[X]| 25 WSO

Create EC Profile
“ou cannot change the selected scheme and storage peol after saving the profile.

Profile Mame EC profile

Storage Pool All Storage Nodes A

3 Storage Modes across 1 site(s)
Scheme

Erasure Code - Storage Overhead (%) - Storage Node Redundancy . Site Redundancy

No erasure coding schemes are available for the sefecied storage pool. The storage pool includes the All Sites site, so it cannot be used in an
Erasure Coding profile for a one-site grid.

o MEHSE AK| 2 N|A2F AEE|X| EO0| CHE AN 2 D= ZEL|CE
Create EC Profile

You cannot change the selected scheme and storage pool after saving the profile.

Profile MName & 2 plus 1 for three sites|

Storage Pool € All 3 Sites

9 Storage Nodes across 3 site(s)

Scheme
Erasure Code {2 . Storage Overh.ead. {'&]l (7] Storage Node .Redun.dancy 9 . Site Redundancy &
@ 6+3 50% 3 Yes
Il 2+1 50% 1 Yes
@ 442 50% 2 Yes

The selected storage pool and erasure coding scheme overiap an existing Erasure Coding profile. Use caution if you apply this new profile fo
objects already protected by the other profile. When a new profile is applied to existing erasure-coded objects, entirely new erasure-coded
fragments are created, which might cause resource issues.
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Proﬁle- Status St'.orage Pool | Storage Nodes Sites Erasure Code Storage Overhead (%) Storage Node Redundancy Site Redundancy
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Rename EC Profile

Profife Name EC DC3

Cooes [ o

From day 365 store | forever v .

Erasure Coding profile name

Type | &rasure coded v Location | Al 3 sites {6 plus 3} v Copies | 1 +_ »

O|§2 1

Storage pool name

FolioF fLICt. 7|Z T2l 0| F3 AHESHH Z21t 0

o

|2dotE R0 fad HAF LRI ZAELICH

{0 TR TO| SR ILM FAI0M AFBEIX| S A A 2Y ZRUS

AN
* MH 2 H0|H S+ &Y = MH|A SR ZAL T SUS ehelohof gL|CE AN 2E Z2OiYUS
|2dototen g mf of2{et 2t & otLivt T S w 2F HIA|X|7} grebEl Lt

MH 2E Z2ES HIZY5HHE ST T2ER TS| AR ZE T2 HO|X|0of| FA|Z|X|2F el = * H| 23} *

!mi # Rename || @ Deactivat
Profile | Status | Storage Pool Storage Nodes Sites Erasure Code Storage Overhead (%) Storage Node Redundancy Site Redundancy
' DC12-1 I [aley 3 ;] 2+1 50 1 No
pcz2-1 pec2 3 1 2+1 50 1 Mo
DC3 2-1 | |DC3 3 1 2+1 50 1 No
* Allsites 6-3 | Deactivated | All3Sites 9 3 643 50 3 Yes

-

CHet BiX] X &S 4 s vligdsts

HIZHESHEl A B Z2ES O 0N AL 4 SLICH ILM 7o
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O

StLtof| 3l StH StorageGRIDO|A AfX| 2E Z2EZS Hgdete 4= glgLICh

AR Y 2L A ILM FEOAM AFEE| T AELICE
AN 2E Z2OU2 O 0|4 ILM A0 A E[X| §4X[2F Z=mb o] 24| Cf|o[E] 3! mH2[E| =22 o]
EXHEL|CH

LM > ¢ ¢|I-x1| _-?I_L‘él * % A EH'6'|-|__||:_|._
AH| 2Y T2 H[O|X|7t LIEFELICE O|F HHY| * 9l * H| g M3l * HEO| 2 & H|gMalElL|Ct

- e * €= AESo] vl detota = AN 2E Z2EO| ILM A0 M AEE[X] =] 2hRlFL(Ct.

ILM A0 M AK| 2 T2 LS AE5H= Z 0= HIZdste = QIELITE o ofjoflM *2_ 1 EC Z=2me * 2
MO StLtS| ILM A0l M A -E LT,

Profile Status Storage Pool Storage Nodes Sites Erasure Code Storage Overhead (%)  Storage Node Redundancy  Site R

' 2_1EC Profile Used In ILM Rule DC1 3 1 241 50 1
O | Site 1 EC Profile Deactivated Dc1 3 1 2+1 50

No
1 Na

3. ILM Al Z2MUS AME= FR S HAIE WELICH

a. ILM*>* & * 2 MEfBIL|CE

b. LIZEl 2t #&loj CHal| 2tC|2 HES MEfStn HE C10|0j 1S HESH HiZM3tsla = Atd| 2
DZ2EUS A2 AESH=X] EelghLct.

Of oflofl A * M| AFO|E EC for larger objects * #&I2 * all 3 sites * 2h= AEZ[X| E1t * all sites 6-3 * AtK|
FY ZZMAS AZELICH AR Y Z2LR2 CHF 0f0| 222 BAIEIL O} B
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ILM Rules

Information lifecycle management {ILM) rules determine how and where object data is stored over ime. Every object ingested into StorageGRID is evaluated against the [LM rules that make up the aclive

ILM policy. Use this page to manage and view ILM rules. You cannot edit or remove an ILM rule that is used by an active or proposed ILM policy

Used In Proposed Policy

| 4 Create | B Clone || # Edit | | X Remove
Name Used In Active Policy
. | 2 copy replication for smaller objects v
'®  Three site EC for larger objects <
) | Make 2 Coples

Three site EC for larger objects

Description: 6-3 erasure coding at 3 sites for objects larger than 200 KB

Ingest Behavior: Balancad
Reference Time: Ingest Time

Filtering Criteria:

Matches all of the following metadata:

System Metadata Obiject Size (MB) greater than 0.2
Retention Diagram:
Trigger Day 0
) I
Duration Foraver

a. ILM #A0| Highdatstei= Atn| 2Y Z2OAS AFE5ts 42 €4 ILM X = HeHE FHMoA 7210]

MEE[=X] gtlgtLct.
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o
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StLt Ol &kl A ILM &S 71510 2= JHA| 7t
HoE[E 5 gLt

RIOHEl HAS MEBILICE
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4. TZ2MAUO| ILM X0 AF2E|X| QO™ 2L HES MEHSI * Deactivate * £ MEHEILICE,

EC T2t H|gdot thist 4Xt7F LIEFE LT

Deactivate EC Profile

Are you sure you want to deactivate the profile "All sites 6-3'7

StorageGRID will confirm that the profile is safe to remove (not used in any ILM rules and no
longer associated with any obiect data). After this profile is deactivated, you can no longer use it.

S. T2LZ H|EM3tst2{™ * Deactivate * & MEHEILICEH
° StorageGRID7t 4| Y T2HS H|Z Yt + = B2 ol AEf= * deactivated * ILICE Cf 0|4
ILM T£l0j| Cislf o] T2 MEfst & gi&L|Ct

° StorageGRIDO|A] ZZIHAS H|ZMS}E 4 Q= ELR
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m
ot
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i
EI-O

Ao TH(ZH Y S3T B

ILM 752 S3 H3l2 MAst dolg 7|Z0= QU ooz ofz] X9

QHMEZ [HE AEZ|X| 2IX[0f X ’é%* 2 UELICH 7oA S3 HZl 2 HEHE
AHE6t2{H HA A|ARS] HIIOM ALEE &= = S MMslof gfL|Ct

* XgEl= B2t E A2 Grid Managerd| 2 1218{0F SHL|Ct.

© EF AMA ATHO| AO{OF BHLCE

=

of xtelol| cis}
S3HAS MY 0 SH Yool B2IS MEHTE AT £ YALICH XS XFHH Mol x2lHoz
ABI9l 71712 R0l 2101 K|t AIZHE HI K815l HISE 4SSN 7T 27 AlRLE o2 4 AL

ILM Al S Hye o S3 Halnt AZE FHE U5 HEZ A8 o= ASFLICH OIS S0, us-west-2 SHO0| A
HdEl s3Il QEHEN T H "*R I._ EUS!% A =+ ASLICE 23 ChZ s X[ Lol Ti|oE MIE
AO|EO| M AEE[X] =0 0|E1°P QEHMEQS| EAES HiXISHES X H f04 XA AZtE 2| Hoted = ASLICE

goig THY ) OIS RIS HEYAIL.

* J|EHOZ BE HAL us-east-1 X|20| A3t HOZ ZHFELICH

* HHE 22|t E= HIUE 2| APIE AHSSH0 H3IS M o PUT Bucket API & 0| it
LocationConstraint 28 @42} at/H| 7|2 FHo| ot JH2 Xléﬁﬁﬁ HX Grid Managers AtE3t0] JHS
M OF BLICEH PUT 2! 280| StorageGRIDO| || X| %2 HS A8t Q2 LR 7 LABL|CE,

CH/

AEXAE FHE0HH 24t 0|4 324t

e
9,t
FII'
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&

* S3HZIS ddg o Hetet I°EI O|ES ArEdHOF BfLICH X 0| B2
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@ EU= EU-West-12]| BH Q2 7FRE|X| §4&LICH EU = EU-West-1 X[ S ASSHHH H2fot
O|ES ArEdHOF BfLICt.

* M 2 ILM FM = HQHE ILM FH LHOAM AL R = FH2 MHSHAHL =HE & IELICH

* ILM #E0M g BEHEZE MEEE SH0| ZRE FR0 T Mete Mo oy AAS =7t + ASLCE
2Lt MQHE HAME KMESALE 2detste 0 SHH QLRI LMBILICE (ILM 720N g ng HE =
AR LEE0f 3llE S S ANe FR L= 2= 22| APIE AFESHH #AlS TS0 Yo K| g2 S

REe Ao 22 oiojo] wAs & QAL

b
1 ILM = > * X|%f * & MergLct,
=] y T O

Gixf "olEl Aol LIFE E WO|X|7t LIEFELIC * XY 1 * 2 7|2 HHE BAIYLICE us-east-1, 8
A
T |

Regions (optional and 53 only)

Define any regions you want to use for the Location Constraint advanced filter in ILM rules. Then, use these exact names when
creating 33 buckets. (Region names are case sensitive.)

Region 1 us-east-1 (required)

Region 2 us-west-1 -+

3. AFBSIX| fh= FHE M52 AH| of0|2S S2ELICt %.

—

S e A £ FetE MO AE Sl X[HE M5t 12 otH 2R HIA|X| 7 LIEFELICE
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@ Error

422: Unprocessable Entity

Regions cannot be deleted if they are used by the active or the proposed ILM policy. In use:
us-test-3.
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1 ILM* > * 34 * g Meygict,

M &DF oA ILM & T 0| X| 7} LIEHIH Make 2 Copies(27i =AH2 BFS7]) 7t MEHEIL|CE,

ILM Rules

Information fifecycle management (ILM) rules determine how and where object data is stored over ime. Every object ingested into StorageGRID is evaluated against the ILM rules that make up the active ILM policy. Use this page to manage and view ILM rules. You
cannot edit or remove an ILM rule that is used by an active or proposed ILM policy.

W Clone || # £dit| % Remove

Name Used In Active Policy Used In Proposed Policy
*  Make 2 Copies v

Make 2 Copies

Ingest Behavior: Dual commit
Reference Time: Ingest Time
Filtering Criteria: Retention Diagram:
Matches all objects. Trigger Day 0
Al eisis s O
)
Duration Foreves

StorageGRID AIASI0f A 7S S3 44| &3 Mo 28kl 22 ILM 74| HOIX| 7} 242t
(D) o=A BASLCE 99 slolgols * 32 - Fo| Zate|n] Metst F&0] st M e -
4 * HEJF ZetEIL|CH

2. Create * & MEHIL|C,

ILM & 4 OtgARSl 1EA| (712 F2l)7t LHEFELILE. 7|2 Aret Fo| HO|X|E AHE0tK] 40| HEE=
HAIE FeolgtLct.

"SwiftS AL ELICt"
"AM| G T2 T A
"AEZ[X| & 74"
"SR AEZ|X| E A"

"0 HE2 & flet =& 4"
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Create ILM Rule step 1 of 3: Define Basics

MName
Description
Tenant Accounts (optionaly Selecttenant accounts or enter tenant IDs

Bucket Name matches all ™| Value

/ Advanced filtering. . (0 defined)

chA|
1. 0|8 * HEo| 72l 1R 0|2 YHSLILCY.

1XFOll A 64Xt AFO]O{OF BFL|CH.

2. Lol w2t * Description * (M *) BE0f| #&lof Cigh Ztohol dHS i2ASL|Ct

LSS0l S QlAle & UL E o =X k= 7|52 HEsHof SLICt
Mame Make 3 Copies
Description Save 1 copy at 3 sites for 1 year. Then, save EC copy forever
3. EE= 0] 72l0| MEE[= StLt 0| 42| S3 L= Swift HI'YE A™ S MEHSL|CE 0] 70| 2E HHEN HEE|=
4% 0| HEE H|| SLICt
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Matches All * (25 X[ *)2 MEfSt H(7|28)) 72
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Advanced Filtering

Use advanced filtering if you want a rule to apply anly to specific objects. You can filter objects based on their system metadata, user metadata, or
objecttags (33 only). When objects are evaluated, the rule is applied if the object's metadata matches the criteria in the advanced filter.

Objects between 10 and 100 MB

Matches all of the following metadata:

Object Size (MB) j greater than or equals j 10 :I
+ %

Object Size (MB) j less than or equals j 100 :I

[+]

02| &=2 ALESHH UX|SH= 7HAIE HLUSHA Mo = U

N st 2~ QIGLICH CFS MMM 722 Brand A E£= Brand B7t
camera_type AFZX} HIEIC|O|E{Q| i =2 MHE o MEEL|Ct TJ2{Lt O] #Xl2 10MBEL} X2 HHE B
Aol ot M EEIL|CE
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Advanced Filtering

Use advanced filtering if you want a rule to apply only to specific objects. You can filter objects based on their system metadata, user metadata, or
objecttags (33 only). When objects are evaluated, the rule is applied if the object's metadata matches the criteria in the advanced filter,

Multiple filters

Matches all of the following metadata:

User Metadata j camera_type equals j Brand A +

+ x|

Or matches all of the following metadata:

User Metadata j camera_type equals j Brand B u
Object Size (MB) j less than or equals j 10 =]

+ x|
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Create ILM Rule step 2 of 3: Define Fiacements

Configure placement instructions to specify how you want chjects matched by this rule to be stored,

Example rule

Two copies for one year, then EC forever

Reference Time Ingest Time v

Placements @ 11 Sort by start day

Fromday | 0 store | for v o365 days

Type | replicated b Location | Add Pool coiies| 2 El_il

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information.

From day 365 store | forever v | m

Type | erasure coded v Location | DC1(2plus 1) » Copies | 1 -+ z|

Retention Diagram @ T Refresh
Trigger Day 0 “Year 1
e 5 ——
ez S I
i £ ——
(2plus) O >
Duration 1 years Forawver

cHA|
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OpX|2F M| A AlZHofl it HH[0|EE E-4stsloF LTt

"ILM TFAOf| A OFX|2f M| A AIZE ALE"
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OlE S0 A sl{2] 7HMIE MES K& XHY & USLICH 36522 AL 0Y"). MO{ L StLte| HH2 ool
A|ZFsHjoF gL|Ct.
. SHE =AM S

a. Type * EELH2 S 50| M * replicated * £ MEfBILICE.

b. Location * BEOA 752 = 2t AE2|X| Z0f CHsl * Add Pool * & MEHEL|CE.

* AEE|X| ES StLt2t X[ ™St AL * StorageGRIDE K™ El AEZ|X| 20| XS A SAHES
SHLIEH K& &~ JELICH "EI'=01| AERX| L2 3707 ZEtEl 2R EXE & 45 MeisH 2t
AER|X| LEof cHel Ex|& 372 BHSO{FL|CE,
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Placements € 11 Sort by start day

From day 0 store | forever v m

Type  replicated v Location ||DC1 || All Storage Nodes | Add Foal Copies | 2 EJE:

Specifying multiple storage pools might cause data to be stored at the same site if the pools overiap. See Managing objects with information lifecycle management for more
information
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STHELICE.
11 Sort by start day

Placements @

Fromday | 0 store | forever v

Type feplicated Y Location || DataCenter1 * | Add Pool Copies | 1 Temporary location | — Opiional - v +]

@ An ILM rule that creates only one replicated copy for any time period puts data at risk of permanent less. View additional details

A2,

Of

e

2 LIS & otLt 0| &S st

o|z1¢gt ?E S YX|

* oie 71Zte| Al & SEILICL

* H35t7| 7|z Of0|2 S SEIYLICt 4 £ =2 oY 7[2H SO 7} A2 S gt O3
ChE O E AE2(X| 2 = 22RE 2E2(X| 22 MHELICH

* R of Chall < SHIE o ¢ AR 2 * S MEfRILCE o #Al0] 2= 7| 2Hoi| CHal o

T — — |
SAH2E 0|0] ‘Hget 32 0| 31E FAGHE ELIL.

d. AE2|X| 22 SHLTH X[Fe FR0l= * Al 91K * HES RASHUAIR.

]
]
I
2
>
=
N
i
=2

X
i)
-
[l

() 2N siHsof o4 ArgElx| o g

4. 2R AE2[X| 0| LQEMES MFSIZ{H L[IS2 AL

a. Type * EELCH2 2 20f|M * replicated * S MEHEIL|C}

b. Location * ZE=0{|A * Add Pool * 2 MEiBtLICE O3 O3 22tRE AEZ|X| 22 ME{EL|CE,

[0 ) remov|

Fromday @ 365 - store foreverj

- | Example Cloud Storage Pool (& | "
Type | replicated j Location | — Copies | 1 =

Ct FF0l FHAL.
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Type | replicated T Location “testpoolE o) ”testpool3 e} |.-$.|:I:|Fao| ‘ Copies

If you want to use a Cloud Storage Pool, you must remove any other storage pools or Cloud Storage Pools from this placement instruction.

StLbaE X &E 4 ASLICE Copies * £ 271 O|Alo 2

—

mlo

E73 Cloud Storage PoolOf| M= QEHE ZAtE
AYSHH 2F HAIX| 7} LIEFELICE.
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Type replicated A

Location || testpool £ * | Add Pool Copies | 2|

The number of copies cannot be more than one when a Cloud Storage Pool is selected

Ak

-+ B3PS Ax2lx| Bof SN § olyel Qo
AFRBHE Of2 HhX|Ol A L7t SR EL 2
Q2 |AIX|7} LiELICE

K& 4 gl&LICt Cloud Storage Pool2
2t210| Cloud Storage Pool& AtE38t= AR
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|E =2 A}
|

=
Hi |2 of

_"E fjo

Placements ©

11 Sort by start day
From day 0

stere | for v 10 days m
Type | replicated b 4 Loeation || cspl & Add Pool Copies | 1 |E
Type | repiicated v L it Epz oo | Add Pool Copies | 1 + %

A tule cannot store more than one object copy in any Cloud Storage Pool at the same time. You must remove one of the Cloud Storage Pools (csp1, cspZ) or use multiple
placement instructions with dates that do not overlap. Overlapping days: 0-10

To see the overlapping days on the Retention Diagram, click Refresh

Retention Diagram ©

Trigger

Dayo Day 10
e &y |
csp2 o
Duration 10 days Forever
* StorageGRIDU|A QEMEES =X L= AH| 2 SAIROE X &= SA0 22HRE AEE|X] E0|
QHNMEES XM&Y £ ALt a8{Lt 0] of% |01|A‘| =2 & AXO0[, ZF YAX[of| chet At2 | ~2F RS
XEg = JAES sl 7|2te| HiX| X| &0l = & O| &S T ets{of ghL(Ct.
Placements ©
Fromday @0 store | far v 365 days
Type | replicated v Location ||DC1 * || DC2 * | Add Pool ot | 3
Type | replicated v Lacatian | testpooi2 | Add Pool Copies | |

QU4 Oil==7t 12 HFELICH 7210] 200KB O|5te| K| E FAISH= 1
HEA|ELCE

Do not use erasure coding for objects that are 200 KB or smaller. Select Back to return to Step 1. Then, use Advanced filtering to set the Object Size (MB) filter to "greater
than 0 2"
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Create ILM Rule step 3 of 3: Define ingest behavior
Select the data protection option to use when objects are ingested:

Strict
Always uses this rule's placements on ingest. Ingest fails when this rule's placements are not possible.
® Balanced
Optimum ILM efficiency. Attempts this rule’s placements on ingest. Creates interim copies when that is not possible
Dual commit

Creates interim copies on ingest and applies this rule's placements later.
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ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any policy.

= Create Proposed Palicy | | Kl Clone | # Edit || % Remove
Policy Name Policy State Start Date End Date
' Baseline 2 Copies Paolicy Active 2017-07-17 12:00:45 MDT

Viewing Active Policy - Baseline 2 Copies Policy

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account

Make 2 Copies (§ v Ignore

Simulate

g4 MestLct ]
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M WYLt g 22zt
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save fhe policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Activate to make this palicy the active ILM policy for the grid.

Name

Reason for change

Rules

1. Select the rules you want {o add to the policy.

2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

i = Select Rules

Default Rule Name Tenant Account Actions

No rules selected.
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Reason for change
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Select Rules for Policy
Select Default Rule

This list shows the rules that do not use any filters. Select one rule to be the default rule for the policy. The default rule applies to any
objects that do not match another rule in the policy and is always evaluated last The default rule should retain objects forever.

Rule Name
® | 2 copies at 2 data centers 8
2 copies at 2 data centers for 2 years 5

Make 2 Copies (4

Select Other Rules

The other rules in a policy are evaluated before the default rule and must use at lzast one filter Each ruls in this list uses at least one
filter (tenant account, bucket name, or an advanced filter, such as objsct size).

Rule Name Tenant Account
1-site EC (4 S
|| 3-site EC 4 —
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Two-Site Replication for Other Tenants

Description: Two-Site Replication for Other Tenants

Ingest Behavior: Balanced
Reference Time: Ingest Time
Filtering Criteria: Matches all objects.
Retention Diagram:
Trigger Day 0

i w_____ [

DCz H

Duration Farever
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Rules

1. Select the rules you want to add to the policy.
2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

!“+ Select Rules |

Defauit Rule Name Tenant Account Actions
* Isite ECEH Ignore x
3 i=site EC & Ignors »®
+ 2 copies at 2 data centers (§ Ignore x

B3]
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Default Rule Name Tenant Account Actions
@ + Isite EC lgnore x
L3 1site ECEH ignore »
v 2 copies at 2 data centers for 2 years (§ lgnore x

The default ILM rule in this policy does not retain objects forever. Confirm this is the behavior you expecl Otherwize, any objects that are not
matched by another rule will be deleted after 720 days.
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ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any palicy.

I = Create Proposed Folicy ' | B Clone ‘ | # Edit| % Remove

Policy Name Policy State Start Date End Date
'®  Data Protection for Three Sites Propesed
Data Protection for Two Sites Active 2020-09-18 16:01:24 MDT
Baseline 2 Copies Policy Historical 2020-09-17 21:32:57 MDT | 2020-09-18 16:01:24 MDT

Viewing Proposed Policy - Data Protection for Three Sites

Before activating a new ILM policy.

» Review and carefully simulate the policy. Errors in an ILM policy can cause irreparable data loss
« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource
issues when the new placements are evaluated and implemented.

See Managing objects with information lifzcycle management for more information

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or
smaller from being erasure coded. See Managing objects with information lifecycle management for more information.

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Added a third site

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
Tenant A
One-Site E Coding for Te ta &
mie-5e Exasure Doding tor Tenant 5, G (200330117092364740158)
Three-Site Replication for Other Tenants & v Ignore
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ILM Policies

Review the proposed, active, and historical policies. You can create, edif, or delefe a proposed pelicy; clone the active policy; or view the details for any policy.

| = Creaie Proposed Policy | | B Clong | # Edit || X Remoye

Policy Name Policy State Start Date End Date
'®  Baseline 2 Copies Policy Active 2021-02-04 01:04:29 MST

Viewing Active Policy - Baseline 2 Copies Policy

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.

Rules are evaluated in an:_fer. srar!:r'ng_ J'm'n the top. ﬂ’n_} po_J.ir:y's qerau!: risle must pe compns_nr.
Rule Name Default C« li Ti t Account

Make 2 Copies (§ v v Ignore

2. 0|5 * HEof Metel HMol nR3t 0|2 UetLICh

[

E| A 1%} Of4f 64K} O|SHO{OF L CE.
3. [570_1 A|._n_] * :|1||:01| AH x-||o|_|- X xH % IHH'é‘l-E o|_|9r% ola#‘é'l-|_||_'_|-_

1Xt 0|4 128X} O|5H04OF BfL|CE,

4. 0| FAZ koS * DA Mef - 2 MeEiLIC

=

e

=

Holel BE 20| LIEE MEiz FH

A MEH et Xb7F LIEFERLICE

7|2 F& MEH MM

e MM 7 E4 FHO| 7|2Z0R A8 4 9l 70| LIZELICH HEIS ASH|
o AW E4 70
o

I
| ZeE[0] ASLICE

|'= o| =Ho|| CHoH MEHSH 2 O]

= AN

2y
o C}2 &l MEH MIM

1 = "1 71—

rr

LHE 78 &5 Y HIES F20] LIEE LTt

103


https://docs.netapp.com/ko-kr/storagegrid-115/ilm/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/example-7-compliant-ilm-policy-for-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-115/ilm/example-7-compliant-ilm-policy-for-s3-object-lock.html

Select Rules for Palicy

Select Default Rule

This list shows the rules that are compliant and do not use any filters. Select one rule to be the default rule for the paolicy. The default

rule applies to any objects that do not match another rule in the pol

Rule Name
Default Compliant Rule: Two Copies Two Data Centers (8
Make 2 Copies (4

Select Other Rules

icy and is always evaluated last

The other rules in a policy are evaluated before the default rule. If you need a different "default” rule for objects in non-compliant 53
buckets, select one nen-compliant rule that does not use a filter. Any other rules in the policy must use at least one filter (tenant

account, bucket name, or an advanced filter, such as object size).

Rule Name Compliant Uses Filter Is Selectable
Compliant Rule: EC for bank-records buckst - Bank of AB o » Yes
ceE
Non-Compliant Rule: Use Cloud Storage Pool Yes
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate o verify a saved policy using test
objects. When you are ready, click Activate to make this policy the active ILM policy for the grid.

Name Compliant ILM Policy for 83 Object Lock

Reaszon for change Example policy

Rules

1. Select the rules you want to add to the policy.

2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule (and any non-compliant rule without a filter) will
he automatically placed at the end of the policy and cannot be moved.

| 4 select Rules
_—

Default Rule Name

Compliant Tenant Account Actions
Compliant Rule: EC for bank-records bucket - Bank of ABC & "4 Bank of ABC (90767802913525251639) x
MNon-Campliant Rule: Use Cloud Storage Pool (8 lgnare x
s Default Compliant Rule: Two Copies Twa Data Centers (§ 4 Ignore x
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ILM Policies

Review the proposed, aclive, and histerical policies. You can create, edil, or delefe a propoesed policy, clone the active pelicy, or view the details for any policy.

< Create Proposed Poiic B Clone @ m
Policy Name Policy State Start Date End Date
e Compliant ILM Policy for 3 Object Lock Proposed
' | Compliant ILM Policy Active 2021-02-05 16:22:53 MST
Non-Compliant ILM policy Historical 2021-02-05 15:17:05 MST 2021-02-05 16:22:53 MST
' Baseline 2 Copies Policy Historical 2021-02-04 21:35:52 MST 2021-02-05 15:17:05 MST

Viewing Proposed Policy - Compliant ILM Policy for S3 Object Lock

Before activating a new ILM policy

« Review and carefully simulate the policy Errors in an ILM policy can cause irreparable data loss

« Review any changes to the placement of existing replicated and erasure-coded objecis. Changing an existing object's location might resul in temporary resource issues when the new
placements are evaluated and implemented

See Managing objects with information lifecycle management for more information.

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or smaller from being
erasure coded. See Managing objects with information lifecycle management for more information

Review the rules in this pelicy. If this is a propesed policy, click Simulate to verify the policy and then click Activate to make the policy active.

Reason for change:  Example policy

Rules are evaluated in order, starting from the top. The policy's default rufe must be compliant
Rule Name

Default Compliant Tenant Account
Compliant Rule: EC for bank-records bucket - Bank of ABC (& L {9076?2;;;10;;85281639)
Non-Compliant Rule: Use Cloud Storage Pool (5 Ignare
Default Compliant Rule: Two Copies Two Data Centers 4 v Ignore
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Before activating a new ILM pelicy

» Review and carefully simulate the policy. Errors in an ILM policy can cause ireparable data loss.
« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object’s location might result in temporary resource issues when the
new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change:  Example policy

Rules are evaluated in order, starting from the tap.

Rule Name Default Tenant Account
Tenant &
X 7
men (94793396288150002349)
PNGs (8 Ignore
Two Copies at Two Data Centers (B + Ignore

2. Nlg8lo|M * g Z=BLCt
Simulation ILM B4 CHa} AX}7} LEEFELICE
3. Object * ZE0f| EH|AE JHH|2| S3 HZ/QLEHE 7| £ Swift ZAH|0|L/2QENME 0|52 &st1 * Simulate *

£ 2L
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: Object photosftest

Object ‘photos/test” not found.

Simulate

4. Simulation Results * Ol A 2} 7HA|7} SHIE Xl op YX|St=X| =HQlBtL|C}.

Ol M = ULIC Havok.png W Warpath. jpg X-MEN &0 L2t 2M| 7 SHIEA| LK[YESLICH E
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucket/my-object-name or my-container/my-object-name
Simulation Results &
Object Rule Matched Previous Match
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Viewing Proposed Policy - Example ILM policy

Before activating a new ILM policy:

« Review and carefully simulate the policy. Errors in an ILM palicy can cause imeparable data loss.

» Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temperary resource issues when the
new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objecis that are 200 KB or smaller from being
erasure coded. See Managing objects with information lifecycle management for more information.

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the pelicy and then click Activate to make the policy active.

Reason for change:  Example policy

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
Two coples, two years for bucket-a (& s
EC objects > 1 MB (& -
Two copies, two data centers (§ b —

£
1. 1%

o
It

Jrotn HME MEFSt = < AlZ2o|d * S SEIFLIC.

ILM ZX A|Z2{[0] M CHet &Xt7t LEEFELICE

Object * =0 HIAE JiK|2] S3 HZ/QLQLEHE 7| (L= Swift ZAE|0|{/QEXE 0|2

2 =St * Simulate *
£ &gt

Simulation 227} LIEFLED HAMO[ ot 7 £|0| HIAESH ZF JiH|t LK[SH=X|E E{FL|Ct.
Simulate ILM Policy - Example ILM policy

Simulates the active ILM policy or, if there is a proposed ILM policy, simulates the progosed ILM policy. Use this simulation fo test the current configuration of ILM
rules and determine whethear ILM rules copy and place object data as intended.

Object my-bucketfmy-objeci-key or my-confainarimy-object-name

Simulation Results @

Object Rule Matched Previous Match

bucket-a/bucket-a object pdf

Two copies, two years for bucket-a (§ ®
bucket-hitest object greater than 1 MB pdf EC objects > 1 MB & ®
buckst-hitest object less than 1 MB pdf Two copies, two data centers (§ ®

Finish

3. 2k 2|7} SHHE FAO| LXISH=XI SelBHLIC,

=

Of of|of| A

a. bucket-a/bucket-a object.pdf 2 LEMEE THZISt= A HIY| 720t SHIEA| LX|HESLICH
bucket-a.

b. bucket-b/test object greater than 1 MB.pdf O QELICt bucket-b’ X HEWY X1 AX|SHK]
ISLICH CHAl 1MBELE 2 AN E HE™SH= £ H 72lof ofs SHIEA| LX|=|}ASLICE
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Viewing Proposed Policy - Demo

Before activating a new ILM policy:

» Review and carefully simulate the policy. Errors in an ILM policy can cause irreparable data loss.

+ Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource
Issues when the new placements are evaluated and implemented

See Managing objects with information lifecycle management for more information.

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change:  new policy

Rules are evaiuated in order, starting from the tap.

Rule Name Default Tenant Account
PNGs & Ignore
: 2 Tenant A
X-men (8 (24365814597594524591)
Two copies two data centers (§ + Ignore
=
tHA|
1. 7AlS 71610 HHg MEct = ~ AE20|Md * & SeIgL|CL
2. Object * HEOf| EH|AE JHH|2Q] S3 HZ/QEME 7| = Swift ZIE|0|L/2EHE 0|22 2238t * Simulate *
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object Iy

Simulation Results &

-bucket/my-object-name or my-container/my-object-name Simulate

Object Rule Matched Previous Match
photos/Havak png PMNGs 8 E 3
J2iLt o FAI2 L|Ct Havok.png HIAE CHAO| * X-MEN * #&!0| &L},
3. ZHE sHZsH &S ChA| HESHYAIR.
a. ILM ZH A|=2|0|d H|O|X|E EHe{H * Oy * & 2Lt
b. Y MystaiE * WY * S SYLICH
C. X-MEN * #3l2 =52 Wi #|= FL|Ct.
Configure ILM Policy
Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Aclivate to make fhis policy fhe active ILM policy for the grid.
Name Demo
Reason for change Reordering rules when simulating a proposed ILM policy
Rules
1. Select the rules you want to add to the policy
2. Determine the order in which the rutes will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot ba moved.
| 4 Select Rules
Default Rule Name Tenant Account Actions
+ X-men (§ Tenant A (487139551949275125686) x
+ PNGs (8 — x
"4 Two copies, two data centers & — x
2]
d MF * g 2YLct
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucket/my-object-name or my-container/my-object-name Simulate
Simulation Results @
Object Rule Matched Previous Match
photos/Havok png ¥-men 8 PNGs 4 o
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Dhbject my-bucket/my-object-name or my-container/my-object-name
Simulation Results @
Object Rule Matched Previous Match
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X-men

Balanced

Ingest Behavior:

06846027571548027538

Ingest Time

Tenant Account;

Reference Time:

Filtering Criteria:

Matches all of the following metadata:

equals ¥-men‘
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Retention Diagram:
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucketimy-object-name or my-containerimy-object-name

Simulation Results &

Object Rule Matched Previous Match
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A Warning

Activate the proposed policy

Errars in an ILM palicy can cause irreparable data loss. Review and test the policy carefully before

activating. Are you sure you want to activate the proposed policy?
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A Activate the proposed policy

Errors in an ILM policy can cause irreparable data loss. Review and test the policy carefully before activating.

The default rule in this policy does not retain objects forever. Confirm this is the behavier you want by referring to the retention
diagram for the default rule:

Trigger Day 0 Year 2
= [
Dc2 [.11
Duration 2 years Forewver

Mow, complete the following prompt:

Any objects that are not matched by another rule in this policy will be deleted after years.

Are you sure you want to activate the proposed policy?

2.

Jlot

o1+ 8 Z2gLiCk,
2

M ILM EHo| ZdstEl B2

* MM LM ZH Ho|X|e| Fof 24 M Aejet BH HEAIELICE Start Date(A & EMt) =2 HAHo| EAMotE
NS AIZES LIEFRILICE

ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any policy.

= Create F'roposedF'oIic:y”l’i Clone | # Edit | | ¥ Remaove
Policy Name Policy State Start Date End Date
*  New Policy Active 2017-07-20 18:49:53 MDT
" Baseline 2 Copies Policy Histarical 2017-07-19 21:24:30 MDT | 2017-07-20 18:49:53 MDT
* 0|0 ghdetEl FHO| Y MEl 7|5 Q2 HAIELICH AZ gt 3! 5 I S=2 FM0| HSHE Al7|2

0| O O[Af MBE|X| ke Al7|2 LIEFHLIT

(B gy

JHA| HIEHH|O|E] =32 =81 ILM A& Ztol

ILM EM S 2tdstot = CHE HIAE JHH|E StorageGRID A|ARICE FOF §HLCEH O3
ChS 7Hx1l HIEIH|O|E| 3|2 23isto] EAML0| O3t L2 XA LT SHEE Qx| of B X| 5|1

UA=K| =telstiof gfL|Ct.

-{0

L

Hast %

* OHE F otLtel JHAl A EXIL QLo{OF BfLICY.

rot

*UUID *: Zid|e] HE 1Q AEXIQILICH UUIDE 25 CHEXLZE st Ct.
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° * CBID *: StorageGRID LHO|A] 7HA|2] 119 AlHRFQILIC ZEAF 230 A 7HH|2] CBIDE 7t™E
U&LIC}H CBIDE 25 CHEXIZ Ql&dstL|C},

- *S3 8|2 % QEHE 7| *: S3 QE{HO|AE S8) o=
QUEE 7| XES AGOIY QEMES XFotT Al BiLICt.

4d=

-

° * Swift ZE|0|L] ! LEME 0|F *: Swift AIE{H|0|AS Sl LEX| R S2to[d
OHZ2[A0]440] ZIH[0|] 5! QEHE O|F =S A3t LEMEES K&t *'“E“E*LIEF.

2. ILM * > * 7§H| HE}|O|E| =] * = MEHS}L|C},
3. AEXt* HEO]| JHAH|Q AlEX

UUID, CBID, S3 HZl/QEHME 7| EE= Swift ZH|O|H/QEHME 0|22 T 4 JUSL|CE

Object Metadata Lookup

Enter the identifier for any object stored in the grid to view its metadata.

|dentifier sourceftestobject Look Up

4. 38 & 2Bct
W BIEtEo|E] 2| Z 7t LIEFEILICE O Ho|X|ol Tk S&ol B vt LIRELICH

° x| ID(UUID), Z{A| O|F, ZEI0| O| &, HI'HE A|H 0|F L= ID, M2l =2[H 37|, 4K E XS ddet
=N S AIZE RIS OFX2te 2 Tt I S AIZHS HIReH A| AR OBt OfE

° Aot AZEE ZE ALE X HIEHO|E 7| 2 LTt

© S3 QEMEC| 29 QEMES AT QUME ef1 7| 2k Wo| ELCh

—_"=

° SH|E QEME SAES R 2 SH22 oix AEE[X| YX[YLICE

===
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° M| Y QEME A9 F2 2 EHO| vl 2AEE|X| X YLICE

—===

- S29C Amelx| B0| QUHE SAE0| 9 2 {20 0| X QUMEC] 1Y NEXE HixY

o 23E QUEE 9l [} IIE QUIEC| A2 N|IHE Auxt 3 HolE 27|12 E3 QUEE HIHE
S20lLict AIPIE D] 100718 A891L CesES 25 H2 100716l AIBEe FAEI,
* H2|E|X e L AE2|X| WAl BE QUEE HlEf0|E] 0f RA| HIEHIOIE0S YRIXRE Y2|x7tx]

FXIEX] b= LR A|AE HIEHH[O|E{ 7} EE | Ct.
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System Metadata

Object ID

Mame

Container

Account

Size

ATZ2ESEFF-B13F-4905-9E9E-453T3FEETDAS

testobject

source

t-1582139188

524 MB

Creation Time 2020-02-19 12:15:59 PST

Maodified Time 2020-02-19 12:15:59 PST

Replicated Copies

Node
9997
99-99

Disk Path
ivarftocallrangedb/2/p/06/ 0B 0nMEHS TFEnQQ)ICV2E
fvarflocalirangedb/1/p/12/0A/00nMBHS [ TFEoW28ICXG%

Raw Metadata

“TYPE":
“ICHND ™ 2
"MAME™ :
"C8ID™:
"PHHD" 2
"PPTH":
"META":

"CTHT",
"AlZE9EFF-B13F-49095-9E9E-45373F0ETOAE",
“testobject”™,

"exSB23IDEVECTCIRALL1E",
"FEABAES1-534A-11EA-9FCD-31FFERCIB056",
“source®,

P
L

"BASE": {

"PAWS": =27,

. A7t SHHE 91X E= AX[0] MHE[O] A SHIE FEO| SARZIX| =lg|ct.

=

—

e

oN

®

2

=

AL SH0| ZdstEl 22 ORLM JHA 721 S5 HIAIX|Of TSt ZAt 208 BLEHEE
UAELICE ORLM ZHAL HIAIX| = ILM EI7t T2 M| A O] AEHol| CHSH XEM|S HEE H3T
UAXIZE JHA| CIO[E{Q] HHX] Yt L= ILM FMO| b -Hoj| Chet YEE= MY = l&LICH
7 HILSHOF LI XEMISH LIE2 ZHAF HIAIX] OJ3fiofl TSt HEE HZSHHUAIL.

=

IAF2OE HEZLCH

"S32 ALt

"SwiftS AFERLICH
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Viewing Historical Policy - Example ILM policy

Review the rules in this policy. If this is a proposed policy, click Simulat
Reason for change:  new policy

: Rules are evaluated in arder _starfing from the fon

Rule Name
This is a histarical ILM rule.

Historical rules are rules that

2 copies 2 sites) (3 ®  were included a policy and then

edited or deleted after the policy
became historical.

Erasure code |a ger abj

1121
m
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rir
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A
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o
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HIQHEl ILM FM = 2y ILM ZMof| ALEE|= 52 HES + glELIC thM 0|23t 73S 22 =H5tn 22
SHE ZAES RS AR WA + YL Eat StorageGRID H7 10.3 0|7H0i| Y-&E T ILM 4

(AR 27 BHS ) i ILM A2 BE & giaLc

@ HHE FAS 29 ILM ZMol| =715t7| Tof| 72| X X|H S HESHH A|A”0| 2547t 57t
UALtE "ol FoASHEAIL.
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1. ILM * > * 33Xl * & MENshL|C},
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THAI0] EAIELICY.
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ILM Rules

Infarmation lifecycle management (ILM) rules determine how and where object data is stored over time. Every object ingested into the StorageGRID Webscale is evaluated
againstthe LM rules that make up the active ILM policy. Use this page to manage and view ILM rules. You cannot edit or remove an ILM rule thatis used by an active or

proposed ILM policy.

&= Create | | # Edit | | Bl Clone || ® Remove

Name Used In Active Policy Use-d — 3T
Policy
| Make 2 Copies v v
| PNGs v
“  JPGs
 ¥-men v

ILM & HE OtHAE EELICEH

Edit ILM Rule Step 1 of 3: Define Basics

Name JPGs

Description

Tenant Accounts (optional) Tenant-01 (16229710975421005503) H Tenant-04 (83132053388229808098)

Bucket Name contains | azo1

/ Advanced filtering.... (0 defined)
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Viewing Historical Policy - Example ILM policy

Review the rules in this policy. If this is a proposed policy, click Simulat
Reason for change:  new policy

Rules are evaluated in arder _starfing from the fon

Rule Name
This is a historical ILM rule.
Historical rules are rules that
2 copies 2 sites) (3 ®  were included a policy and then
edited or deleted after the policy
became historical.

Erasure code |a ger abj

o HE
"ILM & gEEI|"

"ILM XA D2 TE AL

ILM %! X

HIOHEl ILM HM o= 2hY LM B0 AFRE|s FA2 HES 4 giSLICH thAl FAIS 22 2xstn 22 =X|=
SAI2S Lt HA XS st 4 QIALICEH 13 LIS LRst A XoHEl Moo e 322 MAHst D £ =
HMOZ HHE 4 QIALICH StorageGRID H{F 10.2 0|3tS AF2SI0] ILM FAIS MASH Z20|= sigt 7%l2 =2x|E

=+ gt

* X|E|= BBt X E AR50 Grid ManagerOfl 2 2218{0f BfL|Ct

© EF AMA O] AO0{OF LT

24 ILM ZHof| ERIE #AIS F=715H7] Hofl JHAI2| BiX| X|E S HESHH AAR0| et 2ETF SHe 5= JASLICE

1 ILM * > * & * 8 MEishL|Ct,

ILM %] H[O|X| 7} LIEFEF LT
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ILM Rules

Infarmation lifecycle management (ILM) rules determine how and where object data is stored over time. Every object ingested into the StorageGRID Webscale is evaluated
againstthe LM rules that make up the active ILM policy. Use this page to manage and view ILM rules. You cannot edit or remove an ILM rule thatis used by an active or
proposed ILM policy.

&= Create | | # Edit | | Bl Clone || ® Remove

Used In Proposed

Name Used In Active Policy Policy
| Make 2 Copies v v
| PNGs v
“  JPGs
 X-men v

2. 2X|E ILM &2 MENSED * Clone * 2 22I$tL|C}
ILM T#&! 0= 7| OpH AR 2l Ct

3. ILM &l M 8l g HE| AR EHA|of| 2t =X E 7212 0| ERLCE

2 M-
"ILM 7 8 ILM "R Zhodn

ILM ZH &35 7| B 27|
ILM & #of| el B7tet 7| Zofl Rl JHAIO| 2 ARIEX| 2 4 USLICH ILM H2| Ch7|ZS BL{E{RISI0] A2
N5 01T 4 YBLITt 77t I8 NAHO| 43 258 MAIHK] 211, SIS ofZ2IA0l 0] 227} 142
3L}, Y BT ATl ME7E EXHS LIE & YBLIT

ot

i
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£
1. CHAIRE * 2 MefgL|ch
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NetApp® StorageGRID® Heip + | Root ~ | Sign Out

Dashboard " Alerts ~ Nodes Tenants ILM ~ Configuration ~ Maintenance - Support ~

Dashboard
Health @ Available Storage @
J - Data Center 1 &
MNo current alerts. All grid nodes are connected. Overa” ' -
Used
Information Lifecycle Management (ILM) © '
Data Center 2
Awaiting - Client 0 objects B '
Awaiting - Evaluation Rate 0 objects / second
Scan Period - Estimated 0 seconds 2 9 TB
Protocol Operations @ : Data Center 3 =
]
S3rate 0 operations / second Eree

Swift rate 0 operations / second 5
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