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Owerview Hardware Metwork Storage Objects ILIM Events Tasks

Reboot

Shuts down and restarts the node. Reboot

Places the appliance’s compute controller Maintenance Mode
into maintenance mode.

Maintenance Mode

stol Cist AFXFZF LIEFSLICE.

A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID senices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click QK.

Provisioning Passphrase

5. I2H|KY 9SS YL * OK * & MegLct,
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Owendiew Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become cormupted.

. Reguest Sent
O{E2I0|AHAT} @XIE4 DEQY off &0l H|A|X|0f| StorageGRID {E2I0|HA MX| T2 240 AN ASH=E O
ALY E URLO| LtEEL|CE.
Overview Hardware Metwork Storage Objects ILM Evenits Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

This node is currently in maintenance mode. Navigate to one of the URLs listed below and
perform any necessary maintenance proceduras.

= hitps: #1172 16.2. 106:8443
= hitpsAH10.224 2 106:8443
= hitps /47 47 2 106:8443
= hitpsfH169.254 0.1:8443

When you are done with any required maintenance procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer
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A This nodedis in maintenance mode. Perfarm any reguired maintenance procedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upagrade Firmware
Reguest a controller reboot. [ Reboot Controller ]

Rebool info SlorageGRID l Reboot inlo Maintenance Mode I
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NetApp® StorageGRID® Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ m Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
' |DC1-ADMA1
«'|DC1-ARC1
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Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom
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I, Press the
retease button

Attertlion. Ensuine
tFat tha ray handis
= is fully apen before
= you attempt o slide
li. Piace the drive on a the drive cul

static-free, level surface.

E2o|E Axgol HE0| REEXHOZ He|n E2I0|ET7I £R0f|M E2|A| ELICH

o. HSES E1 E20|EE 2o il CFS FHEI|7F Qls WY BHO| S&LICH
6. £2to|E S0 4Usty| Mof| wH| =2to|22] 22| thEE FELCH

ii. Cloze the drive tray handle
Hode: Do not use groessive force
while closing the handia.
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 cal
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A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers
Server 1 10.224 223135 x

Server 2 10.224 223 136 +x

(i)  DNs amol ofst v A2 YAIRO|D 9Kl B2l BES FRE o 2MELC

19



20

- E= 0] H[O|X|oi| X|'¥E DNS Mt B S AHZ5t0] KMSOi| CHA| HZ8I0] L. EQ| CO|E{E =Y = AR
gfLct,

o LEHO|EItSi=E £ L E

—

i
=
4
m
ot
=

|Ct. StorageGRID O{Z2t0[AA HX| T2 OM0|M * 05 * > *
HAEED 2L * S MBS 2 OH2 M F SHLIE MEfgiL|Ct

° LEE O2|=0f THA

| ZIst= HEfOM HEZES S MFESHAH * StorageGRIDZ TSR E * S MEABIL|CE
FAES HEOM HES S50 25 Yo 22 Hete FH[Jt E|RACH 0] S MERlL|C]
° RRES ZEZ XHRE * S MESIH RX|Es REZ HOF U= = EE MM ZEEZE MR YLIC
J2|=0f THA| HEBE7| Tl =20 M =>3H0F 3h= It R XIE4 0| A= < 0] FHS MEiRfL(CH

NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller

Uparade Firmware

Fequest a controller reboot. l Reboot Controfler ]

[ Rebool inlo SlorageGRID ] | Reboot nlo Mainienance Mode: |

S EIFHREE T J2|=0f ChA| HEEH Grid Manager0l| LIZEl A AR A DNS A{H{ 7}
@ MEEILICE 22| =5 ChA| AZSH = {S2I0|HAE OEEI0|ALT RAIES ZE

StorageGRID O{Z20|AA AX| Z2I0f| XY E UAl DNS MHE [ 0]& AtE3HA|

oFLICH

Ry =] -

O{E2t0|A AT} S EIE| 1 J2|=0] CHA| Z7ti5H= O Z[CH 20=0] 23 = AELICLH IHFE0| ==
271 2| =0f ChAl 2EHE[UA=X] 2H215t21H Grid ManagerZ SOZLICH = * B2 F4 HEE
HA[SHOF LI o O1ZE2H0|YUA 20| A2 2 2E0| 9l = =7 J2|=0f HEE|0| AZS LIEFHLICE

NetApp® StorageGRID®

Help ~ | Root - | Sign Out

Dashboard o Alerts - Tenants ILM = Configuration - Maintenance = Support -

# StorageGRID Deployment StorageGRID Deployment

# Data Center 1 .
«|oci1-Aomi Netwaork Storage Objects LM Load Balancer
« | DC1-ARCH

1 hour 1 day 1 week 1 month Custom

«|DC1-G1
«|DC1-31
+|DC1-32
«|DC1-83

Network Traffic @
6.0 Mbps



FAEs ZEO0M & Yoot DLEE

2X| Soi| o{S2to[AA0f TSt L E ot E dgstol 32 L= Aot HEf Bl 7| &2
ME(KMS) MF HEE ZEsto] 2f 0{S2t0[AA 29| L& Aol HEHE ZLEHZEY 5
UELIC
Qs %
* MX|sH= 59t 0 Z2to|1 A0 Chof S3}7} 2Hg2te|0f QL0fof BHLITt O{Z2t0|AAS HRIF S0fi= =
ATE B 4 gLt

"RAES REE HES FHAL"

A

1. StorageGRID 0{Z2}0[21A HX| T2 IMO|M * StER0] 1 * > * L E L3t * S MEHSL|CH

ot

21



MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales

External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate

Client certificate
Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate ?

Clear KMS Key
A\ Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data

L g
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.
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