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Owerview Hardware Metwork Storage Objects ILIM Events Tasks

Reboot

Shuts down and restarts the node. Reboot

Places the appliance’s compute controller Maintenance Mode
into maintenance mode.

Maintenance Mode

stol Cist AFXFZF LIEFSLICE.

A Enter Maintenance Mode on SGA-106-15

You must place the appliance’s compute controller into maintenance mode to perform certain
maintenance procedures on the appliance.

Attention: All StorageGRID senices on this node will be shut down. Wait a few minutes for the
node to reboot into maintenance mode.

If vou are ready to start, enter the provisioning passphrase and click QK.

Provisioning Passphrase

5. I2H|KY 9SS YL * OK * & MegLct,
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Owendiew Hardware Metwork Storage Objects ILM Events Tasks

Reboot

Shuts down and restaris the node.

Maintenance Mode

Attention: Your request has been sent, but the appliance might take 10-15 minutes to enter
maintenance mode. Do not perform maintenance procedures until this tab indicates
maintenance mode is ready, or data could become cormupted.

. Reguest Sent
O{E2I0|AHAT} @XIE4 DEQY off &0l H|A|X|0f| StorageGRID {E2I0|HA MX| T2 240 AN ASH=E O
ALY E URLO| LtEEL|CE.
Overview Hardware Metwork Storage Objects ILM Evenits Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

This node is currently in maintenance mode. Navigate to one of the URLs listed below and
perform any necessary maintenance proceduras.

= hitps: #1172 16.2. 106:8443
= hitpsAH10.224 2 106:8443
= hitps /47 47 2 106:8443
= hitpsfH169.254 0.1:8443

When you are done with any required maintenance procedures, you must exit maintenance
mode by clicking Reboot Controller from the StorageGRID Appliance Installer
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A This nodedis in maintenance mode. Perfarm any reguired maintenance procedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upagrade Firmware
Reguest a controller reboot. [ Reboot Controller ]

Rebool info SlorageGRID l Reboot inlo Maintenance Mode I
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NetApp® StorageGRID® Help ~ | Root ~ | Sign Out

Dashboard " Alerts ~ m Tenants ILM ~ Configuration « Maintenance ~ Support ~

A StorageGRID Deployment StorageGRID Deployment

# Data Center 1
' |DC1-ADMA1
«'|DC1-ARC1
«|DC1-G1

Network Storage Objects ILM Load Balancer

1 hour 1 day 1 week 1 month Custom
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I, Press the
retease button

Attertlion. Ensuine
tFat tha ray handis
= is fully apen before
= you attempt o slide
li. Piace the drive on a the drive cul

static-free, level surface.
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ii. Cloze the drive tray handle
Hode: Do not use groessive force
while closing the handia.
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NetApp® StorageGRID® Appliance Installer
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 cal
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A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers
Server 1 10.224 223135 x
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales

External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate

Client certificate
Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data

LE Aot HO|X|0fl= LS Ml ZHA MM0[ ASLICE.

° Yoot YE = O{Z20[AL0| L3l == P2t SYetE =X RS EAIZLICH

° 7| el )\151 ME HE = oECI0|UAE A2oldt= O AHEE[= KMSO| thiet HEE 20| FLIC A 8
S20[AE ABM MM S o EHH ?_%H ME =2 S HEE = = UASLICL

* Ot E QIEA AA Z+2 QI A XHH[2| 22X E sHA St StorageGRID #2| X| &S] KMS HEE
xr}_gfu“g_

=

* KMS ZSAE| HAS mjf 07| X| &2 2X|7} eMsH= 22 DNS(Domain Name System) A{t{7}
SHIE2D o{E2t0|AHA HERZO0| SHIEA| ?MEI“EII stolgtLCt,

o|¢d L A5 lE A5, StorageGRID ALO|EO]|
7ot ofEZt0[A AN HE I1'||0|E1E AFELICHL KMS 7|18

22



X|{0F M Z 2 CIHE StorageGRID A|AEIO| MX|gh -~ UAELICEH

7| B2 MH THE XSE FULICH

@ KMS T4 X|2H O{S2t0|A A0 A HIO[E{ 7t AR|E[0] FRHO = M2 4 GliA| ELITE. 0
HolHE =7 2= gl&UCh

2. 1= o3t AlEf 2012 DFHOY =S MBLELICH StorageGRID 0fZ2t0[olA M| m2 ol * 2 *
>+ PES2] 2L * 2 Dt 3 kS BN 5 OILIS MEELIC
© w2 2| S0j ChA| Z9IsHs MeEfoM ZES2IS YRS * StorageGRIDE MEE * S MeBhL|Ct.
QAES BEON XS %etD T CS HA 2HOR M Fu|Jt =20 0f SMS MEHELICH
© QAE4 DEE HRE 2 Mesto] SX|E4 BEE Hof Y LES ABsI0] HES2IS BT
2| S0 Chal HZ517] Fofl 'm0l 288i0F sh 7 RXIE4 Bejo| s S 0] SMS MefphLICt

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrade Firmware
Fequest a controller reboot. [ Reboot Controller j

Reboot info SlorageGRID

Reboot nlo Maintenance Mode: I

o Z2to|HAT} MHERIE T T2 =0 CHA| 7tst= | Z|ci 2020] 2 & JASLICH MMEE 0| =&
Ot a2|=0f ChA| ZEHE|IR=X] &215H2{™ Grid Manager2 SO0FZfL|CH == * 2 HAM MEHE
HA|SHOF BLICH o O{Z2I0|AHA LEC| Z2 2y &f2lo] gl EI 2|20 HEEK JASS LIEFHLICH

NetApp® StorageGRID® Help ~ | Root~ | Sign Out

Dashboard " Alerts - Tenants ILM - Configuration = Maintenance - Support ~

~ StorageGRID Deployment StorageGRID Deployment

# Data Center 1
' |DC1-ADM1
« |DC1-ARC1
«'|DC1-G1
»|OC1-51
»|DC1-52
»|DC1-53

Netwaork Storage Objects ILMm Load Balancer

1 hour 1day 1week 1 month Custom

Network Traffic @

6.0 Mbps

TR A A

Kl

b HE

"StorageGRID 2"

r

23


https://docs.netapp.com/ko-kr/storagegrid-115/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-115/admin/index.html

7| 22| M A8E Xf= SYLIH

KMS(7| 22| M) 18 S XRH 0{S2H0[AL0M L E L2 tst H|Z Gt EL Tt KMS
TEE AFS 20ll= NEEFOI?JéQI C|OfE{ 7t %'?’5*.92 ARIEH O O] & HMAE
gELICL O] HoEH &= S+ 4 glELITt.

=
{E2t0]1 29| HIO|E & EELHOF 5te B2 KMS T1EE X7 ol .= M8 SX| BAE 8l OF gLt

@ KMS% worm HZ2| ClO|E{7t RN OE AMH|E| 11 O 0|4 MM AT 4~ GiA| ElLICE Of HIo[EH &=
t2l O|O|E{Z StorageGRID| CI2 22 0|S3l2{H L EE AR SiH[ELICt J2|E == I7|of ch3t 21 o
| EA x|7c|° xl- |.AIA|9_
0| =pHof CHaf

S2H0|AA KMS #HE XM LE A7t H[ZHSHE[E 2 0{Z210|A - E2F StorageGRID AtO|E2| KMS
T Zto| HZAO| MAHELICE J2{H o{Z2t0|HA Q| H|O|E{ 7 AFM|=[ 11 o{EE2I0|AATE AFH A X| HEHE FX[E/LICE.
ol ZENAE &S 5 iSLICH

KMS 7+ & X|90f fL|C}.

* KMSE Ar836HX| §47{Lt CHE KMSE AH83t= CHE StorageGRID A|AEI| HE S AX[SH7| Hof|

@ STt KMS 7| AE25t= StorageGRID A|AHIN| {E2I0|HA LEE MMX|SH = EL KMS
TME XX OMA| L.

* KMS 40| £ME|1 KMS 7|E
* O|Fof| HZEO|M AR SO|H HE
* LE ASHIt AHE o{E2t0|AHAE MH|A Sl{H| =

KMSE H|7H3st7| Hof| ofE2to|HA Sl MU dliX|5t0] StorageGRID A|AHIC| CHE L EZ H|O|HE

() olsELICE KMSE Bt Hofl A8t clolef7t A4E| D ofZatoloiATt AHSA| 2t 4
QIBLICt,

oHA|
1. HEIRXE E11 o{E2t0[AHAL| ARE HEER 0| LTt IP & & SHLIE LHYLICE E FELICt
https://Controller IP:8443

Controller IPi 3712| StorageGRID HER 3 & stLtof = HAFE HES(2EE[X| ZIEEE{7} Ot
)2l IP ALY,

StorageGRID 0{Z2t0[1A HX| 22Xt F HO|X|7} LIEFEHL|CE,

SIERN 14 * > * == oot * & ERHL|CE

24



MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate ?

Clear KMS Key
A\ Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.
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