APIS AFEELICH
StorageGRID

NetApp
February 20, 2024

This PDF was generated from https://docs.netapp.com/ko-kr/storagegrid-116/admin/using-grid-
management-api.html on February 20, 2024. Always check docs.netapp.com for the latest.



=0

APIE AEILICE
Grid Management APIS AtEgtL|Ct
Grid Management API =4
Grid Management API HHZ 2t2|
AIO|E 7t @K Q|X(CSRF)ZHE £
SSO(Single Sign-On)7} &d3tEl 22 APIE AFERILICE

N N o



APIZ ALETLC}

Grid Management APIS A2 EtL|Ct

Grid Manager AF2 Xt QIE{H|O| A CHAl Grid Management REST APIZ AF25H0] A|AH! 22|

HAS Y = ASLICH IS S0, APIE ALE5HH S XS5t L AFEXIRE 22 O
°.i|E1EIE IZ‘I HH}EHI A8 5= ASLILE

A0 $Fo| 2|lAA
Grid Management API= CtSat 22 2| 49| 2|AA S HZgfL|Ch

« Ygrid: 2| ZH2|X} AFRAIE HAA T} ASHe|H TAE OE 2

r

orofl 2 FEbE L

oH A

oH

* ‘forg": HIFE AH| 2Z L= S8 LDAP 1F0i| &8t AZXIZ UM AT MoHEILICEH XtMet LIE= 2
HESIHAML HHE AEE MELLILE

* 'Iprivate: HM|A HSH2 Grid Manager AFEXIE HM|ot=|H &l OF #otol whaf Z2FELCH AFE API= A
EH Qlo| HAE £ QEL|Ct StorageGRID ME AEZXQIET Q™| API HEHE 2

APl EE gilistL|C

—_—

Grid Management API= Swagger 2E AA AP EHZ S AEELICH Swaggers WAL ZHL XL} O
AHEXE7L APIE AFE3H0] StorageGRIDO|IA HA[ZH EAS S £~ JEE | 2HAQl AFEXL QIE{H0|AS
HZgLct.

Swagger AFEX} QIE{H|0| A= ZF API 2FS0f| CHet HA| MF HEt 2ME HS et
ZadtA

* £ A8 O = 2E|xtof] 2aQlMSL(C X HE = 2 EeteA.

* EF MM A ABHO| ASLICE.

@ API Docs @ H|O|X|E AtE3t0] +Mst= HE toj2 =tHL|Ct M= 1 HIO|ELE

7|EtCIOIHE =4, YHI0|E =

= 710,

ChA|
1. Grid Manager SIIC{0f|A| =2 Ot0|22

rx
JITI
_—I,_
*
>
3
)
o
o
c
3
[}
=
S
o
=}
*
mjo
rx
JITI
g
-
o


https://docs.netapp.com/ko-kr/storagegrid-116/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html

Search by p

Documentation Center

AP| Documentation

. M2 APIZ XU S £852{H StorageGRID 22| API HIO|X|0| M * M API AEA * 2 0|5 * S MEHIL|CE,

=
nx
>
3
rir
=
A
Ofm
HL
£Q
o
rt
ox
futa
1
0

&L|C} StorageGRID L AC=ZOIEL QK| AP HES ZA|EtL|CE

API ZUS SFFSIH 7t 27, 7k 27|, UCI0[E 8! AH|Qt 22 AL 7H5 S HTTP XS = & ASLICH

- 28 URL, 2 = MEX 07 H 25, @F =220 22) ol 3 7tstt SEHE HIRe @8 M%

(D R | =T |,

HES 22 HTTP &S Metgh|ct,



groups Operations on groups

Parameters

Name

type
string

(query)

limit
integer

(query)

marker
string

(query)

/grid/groups Lists Grid Administrator Groups

Description

filter by group type

Available values : local, federated

v |

maximum number of results

Defauit value - 25

marker-style pagination offset (value is Group's URN)

marker - marker-style pagination offset (value

includeMarker

boolean

(query)

order
string

(query)

Responses

Code

200

VAV S S S

Holl 28
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if set, the marker element is also returned

pagination order (desc requires marker)

Available values : asc, desc

Description

successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,
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Response content type

application/json

v I




Grid Management API ¢
Grid Management API= AHE 7t5¢t 2l S ChE MHdo =2 M efLCt
(D) oI=2=0l= 32 APOIM ALSE & 2= BeiDt ZEELIC
+ * ACCOUNT *— Af 718 A4 2 XIHEl Aol AS2|X| AFBE ZHAIS E3totol AE2|X| HUE ANE
Bajets meiQict

* *ALARMS * —oixil ZE | HAl A|AE)E LIFSIL, oI 2109t = HE HEf R9F2 o5t 12|=9
HEHOf| THEE YEE ghetdh= 2

— T1d.
* * alert-history * — S| ZEl 210 CHgt =,
o 2l HA|X] £AKp* — A 7l £ MIKO|H Yol CHEE ZH

* * alert-rules * — A1 F210]| CHSE &Y.

Grid Management API= Bearer Token Authentication Scheme2 X|2I3tCt 29Q18t2{H Q15 Q& 9| JSON
2= ('POST/API/v3/authorize')ol| AFEX} 0|51t = E A SL|CH ALXIIF HZHo = QB EH Hot EZ0|
HISHEILICE O] EE2 24 API 2% ¢||G{("Authorization:Bearer_token_ ") X|=E|0{0F £HL|C}.

@ StorageGRID A|AE!0f| CHSH Single Sign-OnO| 2H43tEl AL Q1E 2 2l CHE THAE 3ol of
2tLICt SSO(Single Sign-On)7t EA%tEl 22 APIO| CHS QIB"S HZSHMAIL.

215 Eof 7HMof| CHet XiM[eh LHE2 ALOIE ZH 2F ?|= ¢X|

M

EXSHMAIR.

ro

* * client-certificates * — 2|2 2 L|E{& =1 E ALE510| StorageGRIDO| QHHSHA| HM|A L 4~ QIEZ S2t0|HE

ASME FHst= 2HE.

* * config * — 12| = 22| API HZF & Elﬁ S H T 2R E A HE "elA HTa oY Ze[A0M X -S=

Grid Management API12| =2 HH ot Aol OIé, MRElxl 4= API HEZ ALESIX| S
MESH A OIAL|C}

ru|o
ri§
Q't

* * deactivated - features * — H|ZtM3}El 7|58 HI| 98t =H.
* * DNS-AMH * — M El 9|5 DNS MHE LI HASH= =g,
* endpoint-domain-names — 273 Q! 0|52 LIEst1 HESI= &Y.

* AN Y AN 2Y TRTU0A e,

JIOI-

S — B RR(EA 4 7).

* * expansion-nodes * — & A| Z(E 2i|H).
© *2EALO|E * — EHE A 2B (ALO|E 2|H)

* * GRID-NETWORKS * — 1Z|E L ER3A SES LIFstT HASH= XY,

tot

* * GRID-Passwords *— 12| 25 22| ZHd

—



**0F*— 2% J2(C B2YX IS H2okD 9K LDAP AN S3 12| 22Xt 182 Y
Xt
x

* *identity-source * — 2|5 ID £A 5 745t S8 OF W MEX YEE £82

Hu
Ol
~
ot
of
rir

* *ILM *—"E 8 F7] Z2|(ILm)ol| et 2F.
* * license * — StorageGRID 20| MIA S ZMst T AH|0| EsH X,
cEI 20 MUS TSI CHREESH| 9I38 2h.

c rHE= U™ J[ZH SOk T A 8l #He HE=]| F2[of ciet M M EE| 2|2 H|E$ StorageGRID
HE2IS] 24 Grid Management API= Prometheus A|AH DLIEZ T1E #HollC H[O]E AAZ AFETLICE.
Prometheus #2| 40| CHEt XtA|TH LIE2 Prometheus ! AIO|EE & ZSHUA|IL.

@ O|E0| ‘private'7} ZetEl HEEI2 LWR 20 AFEEL|CE o[22t HERI2 APH SX| glo|
StorageGRID Ez2|A 7ol HAE £ JSLICH

* * node-details * — = E M8 HE0| CHgt =Y.
s LS AER *— = Aol T3 B

* *NTP-AMH *— 2|2 NTP(Network Time Protocol) A/HHE LIt LI HH|0| ESH= Y.

e *QHNME *_QHHNE 5l QHHME M|EIH|O|E 2t
BT _ET KIS 93 A,
* *recovery-package * — S+ I{7|X|E CIR2EE517| 9|8t 2.

s XY —FYE 21 ZHSHE Y

* *S3-QEHE I+ 22 S3 QEHE FHZ MHA A,

* * server-certificate * — Grid Manage MH QIZME B AH|0|Edt= &HY.
* * SNMP *— #ixif SNMP 40i| Cigt
* * traffic-classes * — E2{Z| 25 x|
c *AEg £~ gle S20|HE-HER A *— AET £ gl= 220|YE HIERIS Mol =Y.

* *AMER* —O2|E 2E|XF AFEAIE 21 2E2|5h= 2.

Grid Management APl 7 2t

=
Grid Management API= HH 2|2 AtE5t EF ¢ ¢

I_J

20| =& X[ ELICt.

o€ 0 0| 28 URL2 API2| H{H 32 X|IFEL|Ct,
"https://hostname_or _ip_address/api/v3/authorize’

_— -

S HE2*_0|(7}) O M1t 2tElChH= E%‘ Argto| e of ZEetLct. §§* JtsetEE Aol M 2F E=
M &9 =717 ZerELCH TS Aol M= HE Aol 2t API TS £55h= 4#HS 2o FLIC.

Eﬂ'—‘“E ZE[APIS| F2 HH2 O] MTat* 2He|X| o= *tHE AFF0| AS M SSELIC HIHE 22| APIQ|
ol

rt
02k
o

APl HZ RAL|Ct O] X M HH
IS

OIF! H{X T} 3 FHsBHLIC} 2.1 2.2



APItHZE SYL|Ct O] X M HH
IS

o™ HF3} Satg|X| oA L|CtH 2.1 3.0
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{7} "DEPRECATED:TRUE"QIL|C}.
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Received call to deprecated vl API at POST "/api/vl/authorize"
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GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3
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curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts
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0l csrfToken OH7H BHEE true 2 MHESIMUA|Q. 7| 2242 false LILCE.

curl -X POST --header "Content-Type: application/json" —--header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

trueO|™ Grid Manager0Ofl 231 of QI19|9| 2O 2 GridCsrfToken 7|7} M ™E[1 HIHE #a2|Xtof] 221 of
Qlo|9| ZtO 2 AccountCsrfToken 37|7t A& ElL|C}.
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:

T T T T T T e T T T T T T T T ST T T T T

R L e T s
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Grid Management API0]| HH[ASH2{™ 02 "TENANTACCOUNTID"Z AHEELICE.

HEl 215 URLS BtO2{™ 'api/v3/authorize-SAML 0| POST 282 ELi1 SEOf|A F7t JSON
2

0| Of|d|ofl A= "TENANTACCOUNTID"0f| CHet MEE 21F URLO| CHet POST @S HOf ELICH Eit=
JSON QIF Y2 HAH3t7| I8l python-m json.toolQ 2 MEEIL|CE.

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m

json.tool

o] GiFlo] SEHOl= URLE 1T ABE URLO| TEHE(0f QUX|ZH 7} JSON 13T AZL TR/
eeLIC,
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

. 4 FO{ofl ALRBHY| 2Ioh SEOIM 'AMLRequest S ML

export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7/...sS1%2BfQ33cviwA33D"

. AD FSOl|A| 22I0|AHE QX D7t &=l MA| URLE 7H4SLCt.

i PN =g

rlo

0| SECI URLS ArE3t0] 2101 AAS e¥EsH= ALIC

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

0l

Eoll= 220|¢E 2% ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

- SHOIM S20[HE ¥ IDE MEYLIC

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

- Ol SEIM LA PO 2 XA ZES EHLCt

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-i1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSER@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS& sitfofl =7t &It etz 302 2[C|2 M S HheketLct,

@ SSO A|AE0]| CHol MFA(CES R4 21F5)7t gdstel 22 SA AA=20lls = i s =
CHE XtH 38 E ZSEL|CL

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8
Location:

rir

https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo

77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

. SEOIM MISAuth £7|E XN ZHEL|Ct,

export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="

- 215 POSTOIA 27| AtESIH X[ HE !IXIZ GET 2ES 2HLIC.

curl "https://$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SH sIHoll= LIB0| 23012 AF22 I8t AD FS MM MEJt Z8EH SH 2EE0= sAT SA L=
SALMLResponseZt EEHEIL|CE.
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HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1lc3BvbnN. ..l1scDpSZXNwb25zZ2T4=" /><input
type="hidden" name="RelayState" value="12345" />

I ZAT HEOM SE'S MERLIC

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

. XZEl 'SAMLResponse’E AHE30] StorageGRID 215 E22 MA617| 28t StorageGRID '/API/SAML-

RESPONSE' 2382 HdefL|Ct

RelayState2?| <%, Grid Management API0| 221512 ™ E|'HE AE IDE AFE57LE 02 ALESHY A,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=S$STENANTACCOUNTID" \
| python -m json.tool

SHol= elE EZ0| et L|C},



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. e 9l

o[

EZ2ES MYTOKENSZ XZFgtL|C}.

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O CHE RH0l= MYTOKENS M8 = JASLICE SSOE AE3HK| 22 R APIE At83%t= HiEat
HIgfLCt.

SSO(Single Sign-On)7t 243tEl 22 APIO|A 202 LTt

SSO(Single Sign-On)7t EA3tel 2L J2|E 2| API £= HIHE 22| APIM 220H23817| Q8 L& 2| API
X8 Mdlis{of gtL|Ct. Active DirectoryS SSO ID -é,-axfﬁ AME5t= A2 OFS XAl HEEIL|Ct

oot 2@ 9| £ 27012 H|0[X|0|A 210}235t7|2t 61 StorageGRID APIOIA 202 4= JUSLICE
IE = StorageGRIDO|AM R=& ¢t StorageGRID H[0{2] £E20| 227t T 20H2(SLO)E EB|AHY = JSLICH

|
1. MEE 230t ™S MMst2{H SLO APIO| 7| "SSO=true"E M gLICt.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

20} URLO| Bt2HEIL|CY,

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"
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2. 270} URLE MZERLICE

export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C|l MEFL|C},
curl --include "$LOGOUT_REQUEST"

302 SEO| BretEILICE 2|C[HM 9fX|= API M8 20t20l= M EE[X| &LICH

- 1O (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

StorageGRID Hloj2] EZ % FH|St StX| b= Aat St YA O 2 RFZBLICL cookie

=4 ALE
"sso=true"E M| SSIX| FO™ SSO MEf0 2 FX| &1 StorageGRIDO|A| 20 EL|CE

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 2HX glZ SE2 AEXAIF ZO0IRE[UASS LIEFHLICE

HTTP/1.1 204 No Content

SSO(Single Sign-On)7t &M3lE 2 API AH2(Azure)

URE 75'0 SSO(Single Sign-On) 7141 4! 2HM3} AzureS SSO 2 2XIE ARSH= 2R, &

- OT, T

3B EE AMESIH Grid Management API EE= Tenant Management APIO]|

A
*0_% E3S ‘?:*2 = ASLCt

Azure Single Sign-On0| ZX3tEl 22 APIO| 23218 C}

AzureE SSO ID 3242 At83t= 22 LhS X 0| HEEL|Ct

14


https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-sso.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-sso.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-sso.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-sso.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-sso.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-sso.html

2o A
* StorageGRID AtEAL F0f| £ HEH2|0| M ALEXFS| SSO HAL MY F40t 4SS & ASLICEH

* HIE 22| APIO]| M| ASHEH HIHE AE IDE 210 A0{OF L|C

O =fe40i| CHaH
215 EZS Ao O3 O|d| 23EES AEE = ASLICL

|u
w
m

* EZtAH2S A A auth-soauth-so.py IHO|M A

* toragegrid-soauth-Azure.js2| Node.js A3 EE

T AAZEE % StorageGRID & A| It C|AME |( Red Hat Enterpnse Linux E£= CentOS2| 2 ./rpms,
Ubuntu = Debian®| Z< ./debs, VMware2| A< ./vsphere)dl QU &LILCE.

Azure2t2| API £% 7|52 ZF EHM5t2{™ 'toragegrid-soauth-Azure.py' ATZEE HESHUA|IL. Py hon
AR E = StorageGRIDY| 2 F 7He| 282 5t10(HA SAMLRequestE 1 L Q
Node.js AT EE SESH Azure?t 43 E&310{ SSO S & efL|Ct.

L

SSO ZA2 U API RES A0 AT & UAX|2t, THHA| sH= S ZHESHR| 2&LICH Puppeteer Node.js
HE2 Azure SSO QIEH[0|A S AT | HSH= o AFZ2ELICE

URL QI1Z2E 2|7t A= B2 KA K| §b= SAML HE' @77t EAIE & USLICE

= =
a. Node.jsE MX|EL|CHEX) "https://nodejs.org/en/download/")S S&l8tL|Ct.
b. Z 23t Node.js & (puppeteer & jsdom)S M X|gtL|Ct,
"NPM INSTALL-g<MODULE>'
2. Python ATZES Python QIE{Z2E{2 HLUBI0] ADRES MWL
O3 OF2 Python 232 E = 8 Node.js ATEEES &8I0 Azure SSO 4% X828 £t Lt

3. TEDEJI HAIE|H CHS Ql5~0f CHSt 24 L=SIAHLE 0i7H HE-E AL SHo] MEFLICEH

° AzureOl| 2101%}= O| AF2E[= SSO O|H|Y FAQLICE

° StorageGRID2| FAIL|Ct

° HHE 22| APIO| AN[ASHE = 22 HIHE AE IDYLICH
4. HAIXIZL EAEH 2SS 22stn 28 Al Azurelll MFA H3HE MIS S Z=H|E ©LICH

S\AZura_ss50rpy  Storagege rure-ssoauth. py sso-pmail-address l.lt-ul"n!?‘n:." comain. com
p.e.com --tenant ~account-id- @
Enter the user's

R E R R R R F R R R R F E R R R R R R R R R R R R P T R AR RN IR R RN RN R R R R R

Watch: for -amnd approve-a 2F4 avthorizatio

szznzzas
18-84T21: 38 Z', 'status': "success’, 'apiVersion':

d2559709a° )
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https://nodejs.org/en/download/

0] A3 Z E = MFAZL Microsoft AuthenticatorE AFH25H0] =l 2402 JHHBIL|Ct HIAE
() olAxE o w2 3S2 it 5 O Hefo] MFAS XIStEE ASRIES £330} 2
2 QAL

StorageGRID 215 EZ2 £H0|| IS ELICL O|X| SSO7t AFEE|X| gb= B2 APIE A8 W1t S ALSHA|
CHE 280 E22 A 8E =
SSO(Single Sign-On)7} 22tz 22 API AtE(PingFederate)

S&E SSO(SingIe Sign-On) 74 2! &3t 2|1 PingFederateE SSO &2XAI2
2 =35t Grid Management APl EE&= Tenant Management

SSO(Single Sign-On)7| & X3}E 22 APIO| 2
0| X|&2 PingFederateE SSO ID S2AtE A= 22 HEELICE
st 3

* StorageGRID A X 2E0]|

* HIFE 22| APIOf| HM|ASHH HIHE AE IDE 210 A0{OF L|C}.

_— -

_IP>

oF H|G{2{|0] M AFEXI2| SSO ArEX} O| EX = E &1 AUSFLIC

* StorageGRID & X| It C|AE2|( Red Hat Enterprise Linux E£= CentOS2| AL ./rpms, Ubuntu E£=
Debian2| B2 ./debs, VMware2| &< ./vsphere)d| = toragegrid-ssoauth.py Python A3 2! E°'|-I Ct.

s curl RHQ| FEZ 0

! LA sHotH HE 2Y A|ZHo] £HE 4 JASLICE "0] SEO| 728 SubjectConfirmations S

o
==
==
T °m'—‘u‘L|Ef "gt= LRIt BAE = ASLICH

URL Q12 M7} Qe 32 'K HE|X| ¢8= SAML HT' LRIt HA|E = AFLCE

CHA|
1. 015 EZS HOou{H L3 W & otLIE MEfRiL|Ct
° toragegrid-soauth.py Python A3ZIEE A28 A|2. 2EHAH|Z 0|SEL|Ct

° curl RHE AF2fL|CE 3THAZ O]

0H1
ot
i

ol
Ot
i
A nm
|>
|

2. 'toragegrid-ssoauth.py' AT ZEE At ZEE Python M 7|2 MYt ATZEE MASHL|CH

TETESL FAS|H ChS ol40 gt 2H2 YRfELIC
© $SO Y MR (PINGFEDERATE, HH2o1gh 5)0| RE #g 2lzig 4 UaLich
© SSO AFEX} O|ZRLIC}
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2ILIC}. O] EE= PingFederatel| AFEE|X| Q45 LICt. Bl ZHR 2 EALY

° StorageGRID7} HX| =l =0
&Lct

oSl5= 2 0 SEFA O
Aot 22 A £ 2

° StorageGRID2| FA|L|Ct

° HI'AE 22 APIOf| AN A5tE = F2 HIFHE A|F IDYILICE

python3 storagegrid-ssoauth.py
sso_method: pingfederate

saml_user: my-sso-username
saml_domain:

sg address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
e o e s T s e S e s

o S s T s e S e =T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacftb25e7

StorageGRID 215 EZ22 £20i| MSELICt O|H| SSO7t AFZE|X| §b= B2 APIE ALE5H= YW RASH|
CHE Q0 EZ2S M8 =

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Grid Management API0]| HH[ASH2{™ 02 "TENANTACCOUNTID"Z AHEELICE

HEl 915 URLS 2O 2{™H '/api/v3/authorize-SAML' M| POST &S ELi 11 SE0|A =7 JSON
FEZ HAHEL|CE.

0| Of|™|of| A= TENANTACCOUNTIDO| EHQ MHEl 1= URLO| CHSt POST 2FE 20 SL|CL Zat=
python-m json.tool0| TE =0 JSON A2 E S HMAHELICE

-

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

of o2l SEole URLE QB E MHE URLO| ZEE|0] QUX|TH 371 JSON QIR Y AHE2 ZEtE K|
OI-AL_||_'_|..
(=]
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

. =& HIFO| ArEot7| ?I5H SEOIAM '"AMLRequest & X ZelC}.

O =
export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."
d. SE1 F7|E LHELHD SES of|2ELICE

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "SRESPONSE" | grep
id="pf.adapterId"'

'"input type="hidden" name="pf.adapterId"

e. 'pf.adapterld' 22 LHELH D S-S o 2EL|CH,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'
f href 2tS LHEW (A SeiAl/ M7H) SES o2 ELCH

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g 'ZX[" g LHELHT:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. X} &t ot 27| =L
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curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

L ZAT EHEO|M SE'E MEELIC

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

J- MZHEl 'SAMLResponse’ S AF25H0{ StorageGRID 215 EE2 MAM56t7| /%t StorageGRID '/API/SAML-
RESPONSE' 282 MAMstL|C}.

RelayState?| 22, Grid Management APIO| 201512 H HIHE A/E IDE ALE35H7LE 02 AFESHYUAIL.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=S$STENANTACCOUNTID" \
| python -m json.tool

SHol= 21& E20| ZeELC

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 3H0| ¢1Z EZES MYTOKENS E X &L|CE.

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| CtE QHE0|= MYTOKENS A2E 4= UELICH SSOE AFESHX| gf2 ZR APIE AtEsH= WHat
H| X ELICE
SSO(Single Sign-On)7t &dstEl 22 APIO|A 230H2EL(Ct

SSO(Single Sign-On)7t &43tEl 22 J2|E 22| API E= HHE 22 API01|A‘| J0H2617| 2ls Y| API
QHES Mo BL|CL O] X|E2 PingFederateE SSO ID S2AtE AtE2st= 22 HEEILICE

Of ZFHofl 3
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Lot A2 X9 ¢t 20+2 H|o|X|0f| A 210H2E}7 |2t 5HH S torageGRID APIO[A] 20t2% 4= USLICEH
= StorageGRIDO||A F2%t StorageGRID H|0{2{ E20| Lot £ 2012(SLO)E E2[HE & AUSLICH

1. JHE 273012 QNS MASI2{H SLO APIO| 37| "SSO=true"S MEtstL|C}.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| HrtELICE

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 270} URLE MEELIC

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"'

3. 2702 URLY| 2K ELi SLOZ E2|73t1 StorageGRIDE CHA| 2|C|2iMEtL|Ct,
curl --include "$LOGOUT_REQUEST"

302 SEO| gretElL|Ct. 2|C|HM 2|X|= API M & 20120]= HEE|X| &Lt

- 10 [Fo =1

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha?256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer tokenS A{H|StC}.
StorageGRID Hiol2f EZ22 ﬁ. HSh= A2 SSOE AHE5HX| gh= Aat St YAl = XS BILICE cookie
A
o

AL
"sso=true"E M| 3oIX| 2™ SSO AEf0f| BFS FX| ¢4 StorageGRIDO|A 202 E LIt

20



curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 ZHIX QIS SEH2 AFEXI7L ZO0IREIAS S LIEFALICY,

HTTP/1.1 204 No Content
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