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StorageGRID with 53 Object Lock setting enabled

StorageGRID S3 tenant
Bucket without Bucket with Bucket with S3 Object Lock
53 Object Lock 53 Object Lock and default retain-until-date
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Administrator

Review considerations for
53 Object Lock

Is
default rule in
active ILM policy
compliant?

Enable global
53 Object Lock setting

v

Maintain compliant ILM
rules and ILM policy

Create new default rule
that keeps at least two
copies forever

l

Create new proposed
ILM policy and activate

Tenant User

v

Review considerations for
using 53 Object Lock

Is the global 53
Object Lock setting
enabled?

Create bucket with 53
Object Lock enabled

v

Add objects and specify
object-level retention
settings

v

As required, change
retention settings
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Name Compliant Used In Active Policy Used In Proposed Policy
= | Make 2 Copies ' +
'®  Compliant Rule: EC for objects in bank-records bucket J

' 2 copies 10 years, Archive forever

() |2 Copies 2 Data Centers +

Compliant Rule: EC for objects in bank-records bucket

Description: 2+1 EC at one site
Ingest Behavior: Balanced
l Compliant: Yes I
Tenant Accounts: Bank of ABC (94793396288150002349)
Bucket Name: aquals 'bank-records’
Reference Time: Ingest Time
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Compliant rule: 2 replicated copies at 2 sites

Description: 2 replicated copies on Storage Nodes from Day 0 to Foraver
Ingest Behavior: Balanced
Compliant: Yes
Tenant Accounts: Bank of ABC (94793396286150002349)
Reference Time: Ingest Time
Filtering Criteria: Retention Diagram:
Matches all objects. Trigger By e
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Buckets

Create buckets and manage bucket settings.
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53 Object Lock Settings

Enable S3 Object Lock for your entire StorageGRID system if 52 tenant accounts need to satisfy regulatory compliance requirements when saving object data. After this setting is enabled
it cannot be disabled.

$3 Object Lock

Before enabling 53 Object Lock, you must ensure that the default rule in the active ILM policy is compliant. A compliant rule satisfies the requirements of buckets with S3
Object Lock enabled

» [t must create at least two replicated object copies or one erasure-coded copy.

« Thease copiss must exist on Storage Nodes for the entire duration of each line in the placemeant instructions.

= Object copies cannot be saved on Archive Nodes.

» At least one line of the placement instructions must start at day 0, using Ingest Time as the reference time.

= Atleast one line of the placemant instructions must be "forever”

| Enable 53 Object Lock
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The 53 Object Lock setting replaces the legacy Compliance setting. When this sefting is enabled, tenant users can create buckets with 53 Object Lock enabled.
Tenants who previously created buckets for the legacy Compliance feature can manage their existing buckets, but can no longer create new buckets with legacy
Compliance enabled. See Managing objscts with information lifecycle management for information.
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Enable 53 Object Lock

Are you sure you want to enable 53 Object Lock for the grid? You cannof disable 53 Ohbject

Lock after it has been enabled.
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422 Unprocessable Entity
Validation failed. Please check the values you entered for errors.

The default rule in the active ILM policy is not compliant.
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@ Error

503: Service Unavailable

Unable to update compliance settings because the changes cannot be consistently applied an
enough storage services. Contact your grid administrator for assistance.
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