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Client application saves
object to StorageGRID.

Synchronous placement Dual commit — The method that is
ILM applied later used depends on

@ @ wor how ILM is
WA configured.

= ILM scan Background verification
E — 5‘ Is the object @ Is the object’s
7] placed correctly? data correct?
o
% No
= A 4
= ILM action
8 Make new copy. MOVE: copy.

Delete copy. Repair copy.

Deletion is triggered by ILM or S3 bucket
lifecycle. (Objects in buckets with 53 Object
Lock enabled must have met retention date

and cannot be under legal hold.)

Client application deletes object.

Is
synchronous
removal

ossible?

No, or > Objects are marked as deleted and copies
are queued for removal.
background

queues are idle. *
ILM action
Object copies are remaved.

Deletion

v

All object copies removed.
Space is reclaimed.
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Client application saves
object to StorageGRID

Dual commit Balanced Strict

“Ingest
failed”

Can day 0 copies be
made immediately?

Can day 0 copies be
made immediately?

Interim object copies
stored.

v

Copies created to satisfy
ILM.

Object queued for ILM
evaluation.

ILM evaluation l

“Ingest
successful”

Copies created to satisfy

ILM. Ej_@_

Any interim copies that are
not needed are deleted.

[C1 storageGRID responds to the client.

StorageGRID completes the
actions that were prompted by
the client save operation.
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Configure ILM Policy

Create a proposed pelicy by selecting and arranging rules, Then, save the policy and edit it Iater as required. Click Simulate to verify a saved policy using test
ohjects. When you are ready, click Achivate to make this policy the active ILM policy for the arid.

Mame Exampie ILM policy

Reason for change MNew policy

Rules

1. Select the rules you want to add to the policy
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

I =+ Select Rules

Default | Rule Name Tenant Account Actions
3 Rule 1: 3 replicated copies for Tenant A (% Tenant A (56889986524346589742) x
& Rule 2: Erasure coding for objects greater than 1 MB (3 — x
4 Rule 3: 2 copies 2 data centers (default) (8 — x
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Create ILM Rule step 1 of 3: Define Basics
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Tenant Accounts (optionaly selecttenant accounts or enter tenant 1Dz
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Placements © It Sort by start day

From day | 0 store | for v 385 days
Type @ replicated v Location “Dm || Dcz !H’Jd Pool Copies | 2 |+ | % |

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information.

Type @ erasure coded v Location | All 3 sites (6 pius 3} v Copies | 1 + x'

From day 365 store | forever v m

Type | repiicated v Location | Archive | Add Fool Copies | 2 Temporary location | — Optional — v (2 ) |+ x
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Two copies at two sites for Tenant A

Description: Applies only to Tenant &

Ingest Behavior: Balanced

Tenant Accounts: Tenant A (34176783492629515782)
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:

Trigger DayD
5 ) I
Site2 M
Duration ) Forever
ey
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Storage Grades

Updated: 2017-05-28 11:22:39 MOT

Storage Grade Definitions e
Storage Grade e Actions

0 Default

1 [aisk 20

Storage Grades e
Data Center 1/DC1-S1/LDR Default P 4

Data Center 1/DC1-52/LDR Default V' 4

Data Center 1/DC1-53/LDR Drefault 4

Data Center 2DC2-51/LDR Default Vg

Data Center 2/DC2-S2/LDR Default i 4

Data Center 2/DC2-53/LDR Drefault V4

Data Center 3/DC3-31/LDR Default 4

Data Center 3/DC3-52/LDR Default V4

Data Center 3/DC3-53/LDR Default P 4

Apply Changes *

a. J|E 22X BHS HHSIHE * Edit * S MEYLIC g 2022 B0 e ~FELCH

b. Apply Changes * & ME{giL|CE.
0|2{8t AEZ|X| S22 O|X| AEZ|X| LE0f| Tehst 4 QIAL|CE
3. AEE|X| LEOf| AEE|X| S2 &

a. 2t AE2|X| ==9| LDR AMH[A0 Tl * Edit * £ MEPLICH g SE0|M AE2[X] WHS MEBLIC
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Storage Grades "4

LDR Storage Grade Actions
Diata Center 1/DCA-S1/LDR IDefauIt ;I f
Data Center 1/DC1-S2/LDR h P 4
Data Center 1/DC1-53/LDR Default V4
Data Center 2/DC2-S1/LDR Default _?
Data Center 2/DC2-52/LDR. Default V4
Data Center 2/DC2-S3/LDR Default _?
Data Center 3/DC3-51/LDR Default V4
Data Center 3/DC3-S2/LDR Default _?
Data Center 3/DC3-S3/LDOR Default V4

Apply Changes .
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—— Make 2 Copies (2 sites, 1 pool)
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— Make 2 Copies (2 sites, 2 pools)

Site 1, Pool 1 Site 2, Pool 2
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Storage Pools
Storage Pools

A storage pool is a logical group of Storage MNodes or Archive Nodes and is used in ILM rules fo determine where object data is stored.

+ Create| | # Edt || % Remove | | @ View Details

Name © 11 Used Space @ 11 Free Space @ 1t Total Capacity @ 11 ILM Usage @
‘® Al Storage Nodes 1.10 MB 102.90 TB 102.30 TB Used in 1 ILM rule

Displaying 1 storage pool.

Cloud Storage Pools

You can add Cloud Storage Fools to ILM rules to store chjects outside of the StorageGRID system. A Cloud Storage Peol defines how to access the external bucket or container where objects will
be stored.

[+ Create| | # Eat || % Remove | [ Ciear Error |

No Cloud Storage Pools found.

Eol= AAH- 7|2 2E2(X] &, Al2" 7|2 MO[E, 2E MOIE, 7|2 AEE|X| S8 ZE AERX| LEE
MES=E RE AE2|X[ LLE7F ZetELICH

@ DE AEZ|X| LE AEZ|X| Z2 A O|0|E] ME| AFO|EE £7}8t mjO0}jC} XF=E0 2
HOO|EEZZ ILM HEI0|AM O] AER|X| 22 AHESt= AU HEE|X| QELICE

2. M AEE|X| 22 MM5l2{H * Create * & MEATILICE.
Create Storage Pool CHSFAMAFZ} LIEHEFL|CE,

Create Storage Pool

= For replication and single-site erasure coding, create a storage pool for 2ach site.
» Forerasure coding at three or more sites, click + to add each site to a single storage pool.
+ Do not add more than one storage grade for a single site.

Name
Site — Choose One — v Storage Grade All Storage Modes v L
Viewing Storage Pool -
Site Name Archive Nodes Storage Nodes

"‘

3. AE2|% Bo| IR 0|22 YRBtLCY,
AR FY D2 Y ILM TS THE o A A 4 U 0|28 ABEHIAIR.
4. Site * (MO|E *) EBLHR SR0|A 0] AE2|X| Bo| AfO|ES Medstct,

E=2

AMOIEE MEiSHH H|O|SQ| AE2|X| == Y OHFI0[E L E 7} XIS 22 YH|0| EE LT,
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Create Storage Pool

» For replication and single-site erasure coding, create a storage pool for each site.
* For erasure coding at three or more sites, select + to add each site to a single storage pool.
* Do not select more than ene storage grade for a single site.

Mame All 3 Sites for Erasure Coding
Site Data Center 1 v Slorage Grade All Storage Modes v @
Site Data Center 2 v Sterage Grade All Storage Nodes v EI
Site | Data Center3 v Storage Grade | Al Storage Nodes v [x]

Viewing Storage Pool - All 3 Sites for Erasure Coding

Site Name Archive Nodes Storage Nodes
Data Center 1 0 3
Data Center 2 0 2
Data Center 3 0 3

You are creating a multi-site storage pool, which should not be used for replication or single-site erasure coding.
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Storage Pools

Storage Pools

=E™oE BE

AE2|X] E0| LIGELICY.

A storage pool is a logical group of Storage Modes or Archive Nodes and is used in ILM rules to determine where object data is siored.

+ Crea!e| # Edit || % Remove i@ View Details |

11 Total Capacity ©

1T ILM Usage ©

Name & 11 Used Space @ 11 Free Space &
e Al Storage Nodes 1.88 MB 230TB

DC1 621.77 KB 932.42 GB

DC2 675.82 KB 932 .42 GB

DC3 578.95 KB 93242 GB

All 3 Sites 1.88 MB 28078

Archive — —

Displaying & storage pools.

Cloud Storage Pools

2.807TB
932.42 GB
93242 GB
93242 GB
2.80TB

Used in 1 ILM rule
Used in 2 ILM rules
Used in 2 ILM rules
Used in 1 ILM rule
Used in 1 ILM rule and 1 EC profile

You can add Cloud Storage Fools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or container

where objects will be stored.

[4 Create || # Edit

X Remove || C

No Cloud Storage Fools found.
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Storage Pool Details - DC1

Nodes Included ILM Usage

Mumber of Nodes: 3
Site - Storage Grade: DC1- All Storage Nodes

Node Name Site Name Used (o) @ 11
DC1-53 DC1 0.000%
DC1-52 DC1 0.000%
DC1-51 [ 0.000%
Close

BOflE 2 ==0i chet g FEIt Liet AELICE

°c = Q|2
° MO|E O|F
° MEE(%): 2E2[X| LLEO| 2 AIEE QEME H0|E{0f| Lot & A8 7hs 32te| HIZYILICE. 0] Zloll=

WA TiEFEIO[Ef 7t ZotE[X| E’JQ Lt

@ 2t AE2|X| =0 CHolf AFRE AE2|X| 24| C|0|E] XAIEX = ST AFEE(%) 240|
HEA|EILICH* nodes * > *Storage Node * > * Storage * &)

4. ILM Usage * &S MEHSI0] AE2|X| 0| ¥ ILM & = AH| 2 T2mA0|M AL E 1 A=K

38

stolgL|ct,

Ol oflof M= DC1 AEZ|X| £0| M| 7HX| ILM 7#&, & €A ILM H&of| Q= F 7tX| &0t &M HxHo| gle ot
7tX| Ao AFEEILICE,



Storage Pool Details - DC1

Nodes Included ILM Usage

ILM Rules Using the Storage Pool

The following ILM rules in the active ILM policy (Example ILM policy) use this storage pool

« 3 copies for Account(i1
= 2 copies for smaller objects

1 ILM rule that is not in the active ILM policy uses this storage pool.

If you want to remove this storage pool, you must delete or edit avery rule where it is used. Go to the ILM Rules page (3.

EC Profiles Using the Storage Pool

No Erasure Coding profiles use this storage pool.
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Storage Pool Details - All 3 Sites
Nodes Included ILM Usage

ILM Rules Using the Storage Pool

The following ILM rules in the active ILM policy (Example ILM palicy) use this storage pool.
« EC larger objects

If you want to remove this storage pool, you must delete or edit every rule where itis used. Go to the ILM Rules page (3

EC Profiles Using the Storage Pool

The following Erasure Coding profiles use this storage pool

Profile Mame Profile Status €
6 plus 3 Used in 1 ILM Rule
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StorageGRIDOf| A 2t= El FHA|Of| M| At 10 SHH ALK El JHHIE &2 <= YSLIT.

Cloud Storage Pool2| LEHEE Amazon S3 Glacier?} Ot S3 Glacier Deep Archive 2 0| 5t2{H H3|
2t0| T ALO| 20| M "<StorageClass>Deep_archive</StorageClass>"S X|EgIL|CE 2Lt "BE" AISS A+E5t0
S3 Glacier Deep ArchiveOll A 7HH|E S +~= |ISLICH

Azure: HNA A S0 Chot 2 AR

Azure M2 AYE FEL W 7|2 AMA ASS A E=E 2 Q2 Y £ AFLICE 22HRE AELX| Z0H|M
MEY AEZIX| AHE MEY M= Xt AES 7|2 AB2= AE3H0F ©LIC}. StorageGRID= JHAIE S2t*E
AERX 22 0| M ZA AES E2O= AKX 7|= 27T 3t S AE5HH 2|4 30 Toi| 2 AZ0A
HMAHE FHAof CHer =7 ARl R =0[ F b= X| S4&LICt.

Azure: &8 F7| 22|72t X 2IE[X| et&LITH

Cloud Storage Poolt 71| At E|= ZIE|0|LH0f| Azure Blob Storage Zt0| T AIO|E Zt2|E A2SHX| OFMA|L.
2}0| ZALO|2 ZHA L2 Cloud Storage Pool 2l dhafigt 4= &Lt

o KM
* SLRE ARE(X| E2 HHYLIC
* S83: 2R E AEE[X| Z0 Chet oI5 MR HEE X|IFect
* C2S S3: 22IRE AEZ|X| E0f| Cst Q1T

* Azure: 22tRE AEZ|X| 20| Chigt 15 MR EE XFLICH

22t AEE|X| E 5! CloudMirror 24| H| !

S2HRE AEE[X| 22 MEE M= 2ERE
MH| A9 FAFEE XHO[H S Ofdtist= 0| Z&LICE.

S2IRE AEZ|X| E CloudMirror SX| AH|A
TR N2 224RE AEZX| E207I0|E EIN IgE CloudMirror =X| MH|AE AFESHH HIHET}
2oilL|nt? S&BILICE Cloud Storage Pool2| @EHE StorageGRID(£2)2| H{ZI0f| A 2[F S3 H3!
SAME2 M| FYTt SAHRO|AHLE Tt (Hzhe= QENEE X5z =8 =
SAEY £ JASLICLH F, AtLHoll = 742 AELICE. CloudMirror 2Xl= S S3
SAMEE |FXI5t= il StorageGRID LHO|| lmatol| M JHH|S| =EIEQI SALES
StLtel SAFRDE RX|5tn SAEE 2ERE MdgfL|ct.
AEZX| 20| B = JASLICL
O1EA| S2teC AEZ|X| E2 Grid Manager EE= Grid HI'HE AF2XFRILICE CloudMirror 28| 74
MHBIL|?  Management APIE AESI0| AE2|X| 21t HIHE 2t2|X} = S3 APIE AHE 610
SAUSHEIAIO 2 HO|EIL|CEH ILM Ao A CloudMirror AIEZQIE(IP 4, XtH BEH 5)2
Cloud Storage Pool2 HiX| @[X|2 Medst &~ FO|BIL|C}. CloudMirror AEEQIEE MASt =
USLICH AER|X| ER AEZ|X| LE IECZ ST HIHE A H0| 2]t 2= H3ZI0|
TAMEX|OH 2ERE AEZ|X| 22 A S3 CloudMirror AIETQIEE 7127 | 2 LHE £

L= Azure AEZRIE(IP 2, XMH FE )8 USHICL
ArE3H0] FolELICt.
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NKIE
APK|SHH

{2 ELint?

Mol Edl =

ZHH|of| O EA|
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StorageGRID

* Azure Blob O7}0|E ASlL|Ct

2 ILM ZMof| QL StLE Ol &9] ILM 7AL. ILM
2|2 StorageGRIDO| 22t2E AER|X| E2
0|5dt= QENMER QHMEE 0|58 A|7|E
HolgtL|Ct.

OHZ2|#|0|40| StorageGRIDV| @EE ELY
SotRE AEE[X| E2 O|SE HK|E HMsH{of
SLICE JHA[S] SAHERE OFFHO|H AER[X| 2
Mgzl AL StorageGRIDE HHIE Sl5t=
DE2MAE 2t2[sto] A 4= JUSLICE

OlL|R 22I2C AEZ|X| E2 0|5 E
QHMEL StorageGRID01|A1 aha|gi|ct 27|
QHL StorageGRIDL Z HHE|0{0}
giL|CH(StorageGRID2 22t = AEZ|X|
E0ilM AME B,

QUEEL Zatec A

E2X] EXME

Zto 7} L AHSE StorageGRID = =2 =610}
SrLIC}. o] ZEM|A F0f| Cloud Storage Pool2
SAHE S A0 SH|E JHAHIS] SAIRS
SHg > UAELICE

CloudMirror 2| MH|A

LHXO = HHE AFSATYLICE

I 2}(Amazon S3 Z gl

CloudMirror JIEZQIEZ 1A=l AA HZI0f| AY
MY E CIAEISH= 2 A HZI0| CloudMirror
AEZOIEZ PHE[T| M| 2A HIIY JAH
HH = M- K| oM =X X| &LICE.

LS— 11— & Lo

Etzl 21| D[ E SAE2 =8
SEAH20|2E 0 Z2[#|0]M0] StorageGRID
= S3ER RHS Ho=M QEHES
AMgh & JQEL|CH o€ S CloudMirror
ENE A0 K| E mEL X0
o|2StCtn 78 L|Ct THE L= KA
OHE2[Z|0|HE AL S3 Lol A =17
QENEE 7L} H|0|EY £ JUSLICH
StorageGRIDE AH&E Ha7t gi&LICH

of, 22 E SAE2 =
JggUHct

B SARE0EZ

AK| ZHY 2 SH[=[X] S LICH AXE K| 7t
StorageGRID H{Zl0]| f O|&F EXHSFX| X[ Tt

tHe H2lol= Al
aA0| FEgE FX| &

AR = ASLICE

ZXHEtL|CE OFEEIER| 2,
P CHAF 2o QEHANIES

CloudMirror CH&HO|| = QLENE SAHER2
StorageGRID2t =& X 0|22 StorageGRID
L EE S| Hof| AFY AMAY £~ JSLICE

PV N =]
JRSETY
SERAPY
%g)?
SURE 2E2X| 22 YHELIL
2URE AEZ|X| E2 H4Y 0] StorageGRIDOIM QEMEES MY 2|8 H3l E=

ZAE|o[L{ 9| O| 1t #IK|, 2=2tRE ZE4t F8(Amazon S3 = Az zure E Blob Storage) &

StorageGRIDO| 2|2 HZl (= ZAE|0[LH0] MM ASH= o H

Q8 MH
2oty

£ X|ggct.
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e
0
ro
N

* 2 ARBS0Y J2| BE|RHo) 2OQIRALIC X|RiE s B Hate X,
- £ oyl Ato| Agsict
- Z2teC AEE|X| B 40| Ot XIAS HEBBSLIC
+ 22PC AEE|X| BO|M HESHE 2 B2 e HE0|L{7} of0] ULC,
- B{210|L} ZIEf0|L{0]| AN ASHE O WRY BE IF Hwt AL

of zreiof chef

Cloud Storage Pool2 £ 9|5 S H'I | &£ = Azure Blob AE2|X| ZiE|0|HE K| ELIC}. StorageGRID&=
NEStE SA| 22tRE AEZ|X| E2 ASSIEZ, 22t AEZ|X| E0f X[™HE HHZlo|Lt HE|0|LH 7t ZxHsta HE

7tsetX| 2elshof BiLct.
chA|
1. ILM *>* AEZ|X| & * & MEHEIL|LCE

AE2|X| & H|O|X|7} LIEFLICE. O] TO|X|0l= AER|X| E2t FEIRE AEZ|X| E2 F MM0| JUSLICE.

Storage Pools

Storage Pools

A storage pool is a logical group of Storage Nedes or Archive Nodes and is used in ILM rules fo determine where object data is stored.

+ Createi # Edit || ® Remove | | @ View Defails |

Name @ 11 Used Space @ 1T Free Space @ 11 Total Capacity © 1T ILM Usage @&
® All Storage Nodes 1.10 MB 102.90 TB 102.30 TB Usedin 1 ILM rule

Displaying 1 storage pool.

| Cloud Storage Pools

*You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how o access the external bucket or container where objects wil
be stored.

+ Create} # Edit || % Remove || Clear Eror

_ No Cloud Storage Pools found.
H|Oo|X|o S2tRE AEZ|X| E MMM * MY * S HEfRIL|CE

Create Cloud Storage Pool CH3FAFXZL LEEFEL|CH,

52


https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html

Create Cloud Storage Pool

Dizplay Name

Provider Type

Bucket ar Container

e

e

@

3. r}

glo
0

HE AL

ZCof YefLct

MY
HAl 0|2 Cloud Storage Pool2t 11 8 =& 7tetstA| 4Hst= O|ERILICEL ILM
TS AT of 2A AEY £ U= 0|E2 MERLICE
384 /Y

O] S2tRL AEZ[X| 20| AEE 2R Sk

* *Amazon S3 *: S3, C2S S3 E= G
AN ZOIE 0| Chal O] SMS MEHBHLIC.

H L=
* * Azure Blob &4 *

- &7 3 2uS

A 40] H|O| x| SO

—

MESiRt AjH|A 27, 915 U M AS
EFEtLICE,

3! = ZE|O]L Cloud Storage Pool22 2 M3t 9|2 §3 B3l EE= Azure Z1E/|0[LH 2|
O|SRILICt. 07| M X|H3t= 0|52 HA! = AE|0|1H2| 0| S3t H2tS|
AX|soF giLict. DX o™ Z2IRE AE2(X| 28 MK

RotL|CH 2212 AEZ|X| 2 XA S0j= 0]

s s vz 2
lgLct
4. Mefst 3%t 0| w2t H|o|X|2] MH|A AEZQIE OIF 85l MH HE MMZ AR SL|Ct
° 83: 2R E AEE[X| 0] CHet 21T ME HEE K-t
° C2S S3: 22IRE AEE[X| Z0i| CHS Q15 M MEE X[™efL|ct
° Azure: 2EIRE AEZ|X| E0i| Ciet 15 ME HEE X[™HeL|C
S3: 22IRE AEZ|X| Z0f Chet Q15 ME & X|IF
S38& Cloud Storage Pool2 A% Mf Cloud Storage Pool AIEZQIEE Q[sff LRPt S
FAS MEisof LICE A 2 X[™HSHHLE HMA 7| ID S HIE HHA F|1E LHY =
A&LICE.
st A
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o
=

Display Name

Provider Type

Bucket or Container

Service Endpoint

Protocol

Hostname

Port (optional)

URL Style

Authentication

Server Verification

o

© © © ©

Authentication Type 9

Certificate Validation 9

53 Cloud Storage Pool

Amazon 53

my-53-bucket

HTTP ® HTTPS

Auto-Detect

Use operating system CA certificate

Cancel

v

* HMA 7| QB S ALEStE R 25 S3 IS UM A 7| ID S HIE A4

|
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AER|X| Z0f i3 7|2 MEE Qs 22X QSO Z * Amazon S3 * £ X|MgHAL|C}.
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1. MH|A 27 * MAoM CHg FEE HMSeLich

a. SRL AEL[X| 20| HEY I Al Z2EES H

' Metgh|ct

-4

'3-aws-region.amazonaws.com

®

O] ZEof HZl 0| S ZeldHX| O A2, B3l 0

o[ * 2o Zatetict.

a. geof mat F2RE AE2|X| Z0| HEY W AIEY ZES X|FeL

712 ZEHTTPSS| AR EE 443, HTTPS| 22 ZE 80)E

b. 22tRE AER|X| E K32 URL AEHY MEH:

Atgsota{H o] &

EE H|¥ S

S UHABILICE 7H SAE

RLOIl= 'hitps://bucket-name.s3.company.com/key-name’

Mg MeghLct My
7td SAE AERY 7t S AR BEAIOl URLE AHESHO] HY
HEAI o| U
o 1
ot Zo| =02l 0| Ee| Y2 = K2l 0|F0| ZeHELICE

ELct.

AZ AEMY FE AEY URLE AFESH0] H2I0| M ASLICH B2 AEFY URLS
Z0f|= 'https://s3.company.com/bucket-name/key-name” 1} Z
HZ! 0| F0| ZetEL|Ct.
© B FAE2 AEFY URL O 0|4 AL E|X|
INESREON

OIS SOf, IP 742

X|HtH StorageGRID= &

HZE HEE 7|82 ALY URL AEIYE XS 2 UX|3H FLICH

42 AEIY URLS

MERILICE AHEY E AEIYS B2= FR02 0] SMS

MEdBhL| T},

2. Authentication * Ml0{| A Cloud Storage Pool AEZEQIEN| LRt QIE RES MEHSIL|CY
SHE MEHSL|CE A9
QM| A 7| 22tRE AER[X| B HZIS AMASHTH HM|A 7| IDL H[Z AMA
717t 2t
olH 2E A7} Cloud Storage Pool HZI0| HM[ASH 4~ JQSL|CH HMHA

7| IDQ} H|Z HMA F|= ZQSHK|

CAP(C2S UM A ZE)

gELCt
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3. Access KeyE MEiP A2 OIS HEE LHPLICH

SMS MefphC) gy
M~ 7] 1D QI IS ARV AH| HHA 7| IDYLICH
HI QA& 7| HZE H|L MM A 7|,

4. Mt =l MMoj|M 22HRE AEZ|X| Z0f Tt TLS HA| TS 1B M REdE HASH= Ol A 8Y S

MENSHL|C}.
S48 MepLICt oy
29 MR CAQIBZAE AISBILICE 2% MRlo| MXIE 7|2 12| CA ASHS Arstol HBS B,

AEXXE CARUBME AEXE X|E CA RIS ME MEHLILE. Select New * £ MBSt PEM
ARERfLICt ALY E CARASME HZEFILICE
ASME 2IstA| f&LItt TLS HE0| A2 E|= ASM7L HBEX| FUASLICE

S2teC AEZ|X| ES MZEE Mff StorageGRIDE CI2S £8EL|Ct
2 U=X| ASELICE

20| X TEY
* H3lofl oA I[f° % MH H3I0| 22IRE AEZ|X| 22 AEY £ JUSLICE x-ntap-sgs-cloud-pool-uuuid2t=
Al

Cloud Storage Pool 30| AmistH HZ0| it 0| RE HHSH= F HAIX|7} EA|ELICE OIE E0 2B AM
RFIL UALL X|™E HZl0| 0|0| gl= B @FI HIE 4 JELICEH

@ Error

422: Unprocessable Entity
Validation failed. Please check the values you entered for errors.

Cloud Pool test failed. Could not create or update Cloud Pool. Error from endpoint: NoSuchBucket:
The specified bucket does not exist. status code: 404, request id: 4211567681, host id:

BXSHIAR 2EtRE AEZ|X| Z ZH sfZ3" .} t CH2 Cloud Storage PoolS CHA|

][0}
Mo
é
mujn
=.£
rol-
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C2S S3: E2IRE= AEZ|X] 20 Cigt 21T NE HEE X HEL|Ct

C2S(Commercial Cloud Services) S3 MH|AE Z2tRE AEER(X| 2 ALESI2H C28
HNA EE(CAP)S 215 SEOoZ LAH|oF EL|Ct. J2{H StorageGRID7Z} C2S A|IH 2| S3
HZlS MM ASH| 2ot A At SHE @FY = JASLICH

pus
st A

* NH|A JIEZQIEE X350 Amazon S3 Cloud Storage Poold]| CHet 7|2 HEE M ESLCE

* C2S Al™o| 2=l RE = 5 MEi™ AP| Of7 H4-E I ElSI0] StorageGRIDZF CAP A O[A A Xt
ZHS U= O AFEE ®A| URLS €10 JELICEH
s MFEot HE QIF 7|ZHCA)OM 2F8t A CA QIS A7t UELICE StorageGRID= 0| QIS ME AHESI0{ CAP
MHO| IDE &QITILICt. MH CA QB A= PEM QZ Y S AHEsHOF BL|Ct,
s Aot ME 0IF 7|2HCA)OAM 2F8t 22t0|HE QS M7t UESLICE StorageGRIDE= 0| 2IZME AHESH

CAP MHoi| gt Xtd| IDE THSLICH S2t0|YE %H PEM Q2SS AtEDHOF otH C2S A Fof thgt
MM A HSHO| O =[0fOF RfL|CH.

+ 22t0|AE 2B Mol thet PEM QIS E JHQI 7|7t UESLICH

* S2H0[AE AS MOl 2l 7|7t L2otEl HLR A2 E dli=sty| flet =7t ASLIT.
A
1. QIE * MM+ 21E RH * EFLH20|M * CAP(C2S UM|A ZE) * S MEHBIL|CE

CAP C2S Q1Z L Jt LIEFL|CE,
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Create Cloud Storage Pool

Display Mame

Provider Type

Bucket or Container

Service Endpoint

Protocol

Hostname

Port (optional)

URL Style

Authentication

Authentication Type

Temporary Credentials | (. o o 1 eame

URL

Server CA Certificate

Client Certificate

Client Private Key

€ | C25Cloud Storage Pool

9 Amazon 53 ¥

©

my-c2s-bucket

(2] HTTP ® HTTPS

© | s3-aws-region.amazonaws.com

(2] Auto-Detect v
(2] CAP (C2S Access Portal) v

Q
0 [

Client Private Key

Passphrase (optional)

Server Verification

Certificate Validation

o

0 Use operating system CA certificate =

Cancel




o

a. QIA| X2 B% URL * 2| 22 StorageGRID7H C2S 0|l 2EHEl mE T 9l Me™ AP| D7} 4 S
E3Het0 CAP MHOIA YAl X4 5T 2 of A8 &4l URLS 2fgiLict,

b. Mt CAQIZA = o] 29 * M2 MeH * 2 MEH3}T StorageGRID} CAP MH{S SHolsti o AFRE PEM
olaEE CAISHE YREBLIH

o. 22J0|2IE QIFN * O A2 * M &2 MeY * 2 MEHSID StorageGRID7} CAP M0 KIS Algsts of
N2 PEM @I 3LE SIZHE B2 EELIC

d. 22f0[2lE sl 7| * o] H * M &S My * 2 Meistn Z2t0|o1E AIFMof thEt PEM 212 Kol 7|2

IRl 717t = otEl AR J|E HAS AL83HOF HLICt (PKCS #8 Y= el HA2 X|/UE|X| §b5LICH)

e. 22I0|AUE JQl 7|17t Y= otEl B SE0[UE el 7|9 A2 E sf|=35t7| 2o Y= E Y=L |ch 2K
O™ * Client Private Key Passphrase * ZEE H|9| SL|C}.

3. Mty gol MMM Ct2 HEE HSeLCh

[e]

a. AZM frd AAt* 2 FL * A X CARISM AL * S MEigLICH
New

b. Select

S22t AER|X| 22 X & ff StorageGRID2 CHS2 +&EfLICt
© M3l MH|A BFEO| JQ=X], J2| 10 X[™E Xt SHE AHESI THE & J=X| ABYLICt
* H3lof| Ot oS MM H3l10| 22RE AEZ|X| EUS AEY & USLICH x-ntap-sgs-cloud-pool-uuuid2t=
0|E9| 0| IS MAHSIX| O AR

Cloud Storage Pool Z{Z0| AlTjsl® ZZ0| AlIj3t 0| S Meists @2 HAIX|7H EAIELICH oS Sof ol5A
Q271 UHLE K|S B{310] 00| gl ES 257

HT
K
o
N
$0
o>
T
il

@ Error

422: Unprocessable Entity
Validation failed. Please check the values you entered for errors.

Cloud Pool test failed. Could not create or update Cloud Pool. Error from endpoint: NoSuchBucket:
The specified bucket does not exist. status code: 404, request id: 4211567681, host id:

EXRSHUAR 222E AEE|X| Z ZX o 237 CHZ EXIE 8| 2%t CHS Cloud Storage Pool2 CHA|

Azure: 22tRE AEZ|X| F0f| Lt Q1F MR YEE XIFHLICH

Azure Blob A E2|X|& Cloud Storage Pool2 -4g i StorageGRIDO||A 7HA|E K& SH=

59



Ol AtEe 2/ F ZIE0[H2| A[F O|F A AlIE 712 XIF8HOoF &LICt.

A
* 225 AEZ[X| Z0f| et 7|2 HEE ™ot S5k FH2E * Azure Blob Storage * £ XIEMSLICH *
3771 * 7t Q15 Y * Lo LIEHELICE

Create Cloud Storage Pool

Dicplay Mame @& Azure Cloud Storage Pool

Provider Type @ Azure Blob Storage

Bucket or Container & My-azZure-coniainer

Service Endpoint

URI © | hitpsiimyacc

count.blob.core

—F

T
o
!

Wwindows:net

Authentication

Authentication Type @ Shared Key

Account Name @

Account Key @

Server Verification

Cerificate Validation @& Use operating system CA cerlificate

* 22IRE AEZ|X] E0| AH2E|= Blob AE2[X| ZAH|0[LH0f| M| ASH= O AHEE|= URI(Uniform Resource
Identifier)S 10 QU&LICH
* AEEX| A 0|21 &% 7|2 L1 USLICH Azure EHES ALESI0] 0|28 ZH2 &2 £ USLICH

THA|

1. Service Endpoint * MlM0j| A Cloud Storage Pool0f| AtEE|= Blob ME A ZHE|0|L0f| HMASH= O AFEE =
URI(Uniform Resource Identifier)S QJ2gtL|Ct.

= -ddg

60



CHS YAl B SILIE URIE X|IERLICH
° (https://host:port’)
o (http://host:port’)

HEES X|HSHK| QOB J|2HOZ TE 4430] HTTPS URIO ARE T EE 802 HTTP URIO| AR EL|CH,
Azure Blob x-|x|-A ZAH|0|{ & ++ * Of|M| URI *: + “https://myaccount.blob.core.windows.net

2. QIE * MMM ChZ HEE MS L.

a. A|IE O|& * off CH3ll 2| MH[A E|0[LHE 2Rt Blob ME 4 AF2| 0|E2 HLICH

b. AH 7| * of 22 Blob M&EA AFo| 2= 7|5 HFLICH

@ Azure 289 A2

3. MH 23 - Mol M BatRS AE2|X| Bof chst TLS Zof thet A S
Meygic

oH

7 7| 2/E S ArE8HOF BiLICt.

mjo
oY
Rl
ot
rr
I
Rl
0l

ot

=
I
o

MEHSH

(B i = |

rz
mjo
=
1

2 Mo
=] I- = O
2 MH CAJASME AEELITE 2 Mo 2X|E Grid CAJASME A3 HES 2= LIt

AEXXH CAJABME AKX X|E CARIBME MEYLILE Select New * £ MESI T PEM
AtEgLTt AIYE ASME H=ETLCL
ASME 2lstA| giaLitt TLS HE0| ArEE|= ASM7L HEEIX| FUASLICE

Z2RE AEZ[X| E22 MEY W StorageGRID2 L2 2 & eL|Ct.

* ZHO|L 2t URIZE JA=X], X[Fet X1 S S AHESHO] olie ZiH| 0|0 HZEE 4 U=X| =l

== AN i

L.

* ZiE|o|Hof| OpH MU S 7|28t0] 22IRE AEE|X| E2 AL} x-ntap-sgs-cloud-pool-uuuid2t= 0|22
O M2 H|HSHX| OFYAIL.

2
>
=2
rot
o
=)
ufn
x
0%
Of
rr
FO

Cloud Storage Pool Z430| AmistH HZ0| & A F HAIXIZE EA[ELICE ol E S0 213N
QI UALE X[t ZAE| 0| 7} o|E|| = 2R F/NNENE £+ °'§|—|Ef.

Of X|&E HXSIA R 222 AEL[X] E ZH| siZ233H Chs XM E s Ze ChE Cloud Storage Pool2 LA
NSl EAAN 2.

EE}OE AEE_lxl %]1 |'c'>'}'|__||_'_|-

Cloud Storage Pool& TZSI0{ 0|, AH|A 23X &= 7|Ef *ﬂ—'?’— HHE HAS & QX
Cloud Storage Pool2| S3 H{Zl EE= Azure 7 E1|O|L-|§ HAY == AUSLICL
Q7

* E M85y J2[E 2E[Xtof| 2EaQIMELICH X2 == 2 HElA.
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* 2(8) dEJSUICE 2212 AE2|X| S0 ieh 12 Aet

=

CHA|
1 ILM * > * AEZ|X| & * S MEistL|C]
AE2|X| 2 H|O|X| 7t LIEFEIL|CE 2EIRE AER|X| E H|0|S0|= 7|& 22tRE AEE|X| £0| LIZEL|CE.
Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how fo access the external bucket or
container where objects will be stored.

Pool Name URI Pool Type Container Used in ILM Rule Last Error
*  azure-endpoint hitps:/istoragegrid.blob.core windows.net azure azure-3 v
s3-endpoint https:/fs3.amazonaws.com s3 53-1 v

Displaying 2 pools.
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Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or
container where objects will be stored.

X Remove | | Clear Emo

Pool Name URI Pool Type Container Used in ILM Rule

azure azure-3 b4
s3-endpoint hitps://s3.amazonaws.com s3 53-1

Last Error
®* azure-endpeint hitps:/istoragegrid.blob.core windows.net

v

Displaying 2 pools.

Remove Cloud Storage Pool

Are you sure you want to remove this Cloud Storage Poal: My Cloud Storage Pool?

e [ o

4. OK* £ MEffL|CE,

SERE AE2|X| E0| HMAHELIC

22tRE AEE|X| E 22X 2

0%
re
Iial
Ex
rr
1z
2
ot
KO
3n
N
e
0)—
Ot
rr
oN
40
n
glo
Mo
=
els
Y
r
X
i

2R AEZ|X| ES M
AEoto Z2X|E sl Z ot

o=
Rl
10



StorageGRID2 2 E 22tRE AEEZ|X| S0 CH3l 1=20f F HW ZICHoE HEf| MHS Aot 22t AEE|X|
S0 AMAY 5 AN SHIZH| 2SSH=X| 2eletL|Ch dEf BA Al EXI7H HXIEH AE2(X] E H0|X]|Q|
22t AE2(X| E H[0|29| 0tX|2t 27 Fof HAIX|7F AL

O Hofl= 2 22tRE= AE2|X| Z0i| Cthel HXIE 7t 2|2 LRI EA|Z|H QR7H 2o A|ZHo] EAIELIC

= O

Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or container where objects will be stored.

[Redd URI e Container Used in ILM Rule  Last Error
Name Type
Endpoint failure: DC2-51-106-147: Could not create or update Cloud Storage Pool. Error from endpoint: RequestError: send
s 53 10.96 106.142-13082 =3 53 v request failed caused by: Get https://10.96.106.142:18082/s3-targetbucket/x-ntap-sgws-cloud-pool-uuid: net/http: request

canceled while waiting for connection (Client. Timeout exceeded while awaiting headers)
8 minutes ago

http:/ipboerkoe@10.
Azure | 96.100.254:10000/d | azure  azure "4
evstoreaccounti

Displaying 2 pocls
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Erasure Coding Profiles @
An Erasure Coding profile determines how many data and parity fragments are created and where those fragments are stored

To create an Erasure Ceding profile, select a storage pool and an erasure coding scheme The storage pool must include Storage Modes from exactly one site or from fhree or more sites._ If you want to
provide site redundancy, the sterage pool must include nodes from at least three sites.

To deactivate an Erasure Coding profile that vou no longer plan to use, first remove it from all ILM rules. Then, if the profile is still associated with object data, watit for those objecis to be moved to new
locations based on the new rules in the active ILM policy. Depending on the number of objects and the size of your StorageGRID system, it might take weeks or even months for the objects to be moved

See Managing objects with information Iifecycle managemant for important details.

|+ Creale| # Renams .ﬂ Deactivate

Profile  Status  Storage Pool Storage Nodes Sites  Erasure Code Storage Overhead (%)

Storage Node Redundancy Site Redundancy
No Erasure Coding profiles found.
2. Create * & ME{BIL|CE
EC T2I}Q 0= 7| CiS} AFKFZF LFEFEHLICE.
Create EC Profile
You cannat change the selected scheme and storage pool after saving the profile.
Profile Name & MNew Profile
Storage Pool @ [
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Fromday @ 365 store | forever v : Add | Remave
: Erasure Coding profile name - -

Type  erasure coded v Location | Adl 3 sites {6 pius 3} v Copies | 1 L |

Storage pool name
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Create EC Profile

You cannot change the selected scheme and storage pool after saving the profile.

Profile Mame & G plus 3

Storage Pool @ All 2 Sites

9 Storage Nodes across 3 site(s)

Scheme
Erasure Code & Storage Overhead (%) & Storage Node Redundancy @ Site Redundancy &
L 6+3 50% 3 Yes
2+1 50% 1 Yes
4+2 50% 2 Yas
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Scheme

Erasure Code & Storage Overhead (%) @ Storage Node Redundancy @ Site Redundancy &

. 241 50% 1 Mo

The selected storage pool and erasure coding scheme cannot protect object data from loss if a site is lost
To provide site redundancy, the storage pool must have at least three sites.
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Scheme
Erasure Code @ Storage Overhead (%) @ Storage Node Redundancy @ Site Redundancy &

Mo erasure coding schemes are supported for the selected storage pool because it contains two sites. You must select a storage pool that
contains exactly one site or a slorage pool that contains at least three sites.
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Create EC Profile
You cannot change the selected scheme and storage pool after saving the profile.
Profile Name EC profile

Storage Fool All Storage Nodes v

3 Storage Nodes across 1 site(s)

Scheme

Erasure Code Storage Owverhead (%) Storage Node Redundancy Site Redundancy

No erasure coding schiemes are available for the selecled storage pool. The storage pool includes the All Sites site, so it cannot be used in an
Erasure Coding profile for a one-site grid
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Create EC Profile
You cannof change the selected scheme and storage pool after saving the profile.

Profile Mame & 2 plus 1 for three sites|

Storage Pool @ All 3 Sites v

9 Storage Nodes across 3 site(s)

Scheme
Erasure Code € Storage Overhead (%) @ Storage Node Redundancy @ Site Redundancy &
6+3 50% 3 Yes
L] 2+1 50% 1 Yes
442 50% 2 Yes

The selected storage pool and erasure coding scheme overiap an existing Erasure Coding profile. Use caution if you apply this new profile‘fo
objects already protected by the other profile. When a new profile is applied to existing erasure-coded objects, entirely new erasure-coded
fragments are created, which might cause resource issues.
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No

Profile-. | Status -'gt_.oragé Pool Storage Nodes Sites Erasure Code Storage Overhead (%) Storage Node Redundancy Site Redundancy
I DC1241 DC1 3 1 241 50 1
DCc2 2-1 Dc2 3 1 241 50 1
DC3 2-1 DC3 3 1 2+1 50 1
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[ Croste]  Rename | © Dacvat
Profile Status Storage Pool  Storage Nodes  Sites Erasure Code Storage Overhead (%) Storage Node Redundancy Site Redundancy
DC1 241 DC1 3 1 2+1 50 1 No
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ILM Rules

Information lifecycle management {ILM) rules determine how and where object data is stored over ime. Every object ingested into StorageGRID is evaluated against the [LM rules that make up the aclive

ILM policy. Use this page to manage and view ILM rules. You cannot edit or remove an ILM rule that is used by an active or proposed ILM policy

Used In Proposed Policy

| 4 Create | B Clone || # Edit | | X Remove
Name Used In Active Policy
. | 2 copy replication for smaller objects v
'®  Three site EC for larger objects <
) | Make 2 Coples

Three site EC for larger objects

Description: 6-3 erasure coding at 3 sites for objects larger than 200 KB

Ingest Behavior: Balancad
Reference Time: Ingest Time

Filtering Criteria:

Matches all of the following metadata:

System Metadata Obiject Size (MB) greater than 0.2
Retention Diagram:
Trigger Day 0
) I

Duration Foraver
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Deactivate EC Profile

Are you sure you want to deactivate the profile "All sites 6-3'7

StorageGRID will confirm that the profile is safe to remove (not used in any ILM rules and no
longer associated with any obiect data). After this profile is deactivated, you can no longer use it.
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Regions (optional and 53 only)

Define any regions you want to use for the Location Constraint advanced filter in ILM rules. Then, use these exact names when
creating 33 buckets. (Region names are case sensitive.)

Region 1 us-east-1 (required)

Region 2 us-west-1 -+

3. AFBSIX| gh= FHE MHSI2AH AH| Of0|2S METIL|Ct %.
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@ Error

422: Unprocessable Entity

Regions cannot be deleted if they are used by the active or the proposed ILM policy. In use:
us-test-3.
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ILM Rules

Information fifecycle management (ILM) rules determine how and where object data is stored over ime. Every object ingested into StorageGRID is evaluated against the ILM rules that make up the active ILM policy. Use this page to manage and view ILM rules. You
cannot edit or remove an ILM rule that is used by an active or proposed ILM policy.

ﬂCIune‘ # Edit || % Remaove

Name Used In Active Policy Used In Proposed Policy
* Make 2 Copies v

Make 2 Copies

Ingest Behavior: Dual commit
Reference Time: Ingest Time
Filtering Criteria: Retention Diagram:
Matches all objects. Trigger Day 0
Al eisis s O
w0
Duration Forever
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Advanced Filtering

Use advanced filtering if you want a rule to apply anly to specific objects. You can filter objects based on their system metadata, user metadata, or
objecttags (33 only). When objects are evaluated, the rule is applied if the object's metadata matches the criteria in the advanced filter.

Objects between 10 and 100 MB

Matches all of the following metadata:

Object Size (MB) j greater than or equals j 10 :I
+ %

Object Size (MB) j less than or equals j 100 :I

[+]

02| &=2 ALESHH UX|SH= 7HMIE HLUSHA Mo = U

N st 2~ QIGLICH CFS MMM 722 Brand A E£= Brand B7t
camera_type AFZX} HIEIC|O|E{Q| i =2 MHE o MEEL|Ct J2{Lt O] #Xl2 10MBEL} X2 HHE B
HH|ofjot M EEIL|CE
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Advanced Filtering

Use advanced filtering if you want a rule to apply only to specific objects. You can filter objects based on their system metadata, user metadata, or
objecttags (33 only). When objects are evaluated, the rule is applied if the object's metadata matches the criteria in the advanced filter,

Multiple filters

Matches all of the following metadata:

User Metadata j camera_type equals j Brand A +

+ x|

Or matches all of the following metadata:

User Metadata j camera_type equals j Brand B u
Object Size (MB) j less than or equals j 10 =]

+ x|

CHAH| 2/3: HYX| & Q|

ILM #2] 4 otEARS| 2EHA|(HHA] Fal)E Sofl 7HM XM & 7[2t SARE /(S ML ATH|
39, 2E2|X] ?I%] & SAE 5 Z2HE0I= HiX] XHE E ojgt 4 et

0| kol CheH
ILM &0l = St o] &2 HiX| X|HO| ZeHE = QSLICE 2} HiX| X|H2 T 7[zZtof HEELICH = 71 0|42
S MEs= B2 7122 AEX0[0{o} 51, Ho 6H—f°| 2 0L FE] A|ZfBtof gLt XIH2 A&

R84S 4 IO, T 0|4 QEEE A0 WRSK %8 WK ASHLICH

C12 30| A2 BHEVILE ST 717 SO CHE 9IKIS AFBSIRI 22 2t x| K&l of2f Z0| S 4
OIAL_||:|-
M- .

Of ILM & oflofl M= A a0l & 72| =xE FSA=S BsLILh 2t SXE=E2 CHE AO|EQ| AEE|X]| Z0
MEELICH 19 20= 2+1 AX| 2 FAREE US| 5Lt MOIEOH'FJ MEct
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Create ILM Rule step 2 of 3: Define Fiacements

Configure placement instructions to specify how you want chjects matched by this rule to be stored,

Example rule

Two copies for one year, then EC forever

Reference Time Ingest Time v

Placements @ 11 Sort by start day

Fromday | 0 store | for v o365 days

Type | replicated b Location | Add Pool coiies| 2 El_il

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information.

From day 365 store | forever v | m

Type | erasure coded v Location | DC1(2plus 1) « Copies | 1 + £|
Retention Diagram @ T Refresh

Trigger Day 0 “Year 1

= = —

ez S I

2 lus 1) E§ B
(2plus) O >

Duration 1 years Forawver

A
1B AJZE Ol M | XIBIO) AR AIZHS ZAFEE O MBS AJZH RES MeistLC
M2 MeistLCt EE
27 Al 27 £7UE AlZtRILICH
OFR|2E A& AlZFiLicH HHIE OFRIeroR ZMst AIZHY7| i H))

« XD * 0| SME ARSI H S3 3l = Swift ZAE|0|L0f| CHSH
OFX|2f HA[A A|ZHO]| CHot |O|E S g4 stsliof giLiCt 2
HESHYAIL ILM 20| A ObX|2 HM|A A|ZHS AR RILICE.
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2. Placements * A M0f| A A[ZF A|ZEt R #m 7]7t2] 7| 2HS MEHBLCE,

=2t X8 thS2{™ * Ingest Time *

HE S0 A &2l JHAE MY /IKIE XHE &= ASLICH"36522| 22 02"). 0| 5Lt

A|ZtelOF gL L.

3. EXE SAIRES MYstHH LSS AYLICH
a. Type * EELIR S E0M * replicated * & MEHBIL|CY.
b. Location * ZE0f|AM F7tstei= 2t AE2|X| 20| Cid * Add Pool * 2 MEHTHL
* AER|X| E2 St X|™SH=E H L * StorageGRIDE X|HE AEE|X| &

StLPRE MEE & ASLICE J2| =0 AEE|X| == 3717F ZetE B2 SXl=
AEE[X| Eof CHol SH& 372 RSO FLICE

®

ILM AIS SHH| M 4 9SS LIEHAT| 9IeH * ILM Bix] 2

HH2 00|

|CF.

Lo SHE AN SAES
2

|
T2 45 MdEiSHHA 2}

1y ot g+ AT

Eg|AEL Lt
* = 0|¢o 2EE|X]| E2 X[Fol= B * L3 FAE GF0 FHAR
* SXE = 2E2X| E 20 2+ SELIL
* SHE 7t AEEX| E o Z2H AN SHE StLtvt 2F AER(X] S0 MEELIC

7H
* SRME 7t AEEX| E 2O H2 FR

=SHES 2400 2 2hof| o[22 ME™>E #d U /XIS E oHH,
EXES F Ol ole HESHK| RSt & SL Lt

* 2E2|X| 0| 4E F(SYet AEE|X| L E Het) I 2E
4+ YALICH Tfebd 7|8 BE Aga|R LT AEalx] U 2

Placements @

Fromday | 0 store | forever v

Type  replicated v L acakon ||DC1 || ANl storage Nodes | Add Poor

information
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Copies | 2

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
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I sort by start day

Placements ©

Fromday | 0 store | forever v

Type | replicated v Location || Data Center 1 Add Pool Copies | 1 Temporary location  — Optienal - v E

An ILM rule that creates only one replicated copy for any time period puts data at risk of permanent loss. View additional details.

POl TlZtef A2 & sEILICL
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* 5 of CHal * SHIE - oA - AR 2+ S dEfREL|CE O] #El0] 2E J[ZHol ol o2 SAM=E oln|
ddet 22 0| 21E FAGHE gL
d. AE2|X| 22 SHLITH X[Fe FR0l= * Al 21K * HREE RASHUAIR.

HE| =0l M HAHE o HULICH S BESHIAIR
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@ YAl /IKl= O O & AFBE[X| gioH g
AEZ|X| 22 YA RIXIZ AE(H O] A

E2 F17t

rr

Q1 o7 12 HZAELICE #2[0f 200KB 0[5t HK|E FAlSt= g ZE7F &
HEA|ELCE

use Advanced filtering to set the Object Size (MB) filter to any value greater than 0.2,

Erasure coding is best suited for objects greater than 1 MB. Do not use erasure coding for objects that are 200 KB or smaller. Select Back to return to Step 1. Then,

@ AR 22 1MB 0| &te] RLENE| 7 HetetL|Ch o 2 A 2 =28 22|slof
St= QEHOIEE LX|5t7| fls 200KB O|2He| LEHME| AK| 2E S AHESHA| OFHA|L

b. ZHx| 27| 217t PEH-F” Back * & {EiSt0] 1EHA|2 SotZL|Ct O3 CO+Z * 1g HEZ * S =gt
7HH| 27|(MB) ©IE{E 0.22Ct 2 2= AX™etL(C.

C. M& #IX|E HEHRLC).

MH 2E FAES 2E2|X| fIX|0= 2E2|X| E2| 0|F, AK| 2 Z=T 0|F0| ZEELIC

o T

From da 365 store | forever v ?
: Erasure Coding profile name

Type  erasure coded v Location | Adl 3 sites {6 pius 3} v Copies | 1 E »

Storage pool name
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2 Q0]
° C{5t7| O}0| 22 MENSI ST 7|2 St CHE IX|0l| 7t A2 S ‘A eL(Ch
° HYX| X|&ol| CHE 712k2 715 ™ * =7t * & MEfgiL|Ct
@ %|Z 7|2t0| * Forever * 2 ELt= 2R E Helstn 2B 7|12t S5 Al AH7t A5 =2
AP EILICE
6. 22tRE AER|X| B0 QEMEES MESIHH C2S sASLICH
a. Type * EELH2 S 20| M * replicated * £ MEHTL|C}
b. Location * ZE0A * Add Pool * £ MEMRIL|Ct. O CH5 22IRE AE2|X| E2 MEFLIC
Fromday | 265 = | store  forever j m
Type | replicated j Location |Exam_ple Cloua Storage ool O | Copies | 1 ﬁ
= A 2Y M= Ohg A2 50 FHAL.

ZzteC AEE|X| E
= T HX] X[ AOME o 22IRE AEZ|X| E2 MES £ IELICE OFIIX| 2, S HiX]|
Meist &~ AEL|CE

XHME E2tR= AEZ|X| Bt AEZ|X| B

replicated v Lacation “testpool2 i) ”testpooIB o |.-S.|:I:IF00| ‘ Copies

Type
If you want to use a Cloud Storage Pool, you must remove any other storage pools or Cloud Storage Pools from this placement instruction

*E 2N 0lde=

HME SAES S MEE & ASLICE Copies

E7H Cloud Storage Poold| A=
MX™SIH Q= HA[X| 7} l—fEf"FL|E|'

Type | replicated v Location || testpoal 5 Add Pool Copies

The number of copies cannot be more than one when a Cloud Storage Pool is selected

L1

2

HEE SA2E N&EY = ¢IELICE Cloud Storage Pool&
— HO

* S2RL AEL[X] 20| SAI0f| E 0|2 QEHE &
tE35t= o2 BiX|O| M EMIt S=EHL 22 HiX|2] 621 2+210] Cloud Storage PoolS AtE3t= B2

QF HAIXIZ LIEFELICY,
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Placements © 11 Sort by start day

Fromday @ o store | for v 10 days m Remove
Type | replicated v Location || csp1 & | Add Fool Copies | 1 |i|"

Type | replicated v Location || £5P2 OO |Add Pool Copies | 1 + | %

A rule cannot store more than one object copy in any Cloud Storage Pool at the same time, You must remove one of the Cloud Storage Pools {csp1, csp2) or use multiple
placement instructions with dates that do not overlap. Overlapping days: 0-10

To see the overlapping days on the Retention Diagram, click Refresh.

Retention Diagram © 2 Refrash

Trigger Day 0 Day 10
espl ~
ey |
csp2 O
Duration 10 days Forever

* StorageGRIDO|M REMEE SH| = AH| I SAIR2CE XESh= SAl0| 22RE AEZ|X| E0
QENEES ML £+ JUFLICH J2Lt O| OEIIHI(HIH = 7 UAXO0|, 2 /X0l CHet AL 2| 2t RYS

g = A== ST 7|2t x| X|Ho| & & o|&s ZEetdlof gfLct.

Placements @&

Fromday | 0 store | for v 385 days
Tyoe | replicated  ¥|  |gcation |DC1 * || DC2 * | Add Pool Copies | 2
Type | replicated v Lacation |testpn:|nl2 Loy |_=‘~cd Fool Copies | |

7. B C}o|oj 12 YEI0|E3tT Hik| XAl SHolst2{B * Refresh * & MEBiLICt,

Clojofa ol 2t E22 JHA| SARZ S BiX[E fIKI2H AlZ|E 20f FELITH At RY2 LH O0|Z & StLt2
HEA|IELCE

u SH|E =AH2QAL|CH
=3 AR BY 2AHE
Y Cloud Storage Pool £AH=

O ol M= =HIE FAH2 2707t 13 St 2712 AE2[X] Z(DC1 X DC2)0f| MEELIC 22 Ch3, A6 2
SAHES 3709] AMOIEO|M 6+3 AH| 2 HAISE AHEH0] 101 o Hofd = JASLIL 11H0] X|LHH

StorageGRIDOI| A Z4X|7} ALK ElL|CE.
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Trigger Day 0 Tear 1 Vear 11

eet =
pcz2 ;.:1
All 3 Sites [:‘ M
(5 plus 3) =4+
Duration 1 years 10 years Farewer

8. CtS * 2 MENBHL|C}.

3EH(Ingest S=F F2l)7} LIEFELCE,
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O|SEILICE JHAoff AMATH= 23 0] 0] ZE == ASLICY.

OPX|2f M| A AJZHS J[EIC 2 ILM #AlS ddE o O] XA AlZtS 1efsta #2 7|ZH(17HE 0|2hE MEdt=
HiX|E TS A2,
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Create ILM Rule Step 3 of 3. Define ingest behavior
Select the data protection option to use when objects are ingested:

Strict

Always uses this rule's placements on ingest. Ingest fails when this rule's placements are not possible.

® Balanced

Optimum ILM efficiency. Attempts this rule’s placements on ingest. Creates interim copies when that is not possible

Dual commit

Creates interim copies on ingest and applies this rule's placements later.

cors [ o | oo |

1. QENEJ aFHE MY HIO|H BES FMS MEiSIL|C]

—
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Aclivate to make this policy the active ILM policy for the gnid.

Mame Example ILM policy

Reaszon for change Exampte policy

Rules

1. Select the rules you want to add to the policy

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The defaull rule will be automatically placed at the end of the
policy and cannot be moved

i + Select Rules

r Default Rule Name Tenant Account Actions

” EC for Tenant A (% Tenant A (91643888913299990564) x
v | 2 copies 2 sites (8 = ®

|
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ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any policy.

<= Create Proposed Palicy | | i Clone | # Edit || 3% Remove

Policy Name Policy State Start Date End Date
% Baseline 2 Copies Puolicy Active 2017-07-17 12:00:45 MDT

Viewing Active Policy - Baseline 2 Copies Policy

Review the rules in this palicy. If this is a proposed policy, click Simulate ta verify the policy and then click Activate to make the policy active.

Rules are evaluated in order, starting from the top.
Rule Name Default Tenant Account

Make 2 Copies (4 v Ignare

Simulate
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Aclivate to make this policy the active ILM palicy for the grid.

Name

Reason for change

Rules

1. Select the rules you want to add to the palicy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

i'+ Select Rules

Default Rule Name Tenant Account Actions

No rules selected,
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MName Baseline 2 Copies Policy (v2)

Reason for change
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Select Rules for Policy

Select Default Rule

This list shows the rules that do not use any filters. Select one rule to be the default rule for the policy The default rule applies to any
objects that do not match another rule in the policy and is always evaluated last. The default rule should retain objects farever.

Rule Name

2 copies 2 sites 4

Make 2 Copies (§

Select Other Rules

The other rules in a policy are evaluated before the default rule and must use at least one filter. Each rule in this list uses at least one
filter (tenant account, bucket name, advanced filter, or the noncurrent reference time).

Rule Name Tenant Account
| | EC for Tenant A § Tenant A (91643888913299990564)

| | 2 copies 2 sites noncurrent time (5 —
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Two-Site Replication for Other Tenants

Description: Twa-Site Replication for Other Tenants
Ingest Behavior: Balanced

Reference Time: Ingest Time

Filtering Criteria: Matches all objects.

Retention Diagram:

Trigger Day 0
[ .
DC2 ﬁ

DCl1

Duration Farever
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Rules

1. Select the rules you want to add to the policy.
2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

!“+ Select Rules |

Defauit Rule Name Tenant Account Actions
* Isite ECEH Ignore x
3 i=site EC & Ignors »®
+ 2 copies at 2 data centers (§ Ignore x

B3]
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Default Rule Name Tenant Account Actions
@ + Isite EC lgnore x
L3 1site ECEH ignore »
v 2 copies at 2 data centers for 2 years (§ lgnore x

The default ILM rule in this policy does not retain objects forever. Confirm this is the behavior you expecl Otherwize, any objects that are not
matched by another rule will be deleted after 720 days.
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ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any palicy.

I = Create Proposed Folicy ' | B Clone ‘ | # Edit| % Remove

Policy Name

Policy State Start Date End Date
'®  Data Protection for Three Sites Propesed
Data Protection for Two Sites Active 2020-09-18 16:01:24 MDT
Baseline 2 Copies Policy Histarical 2020-09-17 21:32:57 MDT | 2020-09-18 16:01:24 MDT

Viewing Proposed Policy - Data Protection for Three Sites

Before activating a new ILM policy.

» Review and carefully simulate the policy. Errors in an ILM policy can cause irreparable data loss

« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource
issues when the new placements are evaluated and implemented.

See Managing objects with information lifzcycle management for more information

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or
smaller from being erasure coded. See Managing objects with information lifecycle management for more information.

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Added a third site

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
Tenant A
One-Site E Coding for Te tA &
ne-Site Erasure Coding for Tenant A & (20033011709864740158)
Three-Site Replication for Other Tenants & v Ignore
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ILM Policies

Review the proposed, active, and historical policies. You can create, edif, or delefe a proposed pelicy; clone the active policy; or view the details for any policy.

| = Create Proposed Policy | | B Clons | # Edit || X Remoye
Policy Name Policy State Start Date
'®  Baseline 2 Copies Policy Active

2021-02-04 01:04:29 MST

SetEl= ILM

End Date

Viewing Active Policy - Baseline 2 Copies Policy

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.

Rules are evaluated in order, starting from the top. The policy's default rule must be compliant.

Rule Name Default  Compli Ti t Account
Make 2 Copies (§ v v Ignore
‘Simulate
= S = o
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Select Rules for Policy

Select Defauit Rule

rule applies to any objects that do net match another rule in the policy and is always evaluated last

Rule Name
Default Compliant Rule: Two Copies Two Data Centars (5
Make 2 Copies (§

Select Other Rules

filter (tenant account, bucket name, advanced filter, or the noncurrent reference time).

Rule Name Compliant Uses Filter Is Selectabie
. Ccrr;pllant Rule: EC for bank-records bucket - Bank of AB v v Yes

cE
| Mon-Compliant Rule: Use Cloud Storage Pool (8 Yes

This list shows the rules that are compliant and do not use any filters. Select one rule to be the default rule for the policy. The default

The other rules in a policy are evaluated before the default rule and must use at least one filter Each rule in this list uses at least one
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Activate to make this policy the active ILM policy for the grid.

Mame Compliant ILM Policy for 33 Object Lock

Reason for change Example policy

Rules

1. Select the rules you want to add to the policy.

2. Determing the order in which the rules will be evaluated by dragging and dropping the rows. The default rule (and any non-compliant rule without a filter) will
he automatically placed at the end of the policy and cannot be moved.

I = Select Rules

Default Rule Name

Compliant Tenant Account Actions
Compliant Rule: EC for kank-records bucket - Bank of ABC (8 v Bank of ABC (90767802913525281639) x
Mon-Compliant Rule: Use Cloud Storage Pool 8 Ignore x
s Default Compliant Rule: Two Copies Twa Data Centers (§ W Ignore x
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ILM Policies

Review the proposed, aclive, and histerical policies. You can create, edil, or delefe a propoesed policy, clone the active pelicy, or view the details for any policy.

< Create Proposed Poiic B4 Clone | | # Edit|| % Remove

Policy Name Policy State Start Date End Date
® Compliant ILM Policy for $3 Object Lock Proposed
' | Compliant ILM Policy Active 2021-02-05 16:22:53 MST
Non-Compliant ILM policy Historical 2021-02-05 15:17:05 MST 2021-02-05 16:22:53 MST
' Baseline 2 Copies Policy Historical 2021-02-04 21:35:52 MST 2021-02-05 15:17:05 MST

Viewing Proposed Policy - Compliant ILM Policy for 53 Object Lock

Before activating a new ILM policy

« Review and carefully simulate the policy Errors in an ILM policy can cause irreparable data loss
« Review any changes to the placement of existing replicated and erasure-coded objecis. Changing an existing object's location might resul in temporary resource issues when the new
placements are evaluated and implemented

See Managing objects with information lifecycle management for more information.

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or smaller from being
erasure coded. See Managing objects with information lifecycle management for more information

Review the rules in this pelicy. If this is a propesed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change:  Example policy

Rules are evaluated in order, starting from the top. The policy's default rufe must be compliant

Rule Name Default Compliant Tenant Account
Compliant Rule: EC for bank-records bucket - Bank of ABC (& L {9076?2:;;10;;55281639)
Non-Compliant Rule: Use Cloud Storage Pool (5 Ignare

Default Compliant Rule: Two Copies Two Data Centers 4 v Ignore
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Before activating a new ILM pelicy

« Review and carefully simulate the policy. Errors in an ILM policy can cause irreparable data loss.
« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource issues when the
new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Example policy

Rules are evaluated in order, starting from the fop.

Rule Name Default Tenant Account
Tenant A
%4 2
e e (94793396238150002349)
PNGs (8 Ignare
Two Copies at Two Data Centers + Ignore

2. 83, Swift 22t0|HE = £ AFEEILICH Experimental S3 Console2 MEHSIL|CHZE HHEQ| H|HE 22| XI0f| A
A% £ Q= oM e 2t FAIZ HAESH= O st UK E L£Z6of fL|Ct.

—

3. AlZ2f|o]d * & MEBLICE

Simulation ILM E*H CHS} AFXE7F LIEFEFL|CE,
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@ Object photositest

Object ‘photos/test” not found.

Simulate

S. Simulation Results * Of| Al Zt FHX[7} ZHIE &2t YX|S=X| SHQlgtL|Ct.
0| oi[of| A 'Havok.png’@t 'Warpath.jpg” ZiA| 7t X-MEN 7!l0]| 2|8 SHIZ2H| LX[HESLIC} Series=x-Men2|
AHEXt HIEIH|O|H & ZBtStX| @b= FullSteam.png®| Z4A|= X-MEN w#&0i| 3EX| 94X[2F PNG 201 2| sH
SHIEA| LX| = RASLICEH M 7HS| ZHAI7F 25 CHE FA[ofl LXIZH7| HE0)| 7|2 HA]0] AFSE|X| SUASLICE.

Simulate ILM Pclicy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucketimy-object-name or my-containerimy-object-name

Simulation Results ©

Object Rule Matched Previous Match

photos/Havok.png X-men (4 *
photos/\Warpath.jpg X-men (& o
photos/Fullsteam.png PNGs (% »
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Viewing Proposed Policy - Example ILM policy

Before activating a new ILM policy:

* Review and carefully simulate the policy. Errorsin an ILM policy can cause irreparable data loss

s Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location
might result in temporary resource issues when the new placements are evaluated and implemented

See the instructions for managing objects with ILM for more information.

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size
advanced filter to prevent objects that are 200 KB or smaller from being erasure coded. Using EC is best suited for
objects greater than 1 MB, See the instructions for managing objects with ILM for more information

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make
the policy active.

Reason for change:

Examiple policy

Rules are evaluoted in order, starting from the top.

Rule Name Default Tenant Account
Two copies, two years for bucket-a G =
EC objects> 1 ME (B -
Two coples, two data centers (4 v —

THA|

1. FAE FItstn Mg K&t = * Simulate * & ME{RILICE
ILM A A|Z2i|0|M Ciat &Rt} LIEFE LT

2. QI:UHIE * JIII:()” E-"J\E (o] =Pl | |;|-|9|/ | CL = Swift 9-|E1|o||_-|/9|:|x1IE o|§% %’E_ﬂl'é'l-jl_ *
AlZ2i[0| M * g MEfBIL|CE.
Simulation 227} LIEFLED HAMO[ ot 7 £]0| HAESH ZF 7HK|t LK[SH=X|E E{FL|Ct.
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Simulate ILM Policy - Example ILM policy

Simulates the active ILM policy or, if there is a proposed ILM policy, simulates the progosed ILM policy. Use this simulation fo test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended

Object my-bucket/my-object-key or my-coniainer/my-object-name
Simulation Results @
Object Rule Matched Previous Match
bucket-a/bucket-a object pdf Two copies, two years for bucket-a (4 ®
bucket-bftest object greater than 1 MB pdf EC objects >1MB (§ ®
bucket-hitest object less than 1 MB pdf Two copies, two data centers & x

3. 2k 2|7} SHI2 A0 ARISHEXI SeolBiLICh

Of of|of| A

a. bucket-A/bucket-a object.pdf= bucket-A2| RLEHMEE LE{ZSH= A HY 71 st LX|MSLICH

b. bucket-b/test object greater than 1 MB.pdf= bucket-b0fl &
1MBEL} 2 K| E TE™SH= F Hf 2o 23 SHIEA| LX[=|}ASLICH
C. bucket-b/test object less than 1 MB.pdf7t M2 F 7H2| F&/0f| U= HEQL LX[SHX| g0t BE7} gl= 7|2

THAIOf| [kt B X LT,
off 2: MQE ILM YHZ A|Z0| MY f RA =M BT
O ofiFIof M= HME AlZ2fjo]det uff 2utE HEDELY| 2I8l 72l =ME HESH= YHS 20 FLIC)

Of f|ofl M= * Demo * HHE AlZ2]|0[d5t 2 ASLICE O] M2 AZ|= = x-men ALEX} HIEIH[O|E{7} QL= JHAIE
0] 2loll L3k 22 Ml 7HX| Al S R
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Viewing Proposed Policy - Demo

Before activating a new ILM policy:

= Review and carefully simulate the policy. Errors in an ILM policy can cause imeparable data loss.
» Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource

Issues when the new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information.

Review the rules in this pelicy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.

Reason for change:  new policy

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
PNGs (F Ignore
Tenant A
X #
|6 (24365814597594524501)
Two copies two data centers (3 v Ignore

Com | e

CHA|

1. A2 X760 HHES A8 S * Simulate * = ME{SHL|CH

2. QHHME * L HAE QEHMEQ| S3 HII/QHHME 7| L= Swift Z4E|0|L{/QEHE 0|2 Q2{stn *
AlZ2[0|M * 2 MEHBIL|C}

Simulation Z1t7+ LIEHLITHA 'Havok.png' 24|71 * PNG * #Al0f| LX|¥SS LIEFALICE

Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucket/my-object-name or my-container/my-object-name Simulate
Simulation Results &
Object Rule Matched Previous Match
photos/Havak png PNGs (§

x

J2{Lt SHEE png2| tH40| H|AESHLHE #AI2 * X-MEN * #2[0| S LT},

a. ILM E* A|Z2{|0|M H|o|X|E Hoa{H * OtA * S MEighL|Ct.
b. Y MESHH » MY * & ME{FLICE.
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Acfivate fo make fhis policy the active ILM policy for the arid.

Mame Demo
Reason for change Reordering rules when simulating a proposed ILM policy
Rules

1. Select the rules you want to add ta the policy
2. Determing the order in which the rules will be evaluated by dragaing and dropping the rows. The default rule will be automatically placed at the end of the

policy and cannot be moved.

| 4 Select Rules

Default Rule Name Tenant Account Actions
3 X-men (8 Tenant A (48713995194927812566) x
& PNGs (3 — x

v Two copies, two data centers — x

d. Xz * 2 Mefst|ct,
4. A|22[0| M * & MEBIL|CE
OfTofl E|AEoH 2iX|i= HH|0|EEl FAMoi| Cho THE7H=| 2 M A|Z2[0[d 2ak7} HAELICE. Of of|oilA Rule
Matched €2 'Havok.png' ZiX|7} G| ACHZ X-Men H|E}C|O|Ef F2Iat LX[SICH= S E{ELICE O™ L XK|
E2 PNG 12/0] 0| A|Z2{|0| M0i| M 7HA|t LX|IHS S LIEFALICE
Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucketimy-object-name or my-container/my-object-name Simulate
Simulation Results ©
Object Rule Matched Previous Match
photos/Havok png ¥-men PNGs ®
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Simulate ILM Policy - Demo

Simulates the active ILM poalicy or, if there is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILIM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucket/my-object-name or my-container/my-object-name
Simulation Results ©
Object Rule Matched Previous Match
photos/Beast.jpg Two copies two data centers (&

x
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X-men

Ingest Behavior: Balanced

Tenant Account: 0B846027571548027538
Reference Time: Ingest Time

Filtering Criteria:

Matches all of the following metadata:

User Metadata series equals ¥-men‘
Retention Diagram:
Trigger Day 0
AllStorage Nodss [

Duration Forever

Close
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucketmy-object-name or my-containerimy-object-name
simulation Results ©
Object Rule Matched Previous Match
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A Warning

Activate the proposed policy

Errors in an ILM policy can cause irreparable data loss. Review and test the policy carefully before

activating. Are you sure you want to activate the proposed policy?

Aol chist 712 20| JHAHIE ST E L2 RXISHK| ¢= 22 F1l HAIX|O ZEZET} LIEFELICY. Of
OiElof M 2ZE CHo|{ a2 7= #£l0] 2 20 JHHIE é.I1I3h_ WS B0 FLICE ZMo| OHE &1t LR|SHK
o= M= 214 =0i| StorageGRIDO|M HMAE S Q1E5t2{H HAE Aol * 2 * £ Q=IBHOF gL}

B gy

A Activate the proposed policy

Errors in an ILM pelicy can cause irreparable data loss. Review and test the policy carefully before activating.

The default rule in this policy does not retain objects forever. Confirm this is the behavior you want by refarring to the retention
diagram for the default rule:

Trigger Day 0 Year 2
e Wl ]
Dc2 [.L]
Duration 2 years Forewver

Mow, complete the following prompt:

Any objects that are not matched by another rule in this policy will be deleted aftar years.

Are you sure you want to activate the proposed policy?

2. OK* & MeEfgtL|Ct.

21

M ILM ZH0| gdstEl E2

ro

20|
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0x
ot
Lul

© A2 ILM ZH Hlo|X|9| &of 2 HM e oH EA|ELICE Start Date(Al % 1) &=
=N S A[ZHS LIEFAL|CE

ILM Policies

Review the proposed, active, and historical policies. You can create, edit. or delete a proposed policy: clone the active policy; or view the details for any policy.

== Create F'roposeGF'olicy”l’i Clone | # Edit || ¥ Remove
Policy Name Policy State Start Date End Date
& New Palicy Active 2017-07-20 18:49:53 MDT
" Baseline 2 Copies Policy Histarical 2017-07-19 21:24:30 MDT | 2017-07-20 18:49:53 MDT
* O|Fofl ZdstEl HMo| YM el 7|5 = HAIELICH AIZH Nt 8l S= G0 S=2 FMo| 24zl Al7|2t
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Object Metadata Lookup

Enter the identifier for any object stored in the gnd to view its metadata.

ldentifier sourceftestobject

Version 1D VEJE
(optional)

5. Look Up * & MEdBtLICY.
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System Metadata

Object ID

Mame

Container

Account

Size

ATZ2ESEFF-B13F-4905-9E9E-453T3FEETDAS

testobject

source

t-1582139188

524 MB

Creation Time 2020-02-19 12:15:59 PST

Modifisd Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path
99-97 ivarftocallrangedb/2/p/06/ 0B 0nMEHS TFEnQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/0A/00nMBHS [ TFEoW28ICXG%
Raw Metadata

“TYRE":. "CTHI"™,

"CHND™: "AlZE9BFF-B13F-4995-9F9E-45373FGETDAE",

"HAME™; “testobject”,

"CBIDT: "exSB2IDEVECTCIRSlE",

"PHHD": "FEABAES1-534A-11EA-9FCD-31FFEDC3ED56",

"PRTH™: “source”,

"META": {

"RASE": {
“"PAWS": =27,
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Viewing Historical Policy - Example ILM policy

Review the rules in this policy. If this is a proposed policy, click Simulat

: Reason for change:  new policy

Rules are evaluated in arder _starfing from the fon

Rule Name
This is a historical ILM rule.
Historical rules are rules that
2 copies 2 sites) (3 ®  were included a policy and then
edited or deleted after the policy
became historical.

Erasure code |a ger abj

119


https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html

=
=
=
Jor
o
re
1]
mot
r
n

LE| = ] X[E S HEsH ILM 752 HEsoF & 4~ AELICE.
HOHEl ILM HH = % M LM Z™ol| AR FAI2 MEY £ lELICH i ol2{st 7Xlg 22 SHstn 2
EX|=l EMEC’ LQSH At 2 HAT 4 QIELICEH EE3 StorageGRID H™ 10.3 O M of| M=l "0 ILM 4!
(2AHE 271 BHE7]) £ ILM 748 HEE 4 glELCt

@ HEUE X2 24 ILM M| Z=7tst7| Mol ZHA|Q] HiX| X &S HZASHH A|ARI 2517t St

ULCH= Fof| FlBHAI2.
CHA|
1 ILM * > * & * 2 MERStL|CE,
ILM 7% H|O|X|Z} LIEHEfL|CE. O] T|O|X[ofl= AFE 7tsTt ZE FX|ut 2 B £ HQHE HAHo|M A S¢l

A0 EAIELICE.

ILM Rules

Infarmation lifecycle management (ILM) rules determine how and where object data is stored over time. Every object ingested into the StorageGRID Webscale is evaluated

against the LM rules that make up the active ILM policy. Use this page to manage and view ILM rules. You cannot edit or remove an ILM rule thatis used by an active or
proposed ILM policy.

&= Create | | /' Edit | | Kl Clone || ® Remove

Name Used In Active Policy Use-d — 3
Policy
| Make 2 Copies v v
| PNGs v
“  JPGs
© ¥-men v

2. ABOHX| ot RIS Meol * BT * 2 MeEiLITt,
ILM & T ot A7 S-ILICH
Edit ILM Rule Step 1 of 3: Define Basics

Name JPGs

Description

Tenant Accounts (optional) Tenant-01 (16229710975421005503) H Tenant-04 (83132053388229808098) ‘

Bucket Name contains v azoi

/ Advanced filtering.... (0 defined)
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Viewing Historical Policy - Example ILM policy

Review the rules in this policy. If this is a proposed policy, click Simulat
Reason for change:  new policy

: Rules are evaluated in arder starfing from the fon

Rule Name
This is a historical ILM rule.

Historical rules are rules that

2 copies 2 sites)J ®  were included a policy and then

edited or deleted after the policy
became historical.

Erasure code |a ger abj
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ILM Rules

Information lifecycle management (ILM) rules determine how and where object data is stored over time. Every object ingested into the StorageGRID Webscale is evaluated
againstthe ILM rules that make up the active ILM policy. Use this page to manage and view ILM rules. You cannot edit or remove an ILM rule thatis used by an active or
proposed ILM policy.

+ Create | | # Edit | | Ei Clone || » Remove

Used In Proposed

N Used In Active Poli
ame n Active Policy Policy
| Make 2 Copies v o
© PNGs v
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= N NetApp | StorageGRID Grid Manager Search by pa Q @~ ARootw

DASHBOARD
nems @ Dashboard
Current
Resolved Health @ Available Storage @
Silences @
o Data Center1 5
Rules t Overall B
Email setup
NODES Recently resolved alerts (4)  License
TENANTS
Information Lifecycle Management (ILM) 0 DataCenter2 &
M
-cli ) < e
CONFIGURKTION Awaiting - Client 0 objects _i
Awaiting - Evaluation Rate 0 objects / second I 31TB
MAINTENANCE Scan Period - Estimated 0 seconds EE]
SUPPORT DataCenter3

Protocol Operations @
Free
S3rate Ooperations/second [

Swift rate 0 operations / second B9
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StorageGRID with S3 Object Lock setting enabled

StorageGRID 53 tenant
Bucket without Bucket with Bucket with S3 Object Lock
53 Object Lock 53 Object Lock and default retain-until-date

Objects with
retention settings

53 client Objects without
application retention settings

A

Objects without
retention settings
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Grid
Administrator

Review considerations for
53 Object Lock

Is
default rule in
active ILM policy
compliant?

Enable global
53 Object Lock setting

v

Maintain compliant ILM
rules and ILM policy

Create new default rule
that keeps at least two
copies forever

l

Create new proposed
ILM policy and activate

Tenant User

v

Review considerations for
using 53 Object Lock

Is the global 53
Object Lock setting
enabled?

Create bucket with 53
Object Lock enabled

v

Add objects and specify
object-level retention
settings

v

As required, change
retention settings

Contact Grid
Administrator
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Name Compliant Used In Active Policy Used In Proposed Policy
= | Make 2 Copies ' +
'®  Compliant Rule: EC for objects in bank-records bucket J

' 2 copies 10 years, Archive forever

() |2 Copies 2 Data Centers +

Compliant Rule: EC for objects in bank-records bucket

Description: 2+1 EC at one site
Ingest Behavior: Balanced
l Compliant: Yes I
Tenant Accounts: Bank of ABC (94793396288150002349)
Bucket Name: aquals 'bank-records’
Reference Time: Ingest Time
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Compliant rule: 2 replicated copies at 2 sites

Description: 2 replicated copies on Storage Nodes from Day 0 to Foraver
Ingest Behavior: Balanced
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Tenant Accounts: Bank of ABC {94793396288150002349)
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Create buckets and manage bucket settings.
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53 Object Lock Settings

Enable 53 Object Lock for your entire StorageGRID system if 52 tenant accounts need to satisfy regulatory compliance requirements when saving object data. After this sefting i= enabled
it cannot be disabled.

$3 Object Lock

Before enabling 53 Object Lock, you must ensure that the default rule in the active ILM policy is compliant. A compliant rule satisfies the requirements of buckets with 53
Object Lock enabled

» [t must create at least two replicated object copies or one erasure-coded copy.
« Thease copiss must exist on Storage Nodes for the entire duration of each line in the placemeant instructions.
= Object copies cannot be saved on Archive Nodes.

= At least one line of the placement instructions must start at day 0, using Ingest Time as the reference time.
» At least one line of the placemeant instructions must be "forever”

|-/ Enable 53 Object Lock
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The 53 Object Lock setting replaces the legacy Compliance setting. When this sefting is enabled, tenant users can create buckets with 53 Object Lock enabled.
Tenants who previously created buckets for the legacy Compliance feature can manage their existing buckets, but can no longer create new buckets with legacy
Compliance enabled. See Managing objscts with information lifecycle management for information.
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Enable 53 Object Lock

Are you sure you want to enable 53 Object Lock for the grid? You cannof disable 53 Ohbject

Lock after it has been enabled.
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422 Unprocessable Entity
Validation failed. Please check the values you entered for errors.

The default rule in the active ILM policy is not compliant.

sjeig 0t 3

I S3 QUAE T3 MYS YHS B I LAY £ ABLICH |2 F4S SISLICH FASOF BLITHLM FHS
MAEHLICE Z48H0F SLICH MAS B3I B ILM FMO| £4 7|2 FA1 H|ES 7|2 FH0| BE Mefsoz
E3tE 4 QIBLICH 0| S0f, S3 QU E F30| BAstE|R| 2 B30 QUEE| et TEfJt gl 7HS
XA

=T

Ot
>

| b= AEE A EE &= JASLICL

e
r
0
HL

132



S32

| |
AL S3 REFE B3 Ei Al 1Y E4 Y0 HB AEE N
ot 4 LI

* S3 REHNE HFE HHA 7 E42 H|welLCt

T

HME 33 EE AN T F4 742 AHOEY 1 YT 2FE SHHBHLICH

O|EQ| H|O|E{ MIE] AIO|E = 02 AEE|X| LEE AIRE 4 §A

S3 QEHE FHF(EE A 7FF F4)0| MHE H210] U HUE ASAH= SH MHS WA & YALIC of
S0f, 3 QUAE 32 NSt EILIE ALBKHE QEME HHS WA 571 K12 BB MEiE Sofor ¥ 4
Qlastict

g

I'AE ArEX7E S3 HZl o= REHE H{Tof| Ciet 4= YOOI ESHA StorageGRIDE 12| = FAM|0f| A B2 £

QEHE HEH|OIE{E ZA| YO|O|ESHA 1 A=BfL|Ct H[O]E] HMIE| AO|E K= 2| AE2|X| LES AFEEY &=
0] A|ARIO| M HIELHIO[E{E HHI0[ES 4= l= 2 R HAIXZL EAIELCL 2 LHE2 Ch3a 25U Tt

* HI'AE Z2[Xt AEXIAI= TS 2F HIAX|ZF EA[ELIC.

@ Error

503: Senvice Unavailable

Unable to update compliance settings because the changes cannot be consistently applied on
enough storage services. Contact your grid administrator for assistance.
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Edit ILM Rule Step 2 of 3: Define Placements
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Configure placement instructions to specify how you want objects matched by this rule to be stored.

Two Copies Two Data Centers

v

It sortby start day

Reference Time Ingest Time
Placements &

From day 0 store | forever v

Type | replicated v

Location || Storage Pool DC1 | Storage Pool DC2

Add Pool E x

Copies | 2

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more

information

Retention Diagram ©
Trigger

Storage Pool DC1

Storsge Pool DC2

Duration
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Create ILM Rule step2 of 3: Define Flacements

Configure placement instructions to specify how you want objects matched by this rule to be stored

EC for 53 bucket finance-records

Reference Time Ingest Time v
Placements & 11 Sort by start day
Fromday 0 store | forever v m -
Type | erasure coded v Location | All 3sites (6 plus 3) » Copies | 1 + | e
Retention Diagram & © Refresh
Trigger Day 0
All 3 sites
(6 plus 3) ] >

Duration Forever

ES B[]

ol 12| ILM & x4

StorageGRID AIAEIS ALRSIE B ustn SRS ILM BHS MAY 4 AXI9 AHZE (HRE| ILM FAo|
ZHEFBILICE,

CHES AtOIE EEZX|0f gt LHPAQI ILM FHMofl= TSt 22 ILM 2|0 ZehE &= ALt
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it tater as required. Click Simulate to verify & saved policy using test
objects. When you are ready, click Activate to make this policy the active ILM policy for the grid.

Marme Object Storage Policy
Reason for change new proposed policy
Rules

1. Select the rules you want to add to the policy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved

[ 4 select Rules |

Default Rule Name Tenant Account Actions
EC for $3 bucket finance-recards (§ Ignore x
L Two Copies Two Data Centers (5 Ignore x

CHS ILM 78] 2 FAe o2 selLict ILM 7412 TSk W ofzf JHX7t LT MBS
(D gssrsp| Hofl motel a2 AlgeolMsto] REHXIt SARRE HoE RS o|s g (2
Sxtstex] golstct
GlE SO1, ILM 774 1: 1MB 0| 42| K0l ECE ALSELICH
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()  42e M8 olgel QoMM R HEELIC o2 2o 4 2g £2E Belofof o
QUIEISE WI5H7| 2IcH 200KB 0|2t QEMEC] AR TS AR THIAIR.

& "ol ofl | 2t

Tl o|2 EC= 1MB 0| 42| 24Xt X| LI}

ISESPNF, =7 Alzt

WA 2710f cHet D2 ZEfY M 27|(MB)7t 1Lt FLCt

ZEX HiX| 37HO| AO|EE AFESHY 2+1 AMK| 2 SALRS HQBL|Ct
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Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click

Simulate to verify a saved policy using test objects. When you are ready, click Activate to make this policy the active ILM
policy for the grid.

Mame | Use EC for objects greater than 1 MB

Reason for change new policy

Rules

1. Select the rules you want to add to the policy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will
be automatically placed at the end of the policy and cannot be moved.

4 Select Rules

Default Rule Name Tenant Account Actions
EC only objects = 1 MB (% = x
v Twa replicated copies (5 — x
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EC image files>1MB

Matches all of the following metadata:

Object Size (MB) v greater than |1 + |
User Metadata v | | type equals v | | image + %
+
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Create ILM Rule step 2 of 3: Define Flacements

Configure placement instructions to specify how you want objecis matched by this rule to be stored.

Three Copies Ten Years
Save three copies for ten years

Reference Time Ingest Time v

Placements & 11 Sort by start day
Fromday 0o store |for  v| | 3652 days [
Type | feplicated ¥ Location || DC || pec2 || DC3 | Add Poaol Copies | 3 +|%

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. Ses Managing objects with information lifecycle management for more
information

- - -
Retention Diagram @ 2 Refresh
Trigger Day 0 Day 3652
pel S
pcz C‘1 B
o O
Duration 3652 days Forever
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ILM 78 12 JHHle| 2E b{FH0| HRE|DE CHE 412 BHS0f #X) 0| Obtl B{HES TE{=Ishof ELICt. Of
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Of oiF|ofl M= HIZ| M HEO| SAIZ & W2 MEHE1 0] A2 2EH et M ELCH

=Bl se] Ol x| 2k

AERX] E 212} M2 CHE H|o[Ef MIE{ ol = F 7He] AE2|X| Z(DC1 & DC2)YLICt.
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Noncurrent Versions: Two Copies Two Years
Save two copies of noncumrent versions for two years

Reference Time Noncurrent Time ] v

Placements € 11 Sort by start day

Fromday | o store | for v | 730 days m '

Type | replicated ¥ | | ocation ‘ DC1 ~ |[DC2 * | Add Pool copiss | 2 + =
Specifying multiple storage pools might cause data to be storad at the same site if the pools overlap. See Managing objects with information lifzcycle management for more
information.

Retention Diagram & 5 Refresh

Trigger Day 0 Year 2
i wl________
pcz Cﬁ i
Duration 2 yaars Forewver
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Configure ILM Paolicy

Create a proposed policy by selecting and arranging rules. Then, save ihe policy and edit it tater as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Aclivate to make ihis policy fhe active ILM policy for the grid.

Mame ILM Policy for 33 Versioned Chjects

Reason for change store 3 copies of current version for 10 years and 2 copies of noncurrent versions for 2 yaars

Rules

1. Select the rules you want to add to the policy.

2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved

| == Select Rules

Default  Rule Name

Tenant Account Actions
l Noncurrent Versions: Two Copies Two Years (3 lgnors x
U4 Three Copies Ten Years § Ignore x

The default ILM rule in this policy does not retain objecis forever. Confirm this is the behavior you expect Othenwise, any objects that are not
matched by another rule will be deleted after 3652 days.
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Strict ingest to guarantee Paris data center

Description: Strict ingest to guarantee Paris data center
Ingest Behavior: Strict

Tenant Account: Paris tenant (25580610012441844135)
Reference Time: Ingest Time

Filtering Criteria:

Matches all of the following metadata:

System Metadata Location Constraint (53 only) equals gl-west-3

Retention Diagram:

Trigger Day D
REk it ] I
) I
Duration Forever
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2 Copies 2 Data Centers

Description: 2 Copies 2 Data Centers

Ingest Behavior: Balanced

Reference Time: Ingest Time

Filtering Criteria;

Matches all objects.

Retention Diagram:

Trigger

DC1 (Paris)

DC2 (us) ¥

Duration

(mte| HEEo|

Forever

EU-West-3(Tt2))e 2
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and adit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Activate to make this policy the active ILM policy for the grid.

Mame Example policy for Sirict ingest
Reason for change Do not store certain objects for Pans tenant in US

Rules

1. Select the rules you want fo add to the policy.
2. Determine the order in which the rutes will be evaluated by dragging and dropging the rows. The defaull rule will be automatically placed at the end of the

policy and cannot be moved

| 4 Select Rules
Default Rule Name Tenant Account Actions
Strict ingest to guarantee Paris data center (§ Paris tenant (255680610012441844135) x
L4 2 Copies 2 Data Centers (8 lgnore x
O|dl M AlE20|8e mf B|AE JiKl= C32t 20| WItELICEH

* L2 ElE=0] S5 9l 3 B2l Hef0] EU-West:302 HHE R eusl=L el 0] 12} Ux/slof
mt2| Glo|Ef MEfoll HEFEILICH & I FAI2 Strict 27 2 ALZ3H7| Th2o] 0|2{3t @ EXES 0|2 Hlo|E
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=
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ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone ihe active pelicy; or view the details for any policy.

4= Create Proposed Policy | | Ei Clons | # Edit x Remové

Policy Name Paolicy State Start Date End Date
®  Data Protection for Two Sites Active 2020-06-10 16:42-:09 MDT
| | Baseline 2 Copies Policy Historical 2020-06-09 21:48:34 MDT 2020-06-10 16:42:09 MDT

Viewing Active Policy - Data Protection for Two Sites

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Data Protection for Two Sites

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
Tenant A
One-Site E Coding for T tA
ne-Site Erasure Coding for Tenant A C (49752734300032812036)
Two-Site Replication for Other Tenants (4§ v lgnore
--

Ol ILM HHM0| M= BIAE A0 £8H= K= THY ALO|E0AH 2+1 AH| FHOZ RSN, T2 RE HUE 23
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Viewing Proposed Policy - Data Protection for Three Sites

Before activating a new ILM policy

« Review and carefully simulate the policy. Errors in an ILM policy can cause irreparable data loss.
« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource
issues when the new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or
smaller from being erasure coded. See Managing objects with information lifecycle managament for more information

Review the rules in this policy. If this is a proposed palicy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Data Protection for Three Sites

Rules are evaiusted in order, starting from the top

Rule Name Default Tenant Account
Tenant A
Three-Site E Coding for T tA &
Vi DI BRI DU for T (49752734300032812036)
Three-Site Replication for Other Tenants (& 4 Ignore
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Buckets

Create buckets and manage bucket settings.

1 bucket Create bucket

Name =+ S3 ObjectLock @ |+ Region + ObjectCount@ = SpaceUsed @ = Date Created

-
-

bank-records g us-east-1 0 0 bytes 2021-01-06 16:53:19 MST
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Create ILM Rule step 1 of 3: Define Basics

MName Compliant Rule: EC objects in bank-records bucket- Bank of ABC

Description Uses §+3 EC across 3 sites

Tenant Accounts (optional} Eank of ABC (20770793806808351043)

Bucket Name equals ~ | bank-records

/ Advanced filtering. . (0 defined)
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Edit ILM Rule step2 of 3: Define Piacements

Configure placement instructions to specify how you wani objects matched by this rule to be stored,

Compliant Rule: EC objects in bank-record bucket - Bank of ABC

Reference Time Ingest Time j

Placements & 11 Sort by start day

Fromday | 0 =] store Tore\ferj =

Type | erasure coded j Location | Three Data Centers (6 plus 3) j Copies | 1 :| + | x

Retention Diagram & 2 Refresh

Trigger Day 0

thee=Buin e B
(& plus 3) Eerj >

&p

Duration Forever

oo | oa [ on
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Create ILM Rule step 1 of 3: Define Basics

Mame Mon-Compliant Rule: Use Cloud Storage Pool
Description DC1 and 2 for 1 year then move to CSP
Tenant Accounts {optional) @ Select tenant accounts or enter tenant IDs

Bucket Name matches all v

/ Advanced filtering. (0 defined)
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Create ILM Rule step 1 of 3: Define Basics

Name Compliant Rule: Twe Copies Two Data Centers
Cescription 2 copies on SNs from day 1 to forever, reference time is ingest
Tenant Accounts (optional) Selecttenant accounts or anter tenant ID2
Bucket Name matches all |E| Value

/ Advanced filtering. . (0 defined)
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Compliant Rule: Two Copies Two Data Centers

Reference Time Ingest Time j

Placements @ It Sort by start day

Fromday | 0 = store  forever LI Add ]

Type | replicated j Location “ Data Center 1 || Drata Center 2 Add Pool Copies | 2 :| + | X
Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information.
Retention Diagram @ i Refresh
Trigger Day 0
L 0 I >
[_)"a:tait";é:;t:er' 2 ﬁ |
Duration Forever
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it Iater as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Aclivate to make this policy the active ILM policy for the grid.

Mame Compliant ILM policy for 53 Object Lock example
Reason for change Example policy

Rules

1. Select the rules you want to add to the policy.
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule {and any non-compliant rule without a filter) will
he automatically placed at the end of the policy and cannot be moved.

i = Seleci Rules

Default Rule Name Compliant Tenant Account Actions
Compliant Rule: EC for bank-records bucket - Bank of ABC @ v Bank of ABC (90767802913525281639) x
MNon-Compliant Rule: Use Cloud Storage Pool B Ignaore i

"4 Default Compliant Rule: Two Copies Two Data Centers (0 4 Ignors x
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