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o HAM ESt-
o

[ Ry | =1

arn:aws:es:region:account-id:domain/domain-name/index-name/type-name

@ AWS ZAM Est AlEZXQIE S| AL domain-namell|= O 7|0]| LIS} Q= 2| 22Xt
domaln/“0| HEotz|0{OF ghL|C}.



rot
Ral
tot
[>
om
x
o
[>
i
o
rot
2
e

E212C AUl ol 222 SALE HHIAE MBSt 2 URNO) Hast a4t A 1) 31 213 9itjo) Zétslof
R 3t RBHST 1R URNS BIEE WAOR2 URNS X BY 4 QUSLICH Heh ABfo2 BAIE R4S |3

Eoi i AaiE Mo URNE S0 EIEC 6] £80 He® HUIL BADZ HEL & AB HE B
chet ZaLc

* CloudMirror ZX|:

urn:mysite:s3:optional:optional :bucket-name
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

Display name @ ~ Lasterror® = Type @ =~ URI® = URN® =

Mo endpoints found

Create endpoint
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Create endpoint

o Enter details & ct authentication type

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

URI @

URN @

Cancel

HAI 0O|ES Y=t 28t O 88 Zt=fot| 8-t

HE MH|A RE2 2 HO|X|o LI i EF OIF
[

- URI* ZEO|M 82 18 URI(Resource Identifier)S X[ ™ gfL|Ct.

Cts A & SILIE AFS-LICE

https://host:port
http://host:port

FOoll EA|ELICH K2k o] Foi| s

TLEE X|™SIK| $OMH T E 4430 HTTPS URIO| AF2E| 11 ZE 802 HTTP URIO|| AF2EIL|CY.

O£ £0 StorageGRIDAA SAEE|= K319 URIE= CHE 2t Z&L|CH
https://s3.example.com:10443

0] of|0lA{ '3.example.com’= StorageGRID HA(High Availability) 1&2
LIEFLHD, 10443'S 2C W2l B0 Mo|sl ZEZ LIERHLIC}

_._

| 7k IP(VIP)O TSt DNS S22
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() rsste o moj 1iES met| Sle 2 ety

OFE7ER 2 AWSOll M 2 ARIE|= 219 URI= L2t #
https://s3-aws-region.amazonaws.com

@ AE=EAET} CloudMirror ZH| MH| A0 ALEE|= F2 2! 0|2 URIO| ZESHA| OFYAIL.
2l O|ES * URN * HEOf| ZSHA|ZL|CE

5. 2Hof oigt 1R URN(EIAA 0|8)2 L SLCt

6. Continue *
7.

Create endpoint

e Select authentication type

@ Enter details

Authentication type @

Select the method used to authenticate connections to the endpoint.

Anonymous w

Access Key
Basic HTTP
CAP (C25 Access Portal)

Previous Continue

HMSste X4 S0l Ce 2[220] gt 47| M5H0] A0{OF gHL|CE,
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Create endpoint

@ Enterdetails — Select authentication type o Verify :s.en.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate

Previous

QASAM 2ol RHEAULICt 29
AEXXH CARJASME MEXL X[ Eot IS ME AERILILE o] HFS MESt 32 AFSA XIF
AtEgLtt Hot QISME SAISIH * CA IS * HIAE Ao 20 E&LICt.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints

Create endpoint

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Display name @ = lLasterror® < Type® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2
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Overview "~
Display name:; my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a

resolved error, select Test connection.

Test connection

=
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use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Displayname @ * Lasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

28 MF & Ho[X|7} LtEtELICE.

Configuration * 2 %}

L|Ct.




Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

Mg E2 SUE MH|A BES AHSHE sy EFS ArEdts 2= M2 tidl AEE EHE
(D MH[AT} HIZ-ESHEILICE OFE] 2 E|X] 942 @72 AHIEILICE AHE URNS O o|& |
REE HI AYS HIY WX M @82 A% MY ELIT. StorageGRID= O[2{et @ES

2
1%

* > % TR AMR| * 2 MEASHL|C).

el HIAIX| 7} LIEFELICE,

Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-10?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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HEYLICH A=ZRAE| TSt HE2 2t AO[EQ| oF =0l M HSE LT,

28 M5 L ho|x|el * OtX|2 2F * HAIX[E AFE5I0 2F 9| RIS =eld & ASLICH LR LRM=E ZHE
SiZst7| 2l BEHE HESHOF 2 o= ASLICE O E S0, SHHE B2 HeH0| AL HM|A 7|7 2tz =0
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

- HIE Z2|Xtof|l M * AEB[X|(S3) * > * {3l * S MEIRIL|CY,
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2l M2 FE HO|X| 7t LEEFEfLIC.



Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.

# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<ReplicationConfiguration>
<hole></Rale®>
<Hule>
<StatusrEnabledsy Status>
<Prefig»zZ020</Prefigs
<Destination
<Bucket>Rra: Bgwsts 53 L2l —recovds</ Bucket>
<StorageClass>STANDARDS/StorageClass>
< /Destinacion>
</ Bules>

<;Repllcatichcnflguratlcnﬂ
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>

<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>

<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled

Event notifications Disabled

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.

® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

<NotificationConfigoration>
<TopicConfiguration>
«Id>»Image—createds/ Ids
wFriters
<5 3Key>
<FilterRule>
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterBule>
</ 5G3Key>
</Filters

< ToplcsSrnsaws

rEnssus—cast—1 050340850352 sgwa—topics/Topics

®
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Of IR M= "images/" MFAIZ K|S 2H= wiotct O|HIE 2EO| MESE LT,
b. Z20] T4 SNS etz o2 MEE|JU=X] QIS C},
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"Records": [
{

"eventVersion":"2.0",

"eventSource":"sgws:s3",

"eventTime":"2017-08-08T23:52:382",

"eventName" :"ObjectCreated:Put",

"userIdentity":{
"principalId":"11111111111111312121211"

br

"requestParameters": {
"sourceIPAddress":"193.51.100.20"

br

"responseElements": {
"x-amz-request-1d":"122047343"

by

s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"11111111111111112111"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {

"key":"images/cat.jpg",

"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"

Chat SR04 LRI0| £ ME|H StorageGRID L T3t 24 MAS HTHOZ 248 ZeL|ct
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AM E5t MH|AE 2|l MM El StorageGRID AEZXQIES| URNS ARSI CHAIS X[ sHof BfL|Ct. o|2{st
QlE X Ol E = Elasticsearch 22{AE 0| HO|=l QlEA gl @3S LIEFHL|CE

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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StLE O 49| & @A} Zotk|0] RUELICE

5 BIEIIOIEIS XK El olejAc] XTtsioF st JHHZE o
Alsists 3x|o] HEo|L E{TQILICH

HEATH FRIE FAR FRELIC,

MetadataNotificationConfiguration 2240 Z&HE|0]

ALt

IDRILICE Aol 1R MEXYLICE ofL|&

HEH HEi= 2ol E= HIgdeb Tt & 5= AL o
H| gt g ot El 72101 CHal ofiEeh 2P e Al E|X]
Lt

Rule 220 Z3t|0f Q&LICE.



=}
I

HE0]

A= HIEtCO[E €& 79 XMLE AL

SEJHHo HEE=

Of iH|oIM 2=

34

HIEH|O|E] &

29

HEAE 28t 2HME A2
HIEtEOIE = XFE &= MSELIM.

DE QEHMEZS LXAF[2HH H YEAE XFELIC

Tlo] thatoll chat Zigjlo] L EfIRILIC

Rule 22401 ZoE[0 AELICE

2| HEtT OB 7t M &&= 2| urn@LICH CHS

£ME 7%l StorageGRID £X 2| URNO|0{0f BfL|C},

* N Wl 2 A= 'es’0{OF BL|C}.
* URN O|E}C||O|E{ 7t KMZHEl QI A Bl g{AlO =

domain-name/myindex/MyType &40 Z ZL}Of
SHL|C}.

ASEQIEL B AE Ba|Xt X HAE B2l APIS
ALgto] TAEILICE T 22 HAIS FBHLiCt

* "arn:aws:region:account-
ID:domain/mydomain/myindex/MyType"

* 'urn:mysite:es:::mydomain/myindex/MyType'
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

T 7tX| A2 AHESH0] HIEHH|O[E 2E 4

Of oflofl M= HFAL /imageset LX|St= Z4A[2| Z4A| HIEHH|O[E{7} o & O = HEE|N HFAF videos2t L X[SH=
Z4H|of 24H| HEFC|O|B & F M CHe 22 HESELICE,

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)

Q8|= BA|x} EE BE| APIS AFR310] StorageGRID EHE|X7H 2 B IS Aol cis} SHE
() MulAZ sastsior gLIC 74 XMLE X&E 1 257} 2445121 StorageGRID 2 KH0f
SolstiAlR.
7. HM S AHIATHSUHEH AR Selptic
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% 7psHL|C}
e =] .

A2l oMol M HZlof| EItE RE QEME = HIEHHO|E LES E2[AHRLIC

b. 7§A|2| HEtHO|E{2t E§ 27t ZBHEl JSON EA7F EF 0l X HEl HA QlEiA0]| F=7He|A=X| ZHelgfLCt,
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"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",
"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1"

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"
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