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aws s3api --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket
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"Location": "/testbucket"

1. M E Y2 =Lt

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object --bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf
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aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects —--bucket testbucket
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https://aws.amazon.com/cli

aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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GET /bucket/object HTTP/1.1

Date: date

Authorization: authorization name
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration":
"NoncurrentDays": 50

bo

"Status": "Enabled"
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O] 22 oM MU +H 7| 742 'testbucket’0|2H= 0| F 2| HAIS| ZHA|0fl & SEfLICE

aws s3api --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration

--bucket testbucket --lifecycle-configuration file://bktjson.json

2tO|ZALO| 2 FH0| M0 SSHZ HEE|U=R| 2elotz{H Get Bucket +FF7| S AAeLICL oE =H
CtZ2 Z&Lct.

aws s3api —--endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
--bucket testbucket

NBMOZ SE W MY
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e

M ad Jef 20| LI EL T

Ho
1

#2123 27 D127} AH|o| H]E=X| Holgh|ct

Put Object, Head Object 2= Get Object @2 HAY M T F7| 2 4o| Otz H20| EF JHA|0| HEE| =X
gtolgh &~ UELICH &0 75195' a2 ':’E*OﬂL 7H | 2tE A|7] B YX|SH= 2tE 7E| S LIEHH = Expiration OH7H
tHaTt rEIL|CH
(D HZ! 2t0|ZALO| 20| ILME RAISH7| W20l EAIE TR Db = 247t ArHE AW L Ct
XMISH LHE8 2 & Bxst *IQ JHH| EZE0| 2™ = WAl
OlE S0{, 0| PUT QEHXE QX2 2020'F 6& 220f M|} H 'testbucket’ HZAIN| LEHME S HY X[ & L|CL.

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

43 SE2 7HAI7F 1002(20202 10E 1€) LHof| 2= =10 2f0|ZALO|S F4 2| w4 29 LX|etS LIEFHLCE

*"Expiration™: "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

o€ =0, 0| head Object 272 testbucket HZI0[A] S22 Z4A[0f CHEE HIEIHIO[EE 7HM 2= O AFEE|USLIC.
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

43 SHOl= 7HA2] HIEHHIOIE 7t et JHA|7F 100 2Of RHE =1 4] 29 YX|&HS LIEFHL|CE

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}
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ME2 QEHEE HFO0| K0 $=&=|H "x-amz-object-lock-mode"7t X|HE|X| 42 AL 7|2 HZE BT}
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization string

Authorization: authorization string

SE

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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M =2 74 RES AMESHE A F30| SdstE HAlL 7|8 BEE HE S V7|8 BE V(¢S +FE & UL
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M ElLICt. x-amz-object-lock-retain-until-dateE X|&stX| O™ 7|2 EE 7|7t2 ALE310{ Retain-until-dateE
A LHEhL|CE.
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tZ8l2{H S3:PutBucketObjectLockConfiguration #H0| UALL AH FE0{OF EhL|Ct.

PUT QA0||= Content-MD5 2K &||{E X| & 8{of ShL|C}.
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization string

Authorization: authorization string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL #z2(2| of

O] H2|= Al/= 0| F, 20101 217, 2015t Ofl @17, O|= 217 A H|O|E{ 9] HE HIES 7IFLICE Dt A=
HE{7} ObEl 2|2 == FA[ELIC.
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pN|
=

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

olgt Mol M2 H =9l 'sub-EST2020 all.csv'= CtE 1t Z&LICL.

SUMLEV, STATE, COUNTY, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME, STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATE2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020
040,01,000,00000,00000,00000,0,A,Alabama,Alabama,4779736,4780118,4785514,4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A,Abbeville

city,Alabama, 2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555,2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758, 754,751,750, 745,744,742,734,734,728,

725,723,719,717

AWS-CLI AME of

aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
-—-no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

H ISl M H £Ql changes.csve LS Z&LILCE
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Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017, 6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"7?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>
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PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>

<Rule>

<ID>Rule-1</ID>

<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>

<Destination>

<Urn>arn:aws:es:region:account-

ID:domain/mydomain/myindex/mytype</Urn>

</Destination>
</Rule>
<Rule>

<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",
"SGWS/Tagging.txt",

"versionId": "",

n key" .

"accountId":
"size": 38,

"md5":
"region"
"metadata": {
nogm

:"us-east-1"

"age ".
by
"tags" . {

"color": "yellow"
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GET /?x-ntap-sg-usage HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

Kl

B B2l

r

MEE DE K HE 2 220 M ObjectCount & DataBytes 70l 7|0 &FL|CE AHK| EAIO| ObjectCount 40|
ZIbE| K| & LICE.

]
Mo

S
o

r
0

olx
22

0%

AIHA #E =2 ?IS O 0l MEEX] Y= HA /F

StorageGRID S3 REST APIE AFE5I0] 2| HA| 78 & 7|2 M85t ddE H3lIS
22|slof & =~ AUSL|C

E4 7150 AZEIX| 5L

=
(al

0|™ StorageGRID A A28 4= QAT StorageGRID 7 £4= 7|52 O 0|4 AF2E|X| tOH S3 QEHE
IO E A= AELICE

A
o

MN
lor

ojTo 22 78 £+ 23S

fliot

tot 2% StorageGRID 11.6011A H < S3 7HA| &3 A&0| g-dotEL|Ct.

83



ComplianceE AtEst=E AF e HEHOM M HZIS [ o] & a4 X2, ZR0] L2t StorageGRID S3 REST
APIE AM8310] 7| ZQ| #HEHE &= HIS #aEld = AFLICH
* S3 QEHHNE FHZ
* ILMZ ALE3HY] JHMIE 22 |Ct
* "NetApp 7|& AIZ: StorageGRID 11.50{| A 2| HA| &4 HZIS 225t 2"

fjo
>
00
et
C
n

Cf Ol AFBEIX| = 78 &4 2E:
* HIIE - 7Y £ 2?6 HA Q¥S SEHLIN

SGCompliance XML 4= AF2E|X| &LICEH O | StorageGRID AFEX} HO| RAF PUT H3!
QES| MEIN XML 8F 220 Z&st0] =4 HIIZ MHS £ JUASLICL

>
ol
oF @

* MEEIX| 2 - HA & 2F 72|

Get Bucket 4 22 [f 0|4 AFBEIX| Q&LICH T2{Lt 0] REE Al ALZ3L0] 7| Z 27{A| Z4 Hi210] Hx)
HRels F4 4ES old £ YL

* 7| - HIl E4 FS doUAR
PUT HZl & RF2 O 0|4 ALEIX| AELICE J2{Lt O] RES A& ALE0I0] 7| & 2|HA & HZQ =
HEE +8Y = UASLILE 0IE S0, 7|Z KIS X EZ JEIZ 7L BZE 7(2tE
MEEIX| g42: 7 E+E ?l6l M3l 28 +H S viXILIT

M= 0| StorageGRID AFE Xt

X0
CH1e10] B4 HIAIS AT 4

7
®)
')
(@)
3
g=}
o
>
(@]
D
>
=
—
=0)
>

Ir
>
o
o
Ral
62
o>
-
j:
o
rA

H=| E

olo-IAL_||_-_|-

@ O|™ StorageGRID HTHO| A AF2E 4 QIAUE StorageGRID 7 &4 7|52 O 0|4 AH2E[X]
%O S3 QEHE HFO= N =|/}SLICH

S3 QENE IS AELICE

ILME ALE3I0 JHAIE 22| gfLICt

"NetApp 7|= Xt&: StorageGRID 11.50|A] 2|[HA| = H3IS 22[st= 2"

ComplianceZt A™E M HZIS O 0|4 HMe  UELICE M &4 HZIE MMV 28 &+ E+E 2ldH Put

A
Bucket 278 =82 At83l2{= 22 L2 2F HAIX|

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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HTTP/1.1 200 OK

Date: <em>date</em>

Connection: <em>connection</em>
Server: StorageGRID/11.1.0
x—amz-request-id: <em>request ID</em>
Content-Length: <em>length</em>
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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S3:GetLifecycleConfiguration

S3:GetReplicationConfiguration

S3:ListAllMyBucket

S3:ListBuckketMultipartUploads

S3:= & BuckketVersions

S3: PutBucketCompliance

S3: PutBucketConsistency

S3: PutBucketCORS

S3:PutEncryptionConfiguration

S3:PutBucketLastAccessTime

S3:PutBucketMetadataNotification

S3: PutBucketNotification

S3:PutBucketObjectLockConfiguratio
n

S3: PutBucketPolicy

S3 REST API ¢
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S3: PutBucketTagging

S3: PutBucketVersioning

S3: PutLifecycleConfiguration

S3:PutReplicationConfiguration

S3:DeleteObject & MEHBILIC}

S3:4HH| ObjectTagging
S3:DeleteObjectVersionTagging
S3:DeleteObjectVersion

S3:GetObject

S3:GetObjectAcl
S3:GetObjectLegalHold

S3:GetObjectRetention
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S3:PutObject
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20 A FMo| HZE HAOH ThE AMIA S XIFELICH M2 BME S3 PutBucketPolicy APIZ ALE310]
FHELIC

Ct2 B0 [t AWS CLIE AFEdto B2l YME 18T 5= ASLICH

> aws s3apili put-bucket-policy --bucket examplebucket --policy
file://policy.json
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"Statement": |

{

"Sid": "AllowEveryoneReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:GetObject", "s3:ListBucket" ],

"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"]

O: 8 AFO| BE ASXIT} TG UMAL 4 YT 6SOLT CHE O] DE AFBAHE B0 27| HEOZ ANAY £ YBLICH

Of fiFIo M= XIFE AES ZE ALEXIZE 20 bS] MM A 2= AKX 2, X[HE CHE A
SR/NH 7] BEALZ AlEfSHE 22| JHA|0f CHal HZIS LHESt Y GetObject 2teiE +&E -t

() SiorageCRIDIIA 23} AZ(IE AR Zeo2 a2l b2l 23 ATl LB
2l FMe of2fet QEHEN HRELICH

o 1L
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

ofl: 2E AEXIZE 20 CHet 817 TE M| A B X|E

0z

gl J0] ofst HH| AN BE

—

Of 0|0l M= anonymousE H|Zet ZE AFEAIF H{ZIS LHEStL IS BE QEHE| L] LEHE 714 27|
HUS s = AKX XHE A™HS| MMarketing 1 E 01| &8+ AFEXIRE FK| UM AT SHEELICE
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"

by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": "*",

"Action": ["s3:ListBucket","s3:GetObject"],

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

}
]
}
Ol: S2IOIAETLHIP HRIo| A= R BE ALSXIF A0 Ciet 7] 2

O] GIHUA= QHO| X|HEl IP H2|(54.240.143.0 ~ 54.240.143.255, 54.240.143.188 H|2|)0f| A
anonymousS Zgtot ZE ALZH0| H3lg Lgstn H3lo| BE QERE s QLEME At
CHE R E 20| HREE D P HRIE Hot 2E 0| HLEEL|CH

U MT| HYAE B8
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"Statement": |
{

"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

of: XIYE S ALEAL S22 HZIE 2| M2 + AT 51 EHLC

[ —=

0| ool M= HIT{2]|0| M AF2 X} Alex?t 'examplebucket' HZ 1t 71 ZHA|of| CHSE K| HMAZ S{ESLICE "root"E
oo CHE BE AKX BE A8 BANOE HRSLICE J2{Lt "root"= PUT/GET/DeleteBucketPolicyOi|
CHet Moto| HEE|X| &LICH
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202

by

"Action": [
"s3:x"

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

0l: PutOverwriteObject 3t

O] ool A PutOverwriteObject % DeleteObject Ol CHSF Deny &1HE AH2SHH JHA|2| HIO|E, AFEX} H o

HIEIH[O|E] 3! S3 JHA| B2 S FHH ML ARE & GELICE

:federated-user/Alex"

:federated-user/Alex"
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"

by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
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"Statement"; |

I
i

"Effect™: "Allow",
"Action™: "s3:ListBucket”,
"Resource": "
"Condition": {
"s3: preﬂx' "Sfaws:usemame}j““

armaws.s3::department-bucket”,

"5id": "AllowUserSpecificActionsOnlyinTheSpecificFolder”,

"Effect”: "aAllow",
"Action™: "s3:"0bject”,
"Resource”; "arn:aws:s3::department-bucket/

S{aws:usernamel}/*"
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |
{

"Sid": "AllowGroupReadOnlyAccess",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"

1,

"Resource": "arn:aws:s3:::*"
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"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",

"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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