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Link Status

Link State
1 Up

2
3
4 Down
5
6
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Speed (Gbps)
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N/A

N/A
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2.

Link Settings

Link speed

Port bond mode

Grid Hetwork

Enable network

Metwork bond mode

Enable VLAN (202.1qg)
tagging

MAC Addresses

Admin Network

Enable netwaork

Metwork bond mode

MAC Addresses

Client Network

Enable network

— 17

(@ Fixed |

(@) Active-Backup

Auto

() Aggregate

Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1
and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

1|

(O) LACP (802 3ad)

[

ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

M

(@) Independent {T) Active-Backup

Connect the Admin Netwaork to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

di:c4:97 2a:e4:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

'E'ﬁ':'a.blingthe Client Metwork causes the default gateway for this node to move to the Client

Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,

3 45+ CEOIS S20|M HEYT EEQ| Y3 4E2 MepiLc

—

J2|E HEYI U S20|E LIET0| o) ALS SO HIEHT A9IKE 0| SES X|stn T4fsHof
SHLICH PAE Y3 A0 M OfYE| = EMAIHS ALSSHOF BILICE O] SM2 YA THEL9 YT 45 U

H——

FEC(Forward Error Correction) 2EE 25 @ASH| 20| 7Hs55HH Xts @3 £ E AFESHYUA L.

3. AH83%t2 = StorageGRID W ESIZE &3} = H|gdatetL|ct
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Link Settings
Link spead

Part bond mode

Grid Network

Enabie network

Netwerk bord mode

Enable VLAN (502, 1q) tagging

VLAN {202 Tq) tag

MAC Addresses

Admin Network

Enable network

Network bond mode

WAC Addresses

Client Metwork
Enable network

Network bord mods

Enable VLAN {802, 1q) tagging

VLAN (B0Z. 1q) tag

MAC Addresses
Apgtof| QH=E5HH * X5 *

| I:"EO-I:' e Elzlg
0“401 EFOI°1*01I%
ng‘lml URLE CHAl 2

(=3

=

[ o
P B,
OFmed 1“@F}ﬂ"ggrega.t«a L
Choose Fixed porf Dond mode if you want to sse ports 2 and 4 for the Grid Metwork and ports 1 and 3 for the

Client Network (if enabled). Choose Aggregate port bond mode if you want all connected ports to share a single
LAGF bond for both the Grid and Client Networks,

b

Active Backup CP {802 3ad) )
If the port bond mode is AgiTegate, ail bonds must be in LACP {802 Zad) mode.
]

N cl

ENBbdb:42:dT:00 5XEb:db:42:d7:01 ElBbodb 424724 BDBb4b:42:d725

I you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use all of these
MAL addressec in the reservation to assign one |P address fo this network interiace.

()independent ’f we-Backup )

Connect the Admin Network o ports & End B If neCESSaTy, You can maks 3 temporany direct Ethemst
connection by disconnecting ports 5 and &, then comnecting to port & and using link-local IP addreses 1692584001
for acoess.

dB:cd:5T 2a0e4:55

If you are using DHCP, it is recommended that you configurs 3 permanent DHCP reservation. Use sl of these
MALC addresses in the reservation to assign one |P address fo this network interfzce.

%

[ dctive-Backup @LB.EP{MEM_,
If the port bond mode is Aggregate, all bonds must be in LACP (802, 2ad) mode.

b
R

5D:8b:4b:42:dT:00 ED:6bidb 42:d7:01 BQBb:4b42.d7T:24 5lGb4b:42:d7T:2E

If you are using DHCP, it = recommended that you configure 3 permanent DHCP reservation. Use all of these
MAC addrecses in the reservation to assign ong [P address to this netwerk interface

=
=2

HZO| BOZE = AFLICE 12 W0l ChA] ALK
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216372121
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 =

Il

3. Static * (BX *)2 Meist 22 CHS tHAlof 2t Grid Network(J2|E HEH3)E F&BLICE
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&dmin Metwork

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metwaork is typically a private network and does not need to be routable between sites.

P (@ Static (D BHCP
Assignment
IPv4 Address 10.224 3.72/21
(CIDR)
Gateway 1022401
Subnets 0.0.0.0/32 +
(CIDR)
MTU 1500 >
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Client Network

The Client Network is an open network used to provide access to client applications. including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
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Assignment
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Ping and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test
Metwork Grid o

Destination [Py
Address or FQON

Test MTU [
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Ping and MTU Test

lUse a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectraty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test
Metwork: Grid [

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 18.96.164.223: icmp_seq=1 ttl=64 time=8,318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms
rtt min/favg/max/mdev = 8.318/8.318/8.318/8.808 ms

Found MTU 1588 for 18.96.164.223 via bre



ZE 4F YEYI HAS oIzt

StorageGRID ({Z20|HA R L
ot 2 5t2{™ StorageGRID 0{Z20|AHA A%
=]

S TCP ZE it ZE T30 12

o| kol chat

StorageGRID O{Z2f0|HA MX| T2 H0|| X|SE ZE SES A0 0{Z2t0|AH AL} T2|E HER(IS| CHE

T E 7t HES HAEY £ JELICE

CESH Q|2 NFS EE= DNS A{HOf| AF2E|= Zdnt 22 UDP ZEQ Admin L Client NetworksOl|A HZS HAES £
UAELICE 0|2{$t ZE S22 StorageGRID UERZ X% TE AHEE ATSHAAIL.

TE HZA H0|20| LIEEl TJ2|= HES3 XTEE StorageGRID HA 11.6.00{|2t @& 8HL|CH 2t
() c 9ol % ZES srolok2{B Al B9 StorageGRID HIZI0 thzt LIEXY XIZS B
AZojOF BHLICE,
EHA|
1. StorageGRID O{Z210|91A MX| Z2I0A * YIEHZ 74 * > * EE A HAE(hmap) * & SBILICH

EE AZ B|AE H|O|X| 7} LEEFELICE.

ZE AA Bol= 22|E HIESI0M TCP HZO0| 2Rt == FYO| Liot AFLICH 2 == R0 tio Eofl=
O{S2t0[ A 201 HAM[ATH 4= A0{OF St= O2|= HES I ZEJ LHEE[0] JASLICH

HOf| LIEE O|Z2t0|AA ZEQF O2|E HERIAQ CHE L& 2te| HE

mo

HIAES 5= ASLICH

2. Network * (IE9/Z ) SECH20/A * Grid * (12IS *), * Admin * ( Zt2|%} *) EE& * Client * (22}0|91E )2
Z0| HIAEE L EQIZ MestL|CE,

(A =

3. s HIEQRS SAEO Ch3t IPv4 T4 YIS XFRLICE
O|S SO0 LIEYA Ei 7|2 22| E2| H0|ESIO0|E ZAFE 4 UASLICH
Ciixlofl EAIE CHE BLOIZS A0S0 WIS XIFRLIC.

4. TCPEE #H3 4H2 JRE TE 22 &

rr

ZE H9|S QRfBLC

Port Connectivity Test

Network Grid ¥
|Pv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol e TCP ubpP
Test Connectivity
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Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70 scan initiated Fri Nov 13 18:32:@3 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.160-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.80060s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:04 2020 -- 2 IP addresses (2 hosts up) scanned in 9.55 seconds
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© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.20020s latency).

PORT STATE SERVICE

22f/tcp open ssh

80/tcp open  http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open  oracleas-https
9999/tcp open  abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 2020 -- 1 IP address (1 host up) scanned in .59 seconds
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© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71

Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open utcd
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: 0@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 202@ -- 1 IP address (1 host up) scanned in 1.6@ seconds
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Home Configure Networking + Configure Hardware « Monitor Installation
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Home Configure Networking + Configure Hardware ~ Monitor Installation

BMC Configuration

Home Storage Controller Network Configuration
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LAN IP Settings

IP Assignment  Static + DHCP
MAC Address d8:c4:97:28:50:62
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Default gateway 10.224.01
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NetApp® StorageGRID® Appliance Installer Help ~

Home Configure Networking - Configure Hardware - IMonitor Installation Advanced -

Node Encryption
MNode encryption allows you to use an external key management server (KM3) to encrypt ail StorageGRID data on this appliance. If node encryption is enabled for the
appliance and a KMS3 is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setfing after the appliance is installed.

Enable node encryption Il

Kev Manaaoement Server Details

56



3. C Aot AE * S MEdBiL|Ct

O{S2t0|AA S EX[5H7| THofl ClofE &4 9IY glo| * = ool st * & ME F|4A8 & ASLICH EX|7t
A ZHE|H O E2H0|AA L ET} StorageGRID A|AHIS| KMS 253t 7(0f] HM|ASHO] ClAT LS otE A|ZFEILICE
{E20|HAE HX[ot 20|= L& Lol E HEYGote 4= YISLIC

@ KMS7} = StorageGRID AIO|EOf| .= 2= 2t7} gdstEl 0|Z2I0[AAE FII5H 20= s
L0 il KMS =2t At8 S S &~ SlsLch

ZZ20|E Mo Ssh= {E2t0|AH AT StorageGRID AO|EO| M EI KMS 7(0f| HM|A S of A|EHEILICH KMS
Aot TZMA Z0| AX| T2 0| ZIHE HAIX|E EAIGLICE O] BHEH2 o{E2I0|AHA0 Y= CIAT EE
A

o 2t R 2 HE Z2E o AL

OfZ2fo|oIAL XS0 2f C]AT B0 HEE 2lole] bl KMS 23t 7|2 PLELCE 0
(D) c23t =c goept #askE 01520/21271 StorageGRID AOIE0] 748 KMS 710
UM AT TR SHHBHR] 42 Al 2tEst 7IE ALZstol s BHELICE

StorageGRID 22|

FXES BEOM LE 253 ZLIEZ(SG100 5 SG1000)

MH|A O{E20|UA =S B ZBfL|Ct

MH|A O]ZEI0|HAE 7(2 22| L&, H|7|2 22| LE E= AO|EQ0] E= i
A&LICH SG1001 SG1000 0{Z2t0|HAL D= Ho|EQ0] = U 22| tE(2F £=
HI2F)2 SAl0| &25g = JASL|C

MH|A O{SE0[AHAE 7] EE| =EZ HfEZRILICE

MH|A O{E2I0|HAE 7|2 22| LEZ HjIrsh o o{E2H0|HA Y| L eHEl StorageGRID
{E2t0|HA MX| TZ M S AM2SI0] StorageGRID AT EQ|0{E MX[SHAHLE MX|E
ATEQ HHES YZE=TIL|CE CHE O Z210|HA & RS MX|st7| ™of| 7|2 22|
LEE MX|stD FAM8Hof SLICEH 7|& 22| L E= O2|E Y EQ ALt MElX 22| L EQ3 9
ZS20|HE HESIZ(E T StLt E= & CF M E E2)0 HES £ JESLICE

st A
* O] MIZ2 = = FHH|Rof| AXE[UD HEAIO HEEO| A2 0| HN ASLILH.

Zoto|olA x| ZRIUS ABs10] 0fZ2t0|o1A0] Chef LIEHT Y3, IP F4 U BE

* StorageGRID 0{E
22)0| AHE|ASLIC

Mo Eet

57


https://docs.netapp.com/ko-kr/storagegrid-116/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/index.html

EES Ch T 29 SYUS EE
()  oime =2 Aselo
TE 9l AH|AO| C}A| O

HE 74Y =+ ELITH Tl
=]

AL2ot0] 2= WA
X0 =) A7} ol g2l CLB

=
=
= AR ol2et BH

| EHAIE WELICH ZE U S HARL

s

[
HEELct

2 BXSHIA QR ZE HEH A 23 24 - CLB MH|A (T 0|4 AFEE[X| 252) CLB AMH|AO| CHEH XEAS LIB2 &
x+_75-5|.A| |9
a [=] .

(D CLB MHIAL B 014 AIREIX| QLI

* Ooff MH|A A E0| JSLICH X == 2 HeteA.
* O{SEo[AL0 HE IP T4 FSHLIE 210 JAELICH HZE 2= StorageGRID LIEQIZ0] Chish IP FAE

AMEE 4= ASFLICE

0| Zteoi| CHaf
O{Z2to|AA J|& 22| = =0 StorageGRIDE MX|5t2{H CH2 S 2 AMA|L.
* StorageGRID O{Z2}0|A MX| T2 IS AE5H0] StorageGRID 2T E{E MX|EL|Ct CHE HT Q|
ATEQINE MX|st2{H HX StorageGRID {E210|HA MX| T2IMS ALt PZE8H{0F FL|CE
s AT EQ|0{7} AX|=E w§7}X| 7|CHRIL|CE
* ADEQ0{7} X =|H o{Z2I0|AATL XIS E MEE ELICE

£t
1. Hatex|

]

E1 o ZE0|HAY| P FAE QUTILICE. (+) * https://services_appliance_IP:8443*
StorageGRID 0{Z20|¢1A MX| 2t2|X} = H|O|X| 7} LIEFELICE.

2. O] .LE * MIMOj|A * 7| &2 E|Xt* & MEfBIL|CE

3. LE 0| *ZE0j 0| {E20|HA LEO| A2 0| S 2 Yot * K& * 2 S2IBtL|Ct
- = 0|22 StorageGRID A|AEIQ| O] {Z2}0|HA L Eof SHehElL|Ct a2 2H2|Xte| J2|E = H|o|X|of
HEA|EL|C}

4. Z Qo w2t CHE HF Q| StorageGRID AZEY0{S Mx|6t2{H LIS THAISE $3HMAIL.

a. MX| o}7t0|E & CtR2Z S BHL|Ct https://mysupport.netapp.com/site/products/all/details/storagegrid-
appliance/downloads-tab["NetApp CH2E2E: StorageGRID 0{Z2H0|AA"A],

b. O}7t0[E & FEFLICL

C. StorageGRID O{Z2}0[AA HX| TEIH0|M * 15 * > * StorageGRID AZES|0| H2EE * E
MEHSHL|CY

d. oIz 2ZEL0] Ti7|X|E M|AHSHH * MA * & Seletct.

58


https://docs.netapp.com/ko-kr/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/how-load-balancing-works-clb-service.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html

NetApp® StorageGRID® Appliance Installer

Home Configure Networking - ‘ Configure Hardware ~ Monitor Installation Advanced =

Upload StorageGRID Software

If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation

package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software

Version 11.3.0

Package Name storagegrid-webscale-images-11-3-0_11.3.0-20190806.1731.4064510_amdG4.deb

Remove
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced ~

Upload StorageGRID Software

Ifthis node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation

package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software
Version None

Package Name Naone

Upload StorageGRID Installation Software
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking + Configure Hardware ~ Monitor Installation Advanced

Upload StorageGRID Software

If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software

Version 11.3.0

Package Name storagegrid-webscale-images-11-3-0_11.3.0-20190806.1731.4064510_amd64 deb

Remove
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware = Monitor Installation Advanced «

Upload StorageGRID Software

If this node is the primary Admin Node of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the version of the
software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by uploading the installation
package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains the software from the grid's primary
Admin Node during installation.

Current StorageGRID Installation Software

Version None

Package Name Naone

Upload StorageGRID Installation Software

Checksum File Browse ‘
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Home

© The installation is ready to be started. Review the settings below. and then click Start Installation,

This Node

Node type Non-primary Admin (with Load Balancer) v

Node name GW-5G1000-003-074

Primary Admin Node connection

Enable Admin Node discovery O
Primary Admin Node IP 172.16.6.32

Connection state Connection to 172.16.6.32 ready

Installation

Current state Ready to start installation of GW-SG1000-003-074
into grid with Admin Node 172.16.6.32 running
StorageGRID 11.6.0, using StorageGRID software
downloaded from the Admin Node.

Start Installation
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Monitor Installation

1. Configure storage Complete

2. Install OS Running

Step Progress Status

Obiain installer binaries T —
Configure nstlle I Coricte

Install OS

3. Install StorageGRID Pending

4. Finalize installation Pending

ro

TR AtE) EAISS SR T B0l XS LIERALICH 54 A EAES 43HOz #RE &Y

L}EFALICY.

@ ”XI ZT=O#2 0™ “Xloﬂ M 2= E ZH0| CHA| =X =5 BL|CE 2X| S CHA| 2
R O e 27t gls 22 sM JEf BEAIST S ”EHE HEA|ELC
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(=]

Oft

2. N g HESL|CH

& AX A9 T

e * 1 AEEX| 7Y

dlo
g

|

oA

Im
rulo
4
x
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i
iul

O CHAOM MX| ZE M2 O{E2I0|HAL| EBIO|HO|M 7|E RLHEE
° *2.0S * & MX|gL|Ct
Of EHAIOfl M MX| ZZ2 I StorageGRID2| 7|2 2& K|H| 0|0|X|E 0{Z2t0|H A0 FAFEL|C
3. OHS ZENA B ST EME mintx] x| 2 MEfE A% 2L E{>gL(Ct
o 7|2 2| EE NIQTt ZE o{E20|AHA =0 il StorageGRID MX| THAZ} YAl SX[E|D O2|E

X|
HE|XHE AFBSHY 22| = E0|M 0] LEE SU5t2Hs HIAIX[ZF ZetEl 2 &0 LIEFELIC CHS HAIZ
O|SELICY.
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° O{SEf0|UA 2F B2 At L E EX|9] AR LEE ST HRIt YlELIC 0 EEt0[A AT R EL|CEH
CHS EHAIE & & ASLIH.

of ChAd

@ HE20|AA J[=2 2| LEE 2X|5k= S CHT M| THAIZF LIEFELICHATE A S 2o FE
A3ESE O FHx). 5EAIZE 102 ol d T Sl 32 B HOIXIE =322 MZ L.

Home Configure Networking - Configure Hardware - Monitor Installation Advanced -

Manitor Installation

1. Configure storage Complete
2. Install OS Complete
3. Install StorageGRID Running
4. Finalize installation Pending

Connected (unencrypted) to: QEMU

platform.typen: Device or resource busy

[Z2017-07-31T22:09:12.3625661 INFD -- [INSG]1 NOTICE: seeding ~var-slocal with c

ontainer data
-07-31T2Z2:09:12 .3662051] INFO [INSG] Fixing permissions
-07-31T22:09:12.3696331 INFO [INSG] Enabling suyslog
-07-31T22:09:12.5115331 INFO [INSG] Stopping system logging: syslog-n

5700961 INFO [INSG] Starting system logging: syslog-n

109:12.5763601 INFO [INSG] Beginning negotiation for downloa
of node configuration
[2017-07-31T22:09:12.5813631 INFO [INSG]
[2017-07-31T22:09:12.5850661 INFOD [INSG]
-07-31T22:09:12.5883141 INFO [INSG]
-07-31T22:09:12.5918511 INFOD [INSG]
-07-31T22:09:12.5948861 INFOD [INSG]
-07-31T22:09:12.5983601 INFO [INSG]
-07-31T22:09:12.6013241] INFO [INSG]
-07-31T22:09:12 .6047591] INFO [INSG]
-07-31T22:09:12.607800] INFOD [INSG]
-07-31T22:09:12.6109851] INFO [INSG]
-07-31T22:09:12.6145971 INFO [INSG]
-07-31T22:09:12 .6182821 INFO [INSG] Please approve this node on the n
min Mode GMI to proceed...

4. 712 22| 29| O2|E 2|XIZ 0[St HF £ J2|E =5 S5t StorageGRID &% Z2HAE
=L

Grid ManagerOl|A * Install * 2 S2I5tH THA| 30| 2t= =10 THA| 4, * AX| 2tz * 71 A[ZFEILICE 45HA| 7}
2= =™ o Z2to|AATE R ELICE
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o Z2to|HA MX| 8! 71 M Xt52HSG100 3 SG1000)

Ez2to|H A9l MX| 8l 1M1} MH| StorageGRID A|ARIQ| 1M E X5k 4 QUELICH
O] ZtAof| chaH
MK W A X+S2H= 62 StorageGRID QIAEA = ShLto| 311 S5t StorageGRID QIAHAE F=6H= O
/8 & USLICH
X 2 S XSS H CHE M B StLt o[ &2 ALESIAI.

* O{S2to[iA9 2 HES X|HSH= JSON IHU S “H-HBlL|C}. StorageGRID H{E2t0[1A HX| Z=MS
AFE310{ JSON IS A= =tL|Ct

()  sustnrs Agstol o2 ofSato|olAs 23 4 YALICE

* StorageGRID "“configure-sGA.py” Python A3 EE AL&38t0]
C

* 37} Python A3 ZEE ALE5I0{ K| StorageGRID A|AH!I9|

StorageGRID X&%} Python AR EE AH AFESH7LE 2 7t O2|E 115 9 74 =F0A
StorageGRID & %| REST APIE AtEst= 9| o 2 Ar%%* & USLICEH of X[E S ERSHMAIR
StorageGRID MX| o} CHRZE 5l

StorageGRID {E2t0[AA HX| ZZOMS AESHH O{S2f0[AA S KSSHRfLICt

74 Bt Zolel JSON IS AL83tol ojZeto|ois 42 XHsete + glauict
StorageGRID 0{Z20|HA MX| TZ IS ARSI OHU S HZ=BtLCL
zQst A
* O{E2t0|HA = StorageGRID 11.5 O| A1t S2te|= X[ A HY0{0f| QL0{0F BHL|C}.
* E AE5t0] -G 0{Z2t0|1 A 9| StorageGRID H{E2I0[YA Mk =2 J2H0f| HZEZ|0f QLo{0f BtL|Ct
X|elel= ¥ HERA.

Ch2at 22 o S2t0[A 7 HAS XFote &= ASLICEH

* Grid Network, Admin Network 2! Client Network IP A IL|Ct
* BMC QIEmo|A
cHEYa 3

o IE At ZCE

AZC = JSON U2 AHESHH H{EEI0|HAE PMSH= 20| StorageGRID H{E2t0[AHA MX| TZ TIZH0|| A 024
H|O|X|E AIEstH 502 P MHStE AELCHH a2HQl A7t UELICH E9| o8] =8 FMl{of st 2R HS
JFELICt 2t - =of cHol BF oyl st M T S X dfjof BFL|Ct.
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(D O E2to[A A0 dX[et LEE BF XtS2dtd]= =T E AFEXH= configure-sga.py A3EEES
AHEELICE

1. Ct2 & StLIE AHE310] JSON IS MM etL|ct.

o & Z&IBIL|C} "ConfigBuilder 88 ZTZ= 34",
o & Z2lghLCt configure-sga.py O{E2H0|HA 7N ATZIE | StorageGRID 0{Z20|HA MX| TZ 33 (*
g 0{E20[AA Y ATEEY)UM AFEEE LIRZEY &+ AFLICL

JSON It9| L. E 0|2 CtZ FAFES £F3M0F LIt

* 1X} 0|4 32X} 0|52 R=Tt TAE 0|F0[0{0F SHL|Ch

O{Et0|AA 7 YH|0|E HO| X7t LIEFEL| LY.

Update Appliance Configuration

Use a JSON file to update this appliance's configuration. You can generate the JSON file from the ConfigBuilder (§ application or
from the appliance configuration script.

A\ You might lose your connection if the applied configuration from the JSON file includes "link_config"
and/or "networks" sections. If you are not reconnected within 1 minute, re-enter the URL using one of the
other IP addresses assigned to the appliance

Upload JSON
configuration
Node name - Upload afile v
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IU0| P=EED AT ELCL Rad A Z2MAT JFEH S 210l HA| Hoj| It 0| E0| EA|E L|C}

JSON It o] 1M0j "link_config", "networks" EE= & CHoj| CHSE MIMO| ZetEl AL
A0 CHot HZO| BO{E & USLICE 12 O[LHOl| CHA| HZEE[X]| gto™

@ UEC 2 US
O{Ect0|AA0 HYE CIE IP F2& & OtLIE AFESH0] 0{Z210|AA URLS CHA
YHSHA|L.

Upload JSON

JSON Browse appliances.orig.json

configuration

Node name --Selectanode v

LC 0| * EELH22 JSON Ihof| FolE 2[&¢| .= 0|E2 = MATLICH

Tj2I0] SEBA| OH Ihel 0|Z0] WAMO EAST OF HAXI7} et siLio]
()  mAEUct 228 02o| ofZato|oi A0 HGE|X| LIC ConfigBuilderS AH8310] 2HHE

JSON ]II'°|0| oll_Il sto| % A 0|AL|E|_

4. 1S 0|2 * SECLR BR0|M =S MeiBhch

= =|=

JSON 2% Mg * HE0| gt LCt.

Upload JSON
JSON Browse appliances.orig.json
configuration )
Node name Lab-80-1000 v

Apply JSON configuration

. JSON 7 Xg * 2 MetgtL|Ct.
MEiSh 0 90| HEE LI,

configure-sga.py 23 EE ALE510{ 0{E210[AA =9 HX| & M S XpsHetL|Ct

'configure-sGA.py' AFZEE AE5IH 7[2 22| =9 X[ 9! 7d
2 4K ¥ 4 LS [tk = JAELICE O

= |
StorageGRID H{Z2}0|¢A =0 Ciot B



ASREE 7Y 0{320|ALT H2 B2 REY = ASLICH Lot ATYEES AE3IH
O Z2}0|AHA M MEJ} TSHEl JSON IHAUS MAMSE A QAL

* 0| O{S2t0|AAE 2ofl BX|=|0] AN HEH A0 HEE0] A2H HO| AM ASLICE.

* HEYI @3 8 IP A= StorageGRID HE2H0[AA HX| TEMES ALESHO] 7[2 22| - =0] CHal
TAEASLICE

o 1P FAE Y 4 YBLICH

N
i
io)

u
|.|-
n

i

nx

Rai

Ot

rr

rr oX

o
e =
B2 7|2 2| SEJHHEERICH Y IP F45 €1 s AYLICH

* 7|2 2| L= 0]2|e] BE L E9| B2 StorageGRID 0{Z20|AA HX| Z=49] |p 74 H|0|X|0f| LI
HE JE|E HERI MEHO| 7|2 2] =29 O2|E HE/Z MEU ST Fo=|0f ASLICE

* 'configure-sGA.py' It E CIREEMESLICE 0| IHU 2 M X[ Ot70|Hoj| ZZEHE|0] QUFHLE StorageGRID
O Z2f0[HA MX| T2THO|M * =L * > * 0{E20|UHA MX| ATRE * E 22/t HM|AL 2 JASLICE

@ O] xt= HHE QIE{H|O|AE AtEotE L8 ZYHO| Y= TZ A ? . 2(8)
A28 4= JUELICH StorageGRID H%Efol?jﬁ M| T2 S ARSI AAS X= 58t C}.

£
1. Python AR EES A3el7| 218 ALR F9I Linux AlAE0]

231
2. ATZE T20f Ciet UEEQl ESUD AL JHS3 Ol W4 22 HAE T3S AT

'configure-sGA.py' 23 E = 5742| 61| HHS ALERILICE.

° BMC g 3! 0{S2t0[A A 9] Sixf 70| ZE JSON MY S HH3dh= S 115 StorageGRID
olZatololA AB 22 9fet I |

-

° RAID EE, LE 0|8 9 HEY
° StorageGRID & X[ A|Z}
° StorageGRID &X| ZL|EHZE S 2|5t ZL|E
° O|Z20|AAE MREISHY| 2|ot THRE

JH

52| H&(advanced, configure, install, monltor reboot) 214~ F[0f| '--help' SM S 2= 5tH s ot B
LHOII M At = A= SH0] CHSt XtA[SH LHE S M3 ste CHE =2Y HAETJL HAIELICE + "configure-
sga.py_subcommand_—help

3. O{E210|AUA LEo| Hx LM S &olsta{H ChSot 20| LHTLICH o47|M "SGA-INSTALL-IP"= H{E2I0|HA
LEO|IP 4 & SHLIRILICE + "configure-sga.py configure_sGA-install-ip_

O Zot= 7|= | 29| IP FAet 22|, O2[E 8l S2H0|UE HEAI O tigt YEE Zel5to
O{Z2t0| A A0 CHet Hx IP HES HAISLIC

Connecting to +https://10.224.2.30:8443+ (Checking version and
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connectivity.)
2021/02/25 16:25:
2021/02/25 16:25:
200

2021/02/25 16:
Received 200
2021/02/25 16:
200

2021/02/25 16:
2021/02/25 16:
200

11:
11:

Performing
Performing
25:

11: Performing

25:11: Performing
25:

25:

11:
11:

Performing

Performing

StorageGRID
Name:

Appliance
LAB-SGA-2-30
Node type: storage
StorageGRID
IP:
State:
Message:

primary Admin Nod
172.16.1.170
unknown
Initializing...

Version: Unknown

Network Link Configuration
Link Status

Link State Speed
1 Up 10
2 Up 10
3 Up 10
4 Up 10
5 Up 1
6 Down N/A
Link Settings
Port bond mode: FIXED
Link speed: 10GBE
Grid Network: ENABLED
Bonding mode:
VLAN: novlan

MAC Addresses:

Admin Network:
Bonding mode:
MAC Addresses:

GET
GET

GET

GET

GET
GET

€

ENABLED
no-bond
00:80:e5:29:70:f4

on

on

on

on

on

on

Received 200
/api/v2/system-info...

/api/versions...

Received
/api/v2/admin-connection...
Received

/api/v2/link-config. ..

Received 200
/api/v2/system-config. ..

/api/v2/networks...
Received

(Gbps)

00:20:98:59:8e:8a

active-backup

00:20:98:59:8e:82



Client Network: ENABLED

Bonding mode: active-backup
VLAN: novlan
MAC Addresses: 00:20:98:59:8e:89 00:a0:98:59:8e:81

Grid Network

CIDR: 172.16.2.30/21 (Static)
MAC: 00:A0:98:59:8E:8A
Gateway: 172.16.0.1

Subnets: 172.17.0.0/21

172.18.0.0/21
192.168.0.0/21
MTU: 1500

Admin Network

CIDR: 10.224.2.30/21 (Static)
MAC: 00:80:E5:29:70:F4
Gateway: 10.224.0.1

Subnets: 10.0.0.0/8

172.19.0.0/16
172.21.0.0/16
MTU: 1500

Client Network

CIDR: 47.47.2.30/21 (Static)
MAC: 00:A0:98:59:8E:89
Gateway: 47.47.0.1

MTU: 2000

FHAHH A S S
#HHH4 If you are satisfied with this configuration, FHHEH#
##### execute the script with the "install" sub-command. #####
FHAHH A R

4. AT MPO| S HEHOF 5t= 2R 'MA 6t9 HHES AEst0] ZH2 LH|O|ERILICE O E S0, o{E2t0|HAT}
7|2 e L=o HEsHT| 2l MROP'_ IP F=4 E '172.16.2.99 '2 HABIZHM + ' configure-sga.py configure
- -admin -ip 172.16.2.99_sga -install -ip_'S =4sfL|Ct

5. O{Z2I0[AA FHS JSON MU 2 BHAS2{™ 15 3! 'backup- f|Ie S5Hel BHE MESHUAIL. 0IE S0, IP &
'SGA-INSTALL-IP'E AM&3h= 0{S2t0[2A 74 S 0{E20[2AA-SG1000.json’0|2t= TFU0f| M AB2{H +
"configure-sga.py advanced—backup-file appliance-SG1000.json_sga-install-ip "S /=gt |C}

74 Y27t ZetEl JSON o2 of| M ASEES Mt Cl E2|of ZHdELITt.

@ AHEl JSON mhHQ| | &¢| lE 0|F0| 0{E2t0[AA O|F 2t LK|SH=X] §. SHYA L. Bl E
AFEXt0| 11 StorageGRID APIO]| Chieh EX{st Olali7t Gl= F<2 O] LA S HASHA| DFYAIL.

—_—r
ot
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6. 0iZ

2t0|A 7 M0| PHFEAZ|L2H "install" X "monitor" 12

o

"configure-sga.py install—monitor_sga-install-ip_"

7. O}Z 20| AAE Y&

StorageGRID 7'M X535}

"
ot

Jg|ELEE IS

|
=

-

A

X[ ot7to[=0f| A CHE TS| HIKIE &

-
ot

M
=

ot ol &

configure-storagegrid.py

configure -StorageGrid.sample.json

configure -StorageGrid.blank.json2 X| ™ stL|Ct

* "configure-StorageGrid.json" 74 ot
StorageGrid.sample.json') f£= &1 714

Of Ztof Chat

configure-StorageGrid.py Python 23 &

A IHE RSBk 4+ YBLich

= StorageGRID A|AH 1M S XtSete

21 ALt

S A

+&5t0d

HE2t0|AAE EX[ELCE +

ElSt2{®H + "configure-sga.py reboot_sga-install-ip_"S IZgL|Ct

ol
AN

L{Ct.

1

A
T8 2 Xts2tstE o AHEE|l= Python A3EEQIL|CH
ASEECR S AFEY ME 74 THY
ATEEN ALY I 7 T LTt
2 USASLICE o] IS BrEa{H ME 4 IHU(‘configure-
I+ (‘configure-StorageGrid.blank.json' )% et 4 AELICH

E 9} configure-StorageGrid.json 714 ItUS At

5t0{ StorageGRID

() = sstol NAHE 7Y 45 YALIT 02S B2% EE 2 REUICHEA| AP
THA
1. Python 23 ZEE HA5I7| lo AHE F¢I Linux A|AHIN| 2318t

2. MX| ot7t0|HE F&Eot CIHER| =2 HERL|C

0o: + 'cd StorageGRID-Webscale -version/platform

017| M, 'platform’2 'dEBS', 'rpms', 'vSphere’ & L|LC}.
3. Python ATRIES MstD M43t 14 TAS ASBILICE

olE SH Lt 25Tt

./configure-storagegrid.py ./configure-storagegrid.json --start-install

zolg nhxl &
ST 7K 'zip' THE2 74 Z2M|A S0 HH=H HX 2 18 ZENAE A Sl ClAE2|0f CHR2E =ELC
StLE O|Atel 12| = L =0f Zhof 7} EhAiSt AL StorageGRID A|AHIS 2718 & Q=2 237 17| X| It S A sHof
ZLICH ol E S04, 2tFeh #d HIERY T 1K & etdst 22t E ME A IX|0f| SAFLLICEH
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(D S 7| X| I}Y2 StorageGRID A|ARO|M GIO|EE 7tM= Ol ALY &= U= =3} 7|2f
A7t ZSE|0 B E Hots | X[SHof ghL|Ct.

Qo A E MAMol{of SHCt X| ™Mot AR "passwords.txt" IMU S FESH StorageGRID A|AEIN| KN ASH=
Lt A5 S Krotof BfL|Ct.

iFsssssssasasasdsasadadddddtatata LA s EEARR R AL EEEEE SRR E A
##### The StorageGRID "recovery package" has been downloaded as: #####

#H4#44 ./sgws-recovery-package-994078-revl.zip HH#H4
#HHH4 Safeguard this file as it will be needed in case of a #HHHH#
#HH#4 StorageGRID node recovery. FHHH#

G i i
gtol HIA|X| 7t EA|Z|H StorageGRID A|AEO| AX] 5l M E/L|CH

StorageGRID has been configured and installed.

REST API &X| 72

StorageGRID= MX| 2HE +8st7| /ot & 71X REST API, & StorageGRID & X| API2}
StorageGRID O{Z20|AA X[ 22[X} APIE M3 gLICE

% AP| 25 Swagger 2E AA AP| ZHES AE6I0 API 2ME MSELICH swaggers AHESHH JHUXtet
IHLXIZE OF A XEZHAPIZE EIH7H A SH0| o EAH SES=X] EHF= AHEX}F QBT 0| A0 M APIS &=
£8g £ JUSLICEH o] 2M0N= ¢l 7|& 3! JSON(JavaScript Object Notation) Ci|O|E{ & Alof| CHal & 211
o||:_|-—l 7|-I-Io|-|_||:_|._

(D API Docs  Hf|O|X|E AtE3t0] +AHsHE & toj2 =tHLICt M= 1 HIO|ELE

7|EtHIOIHE =4, YHI0|E =

rr
>
3
oo
i
°

ZI REST API E&0il= API2| URL, HTTP &, B4 tE= MEIX URL O{71 =, 2|10 Of 24|
HotEL|CH

StorageGRID £ X| API

rTa

StorageGRID M X| API= StorageGRID A|ABIS XS M et 7|2 HE|XtH LE 57 E S38l{0f 5H= E 20
A2 4 USLICt MX| APIE Grid Managerdl Al HTTPSE S8l HM|AE £ Q&LILCE.

API Mol AN 2Bt T 7|2 2| lm=o| M| H HOIXIZ OIS 3Ho] Ul DSOIA * S * > * AP A * S
Mgt

StorageGRID & X[ API0f|= C+Z MM0| ZetE|0] USL|CH

 * config *— HIE LalA I API HE D} BT K9], HIE Y2lA M T Y2|A0N KRsts APIS 8
BIHS Liger 4 AgLct
** OB D2IE B P Y. J2IE MR HE, 12| WEYT MEY, J2|S 9F, NTP % DNS A IP
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Z kst J|E MA

O

oz
JZ'. o
1K)

E*x L g4
CLEEHD, —|a| LEO NS MAH

'ikr B

[13

=

« * Z2H|XY *— DZH|Xd &Y. Z2H|XY =
14

crEF_T2 e E 5T
HMEHE & & USLICL
* * recovery-package *— 57 I 7|X| E CI2E2E517| 2|t 2.

* *AO|E * —AO|E =& 71 2tY MO|EE HE1

StorageGRID 0{Z20|¢1A MX| 22| Xt APIIL|Ct
StorageGRID {Z2}0|HA MX| T2 API= HTTPSE ¢l 'Controller IP:8443 0| Af M| A £ QEL|CE.

AP BEHMO| HM|AStHAH H%EPOIOMOI StorageGRID H{ZZ}0|HA MX| 22O Z 0|S5H0] M5 Z20i|AM *
2% *>*AP| Docs * £ MEASIL|CY.

StorageGRID O{E2}0| A HX| 22|} API0= CHE M H0| B0 RUAESLICE.

x|
¢ *ATor —ASDE 2|t LS9t MEIE SISt A
* *StEQ o] M * — AZBE SIEOOM AAR A™HE FMSH= =Y.

© AR 0320 EX| AE A EX]| JEf ZLIEHE S flet 2.

* * | E9|2 *— StorageGRID 0{Z2}0|2i2 U 0fZ 20| A TE MFof tet J2|=, Ba|xt Y 20| AE
HESD TA B e,

* *setup * — A| A0 CHel §EE A1 7= #e| &IPS YO0|ESts RES ZEotH £7| o{EH0|AA
X B0 ==20| == 2.

(o]

c X —HEEY MREEY A 23 Y 7(0f o

b2

r

* *@a0|= * — O Z2t0| A A HAYO Yao|=or 2HAE XY,

—

-

* *AZ 0 *__ StorageGRID &% I}YU S FZ=8H= =,

SIER0 X[ 2| 3iZ(SG100 5! SG1000)
HE

B2 ot=qof 29 8
o
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NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware
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| | ———

MH|A ofS2to[AAT MR- ELICH

HES RAIEOEAL

HZ0l Cchet R X2 BXE fAs{oF & = JASL|CE O] MM HXIo| M= o{ZE0[AAT}
O|0| A|O|EQ0] .= &= StorageGRID A|AEIQ| 22| L EZ PXE|QJCHD 7H-BtL|CH

>
i3
fjo
=0
>~
HL
4>
H
In
Hu
rA

shefL|Ct

Ed™ SXES HXE +857| T MEFES fAIEs ZEZ Tetoljof gfL|C}.

ZRe A
* £ A8OHe d2| = tE|Xfof| 2aAYSLIC K== & EELeA.
* B #HE| E= RE MM A 2ol JASLICE XiM[eE LHE2 StorageGRID 22| X[ H S HZESHIAL.

of =pHof CHaf
StorageGRID O{Z20|HAE RX|E DEE MetstH A BNATL E715T BRI EEH| ASLICH
@ QX4 DEO|M StorageGRID HZ2t0|H A0 CHSt admin HIE 2% 9 SSH ZAE F|&=
O|Z20|AUAT} MH|A S et SUSHA RXIELICH
CHA
1. Grid Manager0|A] * nodes * & ME{gIL|C}.

2. E Mjo|X|9] E2| ROl 0{Z2t0[A AER|X] ES MEABIL|CY,

L— — =

82


https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html

Overview Hardware Network Storage Objects ILM Tasks

Reboot

Reboots the node. Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode. Maintenance mode

>

&
=

Q|4 BE * S MeftLct,

tot

tol et &Rk7F LIEFEILICE

J

Enter maintenance mode on S2-10-224-2-24

You must place the appliance's compute controller into maintenance mode to perform certain maintenance procedures on the appliance.
Attention: All StorageGRID services on this node will be shut down. Wait a few minutes for the node to reboot into maintenance mode.
If you are ready to start, enter the provisioning passphrase and select OK.

Provisioning passphrase

olzdst * OK

5. TE2H|NY ASE 9

T BAISD "HE QF", "StorageGRID SX|", "MEFE "ot Z2 LA HAX|= O{Z2H0|AATE |FR|E
mEZ S0i7h7| 93t IS etEstn AeS LiELICH
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S$2-10-224-2-24 (Storage Node) 2 X

Overview Hardware Network Storage Objects ILM Tasks

Reboot
Reboots the node. Reboot I

Maintenance mode

Places the appliance's compute controller into maintenance mode.

A\ Attention

Your request has been sent, but the appliance might take 10-15 minutes to enter maintenance mode. Do not perform
maintenance procedures until this tab indicates maintenance mode is ready, or data could become corrupted.

I O Rebooting..

O{E2to|ATL RX|E4 BEY mff 20l HIA|X|0f| StorageGRID {Z2t0|HA HX| ZE 0| HMASH= O
AgE £ = URLO| LIEEL|CH,
$2-10-224-2-24 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
Reboot

Reboots the node. ‘ Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode.
o This node is currently in maintenance mode. Navigate to one of the URLs listed below and perform any necessary maintenance
procedures.

e https://172.16.2 24:8443
» https://10.224.2.24:8443

When you are done with any required maintenance procedures, you must exit maintenance mode by selecting Reboot
Controller from the StorageGRID Appliance Installer.

6. StorageGRID 0{Z2t0[¢1A HX| TZ M0 HM|ASHEH HA|E URL B SHLIE ZHELICEH

Jtstt A o{EEt0|AL 2| HEQI EZEQ| |P FATF ZBHE URLS AFESHYAIL.
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A This nodesis in maintenance mode. Perform any reguired maintenance pracedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,

LR R 2+ HAS tHLT
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MX| T2 MM * 05 * > HEES MEE * 2 MEfSI CHS * StorageGRID * 22 HFEE * S MEBILICE,

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrade Firmware
Feguest a coniroller reboot. l Reboot Controller ]

[ Rebool info SlorageGRID l | Reboot inlo Maintenance Mode |
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DASHBOARD

ALERTS v

Nodes

TENANTS N
View the list and status of sites and grid nodes.

LM

Q Total node count: 14
CONFIGURATION
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

T s T e e D T

3. On * & MEHNSH CI2 * Perform Action * 2 MEHSIL|CE
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NS M S5 A Z4Zo= HE XE0 ASLICE o|2{sh T2 o] Extof Ze=[0] UK
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A
1. HZ0| X2 DER MEEHHES TEHIAIR.

a. 12|E =0 2algtLct.

i. 'ssh admin@grid_node_ip' @S l23gtL|Ct

ii. "passwords.txt" IOl LIBE S E 2ABL|C
iii. 2EZ Metsi2{H g HY
V. "passwords.txt" ItU0f| LIS E A E =ASLICE

FEZ 20QI5tH TETEJL'$'0f|M '#'= HEELICE.

b. MH|A O{EZIO0|AAE ZEELICE + " * shutdown -h now * "

2. C}2 5 74X W J SHLHE AFSH0] MH|A O{F2t0|HA S| MRA0| THA Y=X| ZolsfL|ct,
o HE MHO| Q= MY HAIS LED7F HA U&LICH
° BMC QIE{H|0|A2| @l H|0f T|O|X|0fl= O{E2I0|AATLTHA UASE LIEFHLICE

3. MEE ol A HL|C,

4. Aot golol efX|E S0 22|10 MEM HIHE 22lSLICh,

o
o. Zg0| A= WS HELICH
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9. Mt HIHE CHA Mol 7121 KIS =21 FIHE MAL2|off DF St
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= IT
10. HZo| MYS H1 ZHEER LED U B8 F=E DLHZSHLICEH

BMC QIE{H|O|AE ALESIH 28 HEfS ZLEZRL|C}

1. o{Z2j0|HA L EVF O2|E E|Xtof| HEAIE[D 07k LHEHEX| Qb=X| SHQIgtL|C,

MH| A O{ZSEt0[AA0 M ECLO|ES WABLICE

AMH|A 0{Z 20| A 2| SSDO||= StorageGRID 2% MIH[7F Zetk[0] JSLICH St
SCto[AA T} 2tE iEE TdE 22 SSDoll= #A 21, HIEZ] 3l H|O[E{H|0]A HIO|E =

HotEIL|C E2F0|E= 0|2 2I8H RAID1E A5 U|E1E'E! LICt. E2f0|E & StLtof|
Ho{vt e 3L %Eéo HES5| 28l 7ttt o "e| E2t0|EE WH[SHOF Lt
2astA

* AFLICHHIES SEIHLZE AAXMYSLIC

A
A H
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1. E2l0|E9| {1 LED7} FEMOZ 2810|=X| 2QISfL|C},
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Lot J2|= BE|XE AHESH0] SSDO| HEfE ZLEEE = JAELICH ==+ & MEfgiL|CE O3 Thg ™
HE2H0[AL L E*>* SIEY0*E MEIBILIC E2L0| 0 957} Lot 2 AEZ|X| RAID 25 =0
LRI} Yot E2t0|20] thgt HIAIX|ZF EAIELICE
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I, Press tha
redease button

Attertlion: Ensurne
that the ray hamdis
is fulty apen before
= you altempl o slide
li. Fiace the drive on a the drive cul

static-free, level surface.
celo|e Amalo iEo| EENMOZ He|1 E2l0|ET7L £R0j|A E2|A| ELIC

S. WES 1 E2to|EE o] il CHZ FTV| It gl= B BHO| &L
H

SROf| &st7| Tol| uA E2t0|229] 22| HEE FELIC

ii. Cloze the drive tray handle
Hode: Do not use excessive force
while closing the bandia.

7. a0 @A S2l0|E HPISt kS Eato|s WSS THALICE
() #ss o sotams 812 Jjeta oRAIR.

C2to|ETt bS] A UEH E2 42| 7} ELC),

Eato|gs %t

X5 501 S2f0|H0f M D[2{YE HO[ER (SO R HASELICE J2|E B2lxtE AFRsio] XA
NS BoIE 2 2

UELILE L=+ S MESIL|CH O3 THZ ™ 0{E2t0| 1A L E*>* StEQ0*S MEitL(Ct.
AE2|X| RAID 2E 20 E210|E 7} S| XA =E W7tX]| "ML= " HAIXIZF EAIELIC
8. C2to|E wA|of CHsHM= 71 X2 20 225t AIL.

71& K@ BEMol|M = ol 7h 2ot E2t0| 29| BhE X[H S MS L Ct.

AH| A OfZ2tojoiA0] O[EYl B3 THS HF & YFLICHL EE ¢ BE HEYI A
BE Gl YD AEE WP £ UBLIC
st A

* AFLICHHES RAIES ZEZ HRASIASLIC,

@ StorageGRID {Z2}0|HAE QX|E4 BEZ MetstH 1 ANATL E7HSS BRI =2
olAL|C}
M- .
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StorageGRID O{Z2}0|HA AX| Z2 MM * HIEQIZ 7+ *>* 23 74 * S HEHELICE

NetApp® StorageGRID® Appliance Installer

Home Configure Networking « Configure Hardware - Monitor Installation Advanced ~

Link Configuration

Home IF Configuration
Remap Ports
Fing Test

OTh o Review the settings below, and then click Start Installation.
Port Connectivity Test (nmap)

HAE LEYD = YIS
(D)  =2ou oizatojerd agE
Z232o| URLE CHAl 22

42 AZO| BO{E = JGLICE 12 LHol| CHA| HEE|X|
=l CHE IP 4 & SILIE AFE9}0] StorageGRID O{Z210[AA HX|
L+ ttps://services_appliance IP.8443*

*
D'

- O1Z20|A A0 ot P FAE HERLC

VLAN HH 2 HZESH Z2 o{E2t0|AH AL MEUIO| HAEUS 2 JASLICH {E2t0|HAL| P FAE HESHOF
Ste A £ &XSIM AR StorageGRID IP 42 M 8tL|Ct

HmolM * HEHZ 74 * > * Ping HIAE * £ (EHBIL|C},

=
Png HAS S28 M8siof offtoleiag TH O B3N YA 2u0l BYS S+ UE USSP

5! StLt Ol M9 LHE EQ| O2|E

TS CHE D E HAES EH 7|2 22| L2 J2|[E HEYI IP FA
=l 3 23 AN XA o2 S0t 2HIE

(==} —
HESIT IP F4E Pingt £ Q=X SlBtLICE LR AL HEY

Y3 7 WY ARIO| S EICID BHESHH =S HEEBILICE StorageGRID 0fZ2{0[@1A M| T2 I2oj A
*Dg > HESD YR 2 MES 3 013 8M 3 ohLtE Meisiict,



o LLEZ T2|E0f CHA| XOISH= Al HEEY HEISI2{™ * StorageGRIDZ X HE! * S MEHSIL|CT,
FRES DEO|A AP MGt h:_E S84 RYOE Mot FH|JL E|RYOH 0] Z& 1% ME4SL|CE

o

=

m

° FAEs EEZ HEE

(ol 82 HEEHI 7K IE—’.*— EEE m2t A Y = ASLICEH) _'EI':01| EMI 0“1 25t7| Hol| ==0f| M
FAHHOF Sh= =7t {FRIE4 20| A= L 0] FHS MEPLIC

NetApp* StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller |Upgrade Firmware
Reguest a controller reboot. Reboot Controller |

O|Z2t0|AATF BRI T 2| =0 CHA| ZtsHE | £|cH 2020] 2 £ JASLICH MEEI0| ehtzE 1

L E7t 2| =0f CtA| Z2EE|R=X] 2015t ™ Grid ManagerZ =0tZfL|Ct. nodes * H|0|X|0f] {Z2t0|SHA
o et A HEH(OFO| 2 S13)7F EA|E|0{0F 5tH, O|= 2hdetEl 2Elo] gl =71 J2[=0f
HEE|USS LIEFHLICE,

M NetApp | StorageGRID Grid Manager Q @-v ARoot~

DASHBOARD
ALERTS
Nodes
_.
TENANTS . N .
View the list and status of sites and grid nodes.
ILM
Q Total node count: 14
CONFIGURATION m
Name % Type = Objectdataused € %  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARC1 Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

B s a2 T T N et an
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HAH .

O{E2t0|UA LLES HRESHX]| 80 MTU HEE HESIEH P HE =42 AFEELCH

-

7| MX| 0] StorageGRID 0{Z2t0|

x A MX| Z2Oo|H 22f0|9IE TE R2ixt HIEYRI} TYEK gL
22 SX|E4 DES A0l MTU 4SS

2 e

IPHE =FE ALE3I0 MTU €F 2 HEELICH

T
IPtHZE =0l AMASH off EHE 2 MTU 28 S HOo|E-LICH =& HERIS F8 = HERLIM.

X2 ZES A5 MTU €3-S HEYLICH

Change IP(IP &) =& ALE5I0{ O|2{et BHof| HMAE &~ §l= B2 RAEs HEE ARSI MTU EH2
H:|7=|'6'|'|__| |:|-_

_od

-

Al

zest A

* AELICHHEZES QAIES TEZ MBISIHELICE,
|
1. StorageGRID O{Z20[AA AX| Z2IMOAM * HEAZ 714 * > IP 74 * S MEHeiLICH

2. J2|E HERS, 22Xt HIERIZ 5L 220[AE HIE 0] tist MTU 2 S Jsh= Ci= HESLICH
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 cal

. MFO| BEARIQE < X{E * 2 MepiL|Ch

° LEE J2|=0f CHA| ZQI5t= HEfo|M ZIEESE ME-ISIEH * StorageGRIDZ MRE * S MESL|CE
FREs HEOM HHS S50 225 Yot 22 Hetet FH[Jt EQCH 0] FHS HERlL|C]
° fAEs HEZ MEE S MESIH A2+ ZEZ HOF A= LEE AMESH0 AEERE MEEYLICH
( | S92 HESE7 RAIEs 2o ot Af%% = ASLICE) 22| =0i ChAl HESH| Hof| ==0f| A
Aol of Sti= =7t RXIE+ 20| A= ER 0| FHS HERIL|C
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Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Uparade Firmware

Fequest a controller reboot. Reboot Controller

{E2t0|AATF HFEEIE[ T2|=0] CHA| Z71i5H= O Z|CH 20=20] 23 &= ASLICEH HFEE0| 2tz

Ot J2|=0f ChA| ZEHE|IY=X] 221512{™ Grid ManagerZ S0ZfL|Ct nodes * H|O|X|0f| O{Z2t0|AHA

2o chiet Fak SEi (ool 2 ?.18)7f HA|E[0f0F 5tH, 0| = Z-dstel &0l gl = =7t J2| =0
HEE[U}SS LIEFHLICE

DASHBOARD

ALERTS

e Nodes

—_—
TENANTS ) N
View the list and status of sites and grid nodes.

ILM

M NetApp | StorageGRID Grid Manager Q @~ ARootv

0\ Total node count: 14
CONFIGURATION
Name = Type = Objectdataused @ 2=  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

I Lo R SRV

T T T

Hye
StorageGRID 22|

e

DNS AMH TS =helgfL|ct

0| {E2I0|AHA =0 A ST AtE F¢l DNS(Domain Name System) At E 2tolst
LAHO = HAY £ JFLICH.
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* T E Yoot o{Z20[AATE =Rl O|F S AFESI0 KMSO| AZE= 32 J2|=0f FolEl DNS M F StLtof|
HZHOF BfLICt O3 CHZ O[2{St DNS MK & StLt7t =M@l O|F S IP A2 tHEBHStLICE

* LCJH 2|9 DNS MO HZE 4= QAL == oot 0fEEt0|QA LEVF el m 2= HA| D
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KMS HZ 2 dtsl{st= DNS 28|12 sl Zst2{™ StorageGRID HE2H0|AHA Mx| TZ 0] A StLt 0] A2 DNS
MHQ| IP FAE X|IHGIMA|2. 0|23t 2IA| DNS HHE AF2SIH H{E2I0|AHA T KMSOH| HZESHD =E9| HIO|HE
sHEg £ USLICE

S St b EJF @matol AEY f 12| =9| DNS M7t HHAE|H L =7t CHA| 2201 AEf7t 2 mf
gk 4= Ql&LICH KMSE O|™ DNS 22 Al Akgdst Q17| tH2QILICE StorageGRID 0{Z2t0|HA AX|
S MH IP TAE QUESHH AA| KMS HZES 6l == HIO|EHE ST 4 JSLICL

24>

EHA|
1. StorageGRID O{E2{0|AHA MX| T2 IO * HEXZ 74 *>*DNS 714 * S MEHBL|C,
2. X|MEl DNS A7} SHIEX| gHolstL|Ct,

DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers
Server 1 10.224.223.135 x

Server 2 10.224.223.136 + %
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© QRS RER TYHE *

T H0|E{7t SIS El = L EZE MEEISL|Ct StorageGRID HEZI0|HA MX| T2 oM * 15 * > *
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o
o
AEZ2 MEE - 2 Meist S 0 8N 3 tLtS Megin,

[ |

El6}2{™ * StorageGRIDZ MEE! * S MENSHL|C},
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|
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Reguest a controller reboot. [ Reboot Controller |

L=

(| | ———

T EJ HEEE T 2|20 CHA| HZE|H Grid Manager0i| LEZEl A| AR MA| DNS A7}
@ MEEILILE 22| =5 ChA| AZSH = {S2I0|HAE EEI0|AAT RAIES ZE
StorageGRID O{Z20|AA AX| Z2I40f| XY E UAl DNS MHE [ 0]& ALE3HA|
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M NetApp | StorageGRID Grid Manager earch by page titl Q @v ARootv

DASHBOARD

ALERTS v

TENANTS B
View the list and status of sites and grid nodes.
ILM
Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

T T S L R T T T

SAEL BEYM LE 35t

AX| S0 OEE}OIO* Off CHek 2 o ? E A=t MElf 5 7| 2|
MH(KMS) M HEE Zelot 2f {E2t0[AA LEO| L E Azt HEfE HLHEY
Ol |C}
uestA

* AX| 0| o{Z2t0|A A0 CHEE L E AT otE S MMELICE O{Z20|HAE HX|ot 20l= LE ATE

grdste o~ &L

* AELICHHES RXIES ZEZ MetstFE&L|Ct.

oA

1. StorageGRID 0{Z2}0[21A HX| TZIMO|M * StER0 1 * > * L E L3t * S MEHSL|CH
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed
¥ yp pp g yp g pp

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data

LE Aot HO|X|0fl= LS Ml ZHA MM0[ ASLICE.

° Yot LB = O{Z2H0[AL0 L3l L= L=otIt St RA=X| R E BAIGLICH
° 7| #E| MH N2 HE = 0ZE0|AAE P2 otdtEs O] AFEE|l= KMSO| tet Y2 E H0f FLICH AH 8l

S2H0|UE IS M AP S 2L5He OI"H ME ZE A HEHE & & ASLICH
KXRSHMAIQ KMS 7 XA

q g3
* KMS ZAE0 A M of| 7| X[ 2t2 2X|7F Ldist= 22, E IS A2 DNS(Domain Name
System) A{H{7t

* QBN EHIE 9

° KMS 7| X|27|(Clear KMS Key)= HZ20|A0| CHSE o= A= 2E SiA|ISt, StorageGRID AO|E0||
TEE 7| 2E| M2t o E2H0|HAE AL, 01%Ef0|?_*_01|/\1 2E Glo|E{E AREILICE BHEA| BHof
gILICH KMS 7|2 X[ZLICH CHE StorageGRID A|AHIN| HEZES MK|St7| o
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Reguest a controller reboot. Reboot Controller |

) ()

O{E2t0|AA T} FEIE| 1 J2|=0] CHA| Z71i5H= O] Z[CH 20=0] 23 &= AELICH IHFE0| ==

L EJH J2|E0f CHAl 2= A=K 21512 H Grid Manager2 S0tZLICH nodes * T 0| X0 0{E20|AA
LEof| oSt Ha JEH(OL0IZ §18)7t EAI=|0f0F StH, o] = E-detEl 20| gl ==t J2|=0|
HEE[U}SS LIEFHLICE
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= N NetApp | StorageGRID Grid Manager earch by page title Q @-v ZRootv

DASHBOARD

ALERTS v

Nodes

TENANTS N
View the list and status of sites and grid nodes.

LM

Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
2 e
StorageGRID 22|
7| 22| M 4= X|SLICE
KMS(| 22| M) 742 X8 o Z20[AA0N L E S 3}7} HIZHSHEILICE KMS
CHS M8 SAIL OfEE0lP1A0] LO|EIZ HAHOZ AHEID T 0} AHAE

ELICL O] L|o|E = =7 4 glELICt.

st A
{E2t0|A 29| HIO|E E EELHOF 5h= B2 KMS 782 X|R7| T == AMH[A S| RXIE &AL =8
=H|sHioF LIct.

() KMSE MHetel 7B e HOlE SRHO ML T Oy A2 4 g BTk of Holet
=e 4 gL,

L MH[A A ZetE C|0|EE O2| 29| LHE =E2 0[St H LSS ArERLIC.

Of Zteoi| CHH

O{E2t0|A KMS S XM L& L2o7t H|ZEote|2 2 0{E20[A A L. =9 StorageGRID AFO|ES| KMS
74 Zte| HZO| MAELICE O™ 0{ZS2t0[AA9| HO[E{7} ARIE[1 {ZS20[AAT AR AX| HEZ FX|ELICH.

Ol Z=NA= E[ESE £ gl&LICH

KMS 78S X|</0f ShL|C}.
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* KMSE AMESHA| 7L CHE KMSE AH25tH= CHE StorageGRID A|AHIO| HES EX|517| M|

@ SY KMS 7|E Ar83t= StorageGRID A| AR O{E20[AA LES MAKX|SIH = B KMS
TEE XX OHHAI2.

=
S
* LC Yooyt AEHE O{SEI0|AAE MH|A Bl =

KMSE R|75t7] Hoi| 0{S2t0| A2 2| TR S ol H|5t0] StorageGRID A AHS| THE =2 HIO[HE
() oIseILIth KMSE HYIst7| Hofl st HIO|EIt A E| T ofFato|d ATt KIS eHR| 6 4
QBLICt,

EHA|
1. H2}RXE G ofZ2to[ Ao HRE AESZ{0f thet IP F4 F SHLIE YASLIC

(* https://Controller_IP:8443*")

'Controller_IP'= 3712| StorageGRID HEH3 & 0| oF o| ARE HEEZ(AER[X| HEEZ{7t Ot IP
FAYLCE

StorageGRID O{E2t0[1A HX| 22Xt F H[O|X|7} LIEFEHL|CE,

2. SlEYo] M * >+ L E ot 53} * 2 MENBHL|C}
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status
A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales

External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate

Client certificate

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is

deleted.
[om oo e |
@ KMS 10| AtH|El 22 O{F2t0|1AQ| H|0|E{ 7} BRH 2 AKX ELICE O] HIo|H= E+Y
&Lt
= .

3. & OF2HZ 0| M * KMS 7| AfH| 5L C|O|E| Afw| * £ MEdgtL|Ct,

4. KMS 742 X|22H + " * clear * "+ L3t * KMS 7| AH| 3! H|0|E AHK| * & MEHStL|CE

=
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |

Cloar KMS Key and Delete Data

KMS %3} 7| 5 2E Bl0JE{7} =E0|A ARSI 3 0fZ2fo[oi AT} HREEILICE O] He Alrh 2020| 228

T AL

5. HEIRXME E11 o|E20|H AL ARE HESH 0| Chet IP A & SHLHE LHYLICE (+)*
https://Controller IP:8443*

'Controller _IP'= 3712| StorageGRID HIE¥3 & | ot 20| ARE HEEZ(AEZ|X| HEERZ{7} OIH)9| IP
FAQlL|Ch

StorageGRID 0{Z2t0[1A HX| 22| Xt & HO|X| 7} LIEFEHL|C},

6. SI=90] 1M * >+ = Ao+ S MERBLICE

7. £ AosIt HIZHEoE|RQH * 7] 22| M MR FHE * 3 * KMS 7| X|R7] % ClIo[E] &K * HEE9| 7| Y
ASM HEIL HOIM MA= A=K 2HlRfLict.
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