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The E2800A and E2800B controllers are identical in specification and

function except for the location of the interconnect ports.
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage E|

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

|

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation
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Network Link Configuration

@@@@

A\ You might lose your connection if you make changes to the network or fink you are connected through. If
you are nol reconnectad within 1 minuts, re-enter the URL using one of the other IP addresses assigned lo
the appliance

F

23 el H0|S0ll= H= 7t OHAZ ZEQ| I3 HEH(RI/0t2H) 2 £ = (1/10/25/40/100Gbps)7t LIE & LICt.

Link Status

Link State Speed (Gbps)
1 Up 25

2 Up 25

3 Up 25

4 Up 25

5 Up 1

6 Up 1
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Link Settings
Link speed
Port bond mode

Grid Network

Enable network

Metwork bond mode

Enable WLAMN (202.1qg)
fagging

MAC Addresses

Admin Network

Enable network

Metwork bond mode

MAC Addresses

Client Network

Enable network

° SE0[AE HIERZ * It H|Z st LICt

| Auto
@ Fb-:ed.:} () Aggregate
Choose Fixed port bond mode if you want to use ports 2 and 4 for the Grid Network and ports 1

and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
connected ports to share a single LACP bond for both the Grid and Client Netwaorks.

i

=

@ Active-Backup '_ () LACP (302.3ad)}

[

S0:6b:4b-42.d7:00 50:6b:4b:42:d7:01 50:6b:4b42.d7 24 L0:6b:4b:42:.d725

If wvou are using DHCF, it is recommended that you configure a permanent CHCP reservation. Use
all of these MALC addresses in the reservation to assign one IP address to this network
interface.

M

(@) Independent | () Active-Backup

Connect the Admin Network to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port 6 and use link-local IF address 165.254.0.1 for
ACCess

déc4.97 2a.e4.50

If you are using DHCP, i i= recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

(O0)

LE’ﬁ'ﬁinngthE Client Metwork causes the default gateway for this node to move to the Client
Metwork. Before enabling the Client Network, ensure that you've added all necessary subneis
to the Grid Metwork Subnet List, Otherwise, the connection to the node might be lost,
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Link Settings

Link spe=d

Part bond meosde

Grid Network

Ensble network

Network bond mods

Enable VLAN (802.1q)
tagging

WLAN (B02.1q) tag

Admin Metwork

Enable netwark

Network bond mode

Client Metwork

Enable network

Network bond mode

Enable VLAN (802.1q)
tagging

VLAN (B02.1q) tag

{~ Active-Backup

o LACF (302.3ad)

v

{~ Independent

v Active-Backup

ary, you can make 3 temporany

@, then connecting to port &

¥

(" Active-Backup s LACP (802 3ad)

If the port bond mode is Aggregate, all bonds must be in LACP (B2, 3ad) mode
v
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Grid Network

The Grid Network is used for all internal StorageGRID traffic. The Grid Network provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Grd Metwork can consist of multiple subnets. Networks containing critical grid
senvices, such as NTP, can also be added as Grid subnets

P ® Static (O DHCP
Assignment
IPvd Address 172.16.3.72/21
(CIDR)
Gateway 172.16.01

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Prmary Admin Mode before starting installation

Subnets 172.18.0.0/21 x
(CIDR)
172.18.0.0/21 *®
192 168 .0.0/21 + %
MTU 1500 I+
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Admin Network

The Admin Metwark is a closed network used for system administration and maintenance. The Admin
Metwork is typically a private network and does not need to ke routable between sites.

P ® Static (D BHCP
Assignment
IPvd Address 10.224 3 72/21
(CIDR)
Gateway 10.224.01
Subnets 0.0.0.0/32 +
(CIDR)
NMTU 1500 =
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Client Network

The Client Netwark is an open network used to provide access to client applications. including 53 and Swift.
The Client MNetwork enables grid nodes to communicate with any subnet reachable through the Client Metwiork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
IF (® Static () DHCP
Assignment
IPvd Address A7 AT T 183/21
(CIDR)
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FPing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination. select Test MTU

Ping and MTU Test
Metwork Grid e

Destination [Py
Address or FQDN

Test MTU [

2. HE I * EFCIR AXOIM HIAEY HEQ (A2 E, B2|Xt = S2H0|E)S MEHSiL|CY.

3. 3Tt HIEY A9 SAEO CHSH IPv4 T4 = FQDN(R#SHE! ZH|Ql 0|2)2 aEtL|Ct.
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oI E0{ HERA £ 7|2 22| E9| H|0|EH0|E PingE 4= ASLICH.

MEHMOZ * Test MTU * SfQIZHS MEHSIH LIEYIE Sl tHE Q2 7h= TA| A=0i| st MTU 2F 2
sfolstL|Ct
OIE S0, {ECI0|UA L EQF CHE MO[ES| L= ZH F2E HIAES 5= /GLICH
HE HAE * & S/t
HER3I HZ0| fa% B ping Bd £2H0| LIZ =l "Ping test Passed" HIA|X[7} LIEFEFL|CH,
Ping and MTU Test
Use a ping request to check the appliance’s connectiity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the netwark to
the destination, select Test MTLU
Ping and MTU Test
MNetwork Grid i
Destination |Pv4 10.86.104 223
Address or FQOM
Test MTU
Test Connectivity
Ping test passed
Ping command output
PING 18.96.184,223 (16.96.184,223) 1472(1588) bytes of data.
1488 bytes from 19.965.164.223: icmp_seq=1 ttl=64 time=8.318 ms
-—- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time ems
rtt min/favg/max/mdev = 8.318/8.318/8.318/8.888 ms
Found MTU 158@ for 18.96,184.223 vis br@
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Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70 scan initiated Fri Nov 13 18:32:@3 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (@.00860s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:04 2020 -- 2 IP addresses (2 hosts up) scanned in 9.55 seconds
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© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.20020s latency).

PORT STATE SERVICE
22f/tcp open ssh

80/tcp open http

443/tcp open  https
1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: @0:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 2020 -- 1 IP address (1 host up) scanned in .59 seconds
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© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open utcd
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: 0@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 202@ -- 1 IP address (1 host up) scanned in 1.6@ seconds
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Set Up SANtricity® System Manager b ¢

More (10 total) »

Welcome to the SANtricity® System Manager! With System Manager, you can...
® Configure your storage array and set up alerts.
® Monitor and troubleshoot any problems when they occur.

o Keep track of how your system is performing in real time.
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NetApp® StorageGRID® Appliance Installer Help ~

Home Configure Networking - Configure Hardware ~ IMonitor Installation Advanced -

Node Encryption

MNode encryption allows you to use an external key management server (KM3) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the
appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed.

Enable node encryption o

Kev Manaaoement Server Details
3. LE sl AN * g MesiLich
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Remap Ports

If required, you can remap the internal ports on the appliance Storage Mode to different exdernal ports. For example, you
might need to remap ports because of a firewall 1ssue.

Metwork | Grid j Protocol | TCF j

Remap Direction | Inbound j Original Port | 1 =]
Mapped-To Part = 1 =]
Network Protocol Remap Direction Original Port Mapped-To Port
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NetApp® StorageGRID" Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced «

Home
© The installation is ready o be started. Review the seftings below, and then click Start Instaliation.

Primary Admin Node connection

Enable Admin Node =
discovery

Primary Admin Node [P 172.16.4.210

Connection state Connection to 172.16.4.210 ready

Mode name

MNode name MetApp-SGA

Installation

Current state Ready to start installation of NetApp-3GA into grid with Admin Node
172.16.4 210

Start Instaliation

2. Primary Admin Node connection * Al 0{|A{ Primary Admin Node2| IP F£ 2 X|Hdl{0} st=X| (R E
stolgtL|Ct,
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Monitor Installation

1. Configure slorage

Step Progress Status

Connect to storage controller _ Complete

Clear existing configuration (e —— Cemphte

Configure volumes l-___ ’%:% Creating volume StorageGRID-obi-00

Configure host seftings Fending
2. Install OS
3. Install StorageGRID

4 Finalize installation
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Home Configure Networking - Configure Hardware - IMonitor Installation Advanced -

Monitor Installation

1. Configure storage Complete
2. Install O3 Complete
3. Install StorageGRID Running
4. Finalize installation Pending

Connected (unencrypted) to: QEMU

platform.typen: Device or resource busy

[2017-07-31T2Z2:09:12.3625661 INFO -- [INSG] NOTICE: seeding ~var~local with c
ontainer data

[Z2O17-07-31T2Z2:09:12.3662051 INFO [INSG] Fixing permissions
[2017-07-31T22:09:12.3696331 INFO [INSG] Enabling syslog
[ZO17-07-31T22:09:12.5115331 INFO [INSG] Stopping system logging: syslog-n

1201?—9?—31T22:09:12.5?009&] INFO [INSG] Starting system logging: syslog-n

[Z2017-07-31T22:09:12 .5763601 INFO [INSG] Beginning negotiation for downloa
of node configuration
[Z2017-07-31T2Z2:09:12.5813631 INFO [IN3G]
[2017-07-31T22:09:12.5850661 INFO [INSG]
[Z2017-07-31T2Z2:09:12 .5883141 INFO [INSG]
[Z2017-07-31T22Z2:09:12.5918511 INFO [INSG]
-07-31T22:09:12.5948861 INFO [INSG]
-07-31TZ2:09:12.5983601 INFO [IN3G]
-07-31TZZ2:09:12.6013241 INFO [INSG]
-07-31T22:09:12 .6047591] INFO [INSG]
-07-31T22:09:12 .6078001] INFO [INSG]
-A7-31TZ22:09:12.6109851 INFO [INSG]
-B7-31T22:99:12.6145971 INFO [IN3G]
-07-31T22:09:12.6182821 INFO [INSG] Please approve this node on the A
min Mode GMI to proceed...
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2. Advanced * > * Update Appliance Configuration * 2 MEHSIL|CE,

0{Z2t0|1 A 7 A0 E H|O| X[} LtEHELICE.

Update Appliance Configuration

Use a JSON file to update this appliance's configuration. You can generate the JSON file from the ConfigBuilder (§ application or
from the appliance configuration script.

A\ You might lose your connection if the applied configuration from the JSON file includes "link_config"
and/or "networks" sections. If you are not reconnected within 1 minute, re-enter the URL using one of the
other IP addresses assigned to the appliance

Upload JSON
configuration
Node name - Upload afile v
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O ZZto[AA0 HEE CHE IP F& B SHLIE ALESH0] 0{Z210|AA URLE CHA|
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Upload JSON

JSON Browse appliances.orig.json
configuration )

Node name --Selectanode v

LC 0| * EEL22 JSON Ihof| FolE 2[&¢| = 0|E2 = MATLICH

T40| RBHA| 2OM Ik 0|Z0| WO Z FA|E| T OF IAIKI7H 2ty HHL{of
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4. LE 0|2 * EECIR 220N ES MefgiLiCh
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Upload JSON

JSON Browse

appliances.orig.json
configuration

Node name Lab-80-1000 v

Apply JSON configuration
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° BMC g 3! 0{S2t0[f A 9] Sixf F40] ZE JSON MY S H-H3h= S 15 StorageGRID

O{E2t0|A &2 2HES fITH 15 7ISYLC
° RAID 2E, == 0|F & HIE/Z o7 HZ Fd5t7| ?Iet ‘configure’

° StorageGRID &X| A|ZHS @[t ' AXPIL|Ct
° StorageGRID &%| ZL|E2S Qs ZL|E
° O|ZEI0|HAE MEESH| 2[Tt IHRE

52| H&H(advanced, configure, install, monitor, reboot) 214+ F0f| '-help' M2 =stH i of¢ EH
LHOIl M A8 = = SH0] CHet XtA[et LHE S M3 st= CHE =2Y HAETL EAIELICE + "configure-
sga.py_subcommand_—help

3. O{Z2I0|HA Lo vixlf 4 S &lst ™ CH3at Zo| YAYLICH 07| M "SGA-INSTALL-IP'= O{Z20|AA
LE9o| |P A & SHLRILICE + "configure-sga.py configure_sGA-install-ip_

O Zit= 7| | 29 IP 49t 22|, 2= 8l S2I0|UE HEAI o tigt YEE Z&oto

O{S2to| A2 0] CHet XY IP HEE HEAILICE

Connecting to +https://10.224.2.30:8443+ (Checking version and
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connectivity.)
2021/02/25 16:25:
2021/02/25 16:25:
200

2021/02/25 16:
Received 200
2021/02/25 16:
200

2021/02/25 16:
2021/02/25 16:
200

11:
11:

Performing
Performing
25:

11: Performing

25:11: Performing
25:

25:

11:
11:

Performing

Performing

StorageGRID
Name:

Appliance
LAB-SGA-2-30
Node type: storage
StorageGRID
IP:
State:
Message:

primary Admin Nod
172.16.1.170
unknown
Initializing...

Version: Unknown

Network Link Configuration
Link Status

Link State Speed
1 Up 10
2 Up 10
3 Up 10
4 Up 10
5 Up 1
6 Down N/A
Link Settings
Port bond mode: FIXED
Link speed: 10GBE
Grid Network: ENABLED
Bonding mode:
VLAN: novlan

MAC Addresses:

Admin Network:
Bonding mode:
MAC Addresses:

GET
GET

GET

GET

GET
GET

€

ENABLED
no-bond
00:80:e5:29:70:f4

on

on

on

on

on

on

Received 200
/api/v2/system-info...

/api/versions...

Received
/api/v2/admin-connection...
Received

/api/v2/link-config. ..

Received 200
/api/v2/system-config. ..

/api/v2/networks...
Received

(Gbps)

00:20:98:59:8e:8a

active-backup

00:20:98:59:8e:82



Client Network: ENABLED

Bonding mode: active-backup
VLAN: novlan
MAC Addresses: 00:20:98:59:8e:89 00:a0:98:59:8e:81

Grid Network

CIDR: 172.16.2.30/21 (Static)
MAC: 00:A0:98:59:8E:8A
Gateway: 172.16.0.1

Subnets: 172.17.0.0/21

172.18.0.0/21
192.168.0.0/21
MTU: 1500

Admin Network

CIDR: 10.224.2.30/21 (Static)
MAC: 00:80:E5:29:70:F4
Gateway: 10.224.0.1

Subnets: 10.0.0.0/8

172.19.0.0/16
172.21.0.0/16
MTU: 1500

Client Network

CIDR: 47.47.2.30/21 (Static)
MAC: 00:A0:98:59:8E:89
Gateway: 47.47.0.1

MTU: 2000

FHAHH A S S
#HHH4 If you are satisfied with this configuration, FHHEH#
##### execute the script with the "install" sub-command. #####
FHA A R S S

4. AT MYO| S HEHOF 5t= 2R 'MA 6t9 HHES AEst0] ZH2 LH|O|ERLICE O E S0, o{E2t0|HAT}
7|2 el L=o HEsHT| 2l MROP'_ IP F=4& E '172.16.2.99 '2 HABIZM + ' configure-sga.py configure
- -admin -ip 172.16.2.99 _sga -install -ip_'S =4sfL|Ct

5. O{E2I0|HA 1 MHS JSON IHYU 2 eiistz{™ 112 5l Hi e ﬂfoe' 52| BHE MESHUAI. 08 S0, IP =&
'SGA-INSTALL-IP'E A83t= O{E2t0|AA ? ‘é O{E2t0|HA-SG1000.json’0|2H= IHU0]| B ASHAH +
"configure-sga.py advanced—backup-file appliance-SG1000.json_sga-install-ip_"S /=gt |C}

74 Y27t ZetEl JSON It 2 of| M ASEES At ClH E2|of Zd gLt

@ AHEl JSON mhHQ| | &¢| & 0|F0| 0{E2t0[AA O|Ft LK|SH=X] §. SHIA L. Bl E
AFEXt0| 11 StorageGRID APIO]| Chieh EX{st Olali7t Gl= F<2 O] LA S HASHA| OFHAIL.

—_—r
ot
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6. o{Zzt0|HA 70| PEEAR{RH "install" 3! "monitor" 59| BHES AHE5t0] O{Z2I0|HAE HXISLICE +
"configure-sga.py install—monitor_sga-install-ip_"

7. {E20|HAE HEEIGH2{H + "configure-sga.py reboot_sga-install-ip_"E 2218fL|Ct

StorageGRID 714 X535}

UASLICE.

1

J2|E L EE 53 F StorageGRID A|AE M S XHS3He

-

A

L

2ol

* AX| Ot7t0[E0f| M Lt mtAQ| #|X|E 1 ASLIC.

ot ol 43

configure-StorageGrid.py2| 2F0{lL|Ct THE XSSt Ol AFHEE|= Python 23 E EQILICE
configure-StorageGrid.sample.json ADZIEQ} S AIRE MZE 1M Tl
configure-StorageGrid.blank.json ATZEO| AT B M mUQIL|CH

TSASLICE Ol MYUS PHEH ME 4 It (‘configure-

* "configure-StorageGrid.json" 714 OIS
It (‘configure-StorageGrid.blank.json' )% st 4 Ql&L|C

StorageGrid.sample.json') EE&= gl 314

Of ZhHofl CHaH

configure-StorageGrid.py Python 23 & E2} configure-StorageGrid.json 74 MYS A0 StorageGRID
AAE M S XSSt = ASL Ef.

() 2fl= e £ UK APIS MBS0 AlAHS TS A5 YALIC

1. Python 23R EE HA5L7| I3 AL Q! Linux AIAR0| 23Q1gtL|C},

%
2. 4X| Ol7}0|EHE F&ot ClAE2|2 HF L.
0o: + 'cd StorageGRID-Webscale -version/platform

017| M, 'platform’2 'dEBS', 'rpms', 'vSphere’ & L|LC}.

>

3. Python 23 ZES HHst1 Mot 714 IS ALSSLCH.

./configure-storagegrid.py ./configure-storagegrid.json --start-install

opxl &

— T

[og]
(=]
T IH7|X]| "zip' THE2 Fd Z2MA S0 8= X 2 7 Z2HAE AT

(=1
=
I =3
Lt oj 4o J2|= = =0f Fof7} &l B2 StorageGRID A|AEE =78 = @

RSl |

§ Sol Clzelo) Ce2c gL,
T2 27 1)7|X TiYS #



YLIC G S0, Qe M HER A QIX] & QHES 2R E ML 9|X|0f SAFL|CE

y Ll

(D =7 I§7|X| I}Y2 StorageGRID A|AROA HIO|E{E 71 2= Ol A Y = A= =t 7|2t
ATt L0 AL = EotS FX|SHOF §L|C.

2! £ M-dsljof ofCtn X5t B2 "passwords.txt" LY S FZES1 StorageGRID A|AHI0f| M| ASH= O
Lt A5 S Kotof gfL|Ct.

S i i R R
##### The StorageGRID "recovery package" has been downloaded as: #####

#HH#4 ./sgws-recovery-package-994078-revl.zip FHHH#
#H#H# Safeguard this file as it will be needed in case of a HHHHH
#HHH4 StorageGRID node recovery. FHH4H#

iggddssadssasisaddidaddssaadassdsasdiaasdsaddisasasad stz tsadi

_._

2ol MA|X|7} EA|Z|™H StorageGRID A|AEIO] MX| 5! LM ElL|C

lO

StorageGRID has been configured and installed.

REST API &X| 7R

StorageGRID= &X| &S +AsH7| /et &= 7HX] REST API, & StorageGRID &X| API2}
StorageGRID O{E2t0[HA MX| 22Xt APIE M3 ELICE

= AP| 25 Swagger 2Z AA AP| Z2H
JHELXEZF OFLl AF2XFZF APIZF OH7H
xtgat 4 QIALICE o] EMoME
UCHD FHYBILICE,

Z2 M85 API EME HM|SELICt swaggers AHESHH 72Xt
2 M0 o{EH SEHS=X] EHF = AFEXE QIE{H|0O| AN APIE A

2l 7|12 % JSON(JavaScript Object Notation) CIO|E{ &Alof| Chsf & <11

A
ET
7(
T'__

@ API Docs # H|O|X|E AL £8SH= E% AP| 212 2to|E RAUL|CEH M2 A4 H|O[E{Lt
7|EF HIOIE{E =t YC|0|E = AMK|SHK| QEE FOISHMAIL.

2} REST API H3H0f|= APIS| URL, HTTP X T
HESHEILICE

= MERX URL O{7H M=, T2

>
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oz
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rir
>
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0lo
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StorageGRID & X| API

StorageGRID & X| API= StorageGRID A|ARIE MZ #4e wet 7|2 #E|Xt E FFE A0 5H= 201Dt
ArE2E 4 UASLICt MX| APIE Grid Managerdl Al HTTPSE Edl HM|AE £ QELICE.

API BE M| HAMASHAEA 7|2 22| =9 X g H|O|X|2 0| S5t Hlm ZZ0M * =3F * >*API BEM *
MEdStL|CE

StorageGRID 2X| API0||i= CHE MH40] Zete|0f AELICH

* * config * — MIZF E2lA L API T} 2 E A MF ZE[A HE oS 22| 20M X|-}SH= API2| F
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HEHE =2 = AsLHICH

* * recovery-package * — =+ I{7|X|E CIR2ZE517| 9/8t 2.

*AO[E * — AO|E =& 7+ 2t MO|ES UE1, B

x|
, AHSHL, = EE = AS L

StorageGRID O{Z20[ A MAX| 2t2|X APIRILIC}

StorageGRID {Z2}0|HA HX| T2 API= HTTPSE E4lf 'Controller_IP:8443 0| Af M| A 2~ UG L|CE,

AP| S M0 oM A2 3 0{Z2t0|21A 9| StorageGRID 0{Z2f0|olA MX| IR IO 0|S3H0] Hix ZS0/A *

E29* > * AP| Docs * £ MEHSHL|CY,

StorageGRID 0{Z2t0|AA AX| 22|X}t AP0 = CH2 MM0| ZEte|of UELICE.

.
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rir
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e
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o *OlSSL *__OISSIE 2|5t S S AEIE SIS XHY .
E-?_"O‘I __l'l'Ao-| *—ﬁ E._l -6|'|: .”O'IO‘"A‘I AlﬁEl MX 1% _—r[Ao-|-6|_E &?:1

« % MX| * O}Z2t0|otA M| AIRH T MK| AlEf BLIE{ZS I3t K.

* HIERZ *— StorageGRID 0{Z2}0|21A 8 0{F 20|24 X E HAFof ofgh 22|, 22[Xt 5! S20[AHE
HEQ= 2D} 2t =l =k

* *setup *— A|AEI0f| CHet WEE 10 7|2 22| L= |PE YO|0|ESH= 27FS ZEste X£7| 0{S2t0[¢1A
X Hol| =30| == 2.

X —HEES MEE A 23 7ML tigt 2
* *FO0|= * — O Z2t0| A HAY Yao| =t 2HAE A,

« 22 *__ StorageGRID x| IIUS HZEdH= =Y.

SIEQI AX| 2X| sHZE(SG5700)

X S0l SX|7F 25t
HdESt= 20| =50 2

L1

= B8R o= 2% 8l HE =He 2HE =X HE EE
= AFLICE
StER0] EH0| ZHHSG5700)x = X Z5LICH
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3. mel* g MeEiLIC

Overview Hardware Network Storage Objects ILM

Reboot

Reboots the node. Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode. Maintenance mode

Tasks

2

»
o)
[n

X = * £ MEdgLCt,

—

1

tot

tol et & Rp7t LIEFEILICE

J

Enter maintenance mode on S2-10-224-2-24

If you are ready to start, enter the provisioning passphrase and select OK.

Provisioning passphrase

Attention: All StorageGRID services on this node will be shut down. Wait a few minutes for the node to reboot into maintenance mode.

You must place the appliance's compute controller into maintenance mode to perform certain maintenance procedures on the appliance.
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S$2-10-224-2-24 (Storage Node) =z X
Overview Hardware Network Storage Objects ILM Tasks
Reboot

Reboots the node.

Maintenance mode

Places the appliance's compute controller into maintenance mode.

A\ Attention
Your request has been sent, but the appliance might take 10-15 minutes to enter maintenance mode. Do not perform
maintenance procedures until this tab indicates maintenance mode is ready, or data could become corrupted.

— O Rebooting...

o{E2to|ATL RX|E4 BDEY mff 20l HA|X|0f| StorageGRID O{Z2t0|HA HX| T2 0| HMASH= O
A8 2 9l URLO| LIZIEILICY,
S2-10-224-2-24 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
Reboot

Reboots the node. ‘ Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode.
0 This node is currently in maintenance mode. Navigate to one of the URLs listed below and perform any necessary maintenance
procedures.

o https://172.16.2.24:8443
e https://10.224 2 24:8443

When you are done with any required maintenance procedures, you must exit maintenance mode by selecting Reboot
Controller from the StorageGRID Appliance Installer.
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A This nodesdis in maintenance mode. Perfarm any reguired maintenance procedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,
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NetApp” StorageGRID® Appliance Installer
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Reboot Controller Upagrade Firmware
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Reguest a controller reboot. Reboot Controller
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View the list and status of sites and grid nodes.
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SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
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DC1-52 Storage Node 0% 0% 10%
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Software update

You can upgrade StorageGRID software, apply a hotfix, or upgrade the SANtricity OS software on StorageGRID storage

appliances.

StorageGRID upgrade StorageGRID hotfix SANtricity OS update
Upgrade to the next StorageGRID Apply a hotfix to your current Update the SANtricity OS software
version and apply the latest hotfix StorageGRID software version. on your StorageGRID storage
for that version, appliances.

Upgrade — Apply hotfix — Update —

3. SANftricity OS RIH|0|E M M0j|A * G|0|E * & MEHRIL|C}

SANtricity OS & 12{|0|= m|O|X| 7} LIEHEHL|CL.

SANTtricity OS

Use this procedure to upgrade the SANtricity 05 seftware fcontraller fir mware] an the storage controllers il'l.':.'ﬂl:ll storage apphances,

1. Donvenload the SANtricity O5 verslon that i compatible with the storage controtlers. If you use different appliance models, repeat these steps for each model.
2. Confirm the stofage controllers ane Mominal (NODES > Epp{hnﬂ node > Hardware) and gady to upgrade.

1. Start the upgrade and approve the nodes you want toupgrade, Nodes are upgraded ane at a time
During the upgrade, a health check is perlocmed and valid NYSRAM is instatled. When the upgrade is complete, the appliance is rebooted. The upgrade can take

wp-to 30 minutes for each appliance
4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes later

SANtricity OS5 Upgrade File

CaNtricity O5 Upgrade File © Browse

Passphrase

Provisioning Passphrase @

4. NetApp Support AtO|E0|A| C}2Z =3 SANtricity OS € 20| = It S MEdstL|Ct,

0| H=EE|D ASELILE fR2d HAF ZZMATL 2t E[H * Z0tE7| * HE Fof| It 0|F0|
HEA|ELCEH

() moise sol nzyre Yso|oz WS THIAIL.
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5. IZH|NY 2= E elL|ct

Al HE0| gL,

SANtricity OS

Use this procedure to upgrade the SANIricity 05 software [controfler firmware] an the storage controliers in your storage appliances,
1. Boawnload the SAMtricity OS5 verslon that is compatible with the storage controllers. If you use different appliance models, repeat these steps far each model.
2. Conlirm the starage controllers are Neminal (NODES > appliance node > Hardware) and ready to upgrade,
1. Start the upgrade and approve the nodes you want to upgrade, Nodes are upgraded one a1 a time,

During the upgrade, a health check is perlocmed and valid NWSRAM is instatled. When the upgrade is complete, the appliance is rebooted. Thie upgrade can take
wp-te 30 minutes for each appliance,

4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes later,

SANtricity 05 Upgrade File

SaNtricity O5 Upgrade File @ Browse

Dataits @ RCE_ - . o e dlp

Passphrase

Provisioning Passphrase @ SERRERAN Shart

P0| =& L==9| MH[ATFCHA] AIZFE O D2t E2RX 9| HEO| HANHLE BE 4 Utts B3 &7t
LIEFEfLICE.

A Warming

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

you sure you want to start the SANtricity OS upgrade?
B[]

7. SANtricity OS ¥ 12{|0|= It S 7|2 22| =EZ AH[O|ASIZ{H * OK * £ MEHSIMAIL.
SANtricity OS Y 12{|0| =7} A|ZHE!

a. JEf HAUO| HHELICE O] ZZHAMME L E HEN7L F2| R QIX| =HQlRtL|Ct.

() 2sst=azwos Hzstn - Alx -

)

ChA] A1EHRILICE

b. SANTtricity OS & 12/|0| = XIS E E|0| 20| LIEFELICE O] HOll= J2|E9| RE AEE|X| & U 2 9|
Hx 8|0 = THA| 7L Lo ASLICEH
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SANtricity OS

Use this procedure to upgrade the SANEricity 05 software [controller firmware] on the storage controllers in your storage appliances.

1. Download the SANEricity OS5 version that ks compatible with the storage contrallers, If you use different appliance models, repeat these steps for each moded,
2. Confirm the storage controflers are Nominal (NODES > gppliance node > Hardware) and ready (o upgrade.

3. Start the upgrade and approve the nodes you want to upgrade. Nodes are upgraded one at a time,
During the upgrade, a health check is performed and valid NVSRAM is installed. When the upgrade is complete, the appliance is rebooted. The upgrade can take
up to 30 minutes for each appliance,

4, Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or If you want to upgrade some nodes later.

Approve All

SANtricity 05 Upgrade Progress

& Storage Modes - Dout of 4 completsd

Approve All
Q
site LT Name ~ Progress 1T Stage 1 Deraits LT Current Controller Firmware Version it Action
DLC1-5GAY SG60GH Waiting for you to approve SE.TEOZ.00 Approvn

DL1-S0As SLEDED s Waiting for you 1o spprove SR.72,02.00

DC1-5GAs SG5TAE Walting for you to approve 98.72.02.00

DL1-5GAs SL5HGE0 Waiting for you 1o approve D0, 50,05 Approve

p——

MEHMOZ * Site *, * Name *, * Progress *, * Stage *, * Details *, * Site *, * Site *, *, * Details *, E£= * ®iX
HEED HYYO HH™ * = > dM * AXtof| 80 Y™t EX LEE AMBLICE

MMl REZX o2l ZAM2|0]| A= 21X N LEZ MU HEE AE5I0] LE S53 AFEY + UFLIC

Y0|= tho|Eof| =7t E=H|7t &l 2| L EE SeletLCh 32t Rl SelE === of Mo SHLty
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RAID Mode
Reboot Controller Upgrade Firmware
Reguest a controller reboot. [ Reboot Controller 1
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M NetApp | StorageGRID Grid Manager Q @v ZARootv
DASHBOARD
ALERTS v
Nodes
TENANTS View the list and status of sites and grid nodes.
s Q Total node count: 14
CONFIGURATION "
_ Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
2 e
HE3 213 71A4(SG5700)
MTU &28S HEYLICE
fa o = - . . o N A
{EZI0[AA L E0f| Chet IP FAE P8 W et MTU EFH S HEY &= JASLICE
Of ZrJofl CHaH
(D dEze MTU 2t wEot #HE A91K EEO| THE U AAOF BLIC TX OB
HEXA 85 8 = 12l &40| 2de = JAGLIC
A 40| EYT M58 §O02H DE LES J2|E HEYT AIEHO|A0IK KA MTU 3o
@ Tdof{oF gL|Ch JHE =2 O2[E HIEHZ0) thist MTU EFof| 2ot Xto|7t g 2 * G id
Network MTU mismatch * 2117t E2|AHELICE MTU 242 ZE UEY 3 R0 s 22 Zas=

fELct.
O{Z2t0[AA LLEE THREEISHK| @t 0 MTU S HESHH IPHE =12
£7| @K S0i| StorageGRID HEEt0|AA EX| T2 20 A S2H0|AE E

2 RAEs ZES A0 MTU 285 HE LI

IPHZ 71 E AHBSH MTU S HZAFLIC

R Xl
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216372121
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 =

H2F0| UAZARLH * KT * S HEHRL|C]

o [S |
O EXt7t §3HOZ ALY L EIF |FR|Es ZEY M it I HXPIF U= 2 XF +ALICH
HAS AEYAHL QFIF LSO Al ARSI EH * D5 *>* AES MREY * S UEHSIA 2 S8 5

SH}E MENSHL|CE.
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RAID Mode

Reboot Controller Uparade Firmware

Fequest a controller reboot. Reboot Controller

O{E2t0|AHAT} ML E =T T2 =0 CiA| 7tSH= O £|ci 2020] Z2E &~ UYESLICEH MEE0| =&
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DASHBOARD

ALERTS
NODES
TENANTS

ILM

CONFIGURATION

MAINTENANCE

SUPPORT

Nodes
| View the list and status of sites and grid nodes.
0\ Total node count: 14
~
Name = Type = Objectdataused @ 2=  Object metadataused @ 2 CPUusage @ =
StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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M NetApp | StorageGRID Grid Manager Q @~ ARootv
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DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.
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RAID Mode
Reboot Controller Upgrade Firmware
Reguest a controller reboot. [ Reboot Controller |
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Nodes

View the list and status of sites and grid nodes.

HA MX| T2 MM * SIEO] 2 * >

M NetApp | StorageGRID Grid Manager

-

Q Total node count: 14
Name = Type = Object data used @ Object metadataused @ 2  CPUusage @ = .
StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DCI1-ARCL Archive Node 400
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 1295
DC1-S2 Storage Node 0% 0% 10%
o ZL|E{Z(SG5700)
of Ciet L= A=3otE 2hdatot 32 L E Aot 2E 5! 7| 22|
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales

External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate

Client certificate
Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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RAID Mode
Reboot Controller Upgrade Firmware
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= N NetApp | StorageGRID Grid Manager earch by page title Q @-v ZRootv

DASHBOARD

ALERTS v

Nodes

TENANTS N
View the list and status of sites and grid nodes.

LM

Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status
A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales

External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate

Client certificate

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is

deleted.
[om oo e |
@ KMS 10| AtH|El 22 O{F2t0|1AQ| H|0|E{7F BRH 2 AKX ELICE O] HIo|H= E+g
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |

Cloar KMS Key and Delete Data
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