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Overview Hardware Network Storage Objects ILM Tasks
Reboot
Reboots the node. Reboot
Maintenance mode
Places the appliance's compute controller into maintenance mode. Maintenance mode
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& Enter maintenance mode on S2-10-224-2-24 X

You must place the appliance's compute controller into maintenance mode to perform certain maintenance procedures on the appliance.
Attention: All StorageGRID services on this node will be shut down. Wait a few minutes for the node to reboot into maintenance mode.
If you are ready to start, enter the provisioning passphrase and select OK.

Provisioning passphrase

........4 ®

5. DZH|NY A5 E YHstD * OK * & MEiFL|CE

Tl EAZD "HE YY", "StorageGRID SX|", "MEE "ot Z2 LA HAX|= O{F 20| AL {FRIE+
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S$2-10-224-2-24 (Storage Node) =2 X
Overview Hardware Network Storage Objects ILM Tasks
Reboot

Reboots the node.

Maintenance mode

Places the appliance's compute controller into maintenance mode.

A\ Attention
Your request has been sent, but the appliance might take 10-15 minutes to enter maintenance mode. Do not perform
maintenance procedures until this tab indicates maintenance mode is ready, or data could become corrupted.

I O Rebooting...
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$2-10-224-2-24 (Storage Node) 2 "

Overview Hardware Network Storage Objects ILM Tasks
Reboot
Reboots the node. ‘ Reboot ’

Maintenance mode

Places the appliance's compute controller into maintenance mode.

0 This node is currently in maintenance mode. Navigate to one of the URLs listed below and perform any necessary maintenance
procedures.

o https://172.16.2.24:8443
o https://10.224 2 24:8443

When you are done with any required maintenance procedures, you must exit maintenance mode by selecting Reboot
Controller from the StorageGRID Appliance Installer.
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A This nodeis in maintenance mode. Perform any required maintenance pracedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode

Reboot Controller Upgrade Firmware

Request a coniroller reboot. Reboot Controller
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Nodes
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View the list and status of sites and grid nodes.
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0\ Total node count: 14
CONFIGURATION -
Name = Type = Objectdataused @ 2=  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARC1 Archive Node 40
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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Software update

You can upgrade StorageGRID software, apply a hotfix, or upgrade the SANtricity OS software on StorageGRID storage

appliances.

StorageGRID upgrade StorageGRID hotfix SANtricity OS update
Upgrade to the next StorageGRID Apply a hotfix to your current Update the SANtricity OS software
version and apply the latest hotfix StorageGRID software version. on your StorageGRID storage
for that version. appliances.

Upgrade — Apply hotfix — Update —

3. SANtricity OS IH|0|E MMojjA * C|0|E * & MEfRLICE

SANtricity OS & 12{|0| = m|O|X| 7} LIEHEFL|CE.

SANTtricity OS

Use this procedure to upgrade the SANtricity 05 soltware {controller firmware] en the storage controliers in your storage appliances,

1. Doawnload the SAMtricity OF verslon that is compatible with the storage controtlers. If you use different appliance models, repeat these steps for each model.
2. Conlirm the starage controllers are Mominal (MODES > appliance node > Hardware) and ready to upgrade.

1. Start the upgrade and approve the nodes you want to upgrade, Nodes ane upgraded ane at a time
During the upgrade, a health check is perlocmed and valid NYSRAM is instatled. When the upgrade is complete, the appliance is rebooted. The upgrade can take
wp-ta 30 minutes for each appliance,

4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes later

SANtricity OS5 Upgrade File

SaNtricity 05 Upgrade File @ Browse

Passphrase

Provisioning Passphrase ©
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SANtricity OS

LUse this procedure to upgrade the SANtricity 05 seftware [controller firmware] on the storage contrallers in your storage appliances,
1. Bonvenload the SANtricity 05 verslon that i compatible with the storage controllers. If you use different appliance models, repeat these steps for each model.
2. Conlirm the storge controllers are Neminal (NODES > appliance node > Hardware) and ready to upgrade.
1. Start the upgrade and approve the nodes you want to upgrade, Nodes are upgraded one a1 a time,

During the upgrade, a health check is performed and valid NVSRAM is instatled. When the upgrade i complete, the appliance is rebooted. The upgrade can take
wp-to 30 minutes for each appliance.

4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes later,

SANtricity O5 Upgrade File

SANtricity O5 Upgrade File @ Browse

< RCE = - .
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Passphrase
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A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

you sure you want to start the SANtricity OS upgrade?
=]

7. SANtricity OS 1 12[0|= TS 7|2 22| =2 AH|O|HSHHH * OK * & MEHSHYA|2.
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SANtricity OS

Usze this procedure to upgrade the SANEncity O35 software [controtler firmware] on the storage controllers in your storage appliances.

1. Download the SANEricity O5 version that ks compatible with the storage controllers, If you wse different appliance madels, repeat these steps for each model,

2. Confirm the storage controllers are Nominal (NODES > appliance node > Hardware) and ready 1o upgrade.

3. Start the upgrade and approve the nodes you want to upgrade. Nodes are upgraded one at a time,
During the upgrade, a health check is performed and valid NVSRAM is installed. When the upgrade is complete, the appliance is rebooted. The upgrade can take
up to 30 minutes for each appliance,

4, Select Skip Nodes and Finksh if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes later.

Approve All

SANtricity OS Upgrade Progress

& Storage Hodes - Dout of 4 completsd

Approve All

Site LT Name A Progress 1T Stage n Detaits LT Current Controller Firmwarne Version i

DL1-SGAY SGE0G0H Waiting for you to approve SE.TEOZL.0

Q
Action
Approve
DC1-SGAs SGEDED . Waiting for wou 1o approve S8.72.02.00
DC1-5GAs SG5TAZ . Walting for you to approve 9B.TL.0200 m
Approve

DLI1-5GAs ShL5EEN Waiting for you 1o spprove 0840 50,00

Skip Modes and Finish
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SANTtricity OS upgrade completed on 2 nodes at 2021-10-04 15:43:23 EDT.

SANtricity OS Upgrade File

SANtricity OS Upgrade File @ Browse
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Provisioning Passphrase @ |
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NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upagrade Firmware
Fequest a controller reboot. [ Reboot Controilﬂf_'
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View the list and status of sites and grid nodes.
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StorageGRID Deployment Grid 0% 0% —
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DC1-ARC1 Archive Node - — 2%
DC1-G1 Gateway Node - - 2%
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DC1-52 Storage Node 0% 0% 11%
DC1-53 Storage Node 0% 0% 11%
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Upgrade Drive Firmware

] Select Upgrade Files

Review your current drive firmware and select upgrade files below..
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NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Fequest a controller reboot. l Reboot {.‘.on:ro{leri]

[ Rebool inlo SlorageRID ] | Reboot inlo Maintenance Mode: |
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Nodes
View the list and status of sites and grid nodes.
searchi. Q Total node count: 14
~
Name % Type = Objectdataused @ = Object metadataused @ = CPUusage @ 3%
StorageGRID Deployment Grid 0% 0% —
A DataCenter1 Site 0% 0% —
DC1-ADM1 Primary Admin Node = = 5%
DCI1-ARC1 Archive Node — — 2%
DC1-G1 Gateway Node - - 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 11%
DC1-53 Storage Node 0% 0% 11%
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RAID Mode
Reboot Controller Upagrade Firmware
Reguest a controller reboot. l Reboot Controller ]
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View the list and status of sites and grid nodes.
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DC1-53 Storage Node 0% 0% 11%
ort
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Installation Advanced -

Link Configuration
Home IP Configuration
Remap Ports
Fing Test

B Review the settings below, and then click Start Installation.
Port Connectivity Test (nmap)
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Reguest a controller reboot.
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TENANTS N
View the list and status of sites and grid nodes.

ILM
Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216372121
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 =
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RAID Mode

Reboot Controller Uparade Firmware

Fequest a controller reboot. Reboot Controller
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View the list and status of sites and grid nodes.
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0\ Total node count: 14
CONFIGURATION =
Name = Type = Objectdataused @ 2=  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.
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RAID Mode
Reboot Controller Upgrade Firmware
Reguest a controller reboot. [ Reboot Controller |
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View the list and status of sites and grid nodes.
ILM
Se Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales

External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate

Client certificate
Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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RAID Mode
Reboot Controller Upgrade Firmware
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L )

) ()

O{E2t0|HAT} MEEIE| D 2| =of CHA] ZtsHs O] 2[cH 2020] 22 &+ JASLICH HHEEI0| 22 &1

L E7t 2| =0 CHA| Z2EE|R=X] 2H018te{™ Grid ManagerZ =0tZfL|Ct. nodes * H|0]|X|0f] ({Z2t0|AHA
0] CHet A AEH(O10|2 §12)7t EAIE|0{0F StH, 0| = ghdetel 220l gl L=7F J2| =0
HZEUSS LIEFRHLICE.

43



= N NetApp | StorageGRID Grid Manager earch by page title Q @-v ZRootv
DASHBOARD

ALERTS v

Nodes

TENANTS N
View the list and status of sites and grid nodes.

LM

Q Total node count: 14
CONFIGURATION "
R Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status
A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate

Client certificate

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

' —
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4. KMS 742 X|22H + " * clear * "+ L3t * KMS 7| AH| 3! H|0|E] AtK| * & MEHStL|CE
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |

Cloar KMS Key and Delete Data
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