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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation

b. MH|A HE0M & B2 E FLC}
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Network Link Configuration

A\ You might lose your

%’Ilﬁﬂ"s%

connaction if you make changes to the network or Ink you are connacted thraugh i you are not reconnected within 1 minute, re-

antar the URL using one of the other IP addresses assignad o the appliance
23 YEi H0|S0ll= H2 7t iAZ ZEQ| =13 HEH(?I/0t2H) 3 £ X (1/10/25/40/100Gbps)7t LIE & L|Ct.
Link Status

Link State Speed (Gbps)

1 Up 100

2 Up 100

3 Down NIA

4 Down MNA

5 Up 1

[ Up 1
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Link Settings

Link speed

Port bond mode

Grid Hetwork

Enable network

Metwork bond mode

Enable VLAN (202.1qg)
tagging

MAC Addresses

Admin Network

Enable netwaork

Metwork bond mode

MAC Addresses

Client Network

Enable network

(@ Fixed |

(@) Active-Backup

2. HES|3 ZEO| Cis 25GbE A3 £ E ALE5HE

Auto

() Aggregate
Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1

and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

(O) LACP (802 3ad)

[

ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

‘M

(@) Indepandent {T) Active-Backup

Connect the Admin Netwaork to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

di:c4:97 2a:e4:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

(O0)

.'E'ﬁ':'a.blingthe Client Metwork causes the default gateway for this node to move to the Client

Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,
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Admin Network

Enable network
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Link Settings

Link spe=d

Part bond meosde

Grid Network

Ensble network p

Network bond mods {~ Active-Backup (o LACF (202 2ad)

If the port bond mode

c Agareqate, 3l bonds mest b= oan LACEF 13dy med B

Enable VLAN (802.19)  [7
tagging

VLAM (B02.1q) tag 328 =]
Admin Metwork
Enable netwark p

Network bond mode {~ Independent v Active-Backup

and using link-local IP address 169.254.0.1 for acoess.

Client Metwork

Enable network F

Network bond mode {— Active-Backup (o LACF (202 . 2ad)

Enable VLAN {B02.1g) p
tagging

VLAN (80213 tag 332 -]
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(i)  ooui C12 8Lt AF2510] StorageGRID 0fZatololA 4% m2 80| URLE CHA]
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Grid Network

The Grid Network is used for all internal StorageGRID traffic. The Grid Metwork provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Metwork must be able to

talk to all ather hosts. The Grid Metwork can consist of multiple subnets. Networks containing cntical gnd
senvices. such as NTP, can also be added as Grid subnets

P ® Static C BDHCP
Assignment
IPvd Address 172.16.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Netwark subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 x
(CIDR}

172.18.0.0/21 b

192.168.0.0/21 + x

MTU 1500

[k

Cancel

Save

3. Static * (HX *)g Meist A LIS THA|0l| w2t Grid Network(22|E HIESR(2)E FdeLCh

o

a. CIDR E7|#S AHSol0| B IPv4 FAS BiLC

o TL= d7d

60



- 0| ER0| S Y= LTt

HIE 0| AIO|EO|7} gl= B2 Lt EH IPv4 FAE CHA| RILICH

- HE D YS AFESHE MTU 225 90002 22 HE Z2f|of Xetdt gto 2 HFetL|Ch JHX| o™

7|27k 15002 RA[SLICE,

@ HERIS MTU 22 =E7t HEE AKX ZEOf| & ghat LX[Hof gfLfct. IHXK]|
AW HEQIS d5 28 = I3l &40 Y £ ASL|CH

MO HERI M2 dodH BE LEE T2|E HES 3 2EH0|ANAM FAFSE MTU

@ O Z FMH{of BLCt i = =o] J2|= HEYA0| CHEE MTU AHEof| Aetst xto| 7t QIS
A2 * Grid Network MTU mismatch * 217t E2|AHEILICH MTU g/2 2E HE/3 R4
CHslf 22 Zes= glEsLIct

L MF 2 2B,

IP ZAE HASHH H0|EQ0|2t MEY 22 L HAZ & Q&LICH
StorageGRID {Z2}0|HA M| T2 I24of| Chst GHZ0| BRI AL 93 Setst Af TF P FTAS
AHE3t0] URLE CHA| YZSILICE Of: + “https://services appliance IP:8443%

. J2|E HEY 3 MHYI 2£20| SHIEX| &HQlstL|C},

[y = |

J2|E MEYO| 9l 2 12| HESS Aol Ego7t WRELICE XFE BE D8|S HEUE of

= a
HO|EHOIE So HEE 4= AO{OF BfL|Ct. O[2{st O2|E HIEQE MELI2 StorageGRID 2X|E A2

—_— A

m 7|2 22| 229 2= HIERS MEU S20f| = Fo| =0 A0{OF L|Cf.

=

@ 7|12 2RE= LR X| tELICH SEI0|HE HERIZ 7L HHStEX| g2 3R 7|2 2RE=
J2|E HIERIZ AHO|EHO|S AFEEILICE

k=3
[=] =
* MBS gbs MEUIS W75t A Oto|2S S2IetLICt

f Mz 2 2.

4. DHCP * & Melst AL 3 thAjof| w2t J2|E HIEY3E A ELIC

a. DHCP * 2}C|2 MES Mefst & * X% * 2 228t

IPv4 =24 *, * A[O|E9)0] * 8l * MEUl * TEJI XHF2 2 MATLICH DHCP MHIt MTU S 2Eot=E
HYE ZER*MTU * EETH 8 22 MYYX[1 HE= 27| TE0| EL|Ct.

@ EEtRX 7t XIS 22 StorageGRID H{Z2t0[A EX| Z= MO A IP FAZ 2|C|2 M E LT

- J2|E HERIS MEU S20| SHIEX| =HelgfLdt.

J2|E MEUlo] A= 2 J2[E HIESRIR AIo|E o7t EREL L XFE 2= J2|E MEUHR2 O
HOIERO|E Sl HEY == A0{0F gL|CE Ol2{¢t J2|= HEXI MEUI2 StorageGRID £X| S AlZHet
o 7]= 22| =22 2= HIERR MEU S20f| = Fo|=(0f A0{0F L L.

61



62

re
'}
40
Im
rr

CD 7|2 BtREE LIEEX| 4&LICH 220|UE HEH AT} et X| g2 2 7|
J2|E HIERIZ AHO|EH0|E AFEELICE

(D HERIS MTU 22 =7t HBE AKX ZEOf| g E ghat EX[8HOoF gfLfct. I=X]|
HOHLERD 45 ZH = T3l &40 Y & ASLICEH

MO HERR M2 oM RE LEE O2|E HEYZ QAEHHO|ANN FAFSEMTU

@ o=z AMdlof eLICt i =9 2| WEIAO st MTU MAof AEst Xt0|7}F QIS
Z 2 * Grid Network MTU mismatch * Z217} E2|AHELICH MTU 22 2E HER3 K|
CHsl 22 ZeE= ELIch

(D) meldEdas Rustei® Y3 7y HOKA Bel HEYIES Esksiof BiLiC

Admin Network

The Admin Metwoark is a closed network used for system administration and maintenance. The Admin
Metworl: is typically a private network and does not need to be routable between sites.

P (® Static (O DHCP
Assignment
[Pvd Address 10224 3 72721
(CIDR)
Gateway 10.224.01
Subnets 0.0.0.0/32 +
(CIOR)
MTU 1500 =
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Client Network

The Client Metwaorlk 15 an open network used to provide access to client applications, including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration
steps
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FPing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination. select Test MTU

Ping and MTU Test

Metwork Grid fed
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Address or FQDN
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HESS * SECHR MR BIAES WEYI(T2|E, 22IRt E= S210|E)S MefgiLic
st HIEYZ0| SAE| f3t IPv4 F4 E FQDN(ETSHE SH9l 0|S)2 Yaighich
0lS S0f UESIT £ 71 B2 S0 HO|ERI0IS Pingst 4 UBLICH

E{E{ O 2 * Test MTU * 20122 MEl3to] IEYIS S¢f (AR Jhs HA| A20| et MTU MES
olgtL|ct,

Jok

2
i
ujn
=
2
e
o
°
Q

>
|.|'

M
_I-'g
o

U
=
°

m
lo
|.|'

M
N

b
Hu
i
s
[ >
m
et
>
$0
i}
C
In]



Ping and MTU Test

lUse a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectraty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test

Metwiork Grid [

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 18.96.164.223: icmp_seq=1 ttl=64 time=8,318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms

rtt min/favg/max/mdev = 8.318/8.318/8.318/8.808 ms

Found MTU 1588 for 18.96.164.223 via bre

EE $F UEYI AL Holsct
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GiFol EAIE CHZ 50|22 AFgoto] HeIS XIBtLICE
4. TCP EE Wiz, fER 125 IE B2 £t BE HIS YBLIC

Port Connectivity Test

Network Grid v
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP UDP
Test Connectivity
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Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70 scan initiated Fri Nov 13 18:32:@3 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (@.00860s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:04 2020 -- 2 IP addresses (2 hosts up) scanned in 9.55 seconds

82 SAE0| 8 EE 3 HIESI2 AZ0| 0| 01K SAE} HEH EE 5 BiL olde] EEo
41 tf] 30| OfL|R "EE 2izl ElAE A1 OIAIRI7F i 214 810 LIERLICE nmap B B2 L]
Ofzfoll Lizslof QUeLict
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© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.20020s latency).

PORT STATE SERVICE
22f/tcp open ssh

80/tcp open http

443/tcp open  https
1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: @0:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 2020 -- 1 IP address (1 host up) scanned in .59 seconds

° SfLt O| 42| MENSE LEO| CHEH ZE +F H|EQI HES 2T & gls 32 B2 v "ZE
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© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open utcd
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: 0@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 202@ -- 1 IP address (1 host up) scanned in 1.6@ seconds
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Set Up SANtricity® System Manager

X

Mare (10 total) »
Welcome to the SANtricity® System Manager! With System Manager, you can...
® Configure your storage array and set up alerts.
* Monitor and troubleshoot any problems when they occur.

e Keep track of how your system is performing in real time.
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Remap Ports

If required, you can remap the internal ports on the appliance Storage Mode to different exdernal ports. For example, you
might need to remap ports because of a firewall issue.
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NetApp® StorageGRID" Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced «

Home
© The installation is ready o be started. Review the seftings below, and then click Start Instaliation.

Primary Admin Node connection

Enable Admin Node =
discovery

Primary Admin Node [P 172.16.4.210

Connection state Connection to 172.16.4.210 ready

Mode name

MNode name MetApp-SGA

Installation

Current state Ready to start installation of NetApp-3GA into grid with Admin Node
172.16.4 210

Start Instaliation

2. Primary Admin Node connection * Al 0{|A{ Primary Admin Node2| IP F£AZ X|Hdl{0} st=X| (R E
stolgtL|Ct,

O|%0j| o] H|O|E{ MIE{of| CHE L EE HX[St B2 StorageGRID {Z20[AA HX| Z#2|Xp= 7|2 22|
admin_IP7t & CHE O2|E L E7F SEoh MEUI0)| ALt 7HESI 0] IP FAE RS2 = HMg =

UELICE.

3. O] IP FATF HAIE|X| Qh7Lt HAFBHOF 5H= R FAE X HELIC
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Monitor Installation(Z2L|E{ & X|) H|O|X|0f| HX| ZIHZ0| EA|ELICE

Manitor Installation

1. Configure slorage Running
Step Progress Status

Connect to storage controller _ Complete

Configure volumes Li% 5 Creating volume StorageGRID-ob-00

Configure host settings Fending

2. Install OS Pending
3. Install StorageGRID Pending
4 Finalze installation Pending
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Home Configure Networking - Configure Hardware - IMonitor Installation Advanced -

Monitor Installation

1. Configure storage Complete
2. Install O3 Complete
3. Install StorageGRID Running
4. Finalize installation Pending

Connected (unencrypted) to: QEMU

platform.typen: Device or resource busy

[2017-07-31T2Z2:09:12.3625661 INFO -- [INSG] NOTICE: seeding ~var~local with c
ontainer data

[Z2O17-07-31T2Z2:09:12.3662051 INFO [INSG] Fixing permissions
[2017-07-31T22:09:12.3696331 INFO [INSG] Enabling syslog
[ZO17-07-31T22:09:12.5115331 INFO [INSG] Stopping system logging: syslog-n

1201?—9?—31T22:09:12.5?009&] INFO [INSG] Starting system logging: syslog-n

[Z2017-07-31T22:09:12 .5763601 INFO [INSG] Beginning negotiation for downloa
of node configuration
[Z2017-07-31T2Z2:09:12.5813631 INFO [IN3G]
[2017-07-31T22:09:12.5850661 INFO [INSG]
[Z2017-07-31T2Z2:09:12 .5883141 INFO [INSG]
[Z2017-07-31T22Z2:09:12.5918511 INFO [INSG]
-07-31T22:09:12.5948861 INFO [INSG]
-07-31TZ2:09:12.5983601 INFO [IN3G]
-07-31TZZ2:09:12.6013241 INFO [INSG]
-07-31T22:09:12 .6047591] INFO [INSG]
-07-31T22:09:12 .6078001] INFO [INSG]
-A7-31TZ22:09:12.6109851 INFO [INSG]
-B7-31T22:99:12.6145971 INFO [IN3G]
-07-31T22:09:12.6182821 INFO [INSG] Please approve this node on the A
min Mode GMI to proceed...
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° 1Xt 0| &t 324t O|3te| R= %t A E 0|F0]0{0F ghL|ct
° 2, =X S oH0[E2 MEE = UBLILE
° SIO|Z2Z AJZStALt 2 &= glEL Tt

@ JSON Ite| E O|F(X| 4

=
o =
8ot = 0]del LEE FdT =+ YlsLIT

2. Advanced * > * Update Appliance Configuration * 2 MEHEIL|LCE,

0{S2t0|1 A 7 A0 E H|O| X[} LtEHELICE.

Update Appliance Configuration

Use a JSON file to update this appliance's configuration. You can generate the JSON file from the ConfigBuilder (§ application or
from the appliance configuration script.

A\ You might lose your connection if the applied configuration from the JSON file includes "link_config"
and/or "networks" sections. If you are not reconnected within 1 minute, re-enter the URL using one of the
other IP addresses assigned to the appliance

Upload JSON
configuration
Node name - Upload afile v


https://configbuilder.netapp.com/

c. €7|* & MEgtL|Ct
oro| HEEED ASELICE R4 A ZENAT EE|H =M 2ol
JSON It o] 1M0j "link_config", "networks" EE= = CHoj| CHSH MIMO| I etEl
@ O{S2t0| A A0] Chet HZO| ¢ 01’% == UELICH 12 O|LHofl ChA| HEEX| 4™
O{S2to|H A0 HEYE CHE IP F& T SILIE AFESH0 012210 A URLS CHA|
SECTNES
Upload JSON
JSON Browse appliances.orig.json
configuration
Node name --Selectanode v
tE O|E * EELH22 JSON Ihof| HelEl 2[&el = 0|2 = xHYTLIC
ItAOo| F=oA| Q™ i 0| 0| BZHHOZ HAE| D QiF HIAIX| 7} L2 B 0

®

4. LC 0|2+ CE20IR

sy

HAIELICH 2R E TH0| ofE2t0| A0 HEE |
JSON I}O0| /=X

2 220X =ES

OFA
[Eo=]

A Ol A
eholdd = A&

L|C}.

HA| Hof| ot 0| 50| EAIELICE.

HOo
_I_

LIC}. ConfigBuilderS AF25t0] SHIE

JSON &3 M & * HE0| 4Lt
Upload JSON
JSON Browse appliances.orig.json
configuration
Node name Lab-80-1000 v
Apply JSON configuration
. JSON 74 Xg * S MetgtL|Ct.
MESH L =0 10| MEElLCt.
configure-sga.py 23 B ES ArE5I0] {S2t0[AA LE9| HX| 3 Fd S XSl
'configure-sGA.py' AT ZEE AIESIH 7|2 22| =2 AX| I M S Zelsto]
StorageGRID O{Z2}0|1A =0 Chist B2 X 3 714 Y S XSt = ASLIC. Of
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2| 2o J2|E HEYI MEY =50 Fo|=|0of JSLICEH
* 'configure-sGA.py' ItY E CIREEMSLICE 0| IHU2 M X[ Ot70|Hof| ZZEHE|0] QUFHLE StorageGRID

OE2to|tA EX| Z2OZHOM * = * > * O{F 20| A EX| ATGE * 5 S2I6I0] MM AT 4= ASLICY

0| Atz HHE QEI0|AE A8SH= LR FHEO|

@ StorageGRID O{Z2}0|HA MX| T2 WS AHES}H0] :
SFEL|CtStorageGRID O{E210|AHA M| T2 OMS ALESH0] O{E2t0|HA LHE
XSzttt

'configure-sGA.py' AIZE = 5712| 519 HHES AFERLICEH

° BMC g 3! 0{S2t0[f A 9] Sixf F40] X E JSON MY S 3= S 15 StorageGRID

° RAID 2E, =E 0|2 Y HEY
° StorageGRID &X| A &S ¢/ot "X L|C}
° StorageGRID x| ZL|EA S 2|t ZL|E
° O|Z20|HAE MRFESHY| /ot HHEE

52| E&H(advanced, configure, install, monitor, reboot) 214 F0f| '-help' M2 2stH i of¢ EH
LHOIl M At = = SH0] CHSt XtA[t L8 S M3 st= CHE =2Y HAETJL EAIELICE + "configure-
sga.py_subcommand_—help

3. O{E2t0|HA LLEO| B 74 S &helsta{™ T3t 20| LAYLICE o{7|M "SGA-INSTALL-IP"= O{Z20[AA
LE9o| |P F4 & SHLRILICE + "configure-sga.py configure_sGA-install-ip_

Of 2ot 7| | 29| IP A9t 22|, 2= 8l S2I0|UE HEAI O tigt YEE Z&5to]
O{ZE2t0| A A0 CHet wx IP HES HAIRLIC.
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Connecting to +https://10.224.2.30:8443+ (Checking version and
connectivity.)

2021/02/25 16:25:11: Performing GET on /api/versions... Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/system-info... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/admin-connection...
Received 200

2021/02/25 16:25:11: Performing GET on /api/v2/link-config... Received
200

2021/02/25 16:25:11: Performing GET on /api/v2/networks... Received 200
2021/02/25 16:25:11: Performing GET on /api/v2/system-config... Received
200

StorageGRID Appliance
Name : LAB-SGA-2-30
Node type: storage

StorageGRID primary Admin Node

IP: 172.16.1.170
State: unknown
Message: Initializing...
Version: Unknown

Network Link Configuration
Link Status

Link State Speed (Gbps)
1 Up 10

2 Up 10

3 Up 10

4 Up 10

5 Up 1

6 Down N/A

Link Settings

Port bond mode: FIXED
Link speed: 10GBE
Grid Network: ENABLED
Bonding mode: active-backup
VLAN: novlan
MAC Addresses: 00:20:98:59:8e:8a 00:a0:98:59:8e:82
Admin Network: ENABLED
Bonding mode: no-bond

MAC Addresses: 00:80:e5:29:70:f4



Client Network: ENABLED

Bonding mode: active-backup
VLAN: novlan
MAC Addresses: 00:20:98:59:8e:89 00:a0:98:59:8e:81

Grid Network

CIDR: 172.16.2.30/21 (Static)
MAC: 00:A0:98:59:8E:8A
Gateway: 172.16.0.1

Subnets: 172.17.0.0/21

172.18.0.0/21
192.168.0.0/21
MTU: 1500

Admin Network

CIDR: 10.224.2.30/21 (Static)
MAC: 00:80:E5:29:70:F4
Gateway: 10.224.0.1

Subnets: 10.0.0.0/8

172.19.0.0/16
172.21.0.0/16
MTU: 1500

Client Network

CIDR: 47.47.2.30/21 (Static)
MAC: 00:A0:98:59:8E:89
Gateway: 47.47.0.1

MTU: 2000

FHAHH A S S
#HHH4 If you are satisfied with this configuration, FHHEH#
##### execute the script with the "install" sub-command. #####
FHAHH A R S

4. AT MYl S HEHOF 5t= 2R 'MA 6t9 HHES AE8t0 ZH2 LHO|ERILICE O E S0, o{E2t0|HAT}
7|2 el L=o| HEsHT| 2l MROP'_ IP F=4 E '172.16.2.99 '2 HABIZM + ' configure-sga.py configure
- -admin -ip 172.16.2.99_sga -install -ip_'S =sfL|Ct

5. O{E2I0|HA 1S JSON IHYU 2 itz 112 5l Hi e ﬂfoe' 52l BHE MESHUAI. 08 S0, IP =&
'SGA-INSTALL-IP'E A83t= O{E2t0|AA ? ‘é 0{E2t0|HA-SG1000.json’0|2H= IHU0]| B ASHAH +
"configure-sga.py advanced—backup-file appliance-SG1000.json_sga-install-ip "& /=gt |C}

74 Y27t ZetEl JSON I 2 of| M ASEES At Ll E2|of ZdELIct.

@ AHEl JSON mhHQ| | &¢| lE 0|F0| 0{E2t0[AA O|F 2t LKISH=X] §. SHIA Q. Bl E
AFEXt0| 11 StorageGRID APIO]| Chieh EX{st Olsli7t Gl= F<2 O] LA S HASHA| DFYAIL.

—_—r
ot
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6. O{E2t0|HA LMO| HZAZLH "install” X "monitor" 5+ H

"configure-sga.py install—monitor_sga-install-ip_"

7. O}Z 20| AAE Y&

StorageGRID 714 X553}

J2|E LEE F=T

—

-

A

L

ol

* AX| Ot7t0[E0f| M CtZ I Q| ?[X[E

H

ne

te of

ol

configure-StorageGrid.py2| 2F0{IL|Ct

configure-StorageGrid.sample.json

configure-StorageGrid.blank.json

* "configure-StorageGrid.json" 714 OIS
StorageGrid.sample.json') EE= gl 314 I

Of ZhHofl CHaH

configure-StorageGrid.py Python &
NA” M2 xpSsie 4 AL cr.

1. Python 23 EE
2. x| ofzto|E!

Mtsty| glef AL]

HE
=

= StorageGRID A|AH 1M E XpSote

= X APIE

=
=
FECHLEERZ HE

El5t2{™ + "configure-sga.py reboot_sga-install-ip_"S

& JAELICE
MY
782 AtS2stE Ol AL = Python AJEE
ASZEQ o AFRE ME 74 I
ASEEN AFSE £ mUILICE
SASLICE O] IHU S DS ME 4 I (‘configure-

E 9} configure-StorageGrid.json 714 OtUS At

AHESHO] AlA

EI% __IJ.A'I'é'F

g€ o

Ol Linux A|AEIY| 2

gLt

QlghL|Ct.

0o: + 'cd StorageGRID-Webscale -version/platform

017|M, 'platform’2 'dEBS', 'rpms', 'vSphere’ & L|LC}.

3. Python A3 &

=
ZIES

=
0%
el;
fd

>

./configure-storagegrid.py

S =
I

=
]

Sk 1A

100

H71X| '.zip' THY S M TR M|A F0f
Lt o|ate| O2|= =0 Zoi7} Lraet A

Off AAE|o] MK B 7Y TRNAS M3

=
AL StorageGRID A|AHIS 2% £

S ArEdI0]

1

S
ol
PN

ol
=

o]
A

SEC

t (‘configure-StorageGrid.blank.json' )%

ALt

S
=

et

SLIC}.

T Md

ol ClMEE[of CI22E

2 23 117|X| IYS we

XS A OlA| |0}

AE ER|ELC +

YLIct

5t0{ StorageGRID

./configure-storagegrid.json --start-install

ElL|Ct,
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YLIC OIS S0, Qe M HER A QIX] & QHES 2R E ML 9|X|0f SAFL|CE

y Ll

(D =7 I§7|X| I}Y2 StorageGRID A|AROA HIO|E{E 7IM 2= Ol A Y = A= =t 7|2t
ATt L0 AL = EotS FX|SHOF §L|C.

2! £ M-dsljof ofCtn X|Hot B2 "passwords.txt" LY S FES1 StorageGRID A|AHI0f| M| ASH= O
Lt oS S Kotof gfL|Ct.

S i i R R
##### The StorageGRID "recovery package" has been downloaded as: #####

#HH#4 ./sgws-recovery-package-994078-revl.zip FHHH#
#H#H# Safeguard this file as it will be needed in case of a HHHHH
#HHH4 StorageGRID node recovery. FHH4H#

iggddssadssasisaddidaddssaadassdsasdiaasdsaddisasasad stz tsadi

_._

2ol MA|X|7} EA|Z|™H StorageGRID A|AEIO] MX| 5! LM ElL|C

lO

StorageGRID has been configured and installed.

REST API &X| 7R

StorageGRID= &X| &S +A5H7| /et &= 7HX] REST API, & StorageGRID &X| API2}
StorageGRID O{E2t0[HA MX| 22Xt APIE M3 ELICE

= API 25 Swagger 2LZ AA AP| Z2H
JHELXEZ}F OFLl AF2XFZF APIZF OH7H
xt2at 4 QIALICE o] EMoAM s
UCHD FHYBLICE

=2 M85 API 2ME HM|SELICt swaggers AHESHH 72Xt
Ha 9l ZM0| o EA SESH=X| HO{F= AL} QE{H[0| A0 A APIQ &=
HZ ¢ 7|2 % JSON(JavaScript Object Notation) H|O|E{ & Alof| CHsl & &1

@ API Docs # HI|O|X|E AL £ESt= E% AP| 22 2fo|E RAUL|CEH M2 A4 H|O[E{Lt
7|EF HIOIE{E =t YUC|0|E = AMK|SHK| QEE FOSHMAIL.

2} REST API H3H0f|= APIS| URL, HTTP X T
FESHEILICE

= MERX URL O{7H M=, T2

>
[
=2
oz
m
rir
>
T
0lo
I
°o

StorageGRID A& X| API

StorageGRID & X| API= StorageGRID A|ARIE HZ #4e whet 7|2 #E|Xt E FFE A0 5H= 2010t
A2E 4 USLICt MX| APIE Grid Managerdl Al HTTPSE Edl HM|AE 4 QELICE.

API BE M| HAMASHAEA 7|2 22| =9 X g H|O|X|2 0| st Hlm ZZ0M * =3% * >*API 2EM *
MEdStL|CE

StorageGRID 2X| API0}|i= CHg MH0] Zete|0f AELICH

* * config * — MIZF E2lA AP T} 2T E A MF ZE[A HE oS 22| 20M XI-}SH= API2| F
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2. S{x| FE 9l O|X A0 CHa EAIE M
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2HlAHAl &4 ROMO|| Ciet S7Ho] glE L Ct

DXE ©tA| BMC AHA| HIAE AT

MRC:ERR_NO_MEMORY

MRC:ERR_LT_LOCK

MRC:ERR_DDR_INIT

MRC:ERR_MEM_TEST

MRC:ERR_VENDOR_VENDOR_VENCE

MRC:ERR_DIMM_COMPAT

MRC:ERR_MRC_compatibility

MRC:ERR_MRC_struct

g 28 EE & 27 UM (Loadlmage?t LR E



= £ LIEF-LIC

0xFO MRC:ERR_SET_VDD

OxF1 MRC:ERR_IOT_MEM_BUFFER
0xF2 MRC:ERR_RC_INTERNALYL|C}
OxF3 MRC:ERR_INVALID_REG_ACCESS
OxF4 MRC:ERR_SET_MC_Freq

OxF5 MRC:ERR_READ_MC_Freq
0x70 MRC:ERR_DIMM_CHANNEL
0x74 MRC:ERR_BIST_CHECK

0xF6 MRC:ERR_SMBusE ME{BfL|C}
OxF7 MRC:ERR_PCU

OxF8 MRC:ERR_NGN

0xF9 MRC:ERR interLeave_failure
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€ The storage system contains 2 expansion shelves.
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Configure RAID Mode

This appliance contains the following drives.

Type Size Number of drives
55D 800 GB 2
HDD 11.8 TB 178
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller |Uparade Firmware

Reguest a controller reboot.

| | ———

Reboot Controller |
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3. &gl * g MeEiLIC

Overview Hardware Network Storage Objects ILM
Reboot
Reboots the node. Reboot
Maintenance mode
Places the appliance's compute controller into maintenance mode. Maintenance mode

Tasks
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& Enter maintenance mode on S2-10-224-2-24 X

You must place the appliance's compute controller into maintenance mode to perform certain maintenance procedures on the appliance.
Attention: All StorageGRID services on this node will be shut down. Wait a few minutes for the node to reboot into maintenance mode.
If you are ready to start, enter the provisioning passphrase and select OK.

Provisioning passphrase

........4 ®

5. IZH|NY ¢S E YHstD * OK * & MEiFL|CE

of

Tl HEAZE0"HME Q@HE", "StorageGRID SX|" 3! "MEE"S Lot
DEZ E0{717| I3 THAE 2t=2st JUSS LIEFHLICE,
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r

S$2-10-224-2-24 (Storage Node) =2 X
Overview Hardware Network Storage Objects ILM Tasks
Reboot

Reboots the node.

Maintenance mode

Places the appliance's compute controller into maintenance mode.

A\ Attention
Your request has been sent, but the appliance might take 10-15 minutes to enter maintenance mode. Do not perform
maintenance procedures until this tab indicates maintenance mode is ready, or data could become corrupted.

I O Rebooting...

O{Z2t0|AAT} RX|E4 HEY mjf 2ol HIAIX|0f| StorageGRID O{Z2H0|HA MX| T2 240 WA ASH= O
AH8E 4= U= URLO| LIEE LI,
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$2-10-224-2-24 (Storage Node) 2 "

Overview Hardware Network Storage Objects ILM Tasks
Reboot
Reboots the node. ‘ Reboot ’

Maintenance mode

Places the appliance's compute controller into maintenance mode.

0 This node is currently in maintenance mode. Navigate to one of the URLs listed below and perform any necessary maintenance
procedures.

o https://172.16.2.24:8443
o https://10.224 2 24:8443

When you are done with any required maintenance procedures, you must exit maintenance mode by selecting Reboot
Controller from the StorageGRID Appliance Installer.

- StorageGRID H{E2t0[1A HAX| T2 M0l M ASHAH EA|E URL & StLHE HELICH

f
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OF
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@ o Ezto|HAo T ZEQ AN HZEE| 0] U= B2, 'hitps://169.254.0.1:8443" S AESIY
StorageGRID 0{Z2}0|HA MX| T2 H|O|X|0ff HMASHIAIL.

- StorageGRID {S2t0[1A HX| T= MO0 A O{E20[AAT} RX[H4= HEQIX| SFQltL(Ct.

A This nodeis in maintenance mode. Perform any required maintenance pracedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode

Reboot Controller Upgrade Firmware

Request a coniroller reboot. Reboot Controller

o{E2to|A A7t PG| 22| =0f ChA| 7tsthe o 2|t 20=20] 23 4 ASLICH MEE0| A=ZE|D =T}
J2|=0f ChA| 2t A=K 21512 H Grid Manager2 S0tZHLICH nodes * H|O| X0 0{Z2t0[AA L E0f
CHet F& MEH(OH0|2 813)7 EAIE[0f0F 5tH, O] = Z-dstel 2E0] gl = =7 O2|=0of HEEASS
LIEFE LT,

= N NetApp | StorageGRID Grid Manager Q @-v ZARootv

DASHBOARD
ALERTS
Nodes
TENANTS ) 5 -
View the list and status of sites and grid nodes.
ILM
0\ Total node count: 14
CONFIGURATION -
Name = Type = Objectdataused @ 2=  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARC1 Archive Node 40
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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Software update

You can upgrade StorageGRID software, apply a hotfix, or upgrade the SANtricity OS software on StorageGRID storage
appliances.

StorageGRID upgrade StorageGRID hotfix SANtricity OS update
Upgrade to the next StorageGRID Apply a hotfix to your current Update the SANtricity OS software
version and apply the latest hotfix StorageGRID software version. on your StorageGRID storage
for that version, appliances.

Upgrade — Apply hotfix — Update —

SANtricity OS YH0|E MMof| A * FH|0|E * & MEHILICE.

SANtricity OS 2 12{|0| = T|O|X| 7} LIEFELICE.

SANTtricity OS

Use this procedure to upgrade the SANtricity 05 software fcontroller firmwarne) on the storage contraliens in your storage applisnces,

1. Doawnload the SAMtricity OF verslon that is compatible with the storage controtlers. If you use different appliance models, repeat these steps for each model.

2. Confirm the starage contrallers ane Mominal (NODES > appliance node > Hardware) and ready to upgrade.

1. Start the upgrade and approve the nodes you want to upgrade, Nodes ane upgraded ane at a time
During the upgrade, a health check is performed and valid NWSRAM is instatled. When the upgrade is coniplete, the appliance is rebooted. This upgrade can take
wp-to 30 minutes for each appliance,

4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes Later

SANtricity OS5 Upgrade File

santricity O5 Upgrade File @ Browse

Passphrase

Provisioning Passphrase @
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SANtricity OS

Use this procedure to upgrade the SANtricity 05 software [controller firmware] on the storage contrallers in your storage appliances,
1. Doawnload the SAMtricity 05 verslon that is compatible with the storage controllers. If you use different appliance models, repeat these steps for each model.
2. Canlirm the stamge controllers are Nominal (NODES > appliance node > Hardware) and ready to upgrade.

1. Start the upgrade and approve the nodes you want to upgrade, Nodes are upgraded one a1 a time,
During the upgrade, a health check is performed and valid NVSRAM is instatled. When the upgrade is complete, the appliance is rebooted. The upgrade can take

wp-to 30 minutes for each appliance,
4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes later,

SANtricity O5 Upgrade File
SANtricity O5 Upgrade File @ Browse
¢ RCB = dip
Detaits @  RCB W . - -
Passphrase

B e inine . i

6. A|XH* = MENSL|CY.

— =

Y|0| =&l =0 MHE|ATZECHA| A|ZHEO]| 2t BetXo] AEO| ZAHe = BE 4= /Ch= 1 &Att

LEFEfLICE.
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A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

you sure you want to start the SANtricity OS upgrade?

7. SANtricity OS ¢ 12{|0|E MU S 7|2 22| =2 AH|O|TSHH * OK * & MEHSIHUAIR.

SANtricity OS Y 32|0| =7} A|XHE! m:

a. AHEN

1kl

20| AMELIC} O] TZHAVIAE i = AE7} F0| HR Q1K Solgc
() 28 =nsw o2 sZetn * A5+ S ChA| MeigiLIC

b. SANtricity OS & 12{|0|= XS Ef|0] 20| LIEFELICE O] HOll= J2|E9] BE AEE|X| L E & 2} =9
Six Fa20|= THAIZE Liek ASLICE.

@ o] Hol= Zal0|AHA AEZ|X| LE7 HA|EIL|CH ATEQO] 7|8 AEZ|X| =E7}
HEA|E|X] 9J$ LICt HO0|=E7t RSt BE - =0f CHs * Approve * £ MEHTILICE,
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SANtricity OS

Use this procedure to upgrade the SANtricity 05 software [controller firmware] on the storage controllers in your storage appliances.

1. Download the SANEricity OS5 version that ks compatible with the storage contrallers, If you use different appliance maedels, repeat these steps lor each model,
2. Confirm the storage controllers are Nominal (NODES > appliance node > Hardware) and ready 1o upgrade,

3, Start the upgrade and approve the nodes you want to upgrade, Nodes are upgraded one at a time,
During the upgrade, a health check is performed and valid NVSRAM is installed. When the upgrade is complete, the appliance is rebooted. The upgrade can take
up to 30 minutes for each appliance.

4, Select Skip Nodes and Finigh T you only want to apply this upgrade to some nodes of If you want to upgrade some nodes Later.

Approve All

SANtricity 05 Upgrade Progress

# Starage Nodes - Dout of 4 completed

Approve All
Q
Site LT Hame A Progress LT Stage nn Detaits LT Current Controfler Fiemware Version Il Action
DC1-SGAs  SGG0GO Walting for you to approve 9E.TLOZ.00 Appeove

DC1-5GAs SG5TAZ Walting for you to approve 9B.TL.0200

DLI1-S0As LLEIED # Waiting for you 1o spprove QR.T2.02.00

BE1-SGA Sh5EED Waiting for you 1o approve 08.40.50.00 Approve

Skip Modes and Finish

. MEHMO 2 * Sjte *, * Name *, * Progress *, * Stage *, * Details *, * Site *, * Site *, *, * Details *, 2= * ®1X
HEEZ o T * s~ M~ Mo BHE St E8 LEE HMEL|CE

p——
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@ S ST =0 MH|ATF BX|E|1 YT0|E TEMATL ARELICH LSO &

A 0|E7 AZE|H {Z2I0|HA L EJ} HREIEIL|CE 0]2{3t ZAHL L EQF EAISH=
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@ EE Ya0|E &MV BRY ER L5 Ee L5 O5S o HO|| SILY Selotil O
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StLt O]9l * Approve * (52! *) HHES MEoI0] StLt 0| 49| l==& SANtricity OS 12|10 = 7| Z0f|
FIretuct.

2
I
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ot
il
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i

Approve * & MEHSIH A 3|0|E TZM|ANM =EE O 0|ES £ =X
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10. SANtricity OS I#|0|= TH7|ZO 5 E= BE =ES RIHeHOf st Z * HH * Ee * 25 HH * 5
MeystLict,

AH|O|X[ZFCH7| 2E £ Ho| TIME[H * H|7H * HEO| 54X I O|A SANTtricity OS Y I2{|0|= T2 M[A0f|A
T EE HAHE £ gELCt

11. SANtricity OS €1 12{|0|=7} SelEl 2 J2|E =0 & w7tX] 7|CHL|Ct

° SANtricity OS ¥ 12|0|EE HE3t= St =0 2F THA|7F BEAIE= F2 o =0 oigh ¢ 20| =5t
et 2 ?:ILIEf 7l& K@ =2S 20t {Z2H0|UAE FRIES EEE E%ﬁf@l S0t e =
ALt

° Lo H oot LR 220 2| EHE|X2 PO 0|EEX| g R, L2 2R BHATE EAIELIC:
"0| =0l SANtricity OSE Y 12|0|=5tH RA|Es+ ZES Abgsor ghLict MZe| AX| % KX 2]
NHS HESHAIL. 0| = = HO0[=E floh O REEEIE AEE = JASLICL" 2LF7E

T oT Hd
SHEsHH™ CHS2 ATLICL
QX E4 DES ALESH0] 2F THAI7F HEA|El = =0{| A SANtricity OSE ¢ 18j|0| =E8tL|Ct,
i. 12| H2|X}E AFRSE0] SANtricity OS & 12{|0| EE CHA| A| RSt 2bZBHL|CL,

S2lE 2= L E0j|A SANtricity OS & 12{|0[ =7t 2tz =™ SANtricity OS & 12{|0|= ZIH & H|0|S0| B3|
SANtricity OS 2 12[0|E7t 2t El Htet A[ZH0] =AM HHLAOf| FEA|EILICE

SANtricity OS upgrade completed on 2 nodes at 2021-10-04 15:43:23 EDT.

SANtricity OS Upgrade File

SANTricity OS Upgrade File @ Brovise

Passphrase

Provisioning Passphrase @ |

1. =E2 YIO|SE 4 gl 9 MIE HE Fo| EAIE 0|92 JISekn MHe TAIS FoHIAIR.

o "AEE|X| LET} 0|0] 0| EE|ASLICE" =7 ZX|7F EROHX| & LICE
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars -

Reboot Controller

Feguest a coniroller reboot.

(| | — |

O{Z2t0|AHA T} RHEEIE| T TJ2|=0f| CHA| 7tIsH= O X|CH 2020] 2 £
L EJF O2|E0f CHA| 2EHEI

Monitor Instaliation

A=X| 2H182{™ Grid Manager2 EOP*LI Ct =& H0|X|0]=

Advanced =

RAID Mode
Uparade Firmware

Reboot Controller 1
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Nodes
View the list and status of sites and grid nodes.
O\ Total node count: 14
Name % Type = Objectdataused @ = Object metadataused @ = CPUusage @ %
StorageGRID Deployment Grid 0% 0% -
~ DataCenter1 Site 0% 0% —
DC1-ADM1 Primary Admin Node — — 5%
DCI-ARC1 Archive Node = — 2%
DC1-G1 Gateway Node e - 2%
DC1-51 Storage Node 0% 0% 12%
[ DC1-52 Storage Node 0% 0% 11%
DC1-53 Storage Node 0% 0% 11%
ort
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3. Tt A SANtricity A|AH Z2|X} AF2X} 0|21 A5 E Q)

4. AEE|X| o{E2t0|AHA0| Sixl| MX|El =2t0|E Teof HHE S &telghL|Ct.
a. SANTtricity A|AE! 2t2| Xt A * X2 * > * F2)|0|= MIE| * & MEHSHL|CE,
b. =2to|2 H| F2)|0|= of| A * 0| = A|Z}* S MEHSHL|CY

C2fo|E Hellof Ya20|=0l= x| Ex[El =2t0|2 Heo Tk o] EAIELICE.

C. Current Drive Firmware(21X| E210|2 TH)|0]) Soi| M 24X E210|E H0] 74 ! E2fo|E AlEX}
gtolgfL|Ct.

Upgrade Drive Firmware

] Select Upgrade Files

Review your current drive firmware and select upgrade files below..

What do | need to know before upgrading drive firmware?

Current Drive Firmware Associated Drives
Ms02, KPMS1VUGB[JUGIf View drives
Total rows; 1 )

Select up to four drive firmware files Browse.__

Of oflof| A

* CE2j0|E H o HTE2 * MS02 * LIt

* E2to|E AHEX}t= * KPM51VUG800G * LICE.

HAE =210l FojA * E2to|E 27| * & MEisto] AER|X| O{E20|H A0 sl E2t0|ETt MX[E XS

HEA[ZLCE
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a. =20 HYof ¥ 230|= 0| M * NetApp X * =
b. NetApp Support &l AtO|E0||A * Downloads * B2 MEit L3, * E-Series Disk Drive Firmware * £
MEHSHL|CY,
E-Series C|A3 H|0{ H|O[X|7t EA[ELICE.
c. AEZ|X| O{Z2t0[AA0 HX|E 2f * E2t0[E AHX} * § AMS D 2} E210|E |DO|| =& H|0 HZHO|
U=X| ZlgtL|ct.
* Hellof ZHETo| A3Vt ot Z 2 0] E210|E AlEXH= | M Hellof P TS JHX[ 10 USLICH
2
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PRODUCTS v SYSTEMS v DOCS & KNOWLEDGEBASE v COMMUNITY v~ DOWNLOADS v TOOLS v CASES v PARTS v

Downloads = Firmware = E-Series Disk Firmware

F-Series Disk Firmware

Download all current E-Series Disk Firmware

Drive Part Number Descriptions Drive Identifier 5 Firmware Rev. (Download) Notes and Config Info Release Date

Drive Part Number Descriptions KPM51VUG800G Firmware Rev. (Download

M502 Fixes Bug 1194908

E-X4041C SSD, 800GB, SAS, PI KPM51VUGB00G MS03 - 04-Sep-2020
MS03 Fixes Bug 1334862
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NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upagrade Firmware
Fequest a controller reboot. l Reboot {.‘.on:ro{leri]

[ Rebool inlo SlorageRID ] | Reboot inlo Maintenance Mode: |

o{Z2to|AA Tt HEEI | J2|=0f| ChA| 7hsHe O A[CH 2020] ZE 2 UELICH HEE 0| 22E|1
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Nodes
View the list and status of sites and grid nodes.
searchi. Q Total node count: 14
~
Name % Type = Objectdataused @ = Object metadataused @ = CPUusage @ 3%
StorageGRID Deployment Grid 0% 0% —
A DataCenter1 Site 0% 0% —
DC1-ADM1 Primary Admin Node = = 5%
DCI1-ARC1 Archive Node — — 2%
DC1-G1 Gateway Node - - 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 11%
DC1-53 Storage Node 0% 0% 11%
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€ The expanzion is readyto be started, Wake sure this page accurately indicates the number of neve storage shelves ywou are trying to add, then clidk Start Expansion:

€ The sterage systemn contains 2 expansion shelves,

This Hode
kaode type Storage v

Mode name Metbpp-SGA

Primary Admin Hode connection
Enable &dmin Mode dizcovery
Primary Admin Mode P 17216471

Connection state Connection to 17216471 ready

Instaliation
CCurrent state Ready to start configuration of 1 sttached but
unconfigured expanzion shelf.
7. Badt Z2 2 Ho|X|2| HAIX|o| EHE ZHE SHESLIC

O£ =01, SANtricity A| AR Z2[XHE ALESIH0] AEZ|X]| SIEY 0 ZHE HEY & USLIC.

8. = HO|X|0fl EAISIS B3 I 47} £7k5t2fs 5 AT 40f YAISH=X| EHolghct
() Mez Azt Zx=x e 32 Aol2o| St AZED Xel0] HH UK Helsttt
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Monitor Expansion

1. Configure storage Rurning

Step Progress Status

Connect to storage controller _ Complete

Clear existing configuration _ Skipped

Configure volumes e T T N Creating volume StorageGRID-00j-22
Configure caching Pending

Configure host settings Pending

2. Complete storage expansion Pending

T40| A=E|H O SEO0|AAI AHFC 2 MR E || 22| RES Z2ot J2[=0] ChA| @ZELIC 0f
TZMAE= A0 202 B 228 5 ASLICH

SE AT M0| MY AL CHA| A|=35t2{H StorageGRID {Z210|HA HX| Z2OMO =
() olsstol = 13 > 2AESe| MR * S M 13 - RA|E4 DEES WL - 2 Meip
7 MEE & S HAIZSHIAR 22 A 7.

1O =—

MEEO| 2 =ZE[H * Tasks * HO| L5 232140 ZH0] HA|ELICE

Owvenview Hardware Metwiork Storage Objects ILM Events Tasks
Reboot
Shuts down and restarts the node. Rebooi

Maintenance Mode

Places the appliance’s compute controiler Maintenance Mode
into maintenance mode.

1. o{Z2j0|HA AER|X| = G A} & Mol MEfE StolgfLCt.
a. Grid Manager®|A * nodes * & ME{5I11 O{Z2H0[AA AEE|X| LE0f = =0l FA| O}0|Z20| JUE=X|

sfolghL|ct.
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StorageGRID O{E2t0| A MMM * AE2[X| {F2t0| AL AHAI U o ot~ HRE HEER YH Ho
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SX[SH=X| 2ol ch YA M7t UX|SHH SHE 01’IEf0|°1*§ A2 AL
StorageGRID Appliance E
Appliance model: @ SGS660 _:}
Storage controller name: @ StorageGRID-5GA-Labll i
Storage controller A management IP: @ 10.224.2.192 g
Storage controller WWID: @ 600a098000a4a707000000005e8ed5fd i
Storage appliance chassis serial number: @ 1142FG0O00135 1 i
| )
Storage controller firmware version: @ 02.40.60.01 ‘,1
Storage hardware: @ Nominal ||| :{
1
Storage controller failed drive count: @ o |Il }
Storage controller A: @ Nominal ils f
1
b
Storage controller power supply A: @ Nominal ||| 3
I
Storage controller power supply B: @ Nominal ||l
Storage data drive type: @ NL-5AS HDD
Storage data drive size: @ 2.00TB {
Storage RAID mode: @ RAIDE s
i
Storage connectivity: @ Naminal 1
Overall power supply: @ Mominal ||l %
uCUmputemntrollerserialnumber: 7] 5V54365519 U f
b
Compute controller CPU temperature: @ Nominal ||| i
Compute controller chassis temperature: @ Nominal ||l %
2
b
3
{
3
Storage shelves l
Shelf chassis serial 3
$ shelfD @ = Shelfstatus @ % IOMstatus @ & &
number @ {
{
SN 5V13304553 0 Nominal N/A g
b,
kil
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CHA|
1. StorageGRID O{Z210|AA HX| T2 0| M * HIEAZ 74 *>* 23 71 * 2 MEBL|C)
NetApp® StorageGRID® Appliance Installer
Home Configure Networking Configure Hardware ~ Monitor Installation =~ Advanced -

Link Configuration
Home IF Caonfiguration
Remap Ports
% Fing Test

B Review the settings below, and then click Start Installation.
Port Connectivity Test (nmap)

M0l chst XtAISH LHE R S EXSIMAIR HESZ 213 714(SG6000).
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Reguest a controller reboot.

(| | E——— |

L

Reboot Controller ]
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M NetApp | StorageGRID Grid Manager earch by page title Q @-v ZRootv
DASHBOARD

ALERTS v

Nodes

TENANTS N
View the list and status of sites and grid nodes.

ILM
Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

I Lo R SRV

B T T

(D dEegz3ol MU 2te oot e Agix EE) A8 2tat Ux/sof BT 13K o
HESYS M5 2/ £ T2 240 Wizt & JALICH

A YO HERD 452 dod{H ZE 28 O2|E HIESA ABH0[20M RAFEMTU 222

@ TASof SrLCt i =0 O2|E HEY Ao et MTU MH-of| Agkst Xt0|7t A2 AL * Grid
Network MTU mismatch * Z117f E2|HEILICE MTU 22 ZE HEQ A S| Cifs 22 TLe=

fELct.

-

SefojAdA LEE MREYSHA| 88 MTU €3

o

HESHHH IP HE =72 AEELICE

52
rlo

&7| MX| 0| StorageGRID O{Z2t0|HA MX| T2 20| A S20|HE E= BE|Xt HEYITL LHE[X]
B2 RAEs ZEE A MTU 23S HELIC

—_—

PtHZE =75 A3 MTU BHE HESLICH

Change IP E2 M £ Q= "passwords.txt" TFA0| QUELICE.

IPtHE =0l AMASH off EHE 2 MTU 28 S HOo|EYLICH & HEQIS F4 = HERLIM
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RAES ZEE AEDSI0] MTU 2F S HERLICH
Change IP(IP ) =115 AH235t0] 0213t 0l AMA & gl F2 |RAES RES AH8sI0] MTU €32
HASHL|CY,

—_od
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HMZ0| o = AELICE R 24 REZ HetE IS LT

N

i
1. StorageGRID O1Z20|1A M| T2 IHOM * LIEXY T4 *>* 1P 74 * S MHFLIC,
2. 22|= YESD, Balxt YIEND I S2t0|E UESIS0f thet MTU SEE Asts iz waRLI,

Grid Network

The Grid Network is used for all internal StorageGRID traffic. The Grid Network provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216372121
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 cal

170



3. 40| BIEARSH * N * 3 MepiLct,

o (B i = |
4. 0| MAPJL MIHOZ AZ L[N = EJF RAES DEY of Y I HAI Q= R XF +HELICH
HAS AEYAHL QLRI LSO Al ARSI E * D5 *>* AESE MEY * S MEHSIA 2 S8 5

SHLHE Mgt Tt

(B = |

° StorageGRID * £ MEE * S MEfgfL|Ct
A

° RRES ZEZE XHRE * S MEISIH RXE, REZ HOF U= = EE AME5I0 AEEZE MEEYLICE
X S0 LF77F LMSI0] CHA| A[ZHSH2{H O] SMS MESLICH LBt RXA|Es REZ MRERIE = o7t
ot X2 MAESH THAI0 M THAl AJZFSHY AL,

NetApp® SterageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Fequest a controller reboot. l Reboot Caniroﬂer]

[ Rebool inlo SlorageRID ] | Reboot inlo Maintenance Mode: |

{E2t0|AAT} FEIE| 1 J2|=0] CHA| Z71Ri5H= O] Z[CH 20=0] 23 &= ASLICH HFE0| ==

L EJH J2|E0f ChAl 2= RA=X] 21512 H Grid Manager2 S0tZLICH nodes * H| 0| X0 O{E2t0|AA
L Cof T Yak &EH(OFOIZ §iZ)7F EAIE|0{0F 8HH, Ol = EdstEl LEl0] glu =7t J2[ =0
HEE[U}SS LIEFHLICE
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DASHBOARD

ALERTS v

Nodes

TENANTS N
View the list and status of sites and grid nodes.

LM

Q Total node count: 14

CONFIGURATION

”~
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =

MAINTENANCE

SUPPORT StorageGRID Deployment Grid 0% 0%

Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%

DC1-51 Storage Node 0% 0% 12%

DC1-52 Storage Node 0% 0% 10%

T T S L R T T T

e

HEE

StorageGRID 22|

O] H{E2I0|HA ENM HXH AL F21 DNS(Domain Name System) AHE &It
A

"o

HMZ0| o = ASLICE R 24 REZ HetE IS LT

»

O =te10i| CHaH

KMS2| 2 AE 0|F0] IP 4 CHl =Ml 0|F L2 X HEIU7| HE0f P=otEl o{S2H0[AXTHKMS(F| ZH2] AH)
L= KMS 2 AHO| HE2Y & gl= 22 DNS A HF S HE0oF & &= ASL|CE 0{S2t0[A 0] Cist DNS
Ao gt 2= HE A2 A0 |fX| 2| RES SR o SHELICL 0|2{g HE Alets SFECZ
HE3%t2{H Grid Manager(* §X| 22| * > * HER|3 * > * DNS At *)0{|A{ DNS Mt{E X[FELICt.

* KMS M7t S AE 0|50 T3l IP 4 Chdl Yretel =02l 0|§ S AFESHe] FolEl = =3t
O{E2t0|AAQI ZL02 DNS 78S LAH = HAFGOF FLIC.

* L= Aot o2 2t0|U AT EH|Ql 0| BES AFEEIY KMSO| AZE|= 22 12| =0 F2|El DNS MH & StLto
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DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers
Server 1 10.224 223135 x

Server 2 10.224 223136 + %

(D ONs wmdl et v A

mO
=

il
°
L

40
Ral
=
E
rulru
O
HU
ot
rk
=
o

4. AA| DNS HH0| QHEAZ LM * Save * & MEHSILICE

L=E& O] HO|X|of| X|YE DNS Mt &F = At
E.“—Ilif

oIIJ

5t0 KMSOf| ChA| A Z3H0] L E9| HIO[HE slise 4= AT

5. 1= C0|E{7} SIS £ - =2 XYREELICH StorageGRID 0fZ2t0[olA Hx| TE oA * 1 * > *
AESe WYY * S MeHet = O3 B4 3 SHLIS MeftLct

© LEE D2|S0j ChA| ZQIsts Aefoll A HES2IS HEEISH2{H * StorageGRIDE MLE! * S Melt |},
QA4 DO RS £HELT S HA SHOR MY FH|J} E[A0H 0| SMS MeHHL|C
- QRIES DER TYRE - 2 MEHSlO] RXHA BER Lot A L ES AFRSIY HESR|S MRS

(Ol M2 HEERHIt RAIEs ZEY WP AL S 5= JAFLICH) _'EI':01| CHAl HEBH7| Hofl = =0f| A
Aol Of St= =7t FXIE Z0| A= B 0| FHS HERILC

173



Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Uparade Firmware

Fequest a controller reboot.

Reboot Controller

T CIF MREE| D J2|=0f CHA| HZ XM Grid Manager0l|] LI El A|AE! FK| DNS A7}

@ ALEELICH J2|E5 CHA| AZSt & O{E210|¢AE O{Z2I0|HAT FX|Hs ZEY o)
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Lo CHEE HAF AEH(OHO| 2 212)7t EA|L[0{0F SHH, O] = S SHEl ZEl0| gl =71 O2| =0
HZAL[ASS LIEFHLICE

M NetApp | StorageGRID Grid Manager Q @+ ARotv

DASHBOARD
ALERTS
Nodes
| |
TENANTS . N
View the list and status of sites and grid nodes.
ILM
0\ Total node count: 14
CONFIGURATION n
Name 2 Type = Objectdataused €@ %  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-S1 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
L U e T SRR UG
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Node Encryption

Node encryption allows you to use an external key management server (KMS) te encrypt all StorageGRID data en this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1bd870ae1c1ecbbd5e3849d790223766baf3schT
Hostnames 10.96.99.164
10.96.99.165
Port 5695
Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data

L= oot HO|X|0f= CHE Ml ZHX| Md0] LS LT
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller |Upgrade Firmware

Reguest a controller reboot.

=

Reboot Controller '
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= N NetApp | StorageGRID Grid Manager earch by page title Q @-v ZRootv
DASHBOARD

ALERTS v

Nodes

TENANTS N
View the list and status of sites and grid nodes.

LM

Q Total node count: 14
CONFIGURATION "
R Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
2 ge
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status
A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales

External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate

Client certificate

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is

deleted.
[om oo e |
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |

Cloar KMS Key and Delete Data
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