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Overview Hardware Network Storage Objects ILM Tasks

Reboot

Reboots the node. Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode. Maintenance mode
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& Enter maintenance mode on S2-10-224-2-24

You must place the appliance's compute controller into maintenance mode to perform certain maintenance procedures on the appliance.
Attention: All StorageGRID services on this node will be shut down. Wait a few minutes for the node to reboot into maintenance mode.
If you are ready to start, enter the provisioning passphrase and select OK.

Provisioning passphrase
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S$2-10-224-2-24 (Storage Node) 2 X

Overview Hardware Network Storage Objects ILM Tasks

Reboot
Reboots the node. Reboot I

Maintenance mode

Places the appliance's compute controller into maintenance mode.

A\ Attention

Your request has been sent, but the appliance might take 10-15 minutes to enter maintenance mode. Do not perform
maintenance procedures until this tab indicates maintenance mode is ready, or data could become corrupted.

I O Rebooting..

O{E2t0|ATL RX|E4 BEY mff 20l HIA|X|0f| StorageGRID O{Z2t0|HA HX| T2 0| HMASH= O
Age £ = URLO| LIEEL|CH,
$2-10-224-2-24 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
Reboot

Reboots the node. ‘ Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode.
o This node is currently in maintenance mode. Navigate to one of the URLs listed below and perform any necessary maintenance
procedures.

e https://172.16.2 24:8443
» https://10.224.2.24:8443

When you are done with any required maintenance procedures, you must exit maintenance mode by selecting Reboot
Controller from the StorageGRID Appliance Installer.
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A This nodesis in maintenance mode. Perform any reguired maintenance pracedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrade Firmware
Feguest a coniroller reboot. l Reboot Controller ]

[ Rebool info SlorageGRID l | Reboot inlo Maintenance Mode |
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Nodes

TENANTS N
View the list and status of sites and grid nodes.

LM

Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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Software update

You can upgrade StorageGRID software, apply a hotfix, or upgrade the SANtricity OS software on StorageGRID storage

appliances.

StorageGRID upgrade StorageGRID hotfix SANtricity OS update
Upgrade to the next StorageGRID Apply a hotfix to your current Update the SANtricity OS software
version and apply the latest hotfix StorageGRID software version. on your StorageGRID storage
for that version, appliances.

Upgrade — Apply hotfix — Update —

3. SANftricity OS RIH[0|E M M0j|A * RG|O|E * & MEHRIL|C}.

SANtricity OS & 12{|0| = m|O|X| 7} LIEHEHL|CE.

SANTtricity OS

Use this procedure to upgrade the SANtricity 05 seftware fcontraller fir mware] an the storage controllers il'l.':.'ﬂl:ll storage apphances,

1. Donvenload the SANtricity O5 verslon that i compatible with the storage controtlers. If you use different appliance models, repeat these steps for each model.
2. Confirm the stofage controllers ane Mominal (NODES > Epp{hnﬂ node > Hardware) and gady to upgrade.

1. Start the upgrade and approve the nodes you want toupgrade, Nodes are upgraded ane at a time
During the upgrade, a health check is perlocmed and valid NYSRAM is instatled. When the upgrade is complete, the appliance is rebooted. The upgrade can take

wp-to 30 minutes for each appliance
4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes later

SANtricity OS5 Upgrade File

CaNtricity O5 Upgrade File © Browse

Passphrase

Provisioning Passphrase @

4. NetApp Support AtO|E0|A| C}2Z =3 SANtricity OS € 12|0| = It S MEdstL|Ct,
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SANtricity OS

Use this procedure to upgrade the SANIricity 05 software [controfler firmware] an the storage controliers in your storage appliances,

1. Boawnload the SAMtricity OS5 verslon that is compatible with the storage controllers. If you use different appliance models, repeat these steps far each model.

2. Conlirm the starage controllers are Neminal (NODES > appliance node > Hardware) and ready to upgrade,
1. Start the upgrade and approve the nodes you want to upgrade, Nodes are upgraded one a1 a time,

During the upgrade, a health check is performed and valid NYSRAM is instatled, When the upgrade is complete, the appliance is rebooted. The upgrade can take

wp-te 30 minutes for each appliance,

4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes later,

SANtricity 05 Upgrade File

SaNtricity O5 Upgrade File @ Browse

Dataits @ RCE_ - . o e dlp

Passphrase
Provisioning Passphrase @ LI Start
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A Warming

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

=]

you sure you want to start the SANtricity OS upgrade?
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SANtricity OS

Use this procedure to upgrade the SANEricity 05 software [controller firmware] on the storage controllers in your storage appliances.

1. Download the SANEricity OS5 version that ks compatible with the storage contrallers, If you use different appliance models, repeat these steps for each moded,
2. Confirm the storage controflers are Nominal (NODES > gppliance node > Hardware) and ready (o upgrade.

3. Start the upgrade and approve the nodes you want to upgrade. Nodes are upgraded one at a time,
During the upgrade, a health check is performed and valid NVSRAM is installed. When the upgrade is complete, the appliance is rebooted. The upgrade can take
up to 30 minutes for each appliance,

4, Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or If you want to upgrade some nodes later.

Approve All

SANtricity 05 Upgrade Progress

& Storage Modes - Dout of 4 completsd

Approve All
Q
site LT Name ~ Progress 1T Stage 1 Deraits LT Current Controller Firmware Version it Action
DLC1-5GAY SG60GH Waiting for you to approve SE.TEOZ.00 Approvn

DL1-S0As SLEDED s Waiting for you 1o spprove SR.72,02.00

DC1-5GAs SG5TAE Walting for you to approve 98.72.02.00

DL1-5GAs SL5HGE0 Waiting for you 1o approve D0, 50,05 Approve
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Fequest a controller repoot. l Reboot Controﬂer]

Rebool nlo Maintenance Mode:

Rebool info StorageGRID
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Nodes
View the list and status of sites and grid nodes.
Search... Q Total node count: 14
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Name % Type = Objectdataused @ % Object metadataused @ % CPUusage @ %
StorageGRID Deployment Grid 0% 0% —
~ DataCenter1 Site 0% 0% —
DC1-ADM1 Primary Admin Node - = 5%
DCI1-ARC1 Archive Node — — 2%
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DC1-52 Storage Node 0% 0% 11%
DC1-53 Storage Node 0% 0% 11%
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Installation Advanced -

Link Configuration
Home IF Caonfiguration
Remap Ports
Fing Test

Review the settings below, and then click Start Installation.
Port Connectivity Test (nmap)

SHOf CHEE XM[EE LHE2 S HZESHIAIR HIERIZ 23 F4(SG6000).
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NetApp” StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Reguest a controller reboot.
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Reboot Controller ]
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DASHBOARD

ALERTS v

Nodes

TENANTS N
View the list and status of sites and grid nodes.

LM

CONFIGURATION

Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =

MAINTENANCE

SUPPORT StorageGRID Deployment Grid 0% 0%

Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%

DC1-52 Storage Node 0% 0% 10%

I Lo R SRV

T T T

MTU 285 HESLIC

O{S20|UA LLEof Chet IP FAS F8e o 2ot MTU 28 S HEE = ASLC

() uezc v zte vy

P HEE ALK ZEO| L E ghat LX[8HOoF Lot IHX| §oH
HESZ 45 A £= 12 40| i = ASLIC

MO HERI M2 Hdoe{H 2= LEE TJ2|E UER 3 AEH0|ANAM SAFSE MTU 2422
@ TS0 grL|Ct i =0 TJ2|E HEY Ao et MTU MH-o| Agtst Xto|7t A2 HL * Grid
Network MTU mismatch * 2117} E2|HELICE MTU 22 ZE HEY3 S| Cisll 22 L=
A&LICE.
HA K

O E2H0|HA LEE MELISHK| 40 MTU HE S HESIHH IP HE =15 ALERILICE
%7| MX| Z0f StorageGRID H{Z20|AHA M

22 RAEL ZEE A3 MTU 23S HELICL
IPHZE =7 E AFE5I0] MTU A2 HELICE
ol Qst 74

A
Change IP E2 AM2E 4 Q= "passwords.txt" TFA0| QUELICE.

EHA|
IPtHE =F0f AMASH off EHE 2 MTU 28 S YOo|E-LICH =& HERIS F4= HERLIM

Q Total node count: 14

M NetApp | StorageGRID Grid Manager earch by page title Q @-v ZRootv
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Grid Network

The Grid Network is used for all internal StorageGRID traffic. The Grid Network provides connectivity
between all nodes in the grid. across all sites and subnets. All hosts on the Grid Metwork must be able to
talk to all ather hosts. The Grid Metwork can consist of multiple subnets. Networks containing cntical grid
senices, such as NTP, can also be added as Grid subnets

P ® Static (O BHCP
Assignment
IPvd Address 172.16.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 x
(CIDR)
172.18.0.0/21 x
192 168.0.0/21 + X
MTU 1500 K
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NetApp® SterageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Fequest a controller reboot. l Reboot Caniroﬂer]

[ Rebool inlo SlorageRID ] | Reboot inlo Maintenance Mode: |

O{E2t0|AAT} FEIE| J2|=0] CHA| Z71i5H= O] Z[CH 20=0] 23 &= ASLICH XHFE0| =21
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DASHBOARD

ALERTS v

Nodes

TENANTS N
View the list and status of sites and grid nodes.

LM

Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.

Servers
Server 1 10.224 223135 x

Server 2 10.224 223136 + %
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Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Uparade Firmware

Fequest a controller reboot.

Reboot Controller

T CIF MREE| D J2|=0f ChA| HZ XM Grid Managerdl|l LI El A|AE] FK| DNS A7}

@ ALEELICH J2|E5 CHA| AZSt = O{E210|¢AE O{Z2I0|HAT FX|Hs ZEY o)
StorageGRID O{Z2}0[HA MX| T2 M0f| X|HE Al DNS MHE O 0|4 AHE5HK|
Ol'ﬁL_l |:|.

LS

O{E210|AHA T} RHEEIE| T 2| =0f CiA| 7tlsH= Of| £|Ci 2020] ZE & UYESLICLH MEE0| 2tz &
Ot J2|=0f ChA| ZEHE|IY=X] 221512{™ Grid ManagerZ S0}ZfL|Ct nodes * H|O|X|0f| O{Z2}0|HA
Lo CHEE HAF AEH(OHO] 2 212)7t EA|L[0{0F SHH, O] = &AM SHEl ZEl0| gl =71 O2| =0
HZAL[ASS LIEFHLICE

M NetApp | StorageGRID Grid Manager Q @+ ARotv

DASHBOARD
ALERTS
Nodes
| |
TENANTS . N
View the list and status of sites and grid nodes.
ILM
0\ Total node count: 14
CONFIGURATION n
Name 2 Type = Objectdataused €@ %  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-S1 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
L U e T SRR UG
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MNode Encryption

Node encryption allows you to use an external key management server (KMS}) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configurad for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcced51facfcel1b1bd870ae1c1ecbbd5e3849d790223766bafischT
Hostnames 10.96.99.164
10.96.99.165
Port 5696
Server certificate >
Client certificate >

Clear KMS Key
A\ Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in anather grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
delated.

Clear KMS Key and Delete Data

L E 2ot HO|X|ofl= THZ Ml ZHA] 0] QSLITH.
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller |Upgrade Firmware

Reguest a controller reboot.

=

Reboot Controller '

O{E2to|A A7t P10 O2|=0f ChA| ZHdshs ol 2|t 20:20] 23 &= AFLICEH HEEO| =1

L E7F 220 CHA| 2RI RA=X] 2elst ™ Grid Manager2 SO0FZLICE nodes * 0| X|0f] O{E2t0|H A
LEof| oSt Ha JEH(OIOIZ §18)7t EAI=|0f0F 5tH, o] = EdetE 20| gl =71 J2|=0
HEE[UZS LIEFHLICE



= N NetApp | StorageGRID Grid Manager earch by page title Q @-v ZRootv

DASHBOARD

ALERTS v

Nodes

TENANTS N
View the list and status of sites and grid nodes.

LM

Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for

the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales

External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate

Client certificate

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is

deleted.
[om oo e |
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= .
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |

Cloar KMS Key and Delete Data
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