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° HIE 22| APIO]| M| A8tE = B2 EHIHE AIE IDYLIC

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:

StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7
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export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Grid Management API0]| HM[ASHZ{™ 02 "TENANTACCOUNTID"Z AHEELICE.

HEl 215 URLE BtO2{™ api/v3/authorize-SAML 0| POST &S ELi1 SEOf|A 7t JSON
IYE MAgLICH

O| Of|d|ofl A= "TENANTACCOUNTID"0f| CHet MEE 21F URLO| CHet POST @S HOf ELICH Zit=
JSON QIF Y2 HAH3t7| 2I8l python-m json.tool@ 2 MEEIL|CE.

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m

json.tool

ol oi|xle| SEoll= URLE QIR E MEE URLO| =[O AX|TH =7H JSON QIRE AZS ZEtE| X
obAL|C}
[k =1 .



"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

. 4 FO{ofl ALR3HY| 2ok SEOIA 'AMLRequest S ML

export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7/...sS1%2BfQ33cviwA33D"

. AD FSOl|A 22I0|AHE QX D7t &=l MA| URLE 7H4JLCt.

[ PN =

rlo

0| SECI URLS ArE3t0] 2101 AAS e¥EsH= ALIC

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'
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Eoll= 220|¢E 2% ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

- SHOIM S20[HE ¥ IDE MEYLIC

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

- O] SEIM LA PO 2 XA ZES EHLICt

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-i1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSER@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS& stfofl =7t &It etz 302 2[C|2 M S Hheketict,
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CHE AtH 38 E ZSELCL

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

. SEOIM MISAuth 27|E XN ZHgL|Ct,
export MSISAuth='AAEAADAvsHpXk6ApV...pmPOaEiNtJIvWY="
- 215 POSTO|A 27|E A8 X[FE X2 GET 2¥s EHLItt

curl "https://$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SH siHoll= LIE0| 23012 AF2 2 218t AD FS MM ME7t ZtE|H SH 220l= 54T 24 Lo
SALMLResponseZt EEHEIL|CE.



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1lc3BvbnN. ..l1scDpSZXNwb25zZ2T4=" /><input
type="hidden" name="RelayState" value="12345" />

i £HT HEOo|M 'SE'E MERLIC
export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="
. XZEl 'SAMLResponse’E AHE30] StorageGRID 215 E22 MA617| 28t StorageGRID '/API/SAML-
RESPONSE' @82 ‘4-dgtL|ct.
RelayState2?| <%, Grid Management API0| 221512 ™ E|'HE AE IDE AFE57LE 02 ALESHY A,
curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \

--data-urlencode "RelayState=S$STENANTACCOUNTID" \
| python -m json.tool

SHol= elE EZ0| et L|C},



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"
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curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

Z20t2 URLO]| gFetEL|CE

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"
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export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C|i MEL|C},
curl --include "$LOGOUT_REQUEST"
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HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

StorageGRID Hloj2] EZ % FX|St StX| b= Aat St YA O 2 RFZBLICE cookie
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include
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HTTP/1.1 204 No Content
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b. Q3 Node.js 2 =(puppeteer % jsdom)S MX|EtL|Ct,
"NPM INSTALL-g<MODULE>'
2. Python AFZEE Python QIE{Z2|HE MESH AIZHEES AAPLICE
13 ChS Python A3 E = ST Node.js AT EE S E8H0] Azure SSO A% XS £EMEHL|Ct
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*curl QEQ YIFEE o

S HF Z2A| dskH ZE Y AlZHo] ZatE 4= ASLICH "0] SEO =8t SubjectConfirmations &2
E.’iﬁl—llif "2t LRI BEAE 5 ASLICH

e
A
e

(D ofl cul 93BRE 12 ABTI YSE 2 4 Q=S BootN YL

URL QI1Z2E ZH7t A= 2 KA K| §b= SAML HE' @77t EAIE & USLICE


https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-sso.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-sso.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-sso.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-sso.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-sso.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-sso.html

° curl RFE AEELICE 3EAH 2 o|SELICt.

C
2. 'toragegrid-ssoauth.py' AZEE At2st2{H AT

Irn
M
-
<
0
o
o
St
1z
N
HU
H
FJ
|>
|u
L}
[m
i
>
OOI'
et
r
_lTl_

DEDEJL BAEH OHS Ql0f Chgt 2tS LHRLICE
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python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345
Enter the user's SAML password:

StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cacftb25e7

StorageGRID 215 EZ22 £0i| MSELICt. O|X| SSO7ZI AFEE|X| 8= ZR APIE ArE35t= YH I} RASH
CHE Q8 E22 M8E +

3. curl RS A58 L2 XIS U=2AMA L.

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Grid Management API0]| M| ASIH 02 "TENANTACCOUNTID"E AtEEfL|LCE.

HEl 215 URLE 2tO2{H api/v3/authorize-SAML'0| POST &S ELi1 SEHof|A 71 JSON
il

O] oI X|0| M= TENANTACCOUNTIDO| EH-"’J MEE 215 URLY| CHSt POST A2 EH FL|CL Zot=
python-m json.tool0] T1EE|0{ JSON 2R E S HAHELICE

10



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json™ -H "Content-Type: application/json"
\

--data "{\"accountId\": \"STENANTACCOUNTID\"}" |

python -m
Jjson.tool

Of ofjd|e] SEOl= URLE 22T &

o [==]
&Lt
{
"apiVersion": "3.0",
"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

c. 54 ™
T T

HHO|0f| AFRSH| 25 SEOA '"AMLRequest'E X &St}
export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. 8gu 7|5 WL SEE o2 ELCt

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep

'"input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. 'pf.adapterld' {2 LHELHD SEE ol 2 &L|C,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'
f href 2tS LHELHI(ZH SaiAl/ M7H) SES o2 RLCHL

export BASEURL='https://my-pf-baseurl’

11



echo "SRESPONSE" | grep 'form method="POST"'

g 'ZX[" 2 LHELHT:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. Xt2f S} & 37| BLH7|:

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

L ZAT EHEOM SRS MEELIC

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

j. X&tEl 'SAMLResponse’S AF23510] StorageGRID 215 E2
RESPONSE' @82 MMstL|C}.

o

MMst7| 2% StorageGRID '/API/SAML-

RelayState?| 2<%, Grid Management APIOf| 2 12I512{H HIHE A™ IDE AHE357{LE 02 AFESHA 2.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SHOlE 215 E20| ZetE L.

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-afO0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 2E0| 915 E22 MYTOKENS 2 ML},



export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|M| CtE 2H™H= MYTOKENS ALEE 4= UELICL SSOE AFESHX| 42 ER APIE AMEst= HH ot
H|==gfL|Ct.

SSO(Single Sign-On)7} 2 Mst=l AL APIOA 20t2TL|C}

SSO(Single Sign-On)7t &dstEl 22 J2|E 22| API EE= HIHE 22| APIOAM 210F23517| 2{sl LH 2| API
RS A0 SLICE o] X|H 2 PingFederateE SSO ID 3242 AE3H= 22 HEELICH

Of ZfHofl 3

Qs A2 xZlo| ciel 210} m|0|X|of|A] 20}26}7|at StorageGRID APIO|M 210t2% &~ JASFL|CE.

=

= St orageGRIDOiIH 728 StorageGRID #0612 EZ0| HR?t HHY 20t2(SLO)E EB[HY + JASLICH

|
1. MYE 230t RS MMEI2{H SLO APIO| 27| "SSO=true"E HEBfL|Ct.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| Hr2tELICE

[y

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 270} URLE M&EefLICt.

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"'

3. 2702 URLY| 2HE HLf SLOE EZ|H3t11 StorageGRIDZ CHA| 2|2 MBtLC},

curl --include "SLOGOUT REQUEST"
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302 SEO| gretElL|Ct. 2|C|HM 2|X|= API M & 20120]= HEE|X| &Lt

HTTP/1.1 302 Found

Location: https://S$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer token= A{H|StC}.

StorageGRID H|0{2{ Eﬂ% # Hot= A2 SSOE AESHK| gi= At SYUst LAlo=

tSEFLICE. cookie
— —_— o d"
"sso=true"'E M|SSX| %™ SSO MElof JekS

X
X| 21 StorageGRIDO|A 210t ElL|C}

4H

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 2HX S SH2 AFEA7L 202 EJSS LIEFLICE

HTTP/1.1 204 No Content
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