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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups &
Parameters Try it out
Name Description
type
string filter by group type
Lol Available values  local, federated

v |
limit
integer maximum number of results
(query)
Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,
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* * deactivated - features * — H| 22} El 7|5
* *DNS-MH * — M El 2|2 DNS MHE LIgst HESH= &Y.
* endpoint-domain-names — =& Q! 0| £ 2 LtEst11 HESH= &Y.

c r AN AY —AF 2 TEOAM EHY.

Ir

mjo

HT

N

o

rot

)l
AR

o *

Jiot

B ER(RA AF),

* * expansion-nodes * — & A| 2 (L= 2H).

* 2 MOIE * — 2 Al 2F(AIO|E 2| E)

* * GRID-NETWORKS *— 12| EY3 228 LIGst T HAS= Xt

tot

—

* * GRID-Passwords * — 12| E 2t 22| =,
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c*AF*—EZ J2|E 2E|Xt IS 225t 2T LDAP Mol S8 J2|E &2|Xt OFS HMst= &Y
* *identity-source * — 2|2 ID AAE F Mot ESt OF 9 MEX HEE 502 F7(3}5H= &Y.

LM *—A™E £H FI| Z2|(ILM)Y| CHSE 2.

* *license * — StorageGRID ZI0|MIAE M1 HJOH[0|ESH= &Y.

crHEZ *— AW 7|7t SO thd A|H
HE2/9 2<% Grid Management AP
S

e
Prometheus # 2| 72440 CH2F XbA||SH LY

I He| HIER] f2|of gt 5 H|E2] 2| E H|E St StorageGRID
Prometheus A|ARl DL|EZ =75 HAIE O|0|Ef AAZ AFRIL|CE
82 Prometheus & AIO|EE EZESHUAIRL.

@ O|E0ll ‘private'7t ZE HEZ2 LIRE 222 ALZELICE. O2{et HIERI2 AR SX| §l0]|

* * node-details * — == M| FHEof CHsh =

s LS AER — = Ml CHE B

* * NTP-AMH * — 2|2 NTP(Network Time Protocol) Mt E LIEst7Lt O|0|EdH= &Y.
« * QHHEE *_QHHE gl QEME M|EHH0|E] Xt

BB KIS 93 A,

* *recovery-package * — S+ I{7|X|E CIREE5HY| 9|8t 2.

XGOS HI BN &

* * server-certificate * — Grid Manager Mt QIZME B0

* * SNMP * — o SNMP -of| Cit ZHy.
* * traffic-classes * — E2iZl 27 HMZ 9|3 2

© *UEIY 2 Qs S2O[AE-HEY T — MY £ gl= S20IAE HEHI FH0M 2 2

* *AMER* —O2|E 2E|XF AFEAIE 21 2E2|5h= 2.

Grid Management APl {7 22|

Grid Management API= HH Z2|E ALE5t0 FFEH 20| =& X| A ghL|Ct.
0| € £0{ 0| 2% URL2 APIS| H{H 38 X|FFLICY.
"https://hostname_or_ip_address/api/v3/authorize

HIHE Z2[ APIS| £ HE2 O HEIt * _StE[X] gis _ * HE Alet0] IS o SSLICH HHE 22| APIC)|

S *_0|(7}h) OIH H{MT} SBHEICH= B ARSHo| QS ) ZSEILICH S8 7Hss ¥ Algolls M 28 £
o F7p7F ZetElL|Th O oFo M= HE |l D2t API HE S SS5t= WHE 20 Lo

M
API HZ sAL|Ct o|A HA A B
O|™ H{F T} S3t JHsBHLCH 2.1 29
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APItHZE SYL|Ct O] X M HH
IS

O H7Tat =8| K| G5 LICt 2.1 3.0

StorageGRID AZEQ|0{E XS AXIst= 22 7H 24 Mo Oz2|E 22| APITH E Mgl L|Ct TJ2iLt
StorageGRID2| M 7|5 EHE2|==E 20| =51H StLt 0| 42| StorageGRID 7| 2| =0 Ciot 0| API {0
Al ANAE > ASLICE

=T M-

Grid Management APIE AH8310] X|El= HAS 14T = ASLICH XiM[St L2 Swagger API
(D HAEMO "™ MM S TS AR. 2|4 HHMZ AL8SIES 2 E Grid Management AP
S2I0|HEE YO|0|ETt =0i|= 0| HMoi| Ciet X| &S HIEMatshof erLCt.

QeliE RE2 LIS 22 YHOZ O 0|y ASEIX| ti= A2 EAIELIL]

7} "DEPRECATED: TRUE"Q!L|LC},
2t 550j|= "DEPRECATED"7} Z&HEIL|Ct. TRUE
O|A AP E|X| b= AT NMS.logdll =7HEILICE oS &9 Ct2 ot Z&LCt

L]
inl

Received call to deprecated vl API at POST "/api/vl/authorize"

S EHElZ0M X YEl= API TS 2olgtL|Ct

ChS API @M S ALZSI0] XIREl= API 8 HH 222 BiipiLct,

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

H0f| ciet API HH S X|FeL|Ct

PATH It2}0|E{(/api/v3')Lt header(‘api-Version:3')E 0|83t API HE S X|-Ee 4 ULt F 22 25 HS5HH

ofitf 2tol B2 22 MY lFLCt

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

14



AO|E 7t @K Q|X(CSRF)2EE £

CSRF EZ2 AI8310] 317|& AI83t= 215 S 235 StorageGRIDO]| L CSRF(AO|E
It - X)) SHO =R B £ QELICL Grid Manager 2 Tenant Manager= 0| £t
7ls2 Xtso 2 2datetL|Ct CHE API 2210|HE= 200l [if 2t M3l o2 E MEieh

A Ol
T M

ot
rir
OH

HTTP 94 POSTS! 201 THE AoI=of tfet Q3 =2 ARt 2001t AFEXtO| 7712 ALgStod
[u]

StorageGRIDE= CSRF E28 AI2%10{ CSRF 2Z2CZ2E ESoiL|Ct SAstel 2R EX 7|9 LHE2 EH
SIE == £ POST 22 IJH?H 0| Li 81 LK|SHOF SLCt.

0| 7|2 &Matst™ 21F F0] csrfToken OH7H HEE true2 AH™SIHMAIRL. 7|22 false LICY.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

trueO|™ Grid Manager0ll 2121 mf 212|9| gt 2 GridCsrfToken 7|7} AH &1 HHE 2t2|Xtol| 2a00g mj
Qlo|9| ZtO 2 AccountCsrfToken 7|7t A& ElL|C}.

It Q= B A AH”H ME(POST, PUT, THA|, AHNE Y 4 = ZE QH0| CHS T oLtz ZTEE|0{0f
o|'|__||:|-_

* CSRF EZ2 F7|9| 2o & MHEEl 8|2 X-CSRF-Token il IL|C}.

s ZOoIAGE B2 S 5|85t= BFO| AR "csrfToken" &A Q1T El @K HE2 of7f H4QlL|CT,
Z7HOIA S MR HEE 22121 API AEHME EXSHAUAR

@ CSRF EZ2 T 7| MEE 7T QH2 Lo JSON 28 222 CSRF 20| et FIHSZ M
7|8t 22 Q30| tis ""Content-Type:application/json™ oI & X &¢8tL|Ct.

S$SO(Single Sign-On)7t EX3tEl 22 APIE AHSRLICE
SSO(Single Sign-On)7t Z2AM3tEl <2 API AHE(Active Directory)

U B2 SSO(Single Sign-On) 74 5! 245t Active DirectoryE SSO 3EXIE AHE5H=
42, J2|E 22| API EE= H|EHE 22| APIO| R0t 215 EZS 7| 2ol YH API RFE
AlHsHiof grLCt.

=2 o

OF =
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SSO(Single Sign-On)7| d3}tEl Z2 APIO| 2IQIgL|C}

Active DirectoryZ SSO ID 32AtZ AL2St

|
=

ol

ro

rr

A< Ct2 x|&o| MBEL|CH

23t 21

* StorageGRID AFBXF 120 23t HC{20| M ALBXt] SSO AFRA} 0|20t 9SS 2T ULt
* B AE BE| APIO| HA|ABHIH EIFE HF IDS LT QLo{of BHLICt,

FRA01| CHaH
E3S gosH O}

]| JH
o
glo
=2
of
Of
i
i
>
oo
ot
4>
30
i3
-
iul

. StorageGRID AX| o M E2( Red Hat Enterprise Linux === CentOS2| AL ./rpms, Ubuntu £
Debian2| A< ./debs, VMware2| A< ./vsphere)d| = toragegrid-ssoauth.py Python ﬁﬂE'EO'LI Ct.

* curl RHC| YIAEE 0f

LS LR L2l S3eiw 22 DY AIZo| X3 4 UBLICE "0l SHO| K& SubjectConfirmationS
& gtalicrets 97 BAIE 4 laL

(D oFlcunl Y2BRE CH2 ABAIL 4B B 4 YES HootR QAL

URL QI1Z2E 2|7t A= B2 KA K| §b= SAML HE' @37t EAIE & AUSLICE

16

- Q1E EZS Yo{H O3 WY I SHLIE MEfgL|Ct
° toragegrid-soauth.py Python A3 ZEE A2 AR, 2CHA| 2 0| S 2L}

° curl EZ2 ALEEL|C} 3THA 2 o|SEtL

DEODEJ} TALH CFE Q140 Cist gr2 QladshL|C},

° SSO Y ADFS == ADFSE =gfLCt.
° SSO AMEXt O] SYLICE

° StorageGRID7} &X| &l =H|QIL[C}

° StorageGRID2| FAlL|Ct

° HI'AE 22 APIOf| AN A5tE = F2 HIFHE A|F IDYLICE

C
'toragegrid-ssoauth.py' AT EZE A38IHH AAZEZ Python SiA7|2 MESIT AIZES MMBHL|CH



python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:

T T T T T T e T T T T T T T T ST T T T T

R L e T s
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Grid Management API0]| HH[ASH2{™ 02 "TENANTACCOUNTID"Z AHEELICE.

HEl 215 URLS BtO2{™ /api/v3/authorize-SAML 0| POST &2 ELi1 SEOf|A 7t JSON
2

O| Of|d|ofl A= "TENANTACCOUNTID"Of| CHet MEE 21F URLO| CHet POST @S H0f ELICH Eit=
JSON QIF Y2 HAH3t7| I8l python-m json.toolQ 2 MEEIL|CE.

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m

json.tool

o] GFlo] SEHO= URLE 1T AHE URLO| TEHE(0f XIS 7} JSON 13T AZL TR
eteLiCt,

[P =1
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

. 4 FO{ofl ALRBHY| 2Ioh SEOIM 'AMLRequest S ML

export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7/...sS1%2BfQ33cviwA33D"

. AD FSOl|A 22I0|AHE QX D7} &=l MA| URLE 7H4SLCt.

[ PN =g

rlo

0| SECI URLS ArE3t0] 2101 AAS e¥EsH= ALIC

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

0l

Eoll= 2210|¢E 2% ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

- SHOIM S20[HE ¥ IDE MEYLIC

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

- Ol SEIM LA PO 2 XA ZEHS HHLCt.

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-i1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSER@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS& sitfofl =7 &It etz 302 2[C|2 M S HhetetLct,

@ SSO A|AE0]| CHol MFA(CES R4 21F5)7t gdstel 22 SA AA=20lls & i s =
CHE AtH 38 E ZSELCL

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8
Location:

rir

https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo

77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

. SEOIM MISAuth £7|E XN ZHgL|Ct,

export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="

- 215 POSTOIA 27| AtESIO X[HE !IXIZ GET 2ES 24LICt.

curl "https://$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SH siHoll= LIB0| 23012 AF22 I8t AD FS MM MEJt Z8e|H SH 2EE0= sAT SA L=
SALMLResponseZt EEHEIL|CE.

of
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HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1lc3BvbnN. ..l1scDpSZXNwb25zZ2T4=" /><input
type="hidden" name="RelayState" value="12345" />

L AT HEOM SE'S MESLIC

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

. XZEl 'SAMLResponse’E AHE30] StorageGRID 915 E22 MA617| 28t StorageGRID '/API/SAML-

RESPONSE' 2382 HdefL|Ct

RelayState2?| %, Grid Management API0| 221512 ™ E|'HE AE IDE AFE57LE 02 ALESHY A,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=S$STENANTACCOUNTID" \
| python -m json.tool

SHol= elE EZ0| ZetEL|C},



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. e 9l

o[

EZ2ES MYTOKENSZ XZEtgtL|C}.

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

Ol CHE RH0l= MYTOKENS M8 = UASLICE SSOE AE3HK| 242 R APIE AtE3%t= HiEat
HI gLt

SSO(Single Sign-On)7t 24 3tEl 22 APIO|A 202 LTt

SSO(Single Sign-On)7t EA3tel 2L J2|E 2| API £= HIHE 22| APIA 220H23817| Q8 L& 2| API
K8 Mdlis{of gtL|Ct. Active DirectoryS SSO ID -é,-axfﬁ AME5t= A2 OIS X|Ro| HEEIL|Ct

oot 2@ 9| thd 2012 H|0[X|0|A 210}235t7|2t 61 StorageGRID APIOIA 202 4= JUSLICE
IE = StorageGRIDO|AM R=& ¢t StorageGRID H|0{2] £E20| 227t £ 20H2(SLO)E EBAHY = JSLICH

|
1. MEE 230t ™S MMst2{H SLO APIO| 7| "SSO=true"E M gLICt.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

20} URLO| BtZtEIL|CY,

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

21



2. 270} URLE MERLICE

export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C|i MEL|C},
curl --include "$LOGOUT_REQUEST"

302 SEO| HretEIL|CE 2|C[HM 9fX|= API M8 20t20l= XM EE[X| E&LICH

- 1O (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}
StorageGRID o2 E2 % FRISH= A AHESHR| gb= Aat st WA o= ZHFELICE. cookie
"sso=true"E M|SSIX| FO™ SSO MEf0 FF2 FX| &1 StorageGRIDO|A] 20 EILICE

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 2HX glZ SE2 AEXAIF ZO0IRE[USSE LIEFHLICE

HTTP/1.1 204 No Content

SSO(Single Sign-On)7t ZAM3otEl Z2 APl AH2(Azure)

U FL SSO(Single Sign-On) 74 % 2 M5t AzureE SSO 3ZAE AI8st= 82, F

— OT, T

°
oMl ATZIEE AF23SH0 Grid Management API EE= Tenant Management API]|
ctolZ EES EE T USLC

\J

o

—

—
o
—_
T2

_

—

Azure Single Sign-On0| 2-d3lEl 22 APIO| 2318 Ct

AzureE SSO ID SEAZ AtEdsH= B2 LhE X|E0| HEELILE

22



R
* StorageGRID AFSXH 120l 48 HICI20|M AFSXIS] SSO XA} HY A% SSE & ULIC
* HIAE 22| APIO| HA| 2SR E|E 2H IDS 21 QL0{oF BHLICE

o

ro
oM g

FRA0l| CHaH

EZS HOHH LIS od| 23EEES A2 = JASLIC

:I:

* EZtAH 2S5 A A A auth-soauth-so.py IHO|M AT ZIE

* toragegrid-soauth-Azure.js2| Node.js A3 EE

FASREERE StorageGRID AX| o CjHE |( Red Hat Enterprise Linux === CentOS2| 2<% ./rpms,
Ubuntu EE= Debian2| A< ./debs, VMware2| AL ./vsphere)dl| A&LILCE.

Azure2t2| API £ 7|52 ZN 252 'toragegrid-soauth-Azure.py' 23
AT E = StorageGRIDO| &F F 712 2™ S St11(HK SAMLRequestE Bl
Node.js AR EE 2 E5I0] Azure?t 4= —.%3foﬂl SSO g sAefL|Ct.

SSO 22 LT API RHES ArE5H0] adllet = AX|TH DA 8h= A2 2HESHR] & LICH Puppeteer Node js
DS 2 Azure SSO QIEH[0|AE AT || W= o AL ELICH

URL Q12 EH|7} Qe 32 'K HE|X| ¢b= SAML HT' LRIt HA|E = AFLCE

= =
a. Node.jsE MX|EL|CHELX) "https://nodejs.org/en/download/")S S2IetL|Ct.

5! jsdom)2 A X|EtL|Ct.

on
]
x0)
rot
zZ
o
o
D
)
Ha
ngn
©
[
©
©
S‘R
D
D
-

13 ChE Python 23R E = G Node.js AR EE S E8H0] Azure SSO A= XS £3BHL|CL.

3. TEDEJI HAIE|H CHS Ql=0f CHSt 242 L=SIAHLE 0i7H H-E AL SHo] MEFLICH
° Azure0l| 210I5H= 0| AH8 &= SSO O|H|Y FAL|CE
° StorageGRID2| FAIL|Ct
° HHE 22| APIOf| HM|ASIE = 2 HIEE AE IDYLICH

4. HIAIX|7F HAIEH 2SS ST 28 Al AzureO]l MFA H3HS HMI3e FH|E ©LIC

FE_sS5arpYy storage i rurs-ssoEuth. B sso-pmail-addrass ut-ul"n?‘n:." clomain . com
. 2. com - -tenant -account-id- @

EEREAREEREERFEEE R AR AR AR EER AR iR ERR AR EEEREREEREER IR EATEERERR IR

Watch- for-amnd approve-a- 2FA authorization - request

"apiVersion’:

23


https://nodejs.org/en/download/

0] A3ZE&= MFAZH Microsoft AuthenticatorS AH&5H0] =8 El WO = JPESL|CH HIAE
() xS o w2 3SS Uefsts 5 O Hefo] MFAS XIStEE ASRIES £330} 2
A& QAL

StorageGRID 915 E22 £2/0] HZELICE O[X| SSO7H ABEIX| S 22 APIZ AFBSHE Slat SAfS
[i2 QH0 E28 AIZE

SSO(Single Sign-On)7t Z43tEl A2 API AHE(PingFederate)

e AL SSO(Single Sign-On) 74! 2! 2h451 J2| 1 PingFederateE SSO 22X
1835l= 8% ¢

o

A E HO| APl @82 YZ310] Grid Management APl EE= Tenant Management
API0f| R85t 015 EES H0o{0F ELct

SSO(Single Sign-On)7} &-d3lEl 22 APIO| £

0| X|&2 PingFederateE SSO ID 32AtZ At&5H= 22 MEE/LICt

st A
* StorageGRID A%t IE0] &5t 2|04 ALEXIC| SSO AFEXAt 0| St S E 1 JUELICE.

* HIE 22| APIOf| HM|ASHH HIHE AE IDE 210 A0{OF L|C}

. StorageGRID AX| o CjH E2( Red Hat Enterprise Linux 2= CentOS2| A2 /rpms, Ubuntu E£&
Debian®| 22 ./debs, VMware2| Z< ./vsphere)0f| ! = toragegrid-ssoauth.py Python A3E E°'|—|Ef.

s curl @HQ| fIZEZ o

&LICt. "0] 820 5% SubjectConfirmations &2

$0

LS LR e S%okel 2 Bl AIZt0] X1HE 4
% BLIChats 287 EAE 4 IS

() dFlcul 9aZ2E 012 A8 IS 2 4 TS BstK gL,

URL QI1Z2E ZH|7t A= 2 KA K| §b= SAML HE' @77 EAIE & USLICE

chHA
1. 015 EZS YoH O3 W & StLIE MEfRiL|Ct
° toragegrid-soauth.py Python A3 ZE S ALESIMA|2. 2EHA| 2 0| S2tL|Ct
° curl REE AFEELICEH 3THA =2 o] SgLICE.
2. 'toragegrid-ssoauth.py’' AEEE AI28t2{H AIZEE Python {41 7| St ATBEES Al Tt

LEIZEJL HEAEH CHS Ql==0f CHet gt =Lt

° SSO g "It HASH PINGFEDERATE, WHEHS 5)0| ZE HHES =g & Ql&L|CH

° SSO AIZXt O|EQILICE
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2ILIC}. O] EE= PingFederatel| AFEE|X| Q45 LICt. Bl ZHR 2 FALY

° StorageGRIDZ} HX| =l =0
&Lct

ol5= 2 0 SEFA O
Aot 22 A 2 2

° StorageGRID2| FA|L|Ct

° HI'AE Z2] APIOf| AN A5tE = 2 HIHE A|F IDYLICE

python3 storagegrid-ssoauth.py
sso_method: pingfederate

saml_user: my-sso-username
saml_domain:

sg address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
e o e s T s e S e s

o S s T s e S e =T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacftb25e7

StorageGRID 215 EZ22 £20i| MSELICt O|H| SSO7t AFZE|X| §b= B2 APIE ALE5t= YW I RASH|
CHE Q0 EZ2S M8 =

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Grid Management API0]| HH[ASH2{™ 02 "TENANTACCOUNTID"Z AHEELICE

HEl 0I5 URLS 2O 2{H '/api/v3/authorize-SAML' M| POST RS EL| 11 SE0|A =7 JSON
TS HAHEL|CE.

0| Of|™|of| A= TENANTACCOUNTIDO| EHQ MHEl 1= URLO| CHSt POST 2FE 20 FL|CL Zat=
python-m json.tool0| TE =0 JSON 22 E S HAHELICE

-

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

of o2l SEole URLE QB E MHE URLO| ZEE|0] QUX|TH =71 JSON QIRE AHE2 ZEtE K|
OI-AL_||_'_|..
(=]
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

. =& HIFO| AEot7| ?I8H SEOIM 'AMLRequest & X EeIL}.

O =
export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."
d. SE1 F7|E LHELHD SES o2 LI

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "SRESPONSE" | grep
id="pf.adapterId"'

'"input type="hidden" name="pf.adapterId"

e. 'pf.adapterld' 22 LHELH D S-S of| 2EL|C,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'
f href 2tS LHEW (A SaiAl/ M7H) SES o2 ELCH

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g 'ZX[" g LHELHT|:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. X} &t et 27| =L
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curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

L ZAT EHEOM SRS MEELIC

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

J- MZHEl 'SAMLResponse’ S AF25H0{ StorageGRID 215 EZ2 MA45t7| /%t StorageGRID '/API/SAML-
RESPONSE' 22 MAMstL|Ct.

RelayState2?| 22, Grid Management APIO| 201512 H HIHE AHE IDE ALE35H7LE 02 AFESHYAIL.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=S$STENANTACCOUNTID" \
| python -m json.tool

SHol= 21& E20| ZEELC

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 3H0| ¢IZ EZS MYTOKENS E X &L|LCE.

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| CtE QHOl= MYTOKENS A2E 4= UELICH SSOE AFESIX| gf2 ZR APIE AESH= WtHat
H| X ELICE
SSO(Single Sign-On)7t dstEl 22 APIO|A 230H2EL|Ct

SSO(Single Sign-On)7}t &43tEl 22 J2|E 22| API E= HHE 22 API01|A‘| J0H2617| 2ls L& API
QHES Masof BL|Ct O] X|E2 PingFederateE SSO ID 22AtE AtE2st= 22 HEEILIC

Of ZFHofl CHaH

27



Lot A2 X9 ¢l E0+2 H|O|X|0f| A 210H25}7 |2t 6HH S torageGRID APIOAf 20t2% 4= USLICEH
= StorageGRIDO||A F2%t StorageGRID H|0{2{ E20| Lot £ 2012(SLO)E E2[AHE & AUSLICH

1. JEE 273012 QNS MASI2{H SLO APIO| 37| "SSO=true"S MEtstL|C}.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| Hr2tELICE

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 270} URLE MEELIC

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"'

3. 2702 URLY| 2K ELi SLOZ E2|738t1 StorageGRIDE CHA| 2|C|2iMEtL|Ct,
curl --include "$LOGOUT_REQUEST"

302 SEO| gretElL|Ct. 2|C|HM 2|X|= API M & 20120]= HEE|X| &Lt

- T1O0 [Fo =1

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha?256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer token2 A{H|StC}.
StorageGRID Hol2{ EZ22 ﬁ. HSh= A2 SSOE AHE5HX| gh= Aat St YA = ZSTILICE cookie
A
o

AL
"sso=true"E M| 35IX| 2™ SSO AEfof| HFS FX| ¢4 StorageGRIDO|A 202 E LIt
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 2HIX QIS SEH2 AFEXI7t ZO0IREIAS S LIEFALICY,

HTTP/1.1 204 No Content

StorageGRIDO| Cl{ot HM|A S K|OfEhL|C}

IZH|NE g2 E HERL O

Fol2E Chg BAS HEYAIR, 87

oY o /%l B4

J2|E EZ2X| ME, J2E LE 24 U5 Y
EetE S+ 17X AP S CHR2EEsEE =20

a— T

StorageGRID ZZH|Xd A4S E H
HAto| 2Rt ot 2L Lot
StorageGRID A|ARIE 253} 7|7t
LStL|CE

Bt 2
* 2 AFgotol 12| a|Xfol 2IQIYALICH XRIE|S 2 e,
* QX B2l = ZE kA Asto| ASLIC
* ST TRHIXY BT} YLIC
0| ZHjoi cish

DTEHINY Qo= B AKX 2 /X 22| "t o BRetLCh 5+ I7|X| CH2EE 5. T2H|NY g3 =
passwords.txt TFU0f| LI E|X| FELICH T2H|XN Y S E SAetst QH o ZA0)| H2ts{of gL Ct.

£
T3 > > HMA HOf *>* 02| = H|YHS * & MEASHLCY,
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Grid passwords

Change the provisioning passphrase and other passwords for your StorageGRID system.

Change provisioning passphrase Change node console passwords

Change provisioning passphrase and download new Change the node console password on each node.

recovery package.
Last time updated: 10/29/2021

[ Make a change — ] Make a change —

2. Change provisioning passphrase * Of| A * HZ * & MEHS}L|C}

30

Change provisioning passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This passphrase is also required to
download backups of the grid topology information and encryption keys for the StorageGRID system. After changing the provisioning passphrase, you must download a new
Recovery Package 4

Current provisioning passphrase

2

M L= E YEILIC etz = 8Xt 0|4 32Xt O|5H0{0F RfLILt. &= t/AEAE FEELIC
M Z2H|NE =S tmeh fIX|of MEetu|ch 2|, =g 8 |fXIE 4 2ol 2ttt
M 2= 5 CHA| 2245t1 * Save * & MEHELICY,

m2H|NY oS HHO| ABE|H =4 4T thiA7 EAIFLIC




Configuration > Grid passwords > Change provisioning passphrase

Change provisioning passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This passphrase is also required to
------- ps-of the grid topology information and encryption keys for the StorageGRID system. After changing the provisioning passphrase, you must download a new

@ Success
Provisioning passphrase changed successfully

Current provisioning passphrase

New provisioning passphrase

Confirm new provisioning passphrase

7. Z7 W{7|X| * & MefetL|ct,

M EH
8. A ZE2H|XNY A= S 2SI M

T
-1
i=
N
A
M
n

0
Hu

n

o
il
iul

AsLICt L= BHAS

e
0
ro
Ny

* £ A8SHH d2|= 22| Xtof] 2aJAYELIC "R = & EEte A"
* FXA 2E| E= FE HMA A AS LI
* M Z2HIMY Y=t ASLIC
O =fe1oi| CHaH
E Z£ YT E MEDIH SSHE AFE5I0 =0 "admin"Q2E 2057 L VM/EE|H 2& 82 RE
MEXIOA 200 4= JAFLILE LE 2& 24 HE T2M|A0M= J2|=9] 2t L =0f Chsh A 22 S st
2D E YUHO|EE Of| MYELICt Passwords. txt &7 IH7|X|0f U= DY, A== 2 A= Hof| LIEE LTt

Passwords.txt I},

() =57 B0 ABSIs SSH 7l chel M=l SSH oML et Lt of Aol ssk
AN S E HHOHR| YBLIC

—

OFALO]| A ABHL|CE

|
1.7 * > AMA HO* >+ 2| = H|LHD * S MERBHLICE
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I.

= 22 oSS wWas| Mol #3 27 7|XS (RSN, ol thet oS Ha RN AT Al He
0| THU| YT S ABE 4 UBLICH
e

1. 27 07| IR RE * 8 MeyBi|ct,

2. 27 17| K] LS SARILICE (. zip)E AHESHY F 02| QTS0 M2 CHE | X|of QFXSHA| HatetL|ct.
@ =7 I{7|X| T}U2 StorageGRID A|AROA HIO|E{E 71 2= Ol AR E = A= 2=t 7|2t

st ZStE|0] Qoo 2 Hot2 QX|S{of ehL|Ct.

4. 2ol Tt MAp7F LIEHLIHE =& 24 A HES AIRfe FH| 7t E[JASH * of * S MEfgiL|Ct

= l

4

=

L

LE & Ao T2ZHAT AR M Y2 E Zedts M 57 o7 [X[7F S8 ELCh O3 Ok 2 =20l M =7t
(o]

(=]

1. M =7 TH7IXI7H AT o7 JICkUCH B 2 ME HY 4 YLt
2. M 27 7 |X| CHRRE * 8 MetghL|c

=2

=

3. CI22ETt 2RE|H LSS et

a. 'zip' It S FLIC
b. £ ZoI5to] ZEX0]| MM AT = A=X| HRAYLICH passwords. txt M E 2& A&7t 0] A=
IpAAL|CE

C. M S Ii7|X| IS SALICH (. zip)E AFEBI0] F 72| QFHSEI M2 CHE fIX[of 2 SHA|
Haretuct.

(D olF 27 17INE HoiuK| oHIAlR.

£ I{7|X| It 2 StorageGRID A|AHIO|A HIOJEHE 7IHE O AR Y £ Ue A3t 7|9 A5 I Tote|of
ooz Hots QX|sHof &hL|Ct.

32



4. M BT 7|X|S R 261D ZHAS HIMSS LIEKHRIR HoI2tS MepLc

5. 1T B 4 WY S MYSID DE L A 2SR YHl0|ES wikx] JIckaLIC o] BYe ¥ 2 HE A
AQIALID
T™ M-d

HE F2of oot 7t HEEH S 43 UL 7 LIEFELC TS BHA|= Ol SELICt.
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Z2E|H * Retry * (MAIE *) HEO| LIEFLL|CE,

StLp O| Aol L =0l et 2 AHH|O|EV} Aufst 32
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a. B0j| LIEE 2F HAXIE HERLCL

b. ZHIS siZELCt.

() chu AZste olF g W Al B0 Mg o] e B ofsat WAE L,
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Q& *Ef“:'oﬂﬁ EX TEE 7L} H0} StorageGRID 2| =2 ALEX} QIE{H|O|A S APIO]| CHEE HMAE
S0|, HI'AET} CHE HHE ALESHH A2 HMAE Hofshs A 2fof| = LetH0oA Grid
I.

TE A ZEJIEH A= 82
443 2| EQ 7|2 HTTPS & HEtRX A 22 API 22H0|H E= Grid Manager,
ZE Grid Management API, Tenant Manager % Tenant

Management APIOf| HM|AS o~ AZFLICE,

o H:* TE 4432 LB UE E2jTof| = AFREILICE
8443 | =9 Mistel Oz2|= « 2 HEtx 9l 22| AP| 22}0|HE = HTTPSE
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A2ROM 22| 2F 3 AEXE &HeldtH = E2 Grid ManagerOHH ID HE2o|HE &L 5= %l*l-llif

=t 2
* 8 AgOl0] 12| R2(Rf0| 2IQIMALICH K 2lE|s ¥ Hate X,
+ S AuA Hto] YL,

* Active Directory, Azure AD, OpenLDAP E£= Oracle Directory ServerE ID SgAtE ALE5t1 UELICEH
(D =20 3= LDAP v3 MHIAS AFZ312R 712 X2 £M0| 2osHIAIR.

* OpenLDAPE AFE35H2{H OpenLDAP MHE F45l0f SLICE 2 EZSHYAIR OpenlLDAP AH 14 X|E.
* SSO(Single Sign-On)E AIE5tH = 2 2 AEYSLICE Single Sign-On AFE0]| CHSE @7 ARgt,
* LDAP AHetO| EX10]| TLS(Transport Layer Security)E AtE3t2i= 22 ID 33AH= TLS 1.2 £ 1.32
ALSELICH 2 HESHIAIR LA TLS HZf| X E= &=,
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* X9l ID AAE AFEOHK| b= HIEHES HIHE ALEA OF HI'HE OF9| A= HIEHE 22|Xte| 2F0
gEE S 7oz HIHE 22 X0l 215t0] XS sl = ASLICH S HZSHIALL HEE AES
AeLCHH HEE AES AZRILICH & BZSHAIL

742 YL
1. 74> >* AMA H0f * > * D H{|0|M * & MESL|CE

2. |D H|C{2{| 0| M AFR2 * S MEfT!

(=]
o =2 =-"1d
S

r
n

3. LDAP AMH|A R% MMoilM 74T LDAP MH|A RS MERBHLICE

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other

=

Oracle Directory ServerE At85t= LDAP AMH 2| Zt2 FstH * 7|E * E MEHRIL|CE,
4. J7|Et * & MEHSI AR LDAP &4 MMo| LEE RgotL|ct JHX| o CH3 T2 o|SELCt.
° * AF8Xt 117 0| *: LDAP ALEXte| 17 AMHXI7L otEl 49| 0| SQILICE o] £M2

SHE| 2 A 242 Active Directory2|
22 'AMAccountName', OpenLDAP2| B2 'uid’?} Z&LICt. Oracle Directory ServerE #45t= 842
"uid"E YHELICH

fo J

° * ALEX UUID *: LDAP AEXtS] S+ 17 AEA7} 2etEl 549 O[S YILICE O] £82 Active

Directory2| &< objectGUID, OpenLDAP2| E2 entryUUID2t Z&LICt Oracle Directory Servers
Tdst= 82 "n2uniqueid"E YBSLICH X|™HE &dof Cigh 2F AL8XI2| 22 16HI0|E = 2XHE
gAlo| 32Xt2| 1614 = X0{OF 61, 5H0| =2 FA|ELIC

—— T

°* 1F 1R 0|2 *: LDAP OE2| 1R AlEXJt ZHEl £49| 0|SIL|Ct. 0] 242 Active Director
'AMAccountName', OpenLDAP2| Z<% 'cn’dt Z+&LILCt Oracle Directory Serverg 145H= 2%
olzdstL|Ct
Hdg .

<
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oX
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°* 18 UUID *: LDAP 182 &7 1R AlgXi7t Ztel £49| 0|SYLICt 0] 242 Active Directory)

4% objectGUID, OpenLDAP2| Z< entryUUID2}t Z&L|C}. Oracle Directory ServerE #85t= 8%

"nZuniqueid"S YEILICE XIFE £40f et 2t 59| 242 16HI0|E L= EXHE QA9 32%t2| 16+

ZXt0{0f SHH, 0| &2 FA[ELICH
5. D= LDAP AMH|A R0l CHo LDAP At 14 MMof| 2Rt LDAP M % HIES|3 HZ MEE LHFLIC
° *ZAE O|F *: LDAP AMH{2| FODN(E w2t = ¢l F
° * LE *: LDAP M0 HZstH= O A &= ZEQLIC

2Lt
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* 'MAE OIF' = uid!

* objectGUID, entryUUID, nAuniqueid

" 'en’LICH

* 'emberOf' L= 'isMemberOf'

= Active Directory *: objectSid, primaryGrouplD, userAccountControl, userPrincipalName
* * Azure *:'accountEnabled' % 'userPrincipalName'

° Tt AMEX O|F R HEE P LIC.
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Single S

on-on

SSOstatus @ (@ Disabled

You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant
Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using 550.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Semnvices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

G_ Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfs!lsfidpinitiatedsignon_htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the S50 Status to Enabled, and click Save.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

identifier{s) shown below
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Certificates

Global

external certificate authority.

Name

Grid CA

Client

Description

Load balancer endpoints

Tenants

Type @

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).

Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an

Expiration date @ =

Management interface certificate

S3 and Swift API certificate

Secures the connection between client web browsers and the Grid

Manager, Tenant Manager, Grid Management API, and Tenant

Management APL

Secures the connections between 53 and Swift clients and Storage
Nodes or between clients and the deprecated CLB service on Gateway

Nodes. You can optionally use this certificate for a load balancer

endpoint as well.

Custom

Custom
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KMS setup

Create a StorageGRID
client in the KMS

Obtain KMS details:

¢ Host names and port

s Alias for encryption key
e Server CA certificate

* Public client certificate
e (Client private key

Add KMS to Grid Manager
for a site or group of sites

Poweron

or reboot?

Appliance setup

Enable node encryption in
Appliance Installer

install appliance:

e Disks are encrypted
with data encryption
keys (DEKs)

* DEKs are encrypted
with temporary key
encryption key (KEK)

Deploy appliance asa
node in StorageGRID

Has a KMS

been configured for
the site?

Appliance receives KMS
configuration

Appliance connects to
KMS to request key

KMS key replaces
temporary KEK

Appliance is secured by
KMS
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Data Center 1 Data Center 2 Data Center 3

- Appliance node with node encryption enabled

X Appliance node without node encryption enabled

- Non-appliance node (not encrypted)
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Key Management Server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key management server (KMS) fo manage the encryplion keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Nodes

You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Eefore adding a KMS:

Ensure that the KMS is KMIP-compliant

Configure StorageGRID as a client in the KMS.

Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions. see administering StorageGRID

|4 Create|| # Edil || ® Rer
KMS Display Name & Key Name © Manages keys for € Hosthame & Certificate Status ©

Ne key management servers have been configured. Select Create.

2. Create * & MEHSILILCE

7| 22| ME 371 0tgEAR] 1EHA(KMS M2 FE 2=3)7t LHEHELICE
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Add a Key Management Server

o 2 3

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Enter information about the external key management server (KM3) and the StorageGRID client you configured in that
KMS. If you are configuring a KMS cluster, select + to add a hostname for each server in the cluster.

KMS Display Name @&
Key Name @&
Manages keys for & - Choose One - v
Port © 5606

Hostname @ o
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Add a Key Management Server

& 3
O

Enter KMS Uplead Upload Client
Details Server Certificates
Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Ceriificate @ Erowse

120



2. 0|

o[
Rl

oS Y= =L

X

H Q15 A HIELCH|O[E{ 7t LIEHELICE.

Add a Key Management Server

o 0

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Upload a server ceriificate signed by the cerificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate @ Browse k170vCA pem

Server Certficate Metadata

Server DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySacure Root CA
Serial Number: 71:CD:6D:72:53:B5:60:0A:8C:69:13:0D:4D:D7.81:0E
Issue DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySacurs Root CA
lssued On: 2020-10-15T21:12:45.0002
Expires On: 2030-10-13T21:12:45.0002
SHA-1 Fingerprint: EE:E4:6E:17:86.DF:56:B4 F5:AF:A2:3C:BD:56:6B:10:DB:B2:5A 79
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Add a Key Management Server

—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate € Browse

Client Cerificate Private Key @ Browse
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server ON:  /CN=admin/UID=
Serial Number: 7D:5ABA2T:02:40:C8:F5:19:A1:28:22:E7:D6:E2:EB
Issue DN: /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Hoot CA
Issued On: 2020-10-15T23:31:48.0002
Expires On: 2022-10-15T723:31:48.000Z
SHA-1 Fingerprint: A7:10:AC:39:85:42:80:8F FF:62:AD-A1:BD:CF:4C:50:F 3:E9:36:65

Client Certificate Private Key @ Browse k170vClientKey. pem
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Senver Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server DN:  /CN=admin/UID=
Serial Number: 7D5ABA27:02:40.C8:F5:19.A1.28.22.E7.D6.E2.EB
Issue DN: /C=US/ST=MD/L=Belcamp/0=Gemalto/CN=KeySacure Root CA
Issued On: 2020-10-15T23:31:45.000Z
Expires On: 2022-10-15T23:31:49.000Z
SHA-1 Fingerprint:  A7:10:AC:39.85:42:80:8F FF 62:AD:A1:BD:CF-4C:90:F3:E9:36:69

Client Certificate Private Key @ Browse k170vClisntKey. pem

Select Force Save to save this KMS without testing the external connections. If there is an issue with the configuration,

you might not be able to reboat any FDE-enablad appliance nodes at the affected site, and you might lose access to
your data.

] e [ o

R ME 2 MESHH KMS 7180] M= X2 2 ®MIS0A oy KMSZ2| o/ f A&2
@ HIAEEX] SSLCEH 0l 2X7F AS F2 3T MOIENM = L=otrt Edatel
O{S2o[AA LLEE MERISHA| 2 = AELICE EXI7toHZE w7kX| C|O]E{0f A M| ASHK]

g = AFHCH

8. g0l ZNE HESI T A S YN MESH{H * OK * £ MEHL|C}

=

Canfirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

Ifthere is an issue with the configuration, you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your Storage GRID at
rest.

Caonfiguration Details Encrypted MNodes

‘You can configure more than one KMS {or KMS cluster) io manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

« Ensure that the KMS is KMIP-compliant.

» Configure StorageGRID as a client in the KMS.

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID.

| 4 Create | ‘ # Edit | | & Remove|

KMS Display Name @ Key Name © Manages keys for & Hostname @ Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.99 164 «" All certificates are valid

2. Zt KMSO|| CHt Bo| HEE ZHESIL|C

oo Y=dglct M

KMS EA| 0|2 KMS2| 4 o| S iLILCt.

7| 0|5 KMSOf|A| StorageGRID 220|HEQ| 7| HAL|C}.
9| 7| E &telgL|ct KMSe} 22 2l StorageGRID AHO|E

O] Z=0oll= E StorageGRID AIO|E = CHE
KMS(7]2 KMS)7} 2t2[stX| gt= ALO|EQ| 0|£0|
HA[EL|CE>

125



Leof @lfgict Ay
SAE 0|2 KMs©l Hstel ool ]S T Ip oLt

FoHel 7| el MHZ FEE AR U= 2

Meo| HrtstEl =Ml O|F = IP 47t

LI ELICE S AE0| 7| 22| MH7E = 7 ol /=

B2 AW Hm KMse| Yrstel =0Ql 0| = IP
FATF S AHO A= =71 7] 22| MEH | =2 e

LIEELICt.

4n

o€ =01 10.10.10.102+ 10.10.10.110|Lt
10.10.10.102 7|E} 27 SO| UELICH

S2{AEle) BE SAE 0|28 B KMSS Mel3t
fig - m - S HaEU,

E O
R MEH. Trﬂ, ”JE, 'E'JE °'—.* EE =
* &1 * StorageGRID Q1E5 A AEHE HOH|0|ESH=
ol 302 Bk 2 & ASLICE A 2t Ha{H ¢
HEIRXE MZ DHof ghL|Ch,

3. QIZM HEf7H Y 5= QS ¢l R ACH 30= St 7|Chel Ch & HateXE Mz naL|ch

KMSE 2713t X% 7| 22| At T0|x|2| 95N Hef
(D) 4% Y42 7oL ol 302 M StorageGRID 22 4 2
S2LPXE M2 THOF BILIC,

O = BAIELC Z 2S5
LICH AN AEHE 22T

[

.{

M el Eoil ASM7E 2R E|AUALE 2tz A[Z[7F YEFUCHE HIAIXZF BAIE[H 7hstt o &2 XS
SHUAIL.

Stro
Y o¥

o| X|&lof w2t * KMS CA Q1B A BtE *, * KMS Z22I0|HE QZ A BH=E * 9l * KMS A QIE A otz * L& of
CHSE HE ZX|E AERSIAAQ StorageGRID BLEHE S X 8iZ.

() dole AHAS SRIstEiR st o wal oSN 2HIS ShZshoF Bt

Aot * MHO| 2H3tEl StorageGRID A|ARIS| 01Z210|HA L0 CHot HEHE = &

T3 *>* Hob* >+ 7| 2| M * S MEdetL|Ct

7| 22| MH HO|X| 7} LIEFELICE 714 MR FE "oll= FHE ZE 7| 22| MHIF EAIELCH

126


https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html

Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

2. H|O|X| &Ttofl M * F=otEl L E * RS MEHSiL|CY,

[

Key Management Server

If vour StorageGRID system includes appliance nodes with Full Disk Encryption (FDE) enabled, yvou can use an external key management server (KM3) to manage the
encryption keys that protect your StorageGRID data at rest

-
Configuration Details Encrypted Nodes

i,

You can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one
default KMS to manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a
particular site.
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Configuration Details Encrypted Nodes

Review the KMS status for all appliance nodes that have node ancryption enabled. Address any issues immediately to ensure your data is fully protected. If no KMS exists for a site
select Configuration Details and add a KMS.

Nodes with Encryption Enabled

Node Name Node Type Site KMS Display Name © Key UID © Status ©
SGA-010-096-104-67 (§ Storage Node Data Center 1 Default KMS 41bi...5c57 «" Connected to KMS (2021-03-12 10:5%:32 MST)
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

*fou can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

Ensure that the KMS is KMIP-compliant.

Configure StorageGRID as a client in the KMS.

Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID,

| o+ Create | ‘ # Edit | | & Remove|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid
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Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

If there is an issue with the configuration. you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.

Cancel
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

2. HAY KMSQ| 2tC|Q th=E MEiSHD * H[A * & MESL|CE

3. 21 st &AM 12 Al HERILICEH

A Warning

Delete KMS Configuration
You can anly remove a KMS in these cases:

= You are removing a site-specific KMS for a site that has no appliance nodes with node
encryption enabled.

= You are removing the default KMS, but a site-specific KMS already exists for each site
with node encryption.

Are you sure you want to delete the Default KMS KMS configuration?

=

4. OK* & MEfSfLCE

KMS 40| HMAHEASLICE.
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Proxy Settings
Storage
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Storage Proxy Settings
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If you are using platform services or Cloud Storage Pools, you can configure a non-transparent proxy server between Storage Nodes and the external S3 endpoints.

Enable Storage Proxy rd

Protocol HTTP SOCKS5
Hostname
Port (optional)
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Admin Proxy Settings

Ifyou send AutoSupport messages using HTTPS or HTTE, you can configure a non-transparent proxy server between Admin Modes and technical support.

Enable Admin Proxy r

Hostname Mmyproxy example.com
Port 8080
Username (optional} root
Password (optional) ssesssse
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Untrusted Client Networks

ITyou are using a Client Network, you can specify wheiher a node frusis inbound traffic from the Client Network. If the Client Network is untrusied, the
node only accepts inbound trafiic on ports configured as load balancer endpoints.

Set New Node Default
This setting applies to new nodes expanded into the grid.
New Node Client Network & Trusted
Default i Untrusted
Select Untrusted Client Network Nodes
Select nodes that should have untrusted Client Network enforcement.

| Node Name Unavailable Reason
Il DC1-ADM1

£ ' DC1-G1
= | DE1-51
EJ [DC1-S2
& |Dec1-s3

DC1-54

Clisnt Metwork untrusted on 0 nodes
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Create a tenant

° (1O | L —— g R t permissions

Enter tenant details

Name @

Description (optional} @

Client type @
@ s3 Swift

Storage quota (optional) @

GB w

Cancel
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HHEO| Chot MAESH HotZ MEfSIL|CE o[2{gt Hot & L2 = F7t @7 AF0| JELICEH XAIgH LHES 2
oo CHS 220 T2 HTSHUAIL.

—_

I

HE MHIAE SHERLICH
* XAl ID 24 AHE(SSOE AFESHA| gis 02 ME 7ts)

* S3 M= 51 2(H=x 22| S3 EIHE AFo| Chol A=H)

—

Swift H|HE
EHETL XHA| ID AAZ MRS ZR * I1Q ID AA A2 * S MEHSIL|ICHSSOZE AF23SHX| b= Z 00
7ts).

rx
m

1. Continue * £ ME8t 1 HIEHE A Foj| et FE MM AS FoFfLCE
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ID TCf2{ 0] 40| PAlx] %Mauq
1. 2% 2E AIBRIO ¢S YRBLICE

2. HHE Mo * 2 MEigiL|Ct

SSO7t & M3} &L Ct

StorageGRIDO|| CHsll SSO7t &M3tEl 22 HIHEE 12

E = O2|E 22| Xtoj ciol & ID &
2 MEX= 22 5= RlELICE E1|'-JE AdS 8¢ RE

A=
_-=
HN|A O] Q= S 1S KT BLIC,

= o=

1. HHEO| CHet £7| RE HA|A Fotg JiX[2{H T2|= 22|XtoM 7|1E E 2FS MEBLICE

@ Mot Aol A= F¢ EEE MEtstH O2|E ge|xte] 7|1&E & 20| LI EL T
X gfeH OF9 {7 0|ES YL Tt
2. HIHE My * 2 MEfShL|CH

SSO7} 2ot x| AASLICE

1. H'9ET} XHAle | a IE = Grid ManagerOl| CHal 22l ID AAE AFRSH=X|0f|
II|-E|- H.Oﬂ )k-ll:hl |:

HIHETL..

XMl 22 gl AFRXIE a. Use own identity source * & MEHBIL|CE
2Lt .
o &+ o] 2olztE MEHSID HIHE OF 5! AFZ Xt CHeH ID

{2093 AESHH HIHETL XA ID 2AE FLGsliof LILt £
HZESHUAR HIHE AE A &L

Il

b. HIIHES| 2 FE AIEXt0] LYt =S X|H
MEftL(Ct.

E

45t C}2 * Create tenant * £

C. HIHEE 745l H *root * 2 2101 * 2 MEHSID LIBO| HHEE
Tt H * OpE + 2 MEfetL|Ct

Grid ManagerOi| CHsH a. C3 & olLt B B5E Aot
ME| O Ol AF2XE N
ﬁéwﬁ' *ABE * HILE0] Chgt £7] RE oHnx Agto| lofof ot 7|E S8t IES
o J2|E B2|xfoflAf MEhLCt
" I HE A0| o LWES Melst o 22| BH2|Rte
7|1Z S8 2F0| LEELICh DX glos 180 1R 0|83
ol

1. X3 HILEo| 2a0l5H2{H:

° MgtEl ZEO|M O2|= 2| Xtof| HMASHE L HIHE HIO|S0[A * ®etEl * £ HEHSHY 0] BIHE A Fo
MM ABH= Aol CHoll XhMIS| LOFEMAIL.
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HHE 2t2|xte| URL HAI2 O3 ot Z5LICE
"https://FQDN_or_Admin_Node_IP:port/?accountld=20-digit-account-id/

* 'FQDN_or_Admin_Node_IP= B12tel QI O|F & 22| =] IP FAYLICH
* ‘portE HIHE M ZEQL|C}

* " 20-digit-account-id = HIHES| 13 AA IDYLIC}

° LE 4430 M 22| = ZE[Xt0f KM ASHX|2 2H RE A Y2 E HTSHA| g2 B J2(E HEXte
EIHE 0|20 * 221 * S MENst R E HMA Set IF0| AFZXI2| Xt4 ZHS LHALYLIC

° LE 4430{| M Grid Manager0| M|AStD 2H FE ALK 25 E dHSt= 2

i X3 HHES #48I2{H * root2 2101 * S MEYSL|CE

Z2QIsHH B2l = ZIH|0|L, ID T E2| 0]

s

& Y AFERE 07| flt @37F BAIELIC

Create a tenant

(:) Enterdetails ——— C) Select permissions —— C) Define root access

v

The tenant Tenant02 was created.

If you're ready to configure the tenant, select Sign in as root.

Sign in as root I & Slgnedin

You can now access the Tenant Manager to configure these settings:

» Buckets B :Create and manage buckets.
. Identity federation & : Configure an external identity source to use federated groups.
» Groups [ :Manage groups and assign permissions.

o Users [ :Manage local users and assign users to groups.

i HHE A" e YIS MESLCE

—

2t 3= HEE 2A2|Xt0i|M 8 TOo[X|E FLIC HO|X|E 2t=25tHH 2 FZoMHA|R HHE AE ALE

o

MESHO] LESOf| E'H E0| UMASHIA2.

2. LIS0l| A EO| HMASHH CHZ S +-BLICH
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A8 B2 B2 CHE & SILE s> LIC)
TE 443 * Grid Manager01|)\1 Tenants * £ MEHSIT HIHE 0|8 QEZRO|
Q= * 210l * 2 MEHSHL|C}.
* g BEtX0 HHES| URLS Y eL|Ct.
"https://[FQDN_or_Admin_Node_IP/?accountld=20-digit-account-
idl*
° 'FQDN_or_Admin_Node_IP'= Br2tEl =H|Ql 0| &= 22
=E9| 1P FAQILICH
° *20-digit-account-id= HIHES| 13 AH IDYLIC
HgtEl IE * Grid Manager0®| A * Tenants * £ ME{SI11 * Restricted * £

MEdBL| T,

* g HatXo| H'HES| URLS 2 etLCt.

"https://FQDN_or_Admin_Node_IP:port/?accountld=20-digit-
account-id’

° 'FQDN_or_Admin_Node_IP'= Br2tEl =H|Ql 0| &= 22
Lo |P FAYLIC

° 'porte HIFE & H|gt TEQIL|C}

° " 20-digit-account-id= HHES| 117 A IDYLICt

HHES 22 FE ArEXt0|| Chigt 2= E HEYLICH

FE ANEXILAZHM HA A= R HHES 2 RE ALEXAL| oS HEOFE £
oIA|_||:|-

Lt 2
+ B ALZ3I0| 12| RI2|R0| 2IOIMALICH K| 2E|S U HAtR R,
* S M2 Hsto| YaLict.

StorageGRID A|AEI0| A SSO(Single Sign-On)7t &MstEl 2L E?z —?—E ALEXtE HIHE AEo 2301g 4
ASLICH RE ALEX} XS £ASt2{H ALEXIVtHIHEO| CHst RE HM|A AHBH0| s £ IE0| dtjoF ELct.

|

1. Tenants * & MEHBIL|CE
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View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ Objectcount € %  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 <1 0
Tenant 02 85.00GB 85%  100.00GB 500 4 0
Tenant 03 500.00 TB 50%  LO0OPB 10,000 <+ [0
Tenant 04 475.00TB 95% 500.00TB 50,000 —):| |_D
Tenant 05 5.00 GB 500 4+ 0
2. By HIHE AYS MEFLT
e TR EgetELnt
3. Actions * EECI20|A * Change root password * £ ME{SHL|CY,
4. HIHE AF M 2= S gLt
o Mg+ & HEgL|C
o .
HIEE A¥s HELIC
(=} = =K=J = MHS = = =
H'AE A ES HESIH EA| 0|52 HESHHLL, ID 24 ¥ S HESHHLL SHE MH|AS
e} =g By ol oy St 2 0 Skt A A
o8 = gXlotAU, 2AEE|X| 2L S YHE + ASLIL

© E AH2ste] 2| e|Xto| 23QAMSLICH X2 == 2 22K
* EX AN A HBHO| JAELICE.

CHA
1. Tenants * & MEHEL|C,
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.

Searcf ameor L Q Displaying 5 results
Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ 2 Objectcount € %  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 41 D
Tenant 02 85.00 GB 8506 100.00GB 500 41 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 < [0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0

M MRS ALBBH0] 0|2 T EHUE IDZ HIUE AHS ZMsHct,
A SECHROIA * Y * 2 MEfsLICE

0| o|xl|= SSO(Single Sign-On)E AL23IX| k= D2 =0of thet HeL|Ct O] HIHE AFE x| ID 225
TABHR| kAL




Edit the tenant

o Enterdetails ———— @ Select permissions

Enter tenant details
Name @

Tenant 01

Description (optional) @

Client type @
(‘j Swift

Storage quota (optional) @

4. WQof w2t ChE "EQ ghe HEFeLCh

SR

6. HI'AE AFYo|| Tt A HetS MESHH L B FABLICEH

= 00| ALS B9 HIHUE0 Chof * BHE AH|A * S HIZHISIOIR ofT S3 BIZO| Chef TAE MHIAT} HHSS
HELICH HAE 2F HAIXIZH HSEX| SHELICH 012 S01, HIHE L S3 M| thef CloudMirror
SHE FAE ZS B0 QENMES KA 4 UX|GH o QEMEC| HAHZ2 O 0|4 AETQIER

THE 2 S3 AN A & gL

° AFEXH K| ID AA AL * Eolgte] ™S
Manager&82 £ FAEl ID AAE AL

- HZ2dstEl = MEIS Z2 HHE= 0[0] XA ID AAE AIESHEE AFHE0 ASLICH HHEE 2=

1 =

2| Xtofl oisl L El ID 245 AFESE7| Tof s ID AAE H|gdatsliof fLICt.

* Hlghdete| 0 MEf FAE|H StorageGRID A|AE0f| CHSH SSO7t 2-detElL|Ct E'HE = Grid
Managerd| CHoll L=l ID 2 A S AF2BHOF BHLILCE,
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© TRO| 2t * S3 Select * S B3} EL HIZYBIBILICE S AETSHIAIR 22| S3 Bl 1= A|Zo| chs 424,
7. XE * g MeEiLIc

HEE
* S3HIHE AF| thet S E AMH|A 2|

—

&

* HIHE AES ALt

Al
HIHES[ A|AH HMAS HF H7A5HEH HEHE AES ARE = AGLIC
=t 2

*  AFg3t0] 12| BRIt 2Oolefor BLICH KEE| = W Hate X

+ S5 on|2 ABH0| 0{0F BT

* B AR HZE BE BI2(S3), ZIEH0|L (Swift) X KIS RHsHOF BiLICH

1. Tenants * & MEHBIL|CE,

=
2. Jkl'xﬂol' E1| 1E 7:||I-I% A—iEH'é'I-L_||:|._

HA AR AFBSI0] 0| Ei EIUE D HIUE AFES ZMELIC
3. Z{Qf * SECHR0IA * AR * & MegLiCt
4. OK * & MefBtLCt,
SEUE AMH[A 2E

S3 HI'HE AI™of| Cet ZSHE MH[A 22|
S3 HIHE AFo|| Chslf EHZ MH|AS HHSt= B2 HIHETL O|2{gh MH|AS AHE5= O
T3t ols 2| AA0| AYAT 4 YUEE 12/=8 AAHOF BILICH
ZYZ AH|AZ 2RI
Z2ME MH|20]l= CloudMirror =H|, O|HIE 22l Sl HM Set MH|A 7} ZetEIL|CE

Olz{et MH[AE Sdli HI'AEE XHL2| S3 KM LIS 7|5S AT 5= ASLICH

* * CloudMirror =X *: StorageGRID CloudMirror S| A{H| A= StorageGRID HZI0|A X|™El 2 CHAOZ
EX A E D|2{&st= Ol AFSELICE

0lE =0, CloudMirror 2X|E AtE25t0] EX 17 2| ZEE Amazon S30i| O|2{2!8 CH2 AWS AH|AE
22510 H|O|E{of CHot 2M S faet &~ UELICH

() 2 ui300 3 228 E F30| 4FE B CloudMiror 2H|7} XI#IE| K| &LICH
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AtE25H0{ HIEIH| O] E
Elasticsearch QIHA 0| S3 LEME HIEHH|O|E{ & M4 o= O AR EIL|CE
OlE £0{, S3 2EHE HEIHO|EE 21A
CHS ElasticsearchE ALE6H0 HZI0]| CHt A
Saigt o~ QUEL|CH

o AD
RESNT

S3 REHE FHZ0| &-gatE K20 A Elasticsearch S&S

o

= HAM
= O™

Elasticsearch MH|AZ M&sIEE H
St ZHA| H|EHH|O|E{of| = THEIOf| CH
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EAl

=]
A=

e 1Y = AR LEHEQ| S3
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SUE MH|IAE SOl HHEE 2| AEE[X| 2[4, &E AMH|A SIO|O[EOf Tiet HM E= B4 MU|AS MY
T ASLICLH SHE MH[A2| CiY ?[X|= LM O 2 StorageGRID HIE 2 F0f| QB2 E|'HETL O|2{et MH|AS
AEIEE S18YX| R E ZHHoF eLICt 0] ZR HIHE A™HS pEAL HEY off ZHF MH|A AL ES
Shdstotiof fLICt. ot HIHET Hdsh= SUF ML HAXZL o 22E + AEE HERIE P80}
L.

ZHE MH|A AR S QI3 B AR
ZaE MH|AZ AF28}7| FOf| CFS AR AFSHS 2X|SHAIA|L.

* StorageGRID A|AHI9| S3 HZINA HH 22| 8! CloudMirror SH|7t 25 2HH3HE AL A AIEZOIEQ
CHoll S3 3l MM 2t2|E ghdstsiof BiLICE O|E Sl CloudMirror SX|7F A= EQIE0| H[ZTH IHH| HEHE
e+ JASLICH

* CloudMirror |, &2l 5! AM S¢to] LR S3 RMO0| U= 10071 0|&e| &M HIHEE Ar8siiAM = ¢t ELICH
2 HIHETLH 10071 0| &2l B2 S3 220|ME ds0| X{5HE 4= USLICEL

s et2d 4 Qe AEZEQIE chet M2 £t 500,000702] QAo chsl CH7|ElLICE O] Mot &M HIHE Ztoj|
SYHA SRELICL M HIHE= 0] 500,00070 Mgt LAMO = Xt £~ oDz Mz HME HEHETL
SSYA MHE|X| gS&LICEH

o Ny

* HIHE AI™HES ALEELICH

* AEZ|X| ZEA AHE LdELC

* DLHSID ZXE s Z LIt

SHE MHIAE QISHHEYI L ZE
S3HHEI} EME MHIAE MEY = ULE 585I= 32 EUE MH[A HAX|7I HEC=
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HEHE AFS d&st7Lt HOlo|Eg mff S3 EH|'AE A|Fof| thsll Z3HZF Mu|AE Sdetet = ASLICE SHZF

MH|ATH AR E B2 HYE= CloudMirror S|, O[HIE 22 o= S3 HZI0M S HAIX|E dMY Ciado=z

MEE|= AEHRAES HEY £ AFLICH Ol2{St SAHF M| I31|)\|7(|.': ADC AMH[AE HAHSH= AEE[X
CEOM iy 22 HEELICH

- =2 A0

s HEHEE LSt 22 R Y AEZRIES 9 &~ ASLICH

+ 2HZ SAEIL|= Elasticsearch 22 AE{QIL|C}

* SNS(Simple Notification Service) HIA|X| 412 X|{st= 2Z 0 Z2[A| 0] MLICt

* StorageGRID2| St QIAEIA L= CHE AIAEHAW A 2ZEE SAEIE= S3 H3]
* Amazon Web Services2| AIEZQIEQ} ZH2 Q| A XQIEQIL|CH

E=
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HHE= 23

StorageGRID H{ZZE CloudMirror 2X|2| CHAIO 2 ALE3H= AL 80 E= 443 02| ZE|A £X)
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Storage
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—Data Center Site 2——
Notification:
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Storage
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Zt AMO|EQ| HIEQIZO| SHE MH|A HAIX|S ST Chedof] HEY = JATE FHE0f A=K 2eletL|c),
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HE M2 X A

HE M| A0 ArEE|l= AIEEQIE= HIHE ZHE|Xt2| HIHE AEXI}

.I
o o
|gfL|ct. JgLt HIHEo| EHE MH|AE FLESHAHLE ALEStH= | X7t /e 8 Grid
ManagerE A5t 2H|E ALY + UASLICH

& i

M 20l 2XI7E AELIT

HHEI SHE MH|AE AFESH{H HXA HHE 22|XE f3°f04 StLf O Mo AEIZOIES M- dal{of rL|Ct. 2t
AEZEQIE = StorageGRID S3 H3l, Amazon & AH|A H3I, ZiEEo S AH|A FH| EE= 22 EE= AWSO|A
SAEIL| = Elasticsearch 22{AEQ 22 T ZaE A‘|H|ﬁ°| QF CHAMS LIEFLICE, 2f JEJEOHE QIE 2|aAl
It ST 2| A A0 WMASH= O] RS XtA SHO| D5 LeHE!L|CE,

HHEII 28E U= W StorageGRID A|AE2 2F0| A=K, 22|10 X|FE XH SHE AE5H0 oig 2H0
CEY o A=K HSELICE A=ZAE0] it A ’a"% 2} AIO[EQ| oF . EOo| M HBELCE

28 fad g 2ot 28 fRad A IS 0|/ E 285ts 2F HAX|IZE EAIELICH BHI'HE At
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() HIEE AR ol SUE AblATE 2stEof X SO ASHOIE MM0| MTjgtc

7|E ASEQIEO| X7 UBLICH

= ——

StorageGRID7t 7|Z AEHQIEN| =&t & M LRIt &AUSHH B|HE 22| Xte| THAIZ =0 HAIX| 7t
HEA|ELCE

g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

HHE AEXH= E8 HOIX|Z 0|S5t0 2 2F0i| thet 7t 2|29 2F HAXIE HEstD LRI &dst AZtS
efolgt = UELICE OHX[9 @F * 2 ZF 270l chet 7HY 2|2 2F HAXIE BAISID LR7 Lot AZtS

LIEpALICE off Zatel o2 €3 K|t 72 Lioj| Ofo|= 0] B LICH

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

o One or more endpoints have experienced an error. Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ = Lasterror @ = Type ® + URI® = URN@ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 53 Bucket hitp://10.96.104.167:10443 urn:sgws:s3::bucketl

@ OpX|a 27 * Foj| s Y8 2F HAIX|of= 2= oo 23 ID7t Zehe & ELICH a2 = 2t2|x}
L= 71 X0 = 0| IDE M90f01| bycast.log?| @50 CHgt XtM[et HEE &2 4 JELICE.
T2 A| Meet piE 2
AER|X| LEQt SHE MH|A AEZQIE 7t AEE|X| ZEAE FHt F2 TEA| MH|A0 A StorageGRID2
L

HAIXIE 51E0HX| H F 7t Zd = UASFLICE O={et 2H|E sHZsH=TH ZEA| MtHo| 23S =elste
SUE MH|A 2 HAX| 7} jtPE*EIXI AAEKX| 2elgfLct.
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(EY3) QIE{H0|AZ Metzh|ct

DR Ao M| ATt

1. 2M *>* 1| EQ3 * > * VLAN QIE{I|O|A * S MEHSH|C},

=}

2. Create * & MEiTL|CH

VLAN QIE{HO| A0 CHEE M2 HEE LTt

1. HEQI 20| L= VLANS| IDE X|FELICL 101M 4094 Ato[2] 22 &Y + USLICE

=T AN
VLAN ID= R6HX| gtote ELICE ol 2 St AFO|EQ| 22| E2lTlof= VLAN ID 2002 A6t CH2
AtO|EC| E2I0|AHE Eefilos= St VLAN IDE ALEY £ UELICE ZF AIO|EXM A2 CHE ArR| QIE I 0| A
S AFst] O VLAN QE{HO|A S OHE £ QI&L|CtH J2{Lt S °E'°J IDZ 7}%l &= VLAN QIE{H|0| AT}

LEOM S AEMO|AS SRE & UELICH

o|O] AF2El IDE X|HSHH HA|X| 7} LIEHLICEH S8 VLAN IDO| CHal CH2 VLAN QIE{H|O|AE A& DtS7{Lt
* Cancel * 2 MEHSH CHS 7| & IDE TWRAE & JELICE

AN

o> 0

2. MEAMOZ VLAN QIE{H|0|A0] CHEH ZHERE HEHS AT CY.

VLAN details

VLANID @

203

Description (optional) @

VLAN for 53 tenants. Uses Admin and Gateway Modes at site 1.
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3. Continue * £ MEHEIL|CY.

o9l AEHO| A MEfRILIC

HOll= 22|29 2 AO|E0]| f= 2E &2 = 3 AIO|ER0] =0] CHEH At 7Hs ot QIE{H| 0| AT} LB ELICY.
#12| W= 3 (eth) QIEHO/AL 47| SIE/HO|AZ AISE 4 ¢lO0] BAISIN SaLC
1. 0] VLANS HZE AL9| QIE{T 0| A S BiLt O] A MEHSHIAIR.
O£ S0{, AO|ER0| .E A 22| L. E0i| CigE 22H0|YE H|IE {3 (eth2) Q/E{H|O| A0 VLANS HEE
A&LICE
Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
Site @ 2 Nodename @ 2 Interface @ = Description @ %  Nodetype @ = Attached VLANs @
Data Center 2 DC2-ADM1 etho Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 etho Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 eth0 Grid Network Primary Admin
2 interfaces are selected. Previous

1. 748 dEStn HEFRLICH
° VLAN ID = HE S HZ0f Sti= 22 HO|X] T 0| M * VLAN MIF HE 2 * S {EBL|C}

¢l QE{HO|AE HAOF Sti= F2 TO[X| U 0| M * &2 AEH|O|A MEH * S MEHSIFHLE * O * S

rx 0z
12
ot
r
ful

o

0%

¢l QIEH O] AE H|7{3l0f St= HR XIS

rulo

MefstLct .
2. K& * & MENskL|C}

3. M QIE{H|O| AT} High Availability 1& H|O|X|0f|A MEH &t 0= HA|E|1 i L= =0i| CHSH * Network
interfaces * H0i| LIS E wh7tx| £|ci 52 T 7|CHILICH* nodes * > *parent interface node * > * Network *).
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VLAN QIE{H[O|A S HEBIL|CE
VLAN QIE{H[O|AS TEE Off CI2 0t 22 QYo HAS £lE £ QELICE
* VLAN ID == MHE HATL|CL.
« B0 QI M|0|AE FIISHAHLE HABLICE.
oE S0, HZE =9| MH|AE S{H[st2{= 22 VLAN QE{HO| AN M A2 QAIEHO|AE HAHY & Q&L|CE
CIS At ROSHAMAIL.
* VLAN QIE{H[O]|A 7t HA O E0|M A &= ZS VLAN IDE HAL £ giELIC.
* A2| QOIE{I|0| AT HA D E0M AFRE[= 220 = A9l QIEHO]AS MAHY £ l&LICt

OlE S0, VLAN 2000| == A2t BO| £ &2 QIE{mf|o| A0 HBEO ATt 7HHRILICH HA 2F0| == Ao Chst

VLAN 200 QIE{H|0| ALt L = BOj| LSt eth2 CIE{HO|AE AIESH= 2R == BO| ol AFEE|X| = B2
QIE{HIO|AE HMIAHY £ UXITH L= A CHSH A2 =l 22 QIE{I 0| A = HHE 4 S&LICH
EHA|
1. FA* >+ EQ3 * > * VLAN QE{H|O|A * E MEHTHLI|CE,
2. TZISE VLAN QIE{H|O|A Q| 2ol2ts MEHSHL|CE 12 C}S * Actions * > * Edit * & MEHSIL|CE.
3. LR 2t VLAN ID EE= MEE HM|0|ERLICH O3 CHS * A& * 2 MEfgL|C}
VLANO| HA I E0f|M AF2E|= Z2 VLAN IDE YO0l EE £ Qi&LICH
4. Qo wat etolztE MEHSIALE ME FASHY] B2 QIE{H|0|A S FItot7LE AFSHA| §= QIE{H|O|AS
HAgL|CE O3 Ct2 * A& ~ 2 MEighL|Ct,
S. Mg HESt D HATILICE.
6. Mzt * 8 MEHSIL|CE,
VLAN QIE{H[O|AE H|AHEHL|Ct
StLt O] AF9] VLAN QIE{H|O|A S HAHE 4= &Lt

VLAN QIE{H[O| AT} HZH HA IZUHIM AF2E| 1D QOH XMHE 4+

AF0M VLAN 2E{H|0[ A Z R|H3HOF BfLICE.
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T o

S2to[AE E2juo] ZHS XIStHH LS & oLt St 0| EELILE

M

* 0] VLAN QIE{H|0|A
* O] VLAN QIE{H|O|AE ALK
stA 0|

* M7t = VLAN QIE{H|0| A7} oixf &y 2l
QEHO|AE 2 =9 Z=E2| W Ol2HZ O|SELICE M 7|2 .‘l'E'|111|0|¢01| S0l
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MHAOEES ddgLct

J2Z0jAf 0| QIE{H|O|AZ RIAELICE. DX 2 SHE = S0l VLAN QIE{H0|
e
1. 34 %>+ HEYA * > * VLAN QIE{HO|A * £ MehshL|c
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MEfol BE VLAN E{H| 0| A7F R ELICE VLAN QIE{TH| 0| A H|O[X|of =M &F HHLA 7t LIEFEL|CE.

rulru

2] 22| 3 AIO|EH0] .LE9| | ERF QAHMO|AE NIIEM(HA) IECE O o
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HE|Xtof| 17tgd AEE MESE & JASHC

« 2| L=k Z5tstE HA 152 Grid Manager % HIHE 2t2|Xtof| gt notgMd HZE M3 st

* SG100 = SG1000 O{Z2I0|HAL VMware 7|8t AT EQIO| LEE TeHst=HAJIE2 0 1718248 HZEZS
M2 4 QELICH S3 SelectE AFE26H= S3 H|FE. S3 SelectE AR E = HA 128 AL6H= Z10| £X|ot
HEA| 2ot 242 OFElL|Ct

HA J83 OB HuBiL

1. StL O|Afe] #2| L= = AH[O|EQ0] =0 CHEH W E 3 QIE{H|O|AE MEHSILICE Grid Network(eth0)
QIE{H|O| A, Client Network(eth2) IE{H|O| A VLAN QIE{I|0O|A E= L E0f 22715 AAM|A CIE{H|O|AE At
2= JAELICE

(i)  DHCP 2 IP 347} 2l HA B0l QIEHO|AS 27kt 4 glastich
2. stLto| QIE{H|0|AS 7| QIE{HO|AR XIHBHLICE Primary IEHO| AL FOj7h LASHR| ke B Active
QIE{H|0] A QILICY.
3. BE Q| QIE{T0| A9 M 29| £MS ZHELICL

4. JE0| 71 IP(VIP) &
AHE5Ho] StorageGRID01
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KtMIS LHE S S £XSIMAIR 117t T122 ATt

HE|E QIE{m|O| AR 2OiQIL|7t?

KA XIS Z0f| HA 129 RE VIP TAT @M 29| 2MC2 A tHm QIE{H|0]AQI 7|2 QIE{H|0| A0 Z7}EIL|C}.
I.

=
712 AEIO|A S A& AIBY £ U= B2 S2H0[AETL AFL| VIP F40| HBY mf AHZELCE &, HY S
S0l 7|2 EHOo|AE OFQ| "ay" QE{H 0| AL|C.
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ORI 2 o &S S0le HADEO| tiet @M =27 %2 BT o[ A7} "g" QIE{H|o| A HES BfLIC,. of2{et
e °|E1IH|0I*E 2N 24) UEI0o[AE AMEY = Gl= 7t OtLH ALZE[X| gi&LICt

Overview * 40| * HA 18 * &=20| Zotel AR LIEEl HA 150 =7t SHELICH O8 0|2 F 9 Zf2 HA
J20| Q= =9 Sixj AEfIL|CE.

c 2 HAJEO d™ o] =0 & SYuct
A o

§ o
OF0[ M O =EE AEt JUX| BSELICt 0|42 e QAEH|O] AQIL|C.

ﬁ
| =]
* * BX|E * 1718 H(keepalibed) MH|AE S22 SX|3U7| HZ20] O] =E0M HAIES 2AHY

l&LCt
* * 0| *: Ct2 = StLt O|At2| O|QZ O] LLEO|M HA 152 SAEISH £ gi&L|Ct
o EE MM (nginx--GW) MH|AT} L EO0|M HAE[10 UK EELICE
° LE9| eth0 EE= VIP QIE{H|O| AT} CHRE| R ELICE,
° L ETFCHRE[JASLIC
of ool = 2 22| =7t = 19| HA O&0f | Hzlsagucr 0| LE&= oixj 2| 22I0|AHE O 52 g4

QIE{H|0| A0|H FabricPool 22I0|HE 1E9| Ei¢] OIE{m|0| AQ]L|C}.
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DC1-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Name: DC1-ADM1

Type: Primary Admin Node

|D: ce00d9cB-8a79-4742-bdef-c9c658db5315
Connection state: & Connected

Software version: 11.6.0 (build 20211207.1804.614bc1T7)

HA groups: Admin clients (Active)

FabricPool clients {Backup)

.

|P addresses: 172.16.1.225 - eth0 (Grid Network)
10.224.1.225 - ethl (Admin Network)

47.47.0.2,47.47.1.225 - eth2 (Client Network)

Show additional IP addresses v

=

&y QlEfH|o|A T HiSHH O{E A EL7t?

M VIP FAE S AESH= QIEH|0|AE 2 QIE{HO|ARILITH HA 2 F0] = 0| 42| QIE{H|0| AT} ZSHE|0f R
2y QIE{M|o| A0 FHoi7t LMEHHA VIP FA7F 24 &2 M2 AFE 7hsSh A By ] QIE{Ifo[A =2
oIE°“-||1L SiiE QIE{m|O| A0 ZroH7} REUSHA VIP ATt AHE JHsS L2 Y °|E1111|0|*§ Ol SgLCt.

HULHE CHE Tt 22 0|RE E2|AHE £ J&LICH

AE{HO[ATF - E L ET} CH2ELICEH

QAEMO|AT} FEE 2= THE ZE 209 HEO| 28 0|d B ELICE
gy QM| o| ATt L2 ELIC.

2 2N MH| AT SX|EILICH

High Availability A{H|A 7 SX|ELICE

QUEHO|A S SARISH=E L& QIO |EQ S FOH= Qs HIYLH 7} EB| AL K| ¢S =

St
= O

(D) Y&LUICH DR7TIZ, MU CLB Al HON(T 0[4f ALBEIT] 88) & Grid Manager E
L-

B E 22| Xtof| Cheh MB[20f 23l E2[AHEX| §i&LCt.
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* HA JE2 Grid Manager &= Tenant Manager0f| CH3t 17124 22| AEE Mg + ASLICH
* HAJE2 S3 % Swift 22t0|AE0f| 27184 H|0|H HZEE M3 = ASLICH
* QIE{H|O| AT} SHLITH XEHE HA O ES AESHH B2 VIP FAE HS6t1 IPve FAE YAHOE MM
olAL|C}
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WA O WS MHIAS NBsts = 90| QIEH[0|AS FIksLCt,
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* *HOIESO] LE = 2= WM MH|A Sl CLB MH|A(E O] AFEEIX| 845)E ZYFLIC

HA 0290 2% O] R¥Ql LEE HA IE0f F71gfuct
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S3 = Swift 2210|AE A KA * HEREE
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MEHSHL|C}
* VMware 7|8t AT EQ|0| = EQIL|Ct
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2Rt A2 OofL|L.
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Grid Manager =& Tenant Managerdl HA 12 AHSE o] XS Atgt
Grid Manager &= Tenant Manager A{H| 20| 2047} 2 HstH HA 08 HY 7t E2|HE|X| gE&LICE

H YU 7} S | Grid Manager SE= Tenant Manager0ll 21013t 22 2 10t E|H XA S {7182 H CHA|
Z70lsHof ghL|Ct,

712 22| LEE AT 4 ole AR U8 RX| B HXE £H;E 4 UELICEH Zof £X| 0| J2|= 22|XHE
Ar23510{ StorageGRID A|AEIS DLIEE 4 QJUELICE

CLB AMH[20] HA 2§ AHE H|st
CLB AHIATH MTfSIE HA L8 LHoIA T S5 0| E2H=IX] aiaLich
(D) cLBMHIAS O 014 ArBEIX| ALICH
Jol et 74 M
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HEEO| ASLIC.
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Active-Backup HA DNS Round Robin
GW 1 (Backup) I » GW1IP
HA Group 1 VIPs |
_L> GW 2 (Primary) DNS
Entry
GW 3 (Primar ‘
| ( & » GW2IP
HA Group 2 VIPs
GW 4 (Backup) GW = Gateway Node
VIP = Virtual IP address

Active-Active HA

. » HA Group 1 VIP

| » GW 1 (Primary in HA 1)
(Backup in HA 2)

DNS
Entry
GW 2 (Primary in HA 2)
| =1 (Backup inHA 1)
P HA Group 2 VIP

O 20fl= Ctolo{azHofl EAIEl 2F HA 714 2| O|F0| 2|0 JUSLICE

74 3% oy

Active-Backup HAS c 2QE =M Q10| StorageGRIDoﬂkl e * HAJEO0l|A Lo e Ent
XA = S MotELICE HA OES £ A St
= L E7F 7 MEf7F ELICH

DNS 2t2Et 2t * E N QH| - S20|UE SEH0f| ek
o

+ T2o| THe Atef Ho| TRBHCY

=
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QUE|HO|AE 7o %*LIEF.
* HAJES| L E0| HMA QIE{HO|AE A8 = 42 QIEIO|AE HMEMSLICE
° * Red Hat Enterprise Linux EE£ CentOS(.e= AX| M) *: L= M 0pd S MM C}
° *Ubuntu EE= Debian(le = AX| ®) *: L= 74 TiU S MAeL|CH
o * Linux(\eE A%| ) * Linux: S0 E23 = A A OIE{H|0|AS ZJ}8iL|C}
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*VMware('cE &X| 2) *: VMware: ==0| EE =S

TIHeM JEg MMt Ct

1718 252 HE mf ofLt O|AQ| QIE{H|O|AE MEst @M +2|of et FAEL|CH O3 CHS &0 ShLt
O|AtO| VIP A E ECHSHL|CE

HA 10| Z&te|2{H HIOIE%IOI L C o= 22| 20 CHet QI 0| ATL QLOJOF BLICE HAOIE2 EH 20
CHSH StLte| QIE{HO| AT AFRE &~ X2 SUSH = =0 CHSE CHE QIE{HO|A = CHE HA OIS0 AIEE =
ol&L|Ct

A H .

O ALl A ABHL|CE

1. FE*>*HEQI*>*0718MH 08 * 2 MEgL|CL.
2. Create * & MEHBIL|Ct
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Create a high availability group

—
o Enter details (:/} Add interfaces (3 e interf ————— (’?) Enter IP addr

Enter details for the HA group

HA group name

Description (optional)

2. ZQof 2t HA 2150 CH$t dHS U2t |Ct.

3. Continue * £ MEiBtL|C},
HA 150f QIE{m|0|AE FTFEtL|Ct

1. 0| HA 2 50f =71 QIE{I|0| A S StLI O] AF MEHSIAMA|Q.

E HE|SS Aot dS YSH7LE HMOE =50 QEHO|AS 2L} WEH &2 = ASLIC.

Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.

SEATT Q Total interface count: 4
Node = Interface @ = Site @ = IPv4 subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ DC1 10.86.104.0/22 Primary Admin Node
DC1-ADM1-104-96 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 eth0 @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth? @ DC2 Admin Node

0 interfaces selected

(D) VLAN QIE{HOIAS 293t 3 A QIEmI0| A7} Elo|Z ol LIEKE kx| 2IcH 5% F 7|CHLIC
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QE|HO|AE MEHE 4 Ql= ZR oliE 2elzto] HIZ2-getELItt XMSt HE2 & B S HZoIHAL.

Site @ = Node name @ =

Mt I memtee | i | ﬁh*ﬂl

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

A1

Crata o ermmieT L P LT el

MBS 2t EE= HO|ES0|7} (e El CHE QE{T|0[ A9t HE5H= B2 AUEH0|AS MY + GIELIC]

HA

HH 1P F47t gle 22 F4E UEMO|AS MEY & GlELICE
=
=

HA 2E0i et 7|2 QIE{mo|A 5 WHey(m| 2 1) QIE{T|o[A S ZFLCt.

S B0f EOFA * Priority order * 2| 242 HARLICE
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Determine the priority order
Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) : DC1-ADM1-104-96 eth2 Primary Admin Node

2 3 DC2-ADM1-104-103 eth2 Admin Node

HA 2E0| Grid Manager0f| CHt HHAE XSot= 32 7|2 &l =0 7|2 QEHo|A R

() A8 olemo|AS Mefsjor BhLich, AR QK| H4 HAHS 7|2 B2 mooAg 29 4

ALt

SE| A N AEH|0|A = 7|2 AE{HO|ARLICE Primary QIE{T|0| A= EOH7F ZMBHA| b= TF Active
QE{H| O] AL|C,

HA 280] S 0|&9| QIE{H|O|ATF ZRE|0 AW 7|2 AE{H|O]| 201 FOHIt RHSHH VIP FATt A 7t
7

e =2 24 &9 ABI0|AZ O|SEL|Ct O] AE{H|O| A0 FOiTt LHSHH VIP FA= AL 7hsth TS
4 =9l AEHO|AZ O|STILICY.

HEHI F20= 2AE HEJF DHE[O UAX| 010k ©ILICE o E =01, '192.16.0.0/22' 7t ASLICH.

@ 32H|E HYEAIE ME3t= R VIPHESRIZ FA= AOIEHO| FA R VIP FARE
A ELCt



Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway IP and all VIPs must be in this subnet.

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP
address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IF address

2. MEiMO = 83, Swift, 22| L= HIHE S2t0|HETL CHE MEUI0M 0213t VIP FA0| HMAY HL *

HIOIERO] IP =4 * & UHYILICE AO|E/O] 4= VIP MEUL LHO]| RL0{OF Tt
SZI0|UE A 2H2|X} AL Xt= 0] H|O|ERIOIE A3 7heh IP A0 UM ATILICE

3. HA 150 CHal stLt O] AkQ| * J7HAk IP A * £ UTILICE X|CH 107He] IP FAE F7HE 4= JYSLICHL BE
VIPE VIP MEUl L{oj| QLo{0F BfLC.

IPv4 =45 Lt O] & =oHOF BiLIC MEIHO = 2T} 1Pv4 Bl IPv6 A8 XIHY & ASLICE

() HAQEBO W A0l 2 SO HBE K Ach 1527+ Z|CHRILIC

ctg
O HA IS 2C AN AS5}2{H 2C Wik ACEQIES WYolo BE U HEYT TZESS AW}
LY JSNS HFALICH S TGN ZC Weih ASHOIES PHELICH

High Availability 152 HZ!gtL|C}

HA(Z7HEY) 258 MRS 0|51t B S HESHAHLL, QIE{HO|AS &7t = MHBLE 24 &9 =M E
BOtAHLL, 7teh IP A8 7 E= HH0|EY £ ASLICH
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1. g *>*HEQIA*>*I8H OF * S MefgiL(Ch

17tgd 28 Ho|X|ol= 7|1EQ 2= HAIEO0| EAIELIC

]E Learn more about HA groups

You can group the network interfaces of multiple Admin and Gateway Nodes into a high availability (HA) group. If the active
interface in the group fails, a backup interface can manage the workload.

Each HA group provides access to the shared services on the selected nodes. Select Gateway Nodes, Admin Nodes, ar both for
load balancing. Select Admin Nodes for management services. All interfaces in a group must be in the same subnet. You assign
one or more virtual |P addresses (VIPs) to each group. Clients use these VIPs to connect to StorageGRID.

ﬂ * You cannot select an Interface if it has a DHCP-assigned |P address.
» Wait up to 15 minutes for changes to an HA group to be applied to all nodes.

Create >ETCT O\ Total HA groups count: 2

Name @ %  Description @ 2 Virtual IP address @ = Interfaces (in priority order) @ %
X . . 10.96.104.5 DC1-ADM1-104-96:eth2 (active)
FabricPool Use for FabricPool client access
10.96.104.6 DC2-ADM1-104-103:eth2
. : DC1-ADM1-104-96:eth0
53 Clients use for S3 client access 10.96.104.10

DC2-ADM1-104-103:eth0

2. MEE HA O 89| =elghs MEigfL|Ct
3. UHO|EY $t=22 J|FEQZ L2 F 8ILIS MastL|Ct.
° VIP FAE FIFSHALE H|7{5t2{H * Actions * > * Edit virtual IP address * & ME{BtL|CL.
c B r>*HADE ME * 2 MEfSI0] O 59| 0|8 = MEES YUHO|ESHALL, QIEJHIO|AE F7} E
HA 0f71 Lt, @M £2| =M E HZASHHALL, VIP FAE F7t = MARLICL
4. Edit virtual IP address * & ME{3t Z<2:
a. HA182| 7t4 IP A5 YO0 ERfLICE

b. X% * 2 MegiLIct.
(=2

c. OFA * 8 Mefgtct
5. HA I8 H7 * 2 Meist Z2:
a LR 02t 129 0|5 £ MHS YHo|EFLICH
A

b. MEHMO 2 2tQlzts MENSALE (B 3| A5H0] QIE{H[O|AS FIFSHALE MAZLICEH
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Create a load balancer endpoint

o Enter endpoint details ———— O ct binding n

Endpoint details

Name @

Port @

Enter an unused port or accept the suggested port.

10443

Client type @

Select the type of client application that will use this endpoint.

@ s3 Swift

Network protocol @

Select the network protocol clients will use with this endpoint. If you select HTTPS, attach the security certificate before saving the
endpaint.

HTTPS (recommended) @ HrTe

Cancel
oo YdE|ct A
= Load Balancer Endpoints(24t %] 28 £E) H|0|X|2] H|0| =0 EAlE= ZH
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Binding mode @

Select a binding mode if you plan to monitor or limit the use of this endpoint with a traffic classification policy.

The binding mode controls how the endpoint is accessed—using any IP address or using specific IP addresses and network
interfaces.

Global @ Mode interfaces Virtual IPs of HA groups

If you use the same port for more than one endpoint, an endpeint bound to HA groups overrides an endpoint bound to Node
interfaces, which overrides a Global endpoint. If this behavior does not meet your requirements, consider using a different port
number for each endpoint.

Search Q,

Total Interface count: 3

Node = Nodeinterface @ = Site @ =2 IP address @ = Nodetype @ =
DC1-ADM1 eth0 @ Data Center 1 172.16.3.246 and 2 more Primary Admin Node
DC1-ADM1 ethl @ Data Center 1 10.224.3.246 and 5 more Primary Admin Node
DC1-ADM1 ethz @ Data Center 1 47.47.3.246 and 3 more Primary Admin Node

3. HAIE2 74 P * & MEf3t B2 siLE 0419 HA 183 MEBILIC,

Binding mode @

Select a binding mode if you plan to monitor or limit the use of this endpoint with a traffic classification policy.

The binding mode controls how the endpoint is accessed —using any IP address or using specific IP addresses and network
interfaces.

Global Node interfaces @ Virtual IPs of HA groups

If you use the same port for more than one endpoint, an endpoint bound to HA groups overrides an endpoint bound to Node
interfaces, which overrides a Global endpoint. If this behavior does not meet your requirements, consider using a different port
number for each endpoint.

Q

Total interface count: 2

Name @ = Description @ = Virtual IP address @ = Interfaces (in priority order) @ 2
) . ) 10.96.104.5 DC1-ADM1-104-96:eth2 (active)
FabricPool Use for FabricPool client access
10.96.104.6 DC2-ADM1-104-103:eth2
. E DC1-ADM1-104-96:eth0
53 Clients use for 53 client access 10.96.104.10

DCZ2-ADM1-104-103:eth0

4. HTTP* ZH2 BIEE Z20|E AISHE B3 v} QIELICH M 25 BRIM 2HS £715t2{8 * Create *
ELBILIC), 191 T8 2 ORI el 011 £ I8 08+ A - & HAIolol AENE Heo A,
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Edit binding mode

Binding mode: Global
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using the IP address of any Gateway Node, any Admin Node, or the virtual IP of any HA group on any network.
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

ID: f0890e03-4c72-401f-ae92-245511a38e51

Connection state: o Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version: 11.6.0 (build 20210915.1941 afce2d3)

|P addresses: 10.96.106.21 - eth0 {Grid Network)

Hide additional IP addresses A

Interface 3 IP address &
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity @ = Time triggered 5 Current values

ILM placement unachievable [&

© major 2 hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.

UL TLS HZ0f| X[AE = =

StorageGRID A|AEI2 |D H|Ez[0|M 9l Z2tRE AEE[X| E0i| AL &= /S A|AH0| Cist
TLS(Transport Layer Security) &2 /ot HictEl =2t OF MEE X[ C.

X E|= TLS HE LT

StorageGRID< ID H|E{2|0]d 8l S2tRE AEZ|X| 20| AFEE|= 2|F A0 et HES /ISl TLS 1.2 2L TLS
1.32 XLt

TLS 2f= 7t MEfE|ISLICt O] S22 S3 &

9| AIAEIT} SHE| TS 9 AIAHO) ALSY £ UTE K|S
2 UEE K|S =t S,

Swift S2t0[AE OHE2[AH|0[H0M ArE S

tof Tl
ot
o
Ju
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TLS 74 M2 StorageGRIDO| A

DIZEZ WA, &2, 7| wet €02[E 8 MAC €12[5a 22
| 2l @HO| AUS Z NetApp 072 E EHEXH0f|A|

() 7uz 2 gLt ojzfet Maol et pHI=iel
SO[SHIAIL.

X=E=TLs1.2 %% 18
A[El= TLS 1.2 &= MEZ2 31t 25U Ch

« TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256

. TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

- TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
- TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA with_CHACH20_POLY1305

« TLS_ECDHE_ECDSA WITH_CHACH20_POLY1305

- TLS_RSA_with_AES_128_GCM_SHA256

. TLS_RSA_WITED_AES_256_GCM_SHA384

X=EE=TLS1.3 Y5 I8
X HE= TLS 1.3 2= HEL2 Ctaa Z5LIC

. TLS_AES_256_GCM_SHA384
« TLS_CHACH20_POLY1305_SHA256
. TLS_AES_128_GCM_SHA256

HEQS HME L=3tE HESL|C
StorageGRID A|ARI2 TLS(Transport Layer Security)E AFE5I O2|E LE 7t LR

Mo Eeimg H5etL|Ch HERA MS 2=t M2 TLS7H 22|E & 7t Mo Eejnls
A=otot= Ol AFEst= Z2|ES EFYLICE o] 232 H0o|H L=t dgs FX|

= O ocoo=2 T
t&LCt.
oot A
* £ AF85I0] 2| = 22 X0l 2aMELICH X E = & HaffA.
- EX AN A ABHO| YBLICE

ol Zr{oi| chsH
JlExoR HES

ER S AES256-SHA 22|52 ALSEILICH AES128-SHA 2 2|5 ALSSH0! Hof
Edfns gosi 45

|
1. M *>* A\|AEI *>* J2|E M * S MEISHL|C}

—

=
2. HEY3 SM MMM LIEY3 M4 2SS * AES128-SHA * EE= * AES256-SHA * (7| 232h 2 HA S|t
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Network Options

Prevent Client Modification @
Enable HTTP Connection & 1

Metwork Transfer Encryption & {1 AES128-S5HA = AESZ2E6-SHA

MH| A Z(QoS) QUYL SFAFSH| 9l E2iT 23 HMS MAoto! Cst 980
HEST EeiZIS Al 9 DUIERIE 4 YLICH Of2{3 HAS Eeh xst W DL
xjglgt 4 QALCt

M2 AIO|EQ0] E & 22| =0 CH$t StorageGRID ZE 2 A MH|A S| BH0f| M EElL|Ct,
Mg MMote{H 2= WM ASZQIEE 0|0 A AMsf{of |t

2t Egf] 7 YH0l= Lt &= 5 otLt 0|20 2 E HEH I EaZS AIESY| o 5Lt 0| &te| LX|dh=

—

* HEU(Z2I0[E T TEHE IPv4 YY)
c AIEZQIE(RE WA NS HEQIE)
StorageGRID= 72/2] 20| 2} F& Lo F&| 2t UK[she E24S DUE{IBILICE HMo| st FAI 2}

UX|st= BE Eafle sz FAol ofsh H2lELICh Bk, XIFE AEEIS H/et BE Eafio] AX|AIF|S
TS 8FY 4 AL,

Eafiz] Hot

LR w2t kS oif H4E 7|goR Huo| et HEhe MEE 4 YAl
Lt

* 5 0YE 5

* SN 971 28

" SA MT| 9

- 98 gz

- 98 Y HYE 53
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F o7l 98 &
s MY QH &5

A3t gte 2ot Ak FR|HR MELICE EHTO| 0f2] Kot RAF TA0| SA| RS FS F Acf ST
AFBRIZF R|E St £ Hgto] Bi-QiLict.

BHS MA3I0] o120 CHAZS HIBlsr Lt QB =2 Rieie & glgLict. 22U
() StorageGRIDE = 7Hx| S8 tie{ZS SAlo| M$e 4 gaLIC ofI214(0]E Chei = Riste

Mgt = EEHI—LIOH o%Zto| 45 s & & USLILL

O J2|AH|0|E = QXNH A ZE K|ste| A
StorageGRIDE= Tt StLIC| £t ’510%
Mot e 22 S2I0|AE Q30| 2502
SHE sAlgLCH

R@S MBIt Aot K= AER QI E= Of-f%%' I—| Ct.

6
]
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2
?.'.
2
b2
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rlo
=
R
rir 40
0%k
%
Hu
_I?.'_
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rn
T 1
rin

| PEER °'I|0f" I**” Iﬂ?_P% e,

Grid ManagerOi|A| E2HI XtES 211 YMO| 7|CHst= E2fT Hiehs HEst UAE=X] e & ASLICE

SLAS} el BT 27 HMS ALt

Y Mgt '3:' HiolH 2ot oM E2i 2R FHMS ALE5t0 8%, H|O|E 23 8l 4501 tiet M2 EE St
MH|A =ZF AHHSLA)E HEL = AGLICE

Eajn) 25 XSS Lok 24 FK|of o THELICH EHTo| of2f Lot B4 HX|0| SA0| Bitzls FS & H)
AEE BRI KIRS & R[so] Ha2iL|ct

CtE OloilM= SLAS| Ml 7HX| AIEE 20 ELICH Eaft] 27 HMS ZHEst0 2 SLA IS 45 SHE E48E +
olAL|C}
M- .

MH[A =2 AS g HolH 2= ds H|E
zc= 1PBS| AER|X[7t 3 ILM A2 x2 25K 28 $8/2
S| &Lt S ARt
5GB/sec(40Gbps)
=
At 250TB M%& Jts 2ILM A2 =2 10K 23 $$/2
ARt
1.25GB/sec(10Gbps
) Chol=
HE=X 100TB AE2[X| 3{& 2ILM &2 xE 5K 2N $/

1G /sec(8Gbps)
e

H2 HIEE, IP MEU E= 25 BN EHEZ HERZ EcjLS ZLIE TSI MEfHo=Z
Hetotdd= 22 Edi 27 ZMS MYLICh 20| T2t tIE, SA 2F & L= ¥4
£ 2 7|1ELZ FHof thet Mets 2 + ASLICH
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e
0
ro
N

* E A83t0] 12|= Zt2|Xtof| 2aIMEL|CH X[l = 2 B2t X
© 2E HM|A AHBHO| ELICE
* YXAZ 2E HHM B S UHS/USLICH
* UXAZ HHEE BEJSLICH
CHA
1. *>*HEYI *>* Eejg 23 * & ME{RIL|CE

WE Z2F M HO[X| 7t LtEHELICE

Traffic Classification Policias

Traffic classification policies can be used to identify netwark traffic for metrics repaorting and aptional traffic limiting.

Name Description

Mo policies fourd.

Edlim 2F M Ao st SRt LIEFELICE
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3.

Create Traffic Classification Policy
Policy
Name &

Crescription
Matching Rules

Traffic that matches any rule is included in the policy,

i+ Create | | # Edit || X Remove
Type Inverse Match Match Value

Mo matching rules found,

Limits (Optional)

|+ Create| # Edit || ¥ Remove
Type Value Units

Mo limits fournd.

(@)

|2+ TCof Ko 0|2 QladstL|Ct.

0z
2

o o|AlSH
=2 -T2

2 Q0] et * Description * (2 *) 20 FAof Cist @FS =7HefLICt.

= A2 o B2 2F YHo| JS US AME{EIS MORLICE HE S0 EF HIHES HERIR EfH0
O] HMS HMEStHH TenantS MEBILICt = 0| HMS EF 2= Wiy K| EFO| HIESRIZ Eaimo|
HEso{H 23 S MEPLIC

ks

a. X[ &« MMM * 2tS7| * & MERLICH
™

A RES7| chet &RE7F LEEFELICE
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Create Matching Rule

Matching Rules
Type & — Choose One - v
Match Value @ Choose type before providing mateh value

Inverse Match @ [

b. Type * SECHOIM LX[eHs 40| Teke 90| RHS Metzi |t
o UX| Zt* WEof MeHet @40 Qo] wat Ux| Zhe BLICH

+ B3l 83 0|22 AELIC

 Bucket Regex: B2l 012 3t UX|AI7|= O] LSS HAAS YRIBiLICH

HrtAlo] g sl LIt FHS} BFHE AHESH] M3l 0|82
O|F E0ll ZXIAZLICE

Rl
1
i
Hr
=2
mO

IX|A7] 2 § HFHE AHEDHO

* CIDR: #dt= MEHIT LX|5H= IPv4 MEUIZ CIDR E7|Ho=Z gLt

r2HV|E 2T =SR0M EF S MEELCH 2 YHM AEEQIE HO|X|0M HSt 2E
AEZRARJULICE S FRSIYARQL 2= WM AERZQIES FHRILICE

nE
i
Rl

—

HHE: 7|Z H|d
SfLICh Hzlof chgt 2]

d. 232 "olst @& gl UK Zfar LX|SH= 2 E network traffic_except_traffice LX|A|7|21H * Inverse *
Q |Ct J™X| o™ =olzt3 MEfSX| Qb2 MEHE FLICH.

LS1- ©

OlM HIHES MEIRLICH BHE 2X[= AMA S HA A5H
HMA= HIAS ARt HIHESF LXIFLIC

o

7|8to =

0f, o] MMo| 2 WM EF F StLIE Mot ZE =0 MEE X of2{H Held 2= HEH M
EH
=H

=
= ) [
2HE X|™stD * Inverse * & M

@ StLt O &2| WA}7F HOpXQl 0f2] Ot E Zeldts HMO| Z? BE RF 1 LXots EHS
USK| BEE FOYSHIAL.

e. Apply * & MEHEILICE,

A0 S X1 LX|St= A HO| =0 LIEELIC].
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+ Create || # Edit|| X Rem

ove

Type
*  Bucket REegex

Limits (Optional)

+ Create | | # Edit || X Rem
Type

Mo limits found.

a. YHof CHa dde 2

a. Limits * MM0j|A| * Crea

Create Limit CHZ}AMR}}
Create Limit
Limits (Optional)

Type @

Value @

b. Type * ESLCI20{|A| &2

e S=0M *in*2 S

a 1.

Inverse Match Match Value
o control-id+

Displaying 1 matching rule.

ove |

Value Units

ias

10f| CH3H Of HHAIE Hr=gfLIct.

-

LX[5H= EciL2 F™of 2ls X2 E LT,

_'T'_
u

t= StorageGRID= HMut AUX|SH= HERIS EciEE DL HAY
—’F’SQLlEL

te * £ MEfBILICE

LHEHEHLCE.

- Choose One — ol

Aggregate rate limits in use. Per-request rate
limits are not available. ©

E=1

ol MEE MTt fHES MEfRlLIC.

3 L= Swift 2210|HE0| A StorageGRID 2 2 M Z9| E2{T S LIELH D
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HMS YHoto] o2 AH0|E HHZS Mot Lt @EEY HFES M + ASLICE
2Lt StorageGRIDE= & 7| R LIHES SAl0f Mg & glELIC
OH2[A|O|E tHHAE Mot MTt Sl= B0l 242t 45 S £ & ASFUICH

= HATT

©

CHH = H|2Hoil CHoll StorageGRID= 2FE Mot Rut 7He LX|SH= HAM

o
E
a2 o waro =0t el AM0| Y= AL HHIE A sto| QI X7t AT o

GUTfetE wich warel E3tEl2 BA|tel ULt StorageGRIDE CHSLE N[giof Chsf C1S 4A2 ™71
Mpfeim x| S22 BHBILICL,

Il
ﬁ
_'I:
Im
:r.‘é

E
=

* 2K|SHX| 4= CIDR 2 X|(NOT/32)
- o UK

H|oto] ME=[1 Limits El|O| =0 LIZELIC
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+ Creats | |;' Edit :| ® Remove I

Type Inverse Match Match Value
*  Bucket Regex o controlid+
Displaying 1 matching rule.
Limits (Optional)
|+ Create || # Edit || % Remove |
Type Value Units
= Apggregate Bandwidth Cut 10000600000 Bytes/Second
Displaying 1 limi.
=]
e. Z™Moj| =71 2t xietol| CHalf o] BHAIE Br=gtL|Ct.
|£ S0, SLA A|B0]l CHo 40Gbps CHEZ Hets A5t E ot Lo & Y= 8 & LI = oS
MASHD 2 Y ES 40GbpsE & g.”—llit.
@ A H|7HHI0EE XY J|JH|E 2 Hetst2{H 82 SELICE o|E 01, 125MB/s=
1,000Mbps == 1Gbps2t S gfLILCt.
7. % SU A 2HST|E OFK|H * K& * S MEfSiL|CE
Hro| MEED EciL 27 M 7oy LIEEL|Ct.

Traffic Classification Policies

Traffic classification policies can be used to identify nebwork fraffic for metrics reporting and opfional fraffic limiling.

|_:|- Creale |! rd EstI | ® Remove | |_,|_| fu'leﬁ'icsi

Name
ERF Traffic Control

Description
hanage ERP trafiic into the grid

*  Fabric Fools Monitor Fabric Pools

1D
cd9atbcT-n85e-4208-D6fE-788a7 9220574
223b0chb-6966-4646-b32d-7665bddc894b

Displaying 2 traffic classification policies:

07 $3 3! Swift Z2f0[QIE E24xl0| E2nl 2 FMoj 2t A2 HLIC ST MES 21 FMo| Jcksts
Zo4 XEHE S0 SR SHolE 4 YALIC B HEAUNS LS Setel BIZEIS Helt It
Edfn 25 HAMS HELIC
EfjI 27 YMS HESHH 0|8 L= HFS HESHALE Mo CHet 4 E= Niets M,
My EE AN 4 ABLIC
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e
0
ro
N

* £ A8OHe O2|= Xl 2aJAYSLIC K== & EELeA.
* FE HHA ABHO| ASFLICH

THA|
1. g *>*HEQA >~ EfD 27 * E MegiL|Ct

Ecjn 2R M H[O|X| 7t LIEtLI D J|E FHO| &of LIZE LT

Traffic Classification Policies

Traffic classification policies can be used to identify nedwork tfraffic for metrics reporting and opfional traffic limiting.

L:|- Create || # Edit| | % Remove | L,|_| Metrics |

Name Description 18]
ERP Traffic Conirol Manage ERF fraffic into the grid cd8afbcT-p8be-4208-06f3-TelaT9e2c574
*  Fabric Pools Monitor Fabric Pools 223p0chbb-6988-4646-b32d-7665bddea94b

Displaying 2 trafiic classification policies.

2. ME|SH XMl QZo| BIL|Q HES MEHSH|C},

=B

Edj 22 Y W

T o=t 4X47F LIEFELICE
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Edit Traffic Classification Policy "Fabric Pools”
Policy
Mame € Fabric Pools

Description (opfional) Monitor Fabric Poals
Matching Rules

Traffic that maiches any rule ig included in the policy

|+ Create || # Edit|| X Remove

Type Inverse Match Match Value
LEE o515 72 10:10:152.0/24

Displaying 1 matching rule.
Limits (Optional)
|4 Greate | | » Edif || X Rem

Type Value Units

No limits found.

4. HQoj| mat YX|St= 71 % HEte 4y, HE £ ®MA L

o
a. YX[t= A £ Hehs ThEeH * 2HS7| * £ {ESt D 7AlS pHEULE Fiehs e o gt
XS mELIL.

b. UK[SHe A T HPHE WMISIA F4 Ei Mol Ch2t 20| HES MehohD * UX| 74 * M4 i
C RIS MMOIA * BT * 2 MEfSHCHS A ALK i HBH A4 X182 ntELch
o. UKISHE A E RS HASHT A EE RS0l Chet 20| Q THES Mefstm < R * 2 MefEhLICH
O3 ChS * g9l * 2 MEfSIOY A S MBS HHE 24QIX| eolgi|ct
5. F&| i NS SIS BTSS0I * X * S MeistLCt
6. ™ IS O * Save * S MefBHLIC}
A% w1 ARSIO| MAE| D OIF EHT 22 FMo| tf2t WES|S EchTo] M2l ST AIES 2T
0| 7|cHohs E2f) RS HEoHD UK SOl 4 ALICE
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Lot A
* £ ALg0t0] 8|S Ba|Rto 2IQIMALICH K|IES ¢ HEte.
- 2E oy A HBto| UFLICE
|
134> HEYT >+ EHL 27+ S MetpL|T)
Eefm) 22 H8 Hlo|X|7k LIERLT 7|= Fo| Eofl LIZELIT

Traffic Classification Policies

Traffic classification policies can be used to identify nedbwoark fraffic for metrics reporting and opfional traffic limiting.

L-|- Create || r Edlti | ® Remove | L,|_| Meﬁ'ics!

Name Description 18]
ERP Traffic Control Manage ERP fraffic into the grid cd8afbcT-p8be-4208-b6f3-Te8a79e2c574
= Fabric Pools Monitor Fabric Pools 223b0chb-6568-4646-b32d-7665bddcRo4b
Displaying 2 trafiic classification policies.
2. AN HAo| 2120 QU= 20| HES MEfgiL|Ch
3. H7H * E MEiFLICE
&1 CHet & XH7F LEEFELICE
A Warning
Delete Policy
Are you sure you want to delete the policy "Fabric Pools"?
4. ™ AMFE 2elstHH * OK * E MENSL|CE
HHO| APH|EILICE
HESRZ Eci HEZIZ elgtL|ct
Eoit] 27 ZM Ho|X|0| M AtEY = = J2EE H1 HER S EefjElE RLIEHEY
USLICE
LA
* E A2oto] O2|E | Xtof] 2TQIRMESLICH X 2= = & 22K,
* RE OiM|A Mot i HUE AF Asto| ALt
O Zh4ofl CHaH
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7|1& EdT EF FMo|| cio 2= WM MH[A0| Chet HIERIS =I5t HMO| LIEH A TN2| E2fES
HIXMo= FMetetn J=X| gl # UAELICE 22z HIo|H & S3ll @MS Z=HHOoF ot=X| &l = JAFLICE
Ejo] 2 Mo cHoll & E Heto| glrete HEZ0| £FE| 1 J2fE= E2fT] =AM|E O|slfst= o R&%t
HEE HSeLCt
CHA|
1. A *>*HEQI *>* Ealjt 27 * E MEiFLICH
Egfm 27 HM 0| X| 7t LIEILID 7| & HX0| Hoj| LIZELICt.
Traffic Classification Policies
Traffic classification policies can be used to identify nedbwoark fraffic for metrics reporting and opfional traffic limiting.
|+ Create || # Edit || % Remove ||y Wetics |
Name Description 18]
ERP Traffic Control Manage ERP fraffic into the grid cd8afbcT-p8be-4208-b6f3-Te8a79e2c574
* Fabric Pools Menitor Fabric Pools 22300chb-6968-4646-b32d-7665bddca94h
Displaying 2 trafiic classification policies.
@ EHIHE AE Heto] JAX|2E RE HM|A Hot0| Gl= 2Rl HE * 8 * ’MA * HEO|
HIgt ot ElL(Ct.
2. jE2lg H= HM 2120| 2IC|2 HES MENgiL|Ct.
3. HEZ * g Meyehct

M B2t &o| Ha|1
chst o E2iot BAIELICH

policy * ECI22 AHESHH

H=
SRR

ife]]

—

ot
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B8 Traffic Classification Policy -

Eror Responso Rata Average Request Duration (Non-Emor)
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Load Balancer Request Completion Rate ~

2020-03-30 21:29:30
=Total: 275
=PUT: 275
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=

21:22 21:2 21:26 21:28 21:30 21:32 21:34 21:36 2138 21:40 21:42

= Total == PUT

O. Heatmap ?I1= HME 0|SsIH ME2| It & AlZt, 7IRE=Z HAE JHA| 27| L olig 7|2 S¢F =& ¥ #5
2o F= YO EAIELIC

Write Request Size

2020-04-01 22:21:00

KiB - 32 KiB
ni: 145

7. = X3 Hiwoll M D20l MM ASHYAIL,
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Ct.
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https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
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The AutoSupport feature s disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive maonitoring and troubleshooting
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1. K| * > * =3 * > * AutoSupport * £ MEHBHL|CY,

AutoSupport H|O[ X7} LIEFLED * HF * R40] (AEHEL[CE,

AutoSupport

The AutoSupport feature enabies your StorageGRID system to gend periodic and eveni-driven heaith and status messages te technical support to ailow proactive monitoning
and troubleshooting. StorageGRID AutoSupport also enabies the use of Active IQ for prediclive recommendations.

Settings Results
Protocel Details
Protocal @ ® HTTPS HTTP O SMTP
NetApp Support Certificate Validation @ Use NetApp support cerificate v
AutoSupport Details
Enable Weskly AutoSupport @ r

Enable Event-Triggered AutoSupport € #

Enable AutoSupport on Demand @ (]

Software Updates

Check for software updates @

«

Additional AutoSupport Destination

Enabie Additional AutoSupport Destination @

‘ Send User-Triggerad AutoSupport
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to
technical support to allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q
for predictive recommendations.

Settings Results

Weekly AutoSupport

Mext Scheduled Time @&

Most Recent Result @

Last Successful Time @&

2021-09-14 21:10:00 MDT

Idle (Metipp Support)

N/A (NetApp Support)
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27t AutoSupport CHA ZEJt LIEFELICE,
Additional AutoSupport Destination

Enable Additional AutoSupport Destination © v

Hostname @ testbed.netapp.com
Port © 443
Certificate Validation © Do not verify certificate v

You are not using a TLS certificate to secure the connection to the additional AutoSupport destination

Send User-Triggered AutoSupport
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Additional AutoSupport Destination

Enable Additional AutoSupport Destination € v

Hostname © testbed.netapp.com
Port @ 443 s
Certificate Validation @ Use custom CA bundle v
CABundle @

Browse

© 3topely| * 2 MElelD QAL EEE IS K ChS * @ *
LB AAE B3 AutoSupport HIAIX| S QHHsHA| Ha
o

[ | = AN
6. AZM f24 AAL 810] AutoSupport HIAIX|E ELHZ{H * IZM RBEH HAL* EFCHR0M * BN 2

=

o
i)

"Z=7} AutoSupport CHAH0|| CHSE HEE HS
LEEFEFLICE.

E
=
En
—
[
(92}
ro
o|>|
_I_
i
>
0o
Of
N
50
>
i
T
n
it
-
2
>
>
N

™ M
Lt 2
+ 2 A0 12| BE(Rt0| ZOQIRMALICH R 2lE|s B Hete X
* RE N2 EE J|EF D2 74 Heto| YALIC

b
1. X9 *>* =3 * > * AutoSupport * £ ME#SIL|CE.

AutoSupport H|O|X| 7} LIEILET * M * B40| ME4EIL|CE.

218



2. Send User-triggered AutoSupport * S MEHSHL|CE,

StorageGRIDE= 7|2 X[ £ A0 AutoSupport HIAIX|E ELi2{ 10 A|=SLICH A7}t H33HH * Results * &2
* Most Recent Result * %! * Last Successful Time * 2t0| YCI|O|EEILICt 2X|7f Q= A2 * 7H& 2|29 ZHut*
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to technical support to
allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active I1Q for predictive recommendations.

S

Settings Results
{
Weekly AutoSupport

Next Scheduled Time @ 2020-12-11 23:30:00 EST
Most Recent Result @ Idle (NetApp Support)

Last Successful Time © N/A (NetApp Support)

Event-Triggered AutoSupport

Most Recent Result © N/A (NetApp Support)

Last Successful Time @ N/A (NetApp Support)

User-Triggered AutoSupport

Most Recent Result © Failed (NetApp Support)

Last Successful Time © N/A (NetApp Support)

AutoSupport On Demand

AutoSupport On Demand messages are only sent to NetApp Support.

Most Recent Result @ N/A (NetApp Support)

Last Successful Time © N/A (NetApp Support)

Weekly AutoSupport H|A|X| A IH
Weekly AutoSupport HA|X|7F & E|X| 24O ™ StorageGRID A|AHINA CHS ZHHS fHlTtL|CH

1. 71 2|29 Zat £4 3 CHAl A|=3H= S C|0| EFLIC.

2
™
o
e
N
M
o
[
ot

2 t 152] AutoSupport HIAIXIE M Est2{ 0 A| =gl Ct.
3. & A 1AZt = = 71 X229 Aut £42 A 2 AH|0|EFfLC
4. CH20]| o] 2=l A|ZH0l| AutoSupport HIA|X|S CHA| ELiE{ 1 A|E$L|Ct,
5

- NMS MH|AZS ALZe 4= @10 HAIX| 2 A|, 7€ O|T0f| HAIX|E EiH Z2, F1t AutoSupport S |X|
et

6. NMS MH|AS CHA] AFZE = QU= ZR 72 0d HIAIXIE EUX| @42 Z R ol M FA| AutoSupport HIAIX|S
HEL|CE

220



ALEX7t EB[AHSHZLE OHIETH EB| A El AutoSupport H|A|X| 27 IL|Ct

A} EB[AH = O|HIE E2|7 AutoSupport HIAIX[7F HEE|X| GO StorageGRID A|ARI0A CHS S

AL

1. QBRI AT Z2 2F HAIXIE EAELICE O|E S0, AL2Xt7F SHEE O|H|Y 24 A ™S MSoHX| 2t
SMTP Z2EZ2 MEHSIH O|H| At H[O|X|2] HRE M™HOZ Qs SMTP ZEEZS A5
AutoSupport HIAIX|E B2 4= QIELICt 2t= QT 7F EAIEL|CH

2. HIAIX|S CHA| HLHX| Q¥& LT,

3. NMS.log0ll 2LFE 7|2&LC}.

QFR7} YAt SMTPI MEHEl T2 E 291 2, StorageGRID A|AHQ| O|H|Y MH7t SHIEH &[0 A1

O|H|Y M7} Alsl ZOIX| 2HISH Al 2(* support * > * Alarms (legacy) * > * > 2|7 A| O|H[ MH *). AutoSupport

H|O|X|of| '0O|H|& Mt m|0|X|Q] RE=l MEOZ 213l SMTP Z2EZS AF26I0] AutoSupport HA|X|E EH £
AELICH 2= 2T HIA|IX| 7} LIEFE £~ JESL|Ct

Ol M FXt Y M 2FS FE5h= Yo thol| ZotELIL XES ZLIEH S ZHE S22 LT,

AutoSupport HIA|X| L E siZBfL|C}

QF It MG SMTP7} MEHSH ZZEZQ| AL StorageGRID A|AEIQ| O|H|Y M7} SHIZAH| ME[0] 91

O MEHI Ml ZQIX| 2kQIRfLICt. AutoSupport H[O|X|0f| 'O|H| Y M H[O|X|2] R E YO Z I8 SMTP

D2 EZES AHESHH AutoSupport HIAXIE 2 = GIELICH R 2F HIAXIZF LIEFE = QSLIC

StorageGRIDZ £3l| E-Series AutoSupport HA|X| M4

AEZ[X| {Z2t0|HA 22| LET} OfL|2} StorageGRID #E2| = EE
SANtricity System Manager AutoSupport HIA| XIS 7|& K| S A0

olm

Sll E-Series
A~ JASL|C

fr

tof 2| = Zefxtof] 2alEL T

>
Rl
o
ot

—_

pal
o
o
rr
1Y
|
I
o> o
Ral

© 2EE|X| O{S2t0|HA Xt ATHO|L) =

Im
o
=

=

|>

H

Of

=)
)

El
| |

kl

[>

F2| Xtof| o M| ASF2{™ SANtricity HHIO| 8.70(11.7)

r

@ Jz2|E #E|XHE AFE3HH SANtricity Al
O[&0[ AO{OF BfL|Lt.

Of Zreioi Chat

E-Series AutoSupport H|A|X|0fl= AEE|X| SESOL] MR HETF ZBHE|0] LM StorageGRID A| AR
HL}= CHE AutoSupport HIA|X[2CF H AR|AH 2 LIEFELIC

O{E2to|HAQ| 22| ZEE ALESHXA| @11 StorageGRID 2| ==& 3l AutoSupport HA|X|7t MEE =2

SANtricity A|AH ZI2|XHOM E ZEA| MH FAE FHRLICH O]~ A HEE|= AutoSupport HAIX|= J2|=

HE|XOM FHERS = A= 7|2 2F 2 A W 22X ZEA BHE 71ZC= LT

Grid Manager0l Al Admin ZEA| MHE Fg512{H S FZSHMA|R 22| ZEA| 282 L0

0| EXH= E-Series AutoSupport HIA|X| 22 2 StorageGRID ZEA| MHE L Mst= A0 Tt

() =ZELICk E-Series AutoSupport 740l T3t AtAISH LH22 & AZESHIAIR "NetApp E-Series 2

SANTtricity &A{".

221


https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://mysupport.netapp.com/info/web/ECMP1658252.html
https://mysupport.netapp.com/info/web/ECMP1658252.html
https://mysupport.netapp.com/info/web/ECMP1658252.html
https://mysupport.netapp.com/info/web/ECMP1658252.html
https://mysupport.netapp.com/info/web/ECMP1658252.html
https://mysupport.netapp.com/info/web/ECMP1658252.html

ChA|
1. Grid Manager0®lA| * nodes * & MEfBfL|C}.

AZo| 1= R20|M PHY AE2IX] 0fB210[AA S Metstt,

w N

SANTtricity A|AE! 2H2|X}* E MERSHL|CE,

SANtricity A| A& 22|X} Z T O X[ 7} LtEHELICE.

=  SANFidty® Systern Marager StorageGRID-NetApp-SGA-108 Preforarces | Help ~ | admin | Log Out
ﬁ Home 0 Your sto ge array is optimal. \iaw Operations in Progress
= soae

STORAGE ARRAY LEVEL PERFORMANCE View Parformance Detals
@ Hoceac
O s S— [1n]on | 12] 74| 00 [REE——
R supon 3

CAPACITY STORAGE HIERARCHY —_
o —

I

P " . L )
o - ? -
[ | 1) — [ - _ _

o s ° 15wl -
|1 Froe ’,'I 28 (O . vl ) o o )
4 - o e |I|II” -—
TIIZOL0 Gl e # Woare Grouge » I

4. X * > * x| ME{ * > * AutoSupport * £ ME{EIL|CE

AutoSupport 22} H|O|X| 7} LIEFEfL|CH.

222



Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of

AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without

generating support cases.
Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.

42 Mefsc
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5. AutoSupport A2 &t

H 3
AutoSupport HHE 2 714 H|O[X| 7} LIEFLICE.
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Configure AutoSupport Delivery Method 4
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CIFS #+4 REZ|E|7t EA|ELICE.

9. CIFS M REZ|E| 'exit & BH&LIC
10. AtHF MH|AE A|ZFSICE: 'service smbd start'

11. StorageGRID HE 7} &4 ALO|EQI AL LIS tHAIZ O| STLICEH

A
rir

2 R0l 32 StorageGRID HHZO0|| CIE AFO|ES| E2|Af =0t XY E B2 HR0| Wef LS ZAM S/E
gdstetLct.

a. AfO|EQ| 2t2| LEo| g0z 219l

i. 'ssh admin@grid_node_ip

=
ii. "passwords.txt" IOl LIBEl S E 2ABL|C

iii. REZ MeISIHH O BES =L

V. "passwords.txt" IFU0|| LIEE = E =etL|ct
b. 2t 7} 22| L E0of Chet ZAL 3RE FASH2H A E gHEELICH
c. YA 22| o CHot F Hot & 29212 'exit E HELICH

12. & Moj|M 'exitE 20FEL|CH
Active Directorydi| CH$t ZtA} 2210|HES LM THLICH

ZEAF HIA|X|E ZHAE StorageGRID HE Q| 2t 2|Xt =0 CHal O] HXIE 4

|I0|-

hL|Ct.
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st A
« 2E/2E|XF AN LS (SHE 7| X0l A AFR 7}%)7} U= "passwords.txt" I 0| QUA&L|CH,
* CIFS Active Directory At&X} 0| St &5 7t QU&LIC

* "Configuration.txt" It 0| QL&L|CHEHE THF | XM A2 T}s).

@ CIFS/SambaE S ZAt LHEL7|= O O| & AF2E|X| 2O = StorageGRID E 2| =0 A &|AHE
Ol ™ L|Ct.

1. 7|2 22Xt =0 231},
. 'ssh admin@primary_Admin_Node IP' B&& I=24stL|Ct

a
b. "passwords.ixt" IH0f| LIFE A4S E AZBIL|CE

o

FEE MaSIHH O BES Y
d. "passwords.txt" ItJ0f| LIEE ASE =AFLICE
REZ 200I8tH T2 EJL'$'0|A %2 Lt
2. OE MH|AJ} M3 = £ = SISl toragegrid-status' AEHQIX| EhQlgtL|Ch
DE MH|AT A3 SO[AHLE &QIE|X]| b2 AL A&5H7| Mol 2XE sHASHA2.

3. HHEZ SOI7L* Ctrl * +* C * £ FEL|LC}

4. CIFS 4 K= 2|E| 'config_cifs.rb’S AlZtgtL|Ct

add-audit-share set-authentication validate-config
help

exit

enable-disable-share set-netbios—-name

add-user-to-share join-domain

modify-group remove-password-server

| | |
| | |
| | |
| remove-user-from-share | add-password-server |
| | |
| | add-wins-server |
| | |

remove-wins-server

5. Active Directory0l| Ci$t 2152 'Set-authentication’ @ 2 A& BHL|Ct

CHREZ 2| BiEO|AM = ZAF 22t0[AES F716t7| Hofl 215 S &FsHof BfLICt @150 ojo] EFYE 32 A1
HIAIX|ZF LIEFELICE @150] 0]0] B E 2 T2 HA= o|SHLICt.

o

a. Workgroup 5= Active Directory 2X|E 2= HIA|X|7} LIEHLIH "ad"E MEHSIL|CE

b. HAIX|Z} EA|=|H AD =02l 0| S (&2 =Hel 0|5)S LHSLCE

255



o BIAIXI7H EAIE|P Z0jol AEEa{9| IP 4 E DNS SAE 0|22 YeiLint
d. HIAIXIZH EAIEIH R SHol He 0|22 Bt

HEXtE AtEtLICt
e. winbind X212 EAs3tats HIAIX|7} LIEHLLR =y 2 QlzighLict

Winbind= AD AHO|A| AFEX} S

HIAIX| 7t EA|Z|™ NetBIOS 0
HIA|X| 7} EA|Z[H * Enter *

|EQ
o=
=
T g

£ FaLI.

CIFS 74 FEE|E|7F HAIELICY.

6. =O|Ql 7He:
a. OFX| AZtE
b. THQI0]| 7t R

Da|R} =S} Sx EOole] B3t 1AL0l
Emlﬂoil 7|.C|)==-6-|_x| olo Ho lol.L_lﬂs% olz

s oT

C.

07| M ‘administrator_username'2
O|EL|C}.

HIAIX|Z7F B2 2H2]X; ¢

PN
2ySH

2 (_ administrator_password )&

JOE FEE 2eldh= o AHZ2EUCt

L}

FEE|E| 'config_cifs.rb’E A|ZfgfLICt

HIAEStEh= HIAIX| 7 EAIEILICE O] 22| = =7} o]0
|C

. HIA|X| 7} EA|E|H 22| Xt AL X} O| 2 (‘administrator_username')S YU EILICt

2 StorageGRID AFEXt 0| 0| Ol CIFS Active Directory AHE X}

It ‘administrator_password'= StorageGRID 2% 7t Ot:l CIFS Active Directory AF2 X} 0|2 QILICH.

* 2 =
= T8

HIAIX| 7t EAIZ|™ * Enter L|Ct.

CIFS 7t QEI2|E|7t EAIELILCE,
7. TO[QI0| SHIZ2A| JIQIgH=X]| &tol
a. THQlof 7HUSHMIR
b. M7t Sx| 0219

gLt

Qust 74

"Join is OK"2t= HIA[X[7} EA|=|™
ToQlofl CHA| 78 EMAI2.

* =2 L=
= T8

C. HIA|X|7} HA|E|H * Enter L|C}.
CIFS 7+d REZ|E[Zt EA|ELICE

8. Add-audit-share ZtAt 22}0|HE S Z=7}$HCt

IX| | AESEf= HIAIX[ZF LIEFLIH y

Toelo d3He= oot

= o|gq{st
E /g

Lfct

_L
0?.'.

YLt o] 3Eol &

oI_H
mlo

a. AKXt EE OS2 F716teks HIAIX|ZF LIEHLHH 'user E 1= BfL|Ct
b. ZEAL At2X} 0|52 &St HIAIX| 7} LIEFLIH ZEAL AL XL 0|22 =Bt
C. IAIX|Z7} EA|E|™ * Enter * & S+SLICH
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1.
12.

CIFS 74 FEE|E|7F HA|ELICY.

StLE O|&fe| AF8XAt EE= O E0| ZAL 3RO HMAY 4= = E S 'add-user-to-share’'2h= ALEXIE &

C. ZAL OF 0|2 2= HIAIXIZt BAIE|H ZAL AL X 2 &2 0|E2 LI

d. HA|X|7} EA|E|H * Enter * & S+ELIC}

CIFS 7+d REEIE|7} EA[E LI,

e LA SR AMAT 5 U= FIHAEXA EE= O F0 Chel of HAIE Hr=gfLIct.
2
=

10. = Qo 2t 'validate-config' A

MH| A7} =l 5L HAJE LI THE HAX| = FAISH = ELICt.

° Include I} 'Jetc/sambalinclude/cifs-interfaces.inc” &2 &= Qi&LICH
° Include It 'etc/sambalinclude/cifs-filesystem.inc® S £ i&LICH
° Include It 'Jetc/sambalinclude/cifs-interfaces.inc™ &2 &= QI&LICH

° Include It '/etc/sambalinclude/cifs-custom-config.inc” 32 4= ¢ &LICt
° Include It 'etc/sambalinclude/cifs-shares.inc” 2 4= gl&L|Ct

° rlimit_max: rlimit_max(1024)E %|A 1= °14[(16384)2 7t

@ 'Hob = 21" MH S 't M Dj7H 40 ZESHX| OHMA|R. (7| 2K Q2 Sambas

502 ¢HEket SHIE DCE HMstL|Ct)

HIAIX| 7t EAIZ|H * Enter * £ S8 ZAI 22I0|HE L HS EAIELICL
i. HIAIX|7} EA|E|™H * Enter* & &
CIFS 74 RE2|E[Z} EAIELIC

CIFS 74 REEIE| 'exit E HELIC

StorageGRID H{ZE7} T AIO|EQl B2 L3 tHA|= o|SgfL|Ct

TE=

L0 m2} StorageGRID T#50i| CHE AIO|EQ| B2 L EJF ZotE|= 22 TR0 w2t CHS ZAL 3R]E
ghdatetL|ct

a. AfO|EQ| 22| LEo| 2lHAo= 219l:

i. 'ssh admin@grid_node_ip' @82 24&L|Ct

Jehe|ct
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ii. "passwords.txt" IO LIBE S E 2ABL|C

ii. FEZ MSISIHH O BES Y

V. "passwords.txt" ItU0f| LIGE &S E 2BtLICE
b. 2} 22| L=of chot ZHAL 3R E T 45 H CHS THAIE YHE gL Ct
c. Z2|X} =0 CHot 214 Hot &l =

13. Y Mo M 'exitS 2I0F2SfL|CH

© RE/ZEXAIE 23l I IXKI0M AHE THs)7t U= "passwords.txt" IR O[ A LILE.

* "Configuration.txt" TF 0| UELICHEHE THI|X|0|l M AL TtHS).

u\l
_?_
=
HL
=
i

r
i
°
0x
=
ol
Ll
ﬁ

@ CIFS/Sambag 3%t OM &= StorageGRID 22| X0 M X

o g Lct.

1. 7|2 22|xt =0 2a18L|Ct
a. 'ssh admin@primary_Admin_Node [P’ B&& l2igtL|Ct
b. "passwords.ixt" IH0f| L}FEl A4S E ABIL|CE
c. ZEZ Masta{H Ce o 2!
d. "passwords.txt" It 0]l LIZE 2= E U=fetL|Ct.
EEZ ZTQ0I6tH TETEJH'$'HA '# 2 HHEL|CE.
2. D= MH|AQ| MEfT AW F L= 2QIQIX] 2HQISLICE 'toragegrid-status'S Y SL|CE
DE MHATH HE ZO0|AHLE 2QIE[X| 42 HL AH&S7| To| XS sHESHA2,
3. HYEE EOIJL*Ctrl *+* C* & FELICH

4. CIFS 4 S=2|E| 'config_cifs.rb’S A|ZHgtL|CH
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10.
1.

12.
13.

add-audit-share set-authentication

enable-disable-share set-netbios-name
add-user-to-share join-domain
modify-group remove-password-server
add-wins-server

I | I
| | |
I | I
| remove-user-from-share | add-password-server |
| | |
I | I
| | remove-wins-server |

>
00
_>'-I_
]
rr
]
iZ(
-t

7}'add-user-to-share’S A|EHgtL|Ct

T4 A 37 H2 7L 0fATI SF0| EA[ELICH

HIAIX|I 7t HAIE|H ZEAL SZALUELHY|) HE5 (audit_share_number)E 2stL|C}

AR} EE= TEO0 O] AL 3 R0l CHSE HM[A HTHE 2SR 2= HIAIX[ZF EA[EILICEH

HIAIXIZ} LIEFLIH AFE XL L= DS (AMRAL = O8)S F7heL|ct

Ol AD ZHAt R0l CHgt AL Xt EE= OF 0|22 2= HAIX|Zt LIEHLIH 0| E2 Y
AL EE S MOl 2F HIFI2L CIFS MH|A ZR0M ZHA S0 CHell o

= OF0| ZAL 2210|HE R0 AMAY = JEE Samba 7140| CHA| EEEI LIC}.

HAIX| 7} EA|Z|H * Enter * & F=SLILCt

CIFS 74 |E2|E|7} EA|ELICE
TAL S0 HMAS > U= 2F ALXt EE= 50| Cish o] tHA|E Ht=EgtL|Ct.
Z 0] 2t 'validate-config' #42 =tQIgtL|Ct

Mu| AT} =tel S HAIELICH ChHE A= fA[SH = EL|CH

=

° include I /etc/sambalinclude/cifs-interfaces.in cS &S 4= gi&LICt
° include It /etc/sambalinclude/cifs-filesystem.in cE &2 £ Qi&LICH
° include It /etc/sambalinclude/cifs-custom-config.in cS &2 4= gl&LICH
° include I /etc/sambalinclude/cifs-shares.in cE A2 4= R&LICt
HIAIX[Zt HEAIE|H * Enter * & &2 ZAt 2210|AUE 1M S FA[FLICH
i. HA|X|7} EA|E|H * Enter * 2 SEL|C}
CIFS 7+ RE2|E| 'exit'E BH&LICt
Ctaat 20| =7t A S/ E HAHsH0F Sh=X| HlgtL|Ct,

° StorageGRID HHE 7} THY ALO|EQI H 2 CHE THAIZ 0| SELICE

validate-config
help
exit

17| M8 2 FIMELICE. ALEX
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° StorageGRID 71Z0f| CHE ALO|EQ| 22| L EJ} BTotE|= AR Lo W2t TS ZAL 2

i. AIOJEQ| 2| o Ao Z 291:
A. 'ssh admin@grid_node_ip' B S 2dstL|Ct

o [=]
B. "passwords.ixt" I'Y0f| LIZEl A4S E AZBIL|CE

C. REZ Hehstaiel og ¥ UYL
D. "passwords.txt" I} 0l LIFEl QtS = QlajstL|ct

i. 2+ 22| = =0of| CHeh ZHAL

ro
=
HU
I
ro
o
g
<

Hu
no
Iy
C
Il

— —_ =

iil. 2174 2ta] Lo et &
.I

14. HH M| M 'exit £ 2I0FLEtLICH

0

CIFS ZAt SROIM ALEX}F E= O ES MAHELIC

AL SRO| AMAT = = OhX| 2 AFA EE= O 2 MAY &= glsL Lt
L3t 2

© 2E ™ &S5 IHF|XI0IAM AFR THs)7F U= "passwords.txt” THIO| QL&LICE.

* "Configuration.txt" It 0| QL&L|CHEHE THF | XM A2 T}s).

Of ZfHofl 3

40

CIFS/SambaS E%t ZAI HELH7|= T O|A A2 E|X| O &= StorageGRID 22| =0 A HHE o™

THA|
1. 7|2 g2[xt =0 2a0FL|Ct
a. 'ssh admin@primary_Admin_Node_ IP HZ& Q2d¢gtL|Ct
b. "passwords.ixt" IH0l| LIFE A4S E A BILICE
c. RER Metsl2{H CHg BES Y=gLct
3

o =]
d. "passwords.txt" TH20l| LIFE Y= S J2ietL|Ct.

FEZ 2OQI5tH ZETEJL'$

R
2
>
3
Hu
=
&
=
ful

2. CIFS 74 S&E!2|E| 'config_cifs.rb’S A|&FgfL|Ct
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add-audit-share
enable-disable-share
add-user-to-share

|
|
|
| remove-user-from-share
| modify-group

|

|

set-authentication
set-netbios-name
join-domain
add-password-server
remove-password-server
add-wins-server

remove-wins-server

3. At = OZ M7 AlZE: remove-user-from-share'

HE| ==0f T3l AME TtsTt HA SR =

HEA|ELCE

4. ZtA

6. ®AY AKX}

dAL 3R7F YO0l EE| 2
ZhAL|C}

=

if}g

Enabled shares
1. audit-export

Select the share to change:

Remove user or group?

Valid users for this share

1. audituser

2. newaudituser

audit_share_number)ES

&2 M7st2ts HAIXIZE #

]

[User/group] :

Select the user to remove:

Removed user "audituser"

Press return to continue.

7. CIFS 74 RE2|E| 'exit & E&LICH

8. StorageGRID H{ZLO|| CHE AtO|EQ| HE|X} =7t XEHE B

Hlg-detetL| ),

9. 70| ¢hEElp 2t By

=

20| W} ohA7 EA

SR,

A E[H AHEA} £

=
o
I
°
H
=
mon
-
i

1
User

1

Ao M 230HREHLCE: "exit”

OF HAELICH HALS

from share "audit-export".

validate-config
help
exit

TR0 w2t 2k A0 E0M A SRE

F£ audit-export=2
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CIFS ZHAF 2R AH8X} = I 0152 W siLCt

M AFEXF B OAFS IS THS O™ AFEAL EE= O ES MNISHH CIFS ZAF S/l AFEXL
L= 50|52 HEY = ASLIL

Of ZhHofl CHaH
CIFS/SambaE S¢t ZAt IEL 7= O 0| AFEE|X| 2 &< StorageGRID EE|Z0A ®HE o HYLICt.

A
1. HHI0|EE 0|F0] A= M AHEX

=
rr
[
iz
o

AL SROIl F=7HEfLICt

2. O|™ MEX} = OF 0|E2 AH|ELICt

HAL SFE &7 EQLICL 2O 02 ARH 88 Z2I-0A 7] 218 A0|H ot
E700f ot 2fel2 e X| giE LTt ZiA 213 ThA0[ Windows 7| &0 EA|ECH=
A2 2ot B2 UFELICL HE 2ol = 2 E HE HsU

« RE/A2|X} STt = "passwords.txt" THFAO0| UESLICHBHE THF|X|0f| A AR TtHS).
* "Configuration.txt" TF 0| UELICHEH S THI|X|0|l M AL TtHS).
* ZAL 22t0|HET NFS A 3(NFSv3)2 AE5tD JU&LICEH
o] Ztedoi| CHaH
AL HAIXIE AME StorageGRID HHES| 2} 22| X} Lo =0 CHel O] XIS S EfL|Ct.
ChA|
1. 7|2 g2[xt =0 230FL|Ct
. 'ssh admin@primary_Admin_Node IP' B&& l2igtL|Ct

a
b. "passwords.txt" IL0f| L}FEl A4S E AZBILICE

Q

FEZ MoSIHH O BES Y
d. "passwords.txt" ItL0]| LIZE 2= E U={etL|Ct.
EEZ ZOQI6IH TETEJ|'$'0|A '#' 2 HIRIL|CT

2. OE MH|AQ| MEfJ} M3 = = EH0IQIX| EHRIEHLICE ‘toragegrid-status'S 2 sfL|Ct
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n=

LEeRloz LIEEX

sH =
A S

w
0%

HEZ SorYLC Ctrl *+*C*

>
Z

oto
LS

ME|ATt A= F

£ FEUCh

FS 1M QEI2|E|E A|ZIStL|CE. config_nfs.rbS 2istL|Ct

A£3E7| Hofl 2ME SHE

ZgLCt.

add-audit-share
enable-disable-share

add-ip-to-share

remove-ip-from-share

validate-config
refresh-config
help

exit

5. ZtA} 2210|AHEZ 'add-audit-share’2 Z7}8tL|C}

a. HAIX|ZF HAIE|H ZA S5
QlaistLict

=

=

b. HIAIX|7} EA|Z|H * Enter *

6. = 0|&ko| ZAl 22I0|AETL AL SR

bt
a. HA SR

b. IAIX|7} HAIE|® 2hAt 2
Ql2fiLict

Cc. HA|X|7} EAE|™ * Enter* E &+

o ZHAp Z2folAEL] 1P FA

S (‘audit_share_number)2

ROl et Z Ak

wELICk
off AT 4 Qe
YEBiLict

ELitt.

NFS 74 SE2[E|7} EA|ELICL
d. ZrAL 301 CHet HMA HBto| L= 2 37t ZHAL 2210 E
7. HRtt AR LHE HQlpiL|Ct
a. 'validate-config' S st}
MH|AT} 2Ol Bl HA|ELICE
b. HAIX|7} EA|Z|H * Enter * & FEL|C}.
NFS 74 RE2[E|7} EA|ELICH
C. NFS 71d REE[E| 'exit & E&LICH
8. CIZ AMO|EOM ZHAL 3R E AIESHEE AHoH{0oF st=X| SelgtiLct
° StorageGRID HHE 7} Tt ALO|EQI A2 CHS THAIZ 0| SEHLICE
° StorageGRID 7+=0]| CHE AFO|EQ| 22| =Tt Eotk|=

i. AFO|EQ| E| =0 A

A. 'ssh admin@grid_node_ip' B3

o=z 219l

2 Bt

L 7L MEXS 1P =

off Chah of2{et st

tHAIE gt

=]
B2 20| w2t L ZAL SRE

K= IP 4 HY|E 'client_ip_address'E

2 (‘add-ip-to-share")&

= IP A HRE 'client_ip_address'2

L.

gdstetict.
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9.

C. REZ Motsta{H Ot BHES AHPLIC
D. "passwords.txt" Tt0]| LIEE 2= E U={SfL|Ct.
ii. O] CHA|E gt=Esto] 2 7} 22| =0 chet ZAt SR E - ELICE

iil. 124 22| =Eof et ¥4 2ot 212 HELICE 'exit 2 TIJSLICE

fu
[
0

HE Mo M 'exit & Z20F2EHL|Ct

NFS ZhAt Z2HO[AIEL |P FAS J|¥O 2AL BRO| TS AN|A HBt0| HOJEILICE BRO IP FAE
75101 M NFS ZHAL 2210|AE 0}l ZHAF ZROf CHSH HN|A HEHS SOI5ILE IP FAS RIHBH0] 7|E ZA}
Zeto|oES R BT,

_——=

NFS ZA 22f0|UEE IP FAE 7|HO = AL S R0 CHet AM[A Hoto] 2O ELICE ZAL
N E

264

oH
Off ZAt S0l Chet A& Hots

ZE/RE|Xt AE A5 SHE I |X|0|AM AFR TH5)7t U= "passwords.txt" TFU0| U LICEH
"Configuration.txt" TFYO| U}SLICHEHS TH7[X|0A ALE 7tS).

AL 220U ETE NFS HE 3(NFSv3)S AHE5t1 UELICE

. 7|2 22Xt =0 2aelgtL|C}.

b. "passwords.txt" ItU0f| LIZEl 2S5 E A= BtL|Ct.

c. REZ Mol [HS FYS YABLCH
d. "passwords.txt" T+L0f| LIZEl S = olzdshL|ct,

FEZ 20QI5tH TETEJL'$'0f|M '#'= HEELICE

Z
M
w
4
0Z
=)
um

2|E| 'config_nfs.ro’S A|ZHetL|Ct

add-audit-share add-ip-to-share validate-config

remove-ip-from-share refresh-config
help

exit

enable-disable-share



3. add-ip-to-shareS 2 gtL|Ct
| 20| AEE NFS ZAL S/ 50| EAIEL|CH ZA 3R & 'var/local/audit/export’ 2 LI EL|C}

4. ZtA 2Q ¥ (‘audit_share_number)S YZEILICE

[=]
S. HIAIX|7F BEAIZ|H ZHAL S R0 CHEE ZHAL 22H0|HEQ| IP T4 £ IP T4 HRIE 'client_ip_address'2

6. HAIX|Z7} EAIZ|™ * Enter * & +&LICH
NFS & RE2[E|7t EAIELICE.
7. ZA 300 =715H0F St 2t ZtAF 22H0|H E0]| CH3H O THAIE Bt=gL|Ct
8. Z o 2} 'validate-config' A S =HlstL|Ct
MH| A} Btol ol FA|EIL|C},
a. MA|X[7} EA|[H * Enter * & SELIC}
NFS 7 SE2|E[7t HAIELICE

9. NFS 74 RE2|E| 'exit & B&LICH

10. StorageGRID HEZ} T ALO|EQI B CHS EHAIZ O] SELICH

JX| 4CH StorageGRID 71=0i| CHE AIO|EQ| 22| LLEJF XHtE|= 2 RO et S HAt SR/E
gdstetict

a. AlO|EQ| 8| Lo Aoz 279
i. 'ssh admin@grid_node _ip' @S 23gtL|Ct
ii. "passwords.txt" IOl LIBE S E 2ABL|CE
ii. RER MetstHqH CHS HE S =gLICt
o] o

"passwords.txt" ItL0| LIFE LS E U fL|CE

b. 2 22| L E0f et ZAt SRE T4sI2{H TH EHAIS RS etLIct
c. A 22| Cof chict A 2ot & 21013 'exit 2 B&LIL

1. HY Mof|A 'exit & 2028 CH

LA SRE G52 NFS ZAF 220[AEE 7ot 20l|= ZHAF 2EI0|AUE S7E
F2EStD ZAI SRUM ST THUS AEE =

1. AMS MH|AE SAESH= 22| =9 Z2t0|A
gtolgtL|Ct. ping ip_addressS & TICL

Im
[
%
4
k>
i
>
00
Ot
2
re
Eiu‘
kA
rr
i
I
=)
re
Im
>
[>
o
10
re
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2. 2210|UE 2 MHo]| Hetdt HHS AHE3I0] AL 87| W8 SRE OIREYLICE Linux B2 o= Ch21t

o ol

mount -t nfs -o hard, intr_Admin_Node_IP_address_:/var/local/audit/export_myAudit_

AMS MH|AS S AERISHE 22| 29| P FAF ZHAF A| AR CHol 02| FolEl 3/ O|FS AFSH™LICE OR2E
X&E2 %EFOI?_*EOHH MEISE 2= O|F (0l 0| HHON 'myAudit)d = ASLICH

3. At SROIM S A £ A=X| ZAFLICE Is_myAudit / *'S A={etLICH

O7IM, 'myAudit= ZAt 72| OH2E X|FYULICE Stit 0|42 21 0| LIEE|0{0F LT}

YA SROIM NFS ZHAF 22t0|HES HIAZLICE
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2. Archive Node * > * ARC * > * Target * & MEHEIL|LCE,

3. Configuration * > * Main * & MEigtL|C},
Overview Alarms Reports | Configuration ‘\
Wain Alarms

m Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (33) ;|

Cloud Tiering ($3) Account

Bucket Mame name

Region Virginia or Pacific Morthwest (us-east-1) LI
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Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key ssssee

Storage Class Standard (Default) LI

Apply Changes .
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Wain Alarms

m Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI
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4.
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6.

276

Overview Alarms Reports | Configuration |"|

Kain Alarms

m Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500
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X[H2 TSM 2BME HZESHUAI2.

()  mam Aoz Mujol 212813 dsmadme 7 AFR310] CHS WS Asiof hLic
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1. Eflo| 2o =2{2|2 ALt

Define library_tapelibrary_libtype=scsi

07| M, 'tapelibrary'= E|O| 2t0|E2{2|0f| CHsH ME4SE Q12| O| 0|1 libtypel| 242 E|O|Z 2l0|E2{2| R
w2t CHE 4 U SLICE

2. MH{0llM E|o| 2to|Ea{2| 22| A2 E FolgfLCt.
Define path_servername tapelibrary_srctype=server desttype=library device=lib-devicename'

'servername'2 TSM A|H2| 0| SIL|C}
° 'tapelibrary'= AEXI7t FHe|et H|O|Z 2t0|E2{2| O| S ILICt
° E|o|z 2to|E2{2| 2| C|H}O0|A O|F-2 'lib-devicename' & L|C}

3. 2to|=2{2|9| E2to|EE FolgLCt.

285



Define drive_tapelibrary __drivename _

° 'drivename'2 E20|E0|| X|FE O|SLIC}
° 'tapelibrary'= ArEXt7t G2l et H|o| I 20| EH2{2| O| S ILICt
SIERIO o] el =7t E2L0|E = E2I0|EE e &~ AUELCE of 0 TSM A{H{7} E|o| =
2

= =
==
2to|E{ 2|0 M & 7HS| /I20| L= Fibre Channel 22| X|0fl HZE|0] U= 2 2 =0f| iz E20|EE
"ol &= UAELICH

4. MeHol A oot E2to|EntX|e| ZZE FolFLCt.

Define path_servername_drivename srctype=server desttype==2}0|= 2}0|E2{2|
=tapelibrary_device=_drive-dname"

° 'drive-dname'2(=) E2t0| 29| ZX| 0| EL|Ct

° 'tapelibrary'= A-EXF7F Helot EH|O| & 2to|EH2{2| O| S IL|Ct

2k E210| 20| CHsl E =2l 'drivename’ X 'drive-dname'& AHESH0 E|O| I 2t0|E2{2|0f| CHal H 2ot 2t
=2to|=0| CHal O] TN S HHESH|C}

[ = |
5. E2to|E 9| C|HO[A SHA S FolgtL|Ct.
define devclass_DeviceClassName_devtype=LTO library=_tapelibrary _format=_tapetype'
° 'DeviceClassName'2 &X| 22A 2| O|FL|Ct
° 'LTO'= MHo| HZE E2to|E AL|C
° 'tapelibrary'= AM-EXt7F F2|ot H|O| X 2t0|22{2| 0| FILIC}
° 'tapetype'2(=) HIO| T KA |Ef(01| ultri3)
6. ato|=a{z|o| QIHIER|of Hlo|Z 282 XIbe|Ct
'checkin libvolume_tapelibrary_'
'tapelibrary'= A-EXI7t Ho|ot H|O| I 2t0|E2{2| 0| S IL|C}.
7. 29 Hlo|Z AE2|X| B2 MWAELICH

Define stgpool_SGWSTapePoolDeviceClassName_description =
descriptioncollocate=filespace_maxscratch=_XX'L|Ct

° 'SGWSTapePool2 O}710|E = EQ| E|0| T AEZ|X | O| O|EQIL|C}. O|20| TSM AHO|A Of|AtSH= 12
TAS ArE%tE AR HIo|T AEE|X| E9| 0|52 MEHE £~
° 'DeviceClassName' E{|0| I 2t0|E2{2|2| C|HIO|A A

° 'description'2 'query stgpool' HHS AF26I0{ TSM MHO| EA|S & = AEZ|X| Zof st dHULICE,
of|: "Ol7t0|E L EQ| H|O| & AEE[X] &

° 'collocate=filespace'= TSM A7} S st ot Z7te| K| E THY E|O|Zoj| 7| SSHES X|™EELICE
o 'XX'= Lt & StLLICE

* Hlo|z 2to[=={2|2f Bl H|O| & £~(2t0|EE{2|E AFE3t= RS 0fE2|AH0[Hel FR)
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* StorageGRID A|AHIO|A ALESIEE &

SE HIO|Z 4~(H|0O|Z 2t0|E2{2|7 3REl= BR)
8. TSM MHOA C|AT AEE|X| 22 MAHELICH TSM MHQ| 22| 240N £ LTILICH
define stgpool_SGWSDiskPool DISK DESCRIPTION=DESCRIPTION_maxsize=_maximum_file_size
nextstgpool=SGWSTapePool _highmig=_percent_high lowmig=_percent_low'&L|Ct

" 'SGWSDiskPool 2 017H0| = E2) LIAZ & OIS ULICE OIZ0| TSMOA of2fets T2 FA1E 4
9 |23 AER|X| 9| 0|52 MeEfE 4 QUBLICH

[

oo
ot
rir

° 'description'2 'query stgpool' HHS AF25I0] TSM MHO| EA|E & U= AEZ|X| ZEof st dHULICE,
of: "of7t0|E2 L EQo| HL C|AT AEE|X| ™

° 'maximum_file_size'= C|A3 E0f| FHAIE[X] @11 0] 37| 2Lt 2 ZHH|E E|0|Zof| 2IF M= BELICE
'maximum_file_size'S 10GBZ M&Est= Z40| f*'—l':f.

° 'nextstgpool=SGWSTapePool 2 C|A3 AEE|X| Z& O710|E =0 Cis ™| E Ho|Z AEE|X] E2
LIEFRLICE.

° '%_high's CIA3 Z9| LHES H|0|Z E2 00| 12{|0[35t= O] AF8E|= S 2T L. HolH
OrO| 124[0]F0] FZA| A ZHE &= UEE '%_high'S 022 AHSt= 20| ZELICE

° '%_low E|O|Z E 22| 0}0|12f|0| 80| BX|E|= 2tS SHEYLICH /23 E22 X2 '_ percent_low_'S
02 = &Fs= 20| Z5LIL.

9. TSM MHOIM CIAZ 2F(E= 28)2 MMSte ClA3 Fof| et}
Define volume_SGWSDiskPool__volume_name_formatsize=size'

° 'SGWSDiskPool (=) ClA3 Z o|2Q]L|Ct.

° 'VOLUME_NAME'E(=) HIO| T M&E &=H|5H7| /6 CIAT E2| LHEES M= TSM AMH 2| 28 2/ X|(0:
'var/local/arc/stage6.dsm")0i| CHet HA| HZIL|CT,

° 'size'= C|A3 259| A7|(MB)YL|C}.

OlE S0, Cl23 2O ARMXI LU HO|ZE R E th C[23 E5S WHsHH E|o|Z =82 0]
200GB2! 2% 37| 2t2 2000002 = HH %”—| Ct.
2L} TSM ME7LCIAS E9| 2} 280 & = ALE2 M A2 37[9| o7 LjA3 =§S WHst= A0
ZELILCE O|E S0 H|O|Z 2 7[7t 250GB2! % 22t 10GB(10000)2| 27| 2 25712| C|A3 =&S
ddgtct.

TSM M= CIA3 SEQ| LI E2|0f| SZHE AFH 2Pt} 2t=sh= o AlZHo] 23 4= JAELICH200GB

CIA3 289| 22 3412t 014)).

O7tolE ==0f| A MZHEl HIO|E o]l CHal TSM 22| 2eHA S A5t =9l M S Holst
CIS O] =O[Ql HMZS AESIEE L EE SEdlof L.

TSM(Tivoli Storage Manager)2| O}7}0|E = =0j CHSt 22I0|HE %*27} TFRE|H OPFIOIE L=
() Z=AR0)M lZ2i7t 42 & UL of7to|2 20| ZatoltE ALBR 0|2 /2te 7t Bt x|
OIE 2 TSM At{7} AIE|Of QI=X| SHoIBH|C},

OF7I0|E LEE ALESIHLE 7|&E LEE HUO|0|ESH| I3l TSM AHof| tEE SE i MAXNUMMP OH7f HE
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'HM M E TSM-E0[Q! B
Define mgmtd class TSM-domain standard_default_'/L|C}
'default= HHES| 7|2 22| FefAQIL|CH

3. MAES AERX| 20l FHI| O ES MARLICH = (et £0):

[ o o —\ =

define copygroup TSM-domain standard_default_type=archive destination=SGWSDiskPool retinit=event
retmin=0 retver=0"&L|C}

Ot7t0|E LEQ| 7|2 22| EeiA = 'default U LICH ¥XH Archive NodeO|M AtESH= EE S22 BHASH| 2|6l
'retinit’, 'retmin’, 'reTver' 2t0| MEHE| A &L|C}

0| HM A E retinit=create 2 A&} X| O}AA| 2. retinit=createS A SIH TSM A{H{0f| A
ZHIXE H|HSt= O] 2= O|HIETJ AF2 X2 2 OtF10|E L E7F 2HIXE AH|SH| Rt
KpctetL|Ct,

©

4. pt2| FHAE 7|2e o= SYPLCt

"defmgmtd_TSM-domain_standard_default_ &g
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