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Object Metadata Lookup

Enter the identifier for any object stored in the gnd to view its metadata.

ldentifier sourceftestobject
Version |D MEJGMkMyQzgtNEYSOCOxMUU3L
(optional)
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System Metadata

Object 1D ATZ2ESEFF-B13F-4905-9E9E-45373FEETDAB
Mame testobject

Container source

Account -1552139138

Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Maodified Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

9957 ivarflocalrangedb/2/p/06/0B/00nMEHS TFbRQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/04/00nMEHS I TFBoW2BICXG%
Raw Metadata

"TYPE"L TCTHI",
"CHND™: "AlZE9GFF-B13F-49@5-9E9E-45373F0ETOAE,
"HAME™; “testobiect”;
TCEIDT: "exSB2IDEVECTCIBLIG",
"PHED": “FEABAES1-534A-11FA-9FCD-31FFERC3B056",
"PRTH™: “source”,
"META": {

"HASET: {

“"PAWSS: =27,

e
LMS A3 A E 22| RfLict

e

&

S32 ArEgL|ct
SwiftE AESL|Ct
QEHNE KEANMAEZ|X] 28) Hol7} LA SLICE

AEZX| LEQ| 7|2 AEZ|X[= QENE XN&AAZ LIELICH QENE MEA= AEE|X]
=Z0|2tnk gtL|C},

2t AEE|X| LE0f T3t QUAE HEA HEE 2 4 YALICH QEME HBAL LS * > AEK| S * >+
AE2|x| * Ho| | stctoll EAIFILICH.
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Disk devices

Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores

DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =

0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors

0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors




2} AE2|X| 20 THEE AbAISH LIS S HEHE CHS TS sdistiAlL.
LR *>* 2 *>* 02| EZ2X| * 5 Mgt

2. site_ * > *Storage Node * > * LDR * > * Storage * > * Overview * > * Main * 2 MEi&L|C},

Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online

Storage State - Cumrent Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Total Usable Space (Percent) 96.534 % g
Total Dats 594 KB i

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratdeved 0 |
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GB 96.4 GB [ 994 KB Hoe 0.001 % No Errors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Errors ]
0002 107 GB 107 GB 08 ™0B  W0% No Erors e

Hoio| S0 wef 222X 2F2| o7t AE2[X| HEf EE= QEME KME 2 HEHO| chot gl HIE -
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S| 71502 2eisiof FLICH Wt A9 - 14 * YO 0|SH0| A22IX| LEE §7| HE AE= Hix/stol
StorageGRID A|AEIO| 2| FMA| 212 ZH|sH= SOt C|0|E| ZMoj| AFRE 4 QIEE #fL|C}
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27 9 {x) 22|

WA FEEE eelgt|ct
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Object existence check

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on
these volumes.

If you have guestions about running object existence check, contact technical support.

Active job Job history
Status: Accepted Consistency control @: All
Job IDx 2334602652907829302 Start time @: 2021-11-10 14:43:02 MST
i Mls:n‘g ob|cct coui‘c‘-s‘t‘:i‘crccted. 0 0 I Elapsed time @:

Progress: 0% Estimated time to completion @:
Volumes Details
Selected node 2= Selected storage volumes Site =
DC1-51 0,1,2 Data Center 1
DC1-52 0,1,2 Data Center 1
DC1-53 0,1,2 Data Center 1
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LICt =9 =X|7} HROHK| S5 LIC).
f
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311 * Objects Lost * A7t EB|HE|X| g2 A2 F2E BE SAE2
ohet 242

° ZX|E =2kl K| AHZO] 0L} 3
NAEIOIM ERE| A& LICH B2 JHA| ZAH=0l T3t 24FS BHX|SE7| J8) SHESI0) 2H7} SHHE =X
stolgti|ct,

" I8 R A A0l 010 A A 24 BR0F SebisIel HOlE| 220l IS B 4

° greps AF2SH0] LLST ZEAF HIA|X] "grep LLST audit_file_name"S Z=&3tH &AM El JHAH| SALES TAFE
& USLCH
O] xH= o HAIt FAFLICH 2AE EHE ZA SLULICHHA AH22| 22 OLST CHAl "LLL ST"E

HAuglL|ct.

xEQI0|| L3t 2123t AO|E fis Zi2ist 32 UM HO|S MeEfst 29 lEtE(0[E URNE U8 oF 355
J|ctel Che SUst 250l A KQlS ChAl Mg |ct
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Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
Delete Search by Job 1D/ node name/ consistency control/ start time Q_ D\ggl_.;;-|\13-1|ez‘|LLz
Nodes (volumes) Missing object Consistency . [ } ]
JobID Stat = -~ e Start t End t -
o ¢ o A - -] copiesdetected @ 7 control - i@ S L e 3 )
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) 0 All 14:43:06 MST
14:43:02 MST
DC1-53 (3 (3 weeks ago)
volumes)
and 7 more
DC1-52 (2
volumes)
- DC1-53(2 2021-11-10
11725651898848823235 ; 2021-11-10
i Completed volumes) Q Strong-site 14:42:11 MST
(Rerun job) 14:42:10 MST ;
DC1-54 (2 {17 minutes ago)
volumes)
and 4 more
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DC1-S1 (Storage Node) & X
Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retriave (2] Swift ingest and retrieve [7]
18B/s 1B/s
D.800 B/s 0.800B/s
0.600 B/s Mo data 0.600 B/s Mo data
0400 B/s 0,400 B/s
0.200B/s 0.200 B/s
0B/s 0Bfs
1510 15:20 15:30 1540 15:50 16:00 1510 1520 1530 15:40 15:50 1600
Object counts
Total objects: @ 0
[ Lost objects: @ 1 |'Il 1
S3 buckets and Swift containers: @ 2
4. 22| =0 ZEAF 230 HM|ASH * Objects Lost * Z1E E2|73t J4H|2] 1R AEXHUUID)E &elgL|Ct.

a. J2|= o 2aQlstL|Ct.

i. ssh admin@grid_node_ip

ii. "passwords.txt" It0f| LIZE
ii. 2EZ Metste{™ Ctg HHE2
L

o
V. "passwords.txt" IH0]| LIS &l

Ao S LHYLICH REZ ZOQI5IH TEIET}'$'0I|M 42 HHELICE

b. ZtAt 237} Q= CIAER|Z HABILICE "ed /var/local/audit/export/"S 12 stL|Ct

C. grep= AF810] OLST(Object Lost) ZHAL HIAIX|S Z&8}LIC 'grep OLST AUDIT_FILE_NAME'S

iBLict

d. HiAIX|ofl ZBHE UUID 242 =elet

>Admin:

# grep OLST audit.log

2020-02-12T19:18:54.780426
[AUDT: [CBID(UI64) :0x38186FES3E3C49A5] [UUID(CSTR) :926026C4-00A4-449B~-

AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]
[ATIM(UI64) :1581535134780426] [ATYP(FC32) :OLST] [ANID(UI32) :12448208] [A
MID(FC32) : ILMX] [ATID(UI64) :7729403978647354233]]
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- "ObjectByUUID" HHZ A23I0{ ID(UUID)Z 7HHIE 32 CHS HIO|E{ 7t &0l Xst=X| gtelgtL|Ct,

a. LDR 2&0f HM|ASEI2{H localhost 140201 TelnetES AFREILICE.

b. '/proc/OBRP/ObjectByUUID UUID UUID UUID value’E & gtL|C}

O] & = oflof| M= UUID 926026C4-00A4-449B-AC72-BCCA72DD13110| = ZHAI0| S 7He| IX|7t
LI E[0 AELICE.

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "Ox381l86FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFFT7ES59A76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

bo
"CLCO\ (Locations\)": \][



\ {

"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.880569"
\'},
\ |
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

-

r'E

T oilof| A= UUID 926026C4-00A4-449B-AC72-BCCA72DD13110]| QL= FHA|0f Y|%|7} LIZ =] X|
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ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. /proc/OBRP/ObjectByUUIDS| &2 HESI MAS &S AL
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IHHIE RS 4= = FL * Objects Lost * 2| 7H4S CHA| MHs}0]
ZADE X[E £ ASLICH IHM7L gicts A2 K7t el =Xo =
AN EASS LIEFHLICE
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HEE HESHAR EE‘jxi!E HIO|EHE AEE2|X| 2E0 53 SYLICE

* "EAE A ZArOIM AEE CiE &4 E MRS UUIDZE RLO{0F FL|CE.
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Of Zreiof| Chat
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. grepE AH835t0] 0| £

| =E0A A ZT0|M ZHsTh 24| S| XIE HAMELIT.

a. 12| o 2318t

i. ssh admin@grid_node_ip
ii. "passwords.txt" IF0f| LIBEl S E l24BL|Ct.

ii. 2EZ MetstaiE Che Hye YuLc
LS

0

o =
il Y= E UHYLICE FEZ ZOQ06IH TETETJL G0 M # 2 HIE LT,

V. "passwords.txt" It of| Lt

- AP 2DV} U= CIHER| 2 HAELICE 'ed /var/local/audit/export/
. grepE ALE%t0] EIHC 2 &4 K|t 2t El AL HIAXE F&5t10 £3 U= EHLICE ' grep uuid-

valueaudit_file_name > output_file_name ' & {23gtL|C}

of

™ Ch3a 25U

il
uin

Admin: # grep 926026C4-00RA4-449B-AC72-BCCA72DD1311 audit.log >
messages_about lost object.txt

=3 A0 LLST(Location Lost) ZHAt HIA|X|E FZERILICE 'grep LLST
output_file_name'S Y EHL|C}

of

H Ch3a 5L

M
muln

Admin: # grep LLST messages about lost objects.txt
LLST ZAt HIA[X| = o] HZ HIA|X|2t Z&LICH

[AUDT:\ [NOID\ (UI32\) :12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP(FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UI®64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID(UI32) :12448208] [AMID(FC32) :CL
SM]

[ATID(UI64) :7086871083190743409]]

. LLST HIA|X|0| A PCLD ZE2Q} noid ZHEE RH&LICE

PCLD 10| Q= AR w2tz 2x| M| SAH20]| CHSt C|A Q| MM ZZ2ILICE noid 2+ 7HK|IS] SAHES
32 £ Q= LDRQ| LE IDYL|C}

. O LDR =E ID| AEE|X| LEE R&L|CEH

E IDE MESHH AEE|X| LEE F= W= F 7HK|7F AS LI,



* Grid Manager®|A * X[l *>* £ *>* g2|c EEZX| * £ MeiptL|Ct O3 ChS *H|0|E MIE] * >
*AEE|X| LE *>* DR * 2 MEHSIL|C} LDR = E ID= Node Information E|0| 0] Q!&L|C}. 0]
LDRE S AEISH= AEZ|X]| iE: A2 mf7tX] 2 AEE|X| =0 CHSE HEE HESHMAIL.

* J2|=0f Ci$t 27 07| X| S CHREESHD 22 EL|CE g 17| X|0l \docs_directoryZt A &LILCE.
index.html IHA S EH MH 20| ZE J2[E LEQ| B E L E ID7} EA|ELICE

2. ZEAL HIAIX[Of] EAIEl AER|X| L E0f ZHA|7F UEX] 2HOIFL|CE
a. J2|E Lo 2391t
i. ssh admin@grid_node_ip' H&E S Isict
ii. "passwords.txt" IOl LIBE S E 2ABL|CE
ii. REZ Metsiz{H s HES LHPLICH
V. "passwords.txt" IOl LIGE 2= E ={efL|Ct.
FEZ 2I0I5tH TETE 71 '$'0l| M '#'2 HFRLICE

1. N9l o AZ Tt QUeX| =olstL|Ct,

ZH|o] I HZ0f| LLST ZHAF HIAIXIQ] PCLD Zt2 AHRSLC,

—

OlE S0 Ch32 YEYL L)

ls '/var/local/rangedb/1/p/17/11/00rHO0%$DkRs&LgA%#3tN6"

* I x B4 2XE O|AH0| T2 H ehat HHOM JHK| Y Z=E H2MZHE [0 PLCt.
* M B=E S = QW AT £HE[O O] BAIE ALESIH ST = |ISLIC 7|& X[3 2o
FOSHYAIL.

* JHH| BE7H LAHEH THAE AL TIHRLICH M| ZE StorageGRID 2 S LICEH HMEl K|S CHA|
StorageGRIDZ S8 4= A &L|Ct

a. N 227} 2AZ|H JHH|E StorageGRIDO| 28l HAA| L.

i St AER|X| LLEO|M StorageGRIDOIA Z2[E = ATE 2H| T2 ARH S HZLICE 'chown
LDR-user: bycast 'file_path_of object"S IZEtL|Ct

i. LDR 2&0f| HNASIAH localhost 14020 Telnet=2 AR EILICE. telnet 0 1402 £ UASHCE

iii. ‘cd/proc/Stor'S ZAEtL|Ct

V. 'Object_found' file_path_of object"S 2istL|Ct

of

i
mujn

of CtgS YLt
Object Found '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tNG"'

+ "Object\_found" HHS A} dE
Mol X[HEl CHE 7t SAHE S THSLICH

mufn

J2|=0f| eICt ED

—

Tlfot
0x
'=
Z
rulo
E
N
ot
2

o QEHE 9%
u]
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PR UNE WE AT 1S} QZECIEl B Bl yElol SRR =0l ANE iy ¢

2I2l B2 UELICH
= 2212l AEZ|X| =E=9| jvar/local/rangedb C|ZIE2|0f| BX|EHL|Ct O3 CHS Mo iU AZE
f%5f0=| 'Object\_found' @d S MATILICE.

° JHHIS 2T 4 9O M "Object\ found" HZ0| AIYSILIC} 7|& K| 20| 22SHAA|L.

° JHH|7} StorageGRIDZ S#E[H g3 HIAIX| 7} LIEFELICE O E S ChE2t 25 LIC

= =

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tN6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

THAIE Al TIRABLICH M FIX7F HE = A=A el gL

= |

i ZiK|7} StorageGRIDO| 83HO 2 S1E|UCH M X|7 MM E|J=X] =olEL|Ct
A. 'cd/proc/OBRP’S 2stC}
B. 'ObjectByUUID_value'S 2J2{stL|c}

CH2 00| A= UUID 926026C4-00A4-449B-AC72-BCCA72DD13110| = JHA|Q| k|7t & 7HX|Q S 20 FL|C}.

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",

"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME" : "cats",

"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-ACBBR00BRB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",

"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)™: "5242880",

"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7/ES59A76731EGEAFS5E",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",
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"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
b
"CMSM": {
"LATM (Object last access time)": "2020-02-12T719:16:10.983000"
b
"AWS3": {
"LOCC": "us-east-1"

Yo
"CLCO\ (Locations\)": \[

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1la\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"
\'},
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

1. LDR 2&0|A Z30F2EtL|C}. 'exit 2 T BL|Ct

a. #2| 20| A o] Z4Aofl CHel ORLM ZAL B AIX|Of| Chet ZAF 235 HAMSIH ILM(ZE =3 37| £2])0]
2o met SHE=ES HHAIY=X] 2ARfLct.

2. J2|E LEo| 2alstL|Ct,

a. ssh admin@grid_node_ip' &
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b. "passwords.txt" T+A0]| Lt El

c. REZ M3tslz{H 2 HHY
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d. "passwords.txt" I}Y0l| LIEE LSS LHEYLICE REZ 2OQISHH TETETL'$'0|A w2 HPEL|CH
3. ZAt 27t Q= CIAMEZ| 2 HZAELICE 'ed /var/local/audit/export/'
2

4. grepE AHESI0] JHA|2F 2 El ZAF HIAX|E £3 THUo]| ERLICE ' grep uuid-valueaudit_file_name >
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output_file_name ' 2 YBLIC}

o

Il
mun

H Ch3 1 25l

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages_about restored object.txt

5. grepE AR50 0] £ mA0j|A ORLM(Object Rules MET) ZtAF HIA|X|S ZZE8tLICE 'grep ORLM
output_file_name'S Y TLICH

Admin: # grep ORLM messages_ about restored object.txt

ORLM ZAF HIA|X|= 0] HE HIAIX|2t Z&LICt.

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) : "Make 2 Copies"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATYP (FC32) : ORLM] [ATIM(UI64) :15633982306
691]

[ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

6. ZAL IAIX|Ol M Locs HEE R&LICH

Ql= A2 Locs®| CLDI 242 = D 2 ZiK| 2X|20| M4E 25 DYLIC 0] HIAIK|S ILMO] I*REIO*OEH
Qa|S0] £ S0l 5 JHol K| ZAHZO| MHERSS LIEFHLICE . ale BRlXtolM A4 HHHIS| 4
XA EetLCt,
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SSTS(Storage Status) 22 AEZ|X| LEQ| IE ZF0|M AR 7}

%5._ S| Yol AEE|XK| 2F AZE 97|

ML HiZARL|(* configuration * > * System * > * Storage options *)2| Zf Ol2i 2 Ho{X|H 2! 2f|Hof| A
E2|A gLt

Storage Options Overview

Updated: 2018-10-00 13:00:30 MOT
Object Segmentation
Description Settings
Segmentation Enabled
Maximum Segment Size 1GB
Storage Watermarks
Description Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5 GB
Metadata Reserved Space 3,000 GB

OlE E0{ AEZ|X| 28 2L E 97| ME E{0t37} 7|2212 10GBE HA &[0 Tt JPEELICEH AER|X] L E9|
Zt AEE|X| 250 AL 753 27t0] 10GB 0|20l A SSTS 20| EB|AHEIL|CE 20| AR JHsst 2710
10GB 0| 4¢Ql 2 A&0| E2|AHL|X| t&LCt.

(=]

SSTS 2&0| E2|HE F2 LhS tHAoll w2t 2/ ot 2 ofshe 4= JASLICE

= T M
EHA|

TR > > > LHEIAA) * > * WA 22t S MEdgL|Ct

O

2. Service(MH|A) HoilM SSTS L2tut 2HHAE HIO[E| MIE], & 9 MH|AS MEHSLICE

y — X

J2|= EZZX| HO|X| 7t LIEFE LI Alarms(2E) B0l = MBSt - =9F MH| A0 CHot 2 220 EA|EL|CH

=0 =2

| Overview I Alarms k' Reports || Configuration

| Main History

' Alarms: LDR (DC1-S3-101-195) - Storage

Updated: 2019-10-09 12:52:43 MDT

Wﬂ! erity -Aﬂlm ite. cription ~Alarm Time: Trigger Value  Current Value Acknowl
tnsuﬂimerﬁ Free 2013-10-09 Insufficient Free  Insufficient Free
-
=8 e 0010 (SO0 BEANUS) g0 124251 MDT  Space Space L
: SAVP (Total Usable Space 20189-10-09
Jw (Percent)) Uier 103 12:43:21 MDT Bk T8 %

W_-____—
Apply Changes .

0| oi|of| M= SSTS(Storage Status) L&t SAVP(Total Usable Space(Percent)) 22H0| 5 Notice 2| 0f| A
Eg[AHEA}ASLICE.
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UHIMOZ SSTS YTt SAVP &2 Hel &
HHZ 2| A (GB)2t SAVP 2t MM (WEE)of w2t L2t L|Ct.

=

Alof| E2[AE[X]2t

T YO ES|AHE =X B E

=
ot

ME 7ts

S EXYLICHL

a1z
o

ol ol M= & 7+
AlZtofl s RiLICt.

7+0] 12:0001| 2f 155GBOf|A 12:350] 20GB= &4

2O,

O|= SSTS & 0| E2[AHE

L MR|2 ALS JHsEh B7HS BOlst2B * LDR * > * AE2|X| > * HHQ * B MESID & AE TH5 3t BTHSTAS)
EYSE=2 7:I-A|__||:|.
To= X-d .
| Overview '|| Alarms Reporis - Configuration
Main
b Overview: LDR (DC1-S1-101-193) - Storage
Updsted: 2018-10-08 12:51:07 MOT
Storage Siate - Desired Online =
Siorage State - Current Read-only =
Storage Status Insufficient Free Space =
Utilization
Total Space: 164 GB_ B
{Total Usable Space: _ 19.6 GB B
Total Usable Space (Percent): 1937 % HS
Total Data; 135 GB B
Total Data (Percent): 84 567 % B
Replication
Block Reads: 0 |
Block Writes: 2,279,881 £l
Objects Retrieved 0 o |
Objects Committed: 88,8682 £l
Objects Deleted: 16 =
Delete Service State: Enabled =
Object Store Volumes
D Total (Available  Replicated Data ECData Stored (%) Health
ooog 547 GB 293 GB 462 GB 0B 0o 84.486 % Mo Errors =
0001 547 GB 832 GB | 463 GB mo0B fH 84644 % Mo Errors =29
000z 547 GB 836 GB | 463 GB EoB F5 84.57 % Mo Errors B
o] oiloilA= O] AEE|X| .LLE2| 164GB 57t & 19.6GBTH ALY - UASLICH & U2 M 7He QEME MF A
50!l Choli * AFE Zhset * 2l SAIILICE Ml 7Hel AER[X] 25 2t2{0] AL 7f%§ S710] 10GBEL} £H7|
HZ0fl SSTS Y& 0| E2| A& ASLICE
- AZtol XIEfof| w2t AE2|X|7F oA AL | A=X] O35t H * Reports * B S =5t X[t R A2 S¢t &
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Owverview _f Alarms | Reports || Configuration |

Charis Text

Reports (Charts): LDR (DC1-51-101-193) - Storage

Ny MOIMMIDD HHMMSS
Attribute: | Total Usable Space v | Vertical Scaling:  #/ Start Dale: 2019/10/09 12:00:00

Cuick Query. | Custom Quary v | Update |  RawData =2 EndDate: 2019/10/09 13-10:33 |

Total Usable Space (GB) vs Time
2015-10-0% 12:00:00 MDT to 2018-10-08 13:10:33 MDT
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Owverview _f Alarms | Reports || Configuration |

Charis Text

o Reports (Charts): LDR (DC1-S1-101-193) - Storage

VY Y VMDD HHMANSS
Attribute: | Total Usable Space {F’ercenl} T | Vertical Scaling: |« Start Dale: | 2019/1 []mg 12:00:00

Quick Query: | Custom Query M | Update | RawData: =l EndDater 2019/10/09 13-10:33

Total Usable Space (Percent) (%) vs Time
2015-10-0% 12:00:00 MDT to 2019-10-08 13:10:33 MDT

2 100

- Su__

)

rird a0+

[

S 70+

1K)
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¥}

@ 504

&

P 404

A

m 30+

=
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-

(] v

= 10+ I I I I [ [ I
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Time (minutes)

o

2o mfet £ S 2E2|X| 8-S FIHHLICH StorageGRID A2 2HE,

A AE2|X| =8 2|5t W tiet BXh= & HESHIAIL StorageGRID 22| &,

SAE MH| A HAIX] HE ZH B (SMTT £F)

SHE MH|A HAIX|IZLEOIHE +8Y + Sl M2 MEE 22 J2|= 22|XHo| A
SMTT(Total Events) 227t E2|AHEL|CE.

o] Ztedof| chst

OlE 50 HZE Sx = LT HAXIE FHE AEZQIER MES £ gl2t: S3 HE|ME YEE0 43¢ ¢
UELICt E= HIEFH|O|E{ 7} L‘i':' 21 A2 CloudMirror SH|0]| CHSt HIA|X|E HHE SR 2E & USLICH

SMTT Zhofl= L&lo| Muist Orx|2f ZHH| ol CHSH 'bucket-name object key Ol CHet L2IS AHIAISHK| 2 &L|Ct

'2h= OFX[2} O|HIE T AIX| 7 ZEHEIL|Ct.

X

O|Hl E H|A|X|:= '/var/localllog/bycast-errlog' 23 DA = LIZEIL|CH & RESHUAIR 20 Tpd &

SUE MH|A 25| S Z0i chet XtMist 82 £ EXSHY AR StorageGRID 22| X|&. 2ot R X AFLICH
HIEE 22X M B =0 HM AT ZEHE MH[A QFE ClHZsHH

n

A
1. ZEE H2{H * nodes * > *site * > *GRID node * > * Events * £ MEHSIL|C},
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2. E|O|Z &Ctol OpX|ak O|HIE H 7|
O|#HIE H|A|X|= '/var/localllog/bycast-err.log’0ll = LI ElL|C},

SMTT & LHE20| MISE X|E 2 et 2HE SHESHUAIL.
Reset event counts * £ MEHSHL|CY

SAE MH[A HAX|ZF HEEIX] @42 M E HIHEO| ZELICH

.07.0":5.00

B EO| A 7HA[2| HIEtCIOIE = Bl 1S HOI0|EStY Hulet =X = LES EE[HSH=E X| AL Ct.
HEIH[O|E 2X|S SZ=LICt

2| ZES +Aoto] HIEIHO[E 2X2| HelS 2ele 4= ASLIC.

HIELE|O|E] & AEE|X| H1 ZH|E siZRL(Ct

HIEIEIO|E] AE2|X| BE * ADJ} E2| &S Al AE2|X| EE X7f8Hof Sh|Ct

* E AE83H0 O2|= 2| xfof] 2alslof LT X e = 2 HEteA.

StorageGRID= 2t AE2|X| =Eo| 28 00] 744l HIEEIOIEIS 913t AMS oFo] B7HS oflorst
ollof 27f0lata 3t oi7lofl= @ =FIE HlEH|0| (525l HIEH|O|E 2Zhol SISl 22t g
S B4 CIOIEHOIA Aelol st Brtoz MSAIELICE SS5l WO S48 TH oure SuE
zhafeict.
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Volume 0

Object space

[ Space required for
database
operations and
future upgrades
Actual
reserved
space for
metadata
Allowed
metadata space

QU E HEIH|O|E{ 7} HIEICO|E{0]| S{&E Sk 100% Ol&S AH|SHH CIO|E{H|0| A 0] HEH O HAHL(X|
FtsYLICH ZE AER[X] Eof ZiK| HIEHH|O|E 232 ZLIHZLICH @RIt gdsty| Moj| 0/2] oFstn 3
UALE TEL|CE

StorageGRID= CH2 Prometheus HIEEIE AFE5I0 | &&|= H|EIH|O|E S7te| HA| 822 SH LT

storagegrid storage utilization metadata bytes/storagegrid storage utiliza
tion metadata allowed bytes

O| Prometheus E2140| EX A 20| =ESHH * Low metadata storage * 2117 E2[HEL|Ct
* * Minor * : ZHX| HEtH|O|E{ 7} 51 El HIEIH|O|E] 72| 70% O &S AL JASLICE 7tsth Wa| A AE2|X]|
L EE FIIsl{of gLt
* * Major *: L EHM E H|EIH|O|E{= S| & & HIEIH|O|E SZH2 90% 0|4 ALSELICE M AEE|X| mEE FA
Z=7tsifof gfL|ct,

QuHE HEfE|0lEf7} S|BE HIEHIO|E] B2H0] 90% OIAHS ALSRHE B A0 2t
() ENEUC 0] 2Tt LB M ASE|X| E2 BA| S7KH0} B QEHE
HEtEOlE{0A 518l Z7H0] 100% 0|42 ABSHES 5884 o ELCt
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* * Critical *: 2 EH| E HEIH|O|E|= 5| EEl HIEIH|O|E SZHS 100% 0|4 AFS3tH & H|O|E{H|0] A Z o
st 7S AF8SHT| AIRELIC A QERE =FS SXI6H0f 5t A 2 E2|X| E:EE ZA| Z=718f{of BhL|C

CHZ Ol QEHE D1IEH3|0|E1% 5 8E|:= HIEIHIO|E 32t2] 100% O] &S AFEEILICE O|= HzEX 2
HIO[EH[O] A %R 8l @7 E XeiE & U= d&eh dEYLCt

The following Storage Nodes are using more than 90% of the space allowed for object metadata:

Node % Used Used Allowed
DC1-52-227 104.51% 6.73 GB 6.44 GB
DC1-53-228 104.36% 6.72 GB 6.44 GB
DC2-52-233 104.20% 6.71 GB 6.44 GB
DC1-51-226 104.20% 6.71 GB 6.44 GB
DC2-53-234 103.43% 6.66 GB 6.44 GB

Undesirable results can occur if object metadata uses more than 100% of the allowed space. You must add new Storage Nodes immediately or contact support.

@ £ 09| 37|7} Metadata Reserved Space Storage Option(0l|: H|2& 2tA) =Lt 22 AL * Low
Metadata Storage * 20| CHgt AlAto| 2 =te o~ QUSLICE

1. alerts * > * current * S MEAEIL|C},
A1 HO|M * Low metadata storage * 22 152 &St HRtt 42 Hels 8 2105 MEHSLICE

B3 st dRoM MR HEE HE-LICH

> w0 D

Major EE= Critical * Low Metadata Storage * ¥20| E2|HE 2R &EHE S0 AEZ|X| LEE FA|
Zte Ef.

StorageGRIDE 2= QEH E HIEIL|O[E{2] TH| SAH=S 2 AO|E0]| RX|StEZ HA|

J2| =9 HIEtH|olE 32 7He ZH2 AFO|E2| HIEH|O|E &2l 2/sl XMetElL|Ct o AHO|E0||
HIEIH[O|E] 82 F7I0H0F ot R0 = EREYLICHCHE AMO|ES 2E LD SS9
AEEX| LEJ|E

©

&S AT = StorageGRIDE 7|E QEHME HEIH|OEE M LEZ ME4sto] J2| =9 FH| H|EIH|0|E
g22F2 SZL|Ct AF2X} 20| B Q38HX| U&LICt Low metadata storage * 22!10| X[ EIL|C}.

MH|A: AMEH - Cassandra(SVST) 22 2X|E SHZEL|Ct

MH|A: Elf - Cassandra(SVST) €22 AEE|X| L E0] CHSt Cassandra Cl|O|E{H[O| A S R -dsl{or & = JUASS
LIEFHL|CE Cassandra= StorageGRID2| HEH|O|E| MEAZ At EIL|CE,

Lt %
* 2 AFg3t0] 8|S Bt ZOoleoF BLICH Kl2lE| s B 2ate X
* S oA Hsto| Qlofof BLict

* "passwords.txt" I} 0| RL0{OF BFL|C},

Of ZhHofl CHaH

CassandraZt 15 0|4 SX|(0: AE2|X| =E M0| HAY Ues HR)Q B2, =ETHCHA| 93f°| AER T} = ol
CassandraZt A|ZtE|X| QEL|CEH HEFS = DDS MH|AE 2|3l Cassandra D|O|E{H|0| A S R =6{OF SHL|Ct.
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JtsgLct ZIE REREIE e a2 = dxl HEjo thet 7t YEE HsLIth

o

(D Cassandra H|O|E{H|O|A AH|AT} 15 O|& BEHE AL, 7| K& Eof| 29| 5t CtS HHAIE
TSR] O AL,

ThA|
T X *>* 2 *>> 2|2 EEZX| * E MEfFL|Ct
2. ZHE HA|st2{H *Site * > *Storage Node * > * SSM * > * Services * > * Alarms * > * Main * 2 MEHEIL|C},

Of oflofl M= SVST &&0| EE[HEIISS 20| FLIC

_ ﬂ’__mi“.’_..l. Alarms | Reports | Configuration
eain Histary
* Alarms: SSM (DC1-S3) - Services
Updated: Z0%4-0814 1628036 POT
?umsmmmm mmﬂ,‘.‘“‘ 14 14828 hot Running  NotRunning -

SSM MH|A 7|2 H|0|X|0|= CassandraZt ASHE| 1 QUX| L&LICE

| Overview i Alarms | Reports | Configuration |
| Main

Overview: SSM (DC2-5S1) - Services

Updated: 2017-03-30 02:53.52 MDT

Cperating System Linuzx
3.16.0-4-amd64

Services

Account Service 10.4.0-20161224.0333.803cd91 Running B & 7 E90002% B 12MB [
ﬁ’;&’;‘““‘”e Domain Controller 414 4 0.20170329.0039.8800c ae Running 5§ @) 52 T90.14% 9631 MB

46.12-1.byc 0- Not =

Cassania 20170308.0109.ba3598a R B © 0 | H0% 98 B
Content Management System (CMS)  10.4.0-20170220. 1346 1a76aed Running 25§ &) 18 59 0.055 % §520.6 MB 5
Distributed Data Store (DDS) 10.4.0-20170329.0039.8800c ae Running & &) 104 £91.301 % 5976 MB E
Identity Service 10.4.0-20170203 2038 a457d45 Running 2% 6 0% @875MB E
Keystone Service 10.4.0-20170104.1815 6252138 Running B{® 5 B§0% 777 MB
Local Distribution Router (LDR) 10.4.0-20170329.0039.8800c 2e Running 5 &) 109 590.218 % 9§96 MB 5
Server Manager 10.4.0-20170306.2303.9645 af Running 25 & 4 $9358% 9191 MB [

3. AEZ|X| =E0{|A CassandraS CHA| A[ZfRLICE
a. J2|E =0 2algfL|C},
i. ssh admin@grid_node_ip' &S Q2stct
L

. "passwords.txt" IFU0f| LIFE 2 E A= fL|C
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iii. LEZ Metsi2{M Chg HE S YHPLICH
V. "passwords.txt" IIU0]| LIEE AT E USLICE REE 2OQI6HH TEITETL'$0|M '#'=E HRgL|Ct,
b. '/etc/init.d/cassandra status'S = ELICt
C. CassandraZt A3 UX| %4 OM™ etc/init.d/cassandra restart'’S CA| A|ZtgtL|Ct

4. CassandraZ} CHA| A|RHE|X] kO™ CassandraZt €0t S0 SEHE|Y=X| 2HQITIL|CE CassandraZl 15 0] A
FHEl A2 Cassandra H|O|E{H|O| A S KA sHOF BrL|C.

f L

@ Cassandra Cl|O|E{H|O] & MH[AT} = JH Ol STEE 32 7= K™ Holl 22| 5t¢ Lt HAE
TS| OHYAL.

Cassandra®| 715 SX| A|Zt2 XIEE ZHMSI7Lt servermanager.log IS AESHY golgt 4= QUELICE,

5. Cassandra X[E BtE7|:

a X[*>*f*>* 02| EZZX| * & MEBILICE O3 CHS *Site * > *Storage Node * > * SSM * > *
Services * > * Reports * > * Charts * S ME{BtL|C}.

b. Attribute * > * Service:Status-Cassandra * S MEHSIL|C}.
C. A=t~ of CHol A St 16 O| ™| HME UHTILICH Z= Mt * of X SME UH LT
d. Update * & S=IgLICE

€. XLEO|| CassandraZl 15 O| A CH2El A9 2 HA|E|H Cassandra HIO|E{H|O|A S T FSEILICE

CtS XtE o|A|0f| A= CassandraZl |2 17¢ St SHEUSS 20 FLICE
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Reports

\ | 5
\ Configuration

Repoerts (Charts): SSM (DC1-S3) - Services

. O MDD HE M S5
Attribute: | Semnices: Status - Cassandra j ertical Scaling: [ Start Date: |2[}1M[]?;1.—.1. 16:49-3B
Quek Query: | Last Marth =] _Update | Rewpaw End Date: [2014/08/14 16-49.38

Services: Status - Cassandravs Time
2014-07-14 164538 PDT 10 2014-05-14 15:45.35 FDT
Running
Mot Running - } } t } 1 + t L
Jul 15 Jul 15 Jul 22 Jul 27 Jul 21 Aug 4 Aug 2 Aug lz
Time (days)

1. AE2|X| ==0{| A servermanager.log ItY S HAESIEH ™ Ct2S 3l stL|Ct,
a. J2|E Lo 2aQI%HL|C},

i. ssh admin@grid_node _ip'
ii. "passwords.txt" I+0i| LtE
ii. REZ Metsi2{H O Ha
V. "passwords.txt" T+0j| LtE

ZEZH'$OIM '# =2 HFRL|CE
b. 'cat/var/local/log/ServerManager.log’

servermanager.log It 2| LI E0| EA|ELIC}.

CassandraZt 15 0|4 SEHEl AL servermanager.log IHL 0| CHS HIA|X|7F EA|EILICE.
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errors and attacks are usually tempaorary, 50 this page will probably work later.

Aot M QIZME QId 20| BTHE(X| == SHH A QIS M7t 2 ot=E of * Management Interface * &
MH Q1B M Dtz 2AZlo| E2|AELCE

22 Prometheus S0l 220|HE QBN E ALE8t= S StorageGRID 22| QIE{H|0|A 2B A = S20[¢HE

QABNE QIsf QIFN RET} BT 2 JSLICE 1S HOIXI0| FHE * B20I1E 15 A B2 * Pk
S810|o1E QIEMH 2 Bl uf E2 AL,

A
OHRE| QIS AO] CHE AT A2US WS A2 AIFA S M0 AHABILICE T4 * > * o+ > QIFA * 2 Meyst
Che &ES SN HS MeistC
1. QIZAe| R 7|72 BOIFLICE + UK B BN U S3 = Swift 220|AE L 39820| = R 7|7H0)
o= QIENE S24otx| gLict
2. AIBM7H UREIYALL 2 BIZE OIFOIE A AIBME YZESALE YA BT,

= o A
£ HZH AR Grid Manager & HIHE 22| Xtof| Chet AF2 XL X|H MH 215 A

o

° SCIO|YUE ABMO| L of TS HZESHIAR SE0[HE IS M 4.
3. MH QIEM 279 ZR L2 88 F otLt E= ZFE Alzd HHAIL.

° 21Z A2 SAN(Subject Alternative Name)O| A{2{X| 11 SANO| HZ& FQl LE9| IP FA = SAE 0|E3
LKX|St=X| golgfL|ct.

—lI_I:I

51



https://docs.netapp.com/ko-kr/storagegrid-116/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ko-kr/storagegrid-116/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ko-kr/storagegrid-116/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ko-kr/storagegrid-116/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ko-kr/storagegrid-116/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ko-kr/storagegrid-116/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ko-kr/storagegrid-116/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-administrator-client-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-administrator-client-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-administrator-client-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-administrator-client-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-administrator-client-certificates.html

o HQl 0|52 AFE38H0] StorageGRIDV| HZstH= EL:
. A& ERE ZAISA Grid Manager0ll HM[ASI2{™ TH|Q! 0| & CHAl 22| =E9| IP FAE UAHBILICE
i. 22| Z2|XIof|A] * A * > * HQb* > * 01BN * E MEfSI CHZ ME S QIF A HE MEHSIL|CH MY

2|
AEXFX[E ASME EX[StAHL 7I% ASME Z|& AFE-LICE

iii. StorageGRID Zt2|0]| CHE XA 2 o THAHE FHZSHUAIL Grid Manager %! H'HE 22| X1of| CHEE A2 X}
XE MH BN 7

2| = S ArEAL QB[ 0| A ZXIE SHZRLICH

M

t2| ..E 8l StorageGRID AFEAt QIE{H[0] A2} A ZH|Q| # Q1S mietst= o =Z0|
o

R MK ZEE e = ASL

in
rr

202 2F ZH 8i&E
StorageGRID 22| .LLE0f| 2101 nf @ F 7t Wlst= Z< ID HE0|M +4, HESRIZ E= StEQof 22X, 22|
L= MH|A B B HEE AEZ|X| =9| Cassandra D|O|E{H|O] A 22 2H|[7} A|ARI0]| EhASr 4= QI&L|CE,
Uest A

* "passwords.txt" It 0| L0{OF BFL|Ct,

* EF AN A HBHO| QLO{OF THL|LCE,
o] Ztedof| chat
2| =0 230lst 0 g uf CHE @F HAIX|7t LIEILHH CFS 2X| 82 X[E S AFESHYAIL.

O] A|"of gt #lste| XtH ZHO| FESHK| RSLICH CHA| A|Z8HM AR

* "MH[A AIEFDHY| B

* LR M QF. MHO| QRIF 2t RES Y
K& 2Mof| 25t AL

* Mt SME = QUELICH HO|X|S THA| 2E3H= 5.

£Q

SLICE CHAl A|=3HY AR, 2RI RISEH T|=

A
1. 102 & 7|CHel = CHA| 232I5HM|R.

LFEIASCE AKX H2H LhF THAHZ o] STHLICE

2. StorageGRID A|ARI0] = O|Ate| #E| LET} Qs 22 CHE 22| LE0A d2[E tz|xtof 23212

AESHMAI2.
s ROOIE 4 QlE R OAIEE % * =¥ 97+ U KE * SMS ASslo] 2R dlolg ol 4
gLt
=] .

£Q
rir
X

° HE|R} L ETF SHLEEO|ALE TS| 2Oole 5 42 L= = oS -UCE
3. 9| StER0{7F QI ateIQIX| =tQlBtL|Ct,

4. StorageGRID A|AEI0|A SSO(Single Sign-On)7t &4%tEl 2L StorageGRID #2| X|&0j 2t SSO(Single
Sign-On) 74 EHAIE EZsHA|2.

52


https://docs.netapp.com/ko-kr/storagegrid-116/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ko-kr/storagegrid-116/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ko-kr/storagegrid-116/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ko-kr/storagegrid-116/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ko-kr/storagegrid-116/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ko-kr/storagegrid-116/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ko-kr/storagegrid-116/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ko-kr/storagegrid-116/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate

ZHE iZstH T 22| 0] Tl SSOE LAIXo = H|g

() ssovteustel Z2 NptE EES ALgSlel 21918 4 YIBLICH EE 4432 ALSOF BILICH
S Z01 70| St AXI0 SoH=X| oIBHLICt.

S AEX AZO| 2SR = B2 22| = 22| X0 root 2t Z

22 22 AEXE 20,

= MO AL H L+ THAIZ O] SFLIC.
6. SSH(Secure Shell)E AF83t0{ 2t2[X} =0 2 QIS T,

a. ssh admin@Admin_Node_|P' EZ0f
b. "passwords.ixt" IL0f| L}FE A4S E
c. REE Metsl2{H Lt BES

o= e =
d. "passwords.txt" It 0]l LIZE 2= E U=detL|Ct.
ZER ZOQISH TETETJ'$'H|A '#' =2 HIRL|CT

7. J2|E L EO0|M M Q1 B E MH|AQ| MENE ‘toragegrid-status’ 2 SL|Ct

NMS, mi, nginx % 22| APl MH|AT} 2= Al FOIX| holghL|ct,

=g

M| A HEf7F HFEH Z20| FA| GO0 EELICE

53



$ storagegrid-status

Host Name 99-211

IP Address 10.96.99.211

Operating System Kernel 4.19.0 Verified
Operating System Environment Debian 10.1 Verified
StorageGRID Webscale Release 11.4.0 Verified
Networking Verified
Storage Subsystem Verified
Database Engine 5.5.9999+default Running
Network Monitoring 11.4.0 Running
Time Synchronization 1:4.2.8pl0+dfsg Running
ams 11.4.0 Running
cmn 11.4.0 Running
nms 11.4.0 Running
ssm 11.4.0 Running
mi 11.4.0 Running
dynip 11.4.0 Running
nginx 1.10.3 Running
tomcat 9.0.27 Running
grafana 6.4.3 Running
mgmt api 11.4.0 Running
prometheus 11.4.0 Running
persistence 11.4.0 Running
ade exporter 11.4.0 Running
alertmanager 11.4.0 Running
attrDownPurge 11.4.0 Running
attrDownSampl 11.4.0 Running
attrDownSamp2 11.4.0 Running
node exporter 0.17.0+ds Running
sg snmp agent 11.4.0 Running

8. nginx-GW AMH| AT} “#service nginx-GW status'S &3 FOIX| &tolstrt
9.  EI1 2Tl lumberjacke AFEELICH. 23 =3 "#/usr/local/sbin/lumberjack.rb"

| & | gttt AR —start & - end lumberjack AT ZE SMS AI2510]
e = JASLICE 0|23 SM0f| cist XEM|et LHE 2 lumberjack-hE AH2SHIAI L.

E{0| 2ol CHet £H2 27 0f7H0|E 7t SALE #IX|S LIEHHLICE.
10. C}e 2IE HEBLICE
o '/var/local/log/bycast.log'
o '/var/local/log/bycast-err.log'

o '/var/local/log/NMS.log'

o " commands.txt'

54



1. 22| ENAM EXE A

el AER[X] ==9 IP

I:IE=|'c'>‘I-

=
XA
_'_

# cat /etc/hosts

mlru s
Aot £Q

rorr

= SILIE MBI AO|EO|AM ADC MH|AS A
AOIEO| HXEl HS Ml 7ol AEZ|X| =EQ

# vi /var/local/gpt-data/specs/grid.xml

e LEE QS TEMA
12. 22| oM &l IP FAE AHESHY
a. ssh admin@grid_node_ip' &
b. "passwords.txt" It0]| Lt
c. REE Metsl2{H Ot EES
d. "passwords.txt" I+ 0| L= =

FEZ 2OQI51H I E

13. J2|E 20N

idnt, acct, nginx

14. A S dh=stct 21

HEZLIC
15.

ZHE

N

=

AFEX} Q1B T O] A

M HZT 9| StorageGRID
UAELICE

2l o
=

ATEYQ =

T

StorageGRID
UAELICE

21l
=

QBT o] 20 X7}

ALt

®

© 8 B2t IHAIE Ks

slo|

AEX| =l

AlSH =
u3 ol

=
=

AIDE

_

i

ol - o
U= B

SLICH XIE= & EEteA.

LIt

X

A=

2

=

Z} ADC 2E2|X| .EOf| 279

E Ao

=HIE sHZLct

Jgol=

UE{H|O| A7} o STHZ SESHA| g LTt

S0l ADC MHIAE

9! cassandra A{H|AZ} B &

ME

gfLict.

2l gL L.

ETEJH'$0N %2 HHEL|CE

A3 FQIX|

225t2{™ Lumberjack=

AgBiLict % 20

DE MH|AQ| AEHE 'toragegrid-status’2 &LIC}

stolstL|C},

g I S

E 4dEgL

Aot=
L|Ct.

OIS AIL.

-
ot

YgagolEet = 2=

MSeLtt. = =5t

% aale

StorageGRID 11.50]| Ciiet H2t2X| X|20| HEE
stolgtL|Ct.

T=H

A 23 o =X

2| XF EE | 2

HE Z2|Xtol| SH|7F

i}
fjo

HE 2t2|Xpot ol T2

SESH

o

|ASLICH X &=

=13
o=

A
T

Al

[C} AER|X| EEQ| 2OE

55


https://docs.netapp.com/ko-kr/storagegrid-116/monitor/logs-files-reference.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/logs-files-reference.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/logs-files-reference.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/logs-files-reference.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/logs-files-reference.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html

HAIE XI2H O|H
ChAl SHEZA 25

A
= T

o ol
Agg + gle

StorageGRID A|A&I0]| 042] 22| L EJt X

sfolsh 4 QIBLIC,

19| StorageGRID 2ZE 00| AFE
UASLICE XHMISH LHE2 A E2tXN MYME HE
#eE|X} =Eo| HEfE

|

O —

stolstL|Ct

Iy = |

B LOE

=l Qs &

AATFHAED

TSN,

A
nn

e 2| 29| HEiE

AFE X} QIE{H| O] ATt

=

= A
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CHA|
1. A2 7tsst 22| L E0A & AF8Sto] d2|E tz|Xtof] 2aQAFLICH X E = & H2t2A.
2. XY >R *>*02|E EEZX| * & MEfgL|C
3. MOIE *>* A28 £ Qe 2| EE *>*SSM*>* MH[A *>*JiQ * > * F * 5 MEHSIL|CE,
4. Not Running A#E{O| 1 TI2tMOZ HA|E! & Q= MH|AS RHEL|CE
| Overview “' Alarms A Reports Configuration |
: Iain

Qverview: SSM (MM-10-224-4-81-ADM1) - Services

Updated: 2017-01-27 11:52:51 EST

Operating System: Lirwix
3.16.0-4-amd64

Services
Service Version Status Threads Load Memory
Audit Management System (AMS) e 39507 3ecocqp. RUMInG B @ 52 E0.043% H357MB
CIFS Filesharing (nmbd) 2:42 14+dfsgD+debBu2  Ruming %1 [MH0% [E55MB &Y
CIFS Filesharing (smbd) 2:4.2 14+dfsg-0+debBu2  Rumning B % 1 FHO0% g5 145 MB 5
CIFS Filesharing (winbindd) 242 14+dfsg-Osdebtu2 O ng B90 0% 0B I
Configuration Management Node (CMN) 1050 . . Ruming 2@ 52 [H§0055% 413 M8
Database Engine 5 5.53-0+debiu Running 5% 47 [0.354% 5913368 &
Grid Deployment Utility Server O ioecioey, Ruming EH®3 0%  EH328M6 5
Management Application Program Interface 10.4.0- Mot =
(mgmt-api) 20170113.2136.07c4997 Ruming |22 0 E0% 808 3

T 040 Nt =y B W
RE3 Frieshaing 0161224 0333.803:d91 Ruming SO0 H0% BB 1

10.4.0- b =

NMS Data Cleanup 134 0333 803y Rumning H© 22 E§0008% E§524MB
NMS Data Downsampler 1 s 0333 80%cqg1  RUnng  EJ@ 22 [E0.049 % [ 195 MB
NMS Data Downsampler 2 4 0333 80%0gey  Ruming H© 22 F§0009% H157MB
NMS Processing Engine A aisnaa: Rumning B 40 E§0132% E200ME 5

56


https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html

5. otzto| E2|HE|YER| HelBtict,
6. MM TAIS Sof 2HZ SHZBLICY,

o o] I = = 3 (=)
HERZ, St=H0] 3 SHE ZXE HESLICE
StorageGRID HIE®{Z, SIEHH & ZAHUE ZH|et 2HE EHQ #elS mHefsth= o =20
= R 7 ZHYE Y £+ ASLCH
"422: M2|e = gl AE|EI™ QLFE SHEHLICE
422:K2|e = gl= AEE|= of2] 4o Zde + ASLICH LF HAIXIS Qlst ZH|Q |elS TretetL|Ct
LIEE 2F HIAIX| S StLtZF A= HE XS FSHYAIL.
QF HIAIX| == #el 3 =3 =X
0| HA| K| = Windows AD(Active Directory)S A2t

Validation failed.
the values you entered for

Please check
errors. Test connection failed.
Please verify your

Unable to
please verify

configuration.
authenticate,
your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
DSID-0C090256,

The server requires

LdapErr:
comment:
binds to turn on integrity
checking if SSL\TLS are not
already active on the

connection, data 0, v3839

Securlty)OiI IZHOH TLS *ALE ot g SH S MEHSH F20
HEARSE X OlA| L}

LDAP MEE X &3l= AD MHO|M=* TLS At ¢t &
*ZHE MY = USLICL STARTTLS* AFE &M E=

TLSO|| st * LDAPS* AtE SM 2 MEisljof hLCt.
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o

QF HIAIX] == el 3 =3 =X

— X
O| HAX|= X[AE K| = F=2HE AHESHO
422: Unprocessable Entity StorageGRIDO||A| H|C{2{|0| M EE= 2E2IRE AEZ|X]
=2 MEst= Ol A8E = 2R A|A'CE TLS(HS
Validation failed. Please check AE E?_P) HES ot & mf LIEFEL|CE,

the values you entered for ol Al AEIOI A Tl 2 = spolsich A|AEIS
al = i = 9 [e)
errors. Test connection failed. |5 A2ROM HSdt= Cipherers =2rolet t INES

_ StorageGRID 22| X|&0f| Ltet A= AME YA TLS
FleaEe ety yeur HZ0|l Choh StorageGRIDOIA XI#ISHs 4% F SILIS

configuration.Unable to A3l 0F L},
begin TLS, verify your
certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed
(EOF)

i

Hye
StorageGRID 22|

J2|E HERA MTU S2€X| 21E siiZSLICE

J2|E HER 3 AEH0|A(eth0)ofl CHEH X|CH M& THR{(MTU) HH0| OJ2|E9| L E Zhof| MHS| CHE ES * Grid
Network MTU mismatch * 2117t E2|7ElL|C}.

o] =Hdof| chat
MTU HEHE9| Xt0|= LE(H7|= OlH) eth0 HIEY A7 HE T ol XA FHEACH= WS LIEFE &~ QJESLICE
MTU 27(7} 1000ELCt 2H HEQ 3 M5 EX7F 2dle &~ JEL|CE
cHA|

1. BE =9 eth00f| CHEt MTU AHE S LIZEIL|CE.

° Grid Managerdl| HIS & #2[E AHE-L|CH

° "primary Admin Node IP address/metrics/graph"Z 0| &S50
"node_network_mtu_bytes{interface='eth0"" 2|E 2itL|Ct

2. B 9| J2|E HEQ A QAET0|A(eth0)2t SUBHX| ZHolsty| 2isl 0] w2t MTU 2H S +FgLICt

° O{E20|AA LLEO| AR 0{EE0|¢AS HX| 8 RX[E4 X[HS ERSHUAIL.
° Linux % VMware 7|8t .= E2| A2 '/usr/sbin/change-ip.py [-h] [-n node] MTU network [network...] H& 2
ArEgtL|Ct
* Of *'change-ip.py-n node 1500 grid admin'

* HI % Linux 7|8 =201 M ZIE[0]L0f| Rl= HIES{Z0] ol #dt= MTU 20| S AE QIE{H|0| A0
ojn| Y& ¢S x1tot= R, HA Hok= MTU ZUS MESIEE 22 E °|E1111|0|*E gotiof

O’ - HA =

gtLICE 33 CHS change-ip.py 23 EE AFE510] ?_15|o||_-|o1| ol | EQT 0| MTU S AL}

Linux &£= VMware 7|2 =EO| M MTUS +Eot2{H L2 Q1S AFESHUAIL.
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SfL|Ct,

HES3 MTUE 75.%6* HESIYLICH OIS HIERI RE B

e J2|E
* H2|Xt
« 22}0|HE
+
MEHH ol4&RlL|Ct g
"-h,-help’ S22 HAIXIZE EAStD Z=8LICEH
'-n node, -node node' LE 7|2 2 e}
2 Me

(7))

G100 % SG1000 AMH|A O{ZE2}0|HA
SG6000 AEE|X| ({EZ0|HA
SG5700 AEZ|X| {E2I0|HA

SG5600 AEZ|X| {EZ0|HA

NRER(Network Receive Error) Z5 2X|E si{Z28fLICt

HEH3 +=4 2F(NRER) 2= StorageGRIDS} HER| 2 5H=9)|0] 22| HZE ER|=Z Qlol] LME 4~ ASLICEH
B0 It NRER 2F = =3 1Y glo| sHZT o= ASLILE. LRI X[XIX]| o™ HF =X E FSHUAL.

Of ZfHofl 3
NRER Z2 = StorageGRID0| HZE[= HEH I StEH 0 Ct32t 22 2HI 2 Qlof 2de ~ ASFLIC

* HErs OF $H(FEC)0| EROIM ALBEIX| Lt
* A9|%| TEQ}NIC MTUZH LXISHA SasLict
g2 Y9288

* NIC & HI{ Q2

THA|
1. HEQR 74 AINRER 222 2 HAHH AQlof et | 82 tHAIS T2 ML,

° FEC 2¢€X|2 2ldl FI st F2 Lh3 TS +ASHHAI2.
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i. StorageGRID {ZZ2I0|H A0 HAE=I A|X[0]| Q= XEQ| FEC MEHE =olgtL|Ct

i. HZOM 221K 2 HEE|= H0|22| 22|H FEYE FHMAL.

ii. NRER ZEE sliZ5}t7| 2ol FEC MBS HAS2{H MK StorageGRID {Z2t0[AA MX|
D230 A3 M HO|X|0f|A O{ZEI0[HATE*AUTO * EEE FHE|0] UY=X| 2RISHHAIR
(OZ2t0|SA MX| 8 RX| 2| X|& F=X). I O3 AKX ZEQ| FEC dX g HAYLICL Jtstt
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ocoo=2 C—
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A2t S7|=tet 2HAE

[

M7t 22[=0f LIEFE 2= AELICE
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@ WindowsOll A= Windows AlZHW32Time) AMH|A S AF2SHX| OFMA| 2. O] H{F 2] Windows2|
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Linux: UE®3 & ZA|

Linux SAEN|M SAEIE|E StorageGRID J2|E = E9| HER 3 HZ 2X|7F ehalgh & & L|Ct,

MAC =4 E5|

B0 w2t MAC 4 S2YE MESIH HIERIS EXE sEE & JUSLICL 7Y S AEE AIES= ER &
74 IUM ZH HEHIS MAC 4 22 7| a2 "H'e= AHEYLICt o] HH 22 213l StorageGRID
AH|0|LH2] MAC F47F 2 AEQ| MAC FAE AFESHA| ELCH & 7+ Ihd S TH=2E iy S EL| EX|
7to[=0l = REHE HESHAIL.

Linux @A E OSOM AF8E 9| 7tat HIERI R QIE|H0|A S MHEEILICE Linux 22E OS 2
(i) StorageGRID ZHE0|L{0] SUst W= SIE{HO|AS AF5HE! SOITHHO|XI0IA Promiscuous
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FXE 2E

MAC Z=A 2242 AIRSIK| &1 RE © E-|]I|O|A7|- SHO|IHHFO| X 0| 2|af &=l Zd0] OF:l MAC F=£0i CHSt

CIO|EE £Al Bl MASIEE §|R8t= AR, 7 AQX| U ZE 2 £ZF 9| Hot £ 40| Promiscuous Mode, MAC

Address HZ& 5! Forged M50 CHal * Accept 2 HMHE|0 J=X| SQITIL|CE T7HA AQX|off B HE 2t ZE OF
SO O E MHO Y £ YT E T 2[X|0f| A MH0| SLUSHX| =klptL|C.

23 My

Red Hat Enterprise Linux EE= CentOSE A X|&L|Ct

Ubuntu = Debiang M X|gtL|Ct

BlsAr L AEYIE a0 L T,

DEE MEHO| Linux ==& CH7H StorageGRID AMH| ALt L= =9 Z4E|0|L{E H|0{5t= StorageGRID == H| 20|
Ol 71X| A BE=IRASS LIEHHLICE,

Of ZfHofl CHaH

Linux =271 22| & MEjof] ATt E0dh= 2 Chas A6 oF gLt

« 20M 22 U HA|X|
s L EZS CtA| A|ZFSIE{ 1 BHL|CE.

il

fot
=
o

* ZQo L AHO|H AT BHS A8 7|1E == AH0|HE SXIZLICH

* LLES TRA| AIEFRILICE.

T
1. MH|A Cl21F 22[8 =20 thet 230 M 07| X] g2 =0 chet st T = HAX|S &elgfL(ct

2. SAE0N REE 20I8l7Lt sudo H3TH0| Y= AFS AMSRILICL
3

- '$sudo StorageGRID node start node-name' BE 2 AMalist0] . EE CHA| A[ZFELICH
$ sudo storagegrid node start DC1-S1-172-16-1-172
=E0t 228 32 SE2 ALt

Not starting ORPHANED node DC1-S1-172-16-1-172

4. Linux0l|l A ZiEf|0|A 2lITl 8 2= X0 StorageGRID L& ZZNAE FX|ELICE 6| E £0, "SUDO docker
stop-time secondscontainer-name"0| QY &LICt
'x'9| 2 ZIE|0|H 7t ZX|E Wi7HK| th7|5h= AlZHYEH Q2 155 O[5S Y=YLICE oIS CHEat
.’s*ﬁ |Ct.

sudo docker stop --time 900 storagegrid-DC1l-S1-172-16-1-172
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S. StorageGRID node start node-name ‘==& CFA| A|ZFEIL|CEH

storagegrid node start DC1-S1-172-16-1-172

Linux: IPv6 X|& 2X| sHZ

Linux SAE0| StorageGRID ==2 MX|3t A2 HEM A IPv6 XIS ZM5t6l{0F 5HH, IPv6 A7t G MTHE ==
Ze(o|of E[X| 2 WS =elg & ASLICH

LS

c
o

of =pHof cHaf
Grid Manager®| CI2 QIX|0|M J2|E =0 E2HEl IPve TAZE 2 4 JSLICHL

* nodes * £ MEHst 0 LS MEMBILICEH O3 ChZ JHR RIOIM * 1P 4 * Hofl * O 27| * & dEfghL|Ct.

DC1-S2 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Name: DC1-52

Type: Storage Node

ID: 352bd978-ff3e-45c5-aacl-24cT2T782061a

Connection state: o Connected

Storage used: Object data % @
Object metadata 0% @

Software version: 11.6.0 (build 20210924.1557.00a5eb9)

|P addresses: 172.16.1.227 - eth( (Grid Network)

10.224.1.227 - ethl (Admin Networik)

Hide additional IP addresses ~

Interface = IP address %
eth0 (Grid Network) 172.16.1.227
eth0 (Grid Metwork) fd20:328:328:0:250:56ff:fe87:b532 I

s XN *>*EP*>* J2|E EEZX| * E MENSL|CH 0> CF2 *NODE * > * SSM * > * Resources *
MEdSHL|C}, IPv6 FATL SR ER *UHERIR T4 * MMO| |Pv4 T4 Of2{of| LIE &Lt

IPv6 A7t BA|E|X] 910 =7} Linux ZAE0 X2 22 Chg THA0lf what HE0l|lM IPve X|I¥ S EdetetL|ct.

e
1. SAEN RER 2I9I51LE sudo HBH0| Y= AFS AFBELICE

AN
2. 'sysctl net.ipv6.conf.all.disable_ipv6' HHES MsstL|C}
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root@SG:~ # sysctl net.ipvé6.conf.all.disable ipv6

Z3t= 00[0{OF BiLCt.

3. StorageGRID node container: 'StorageGRID node enter node-name

net.ipv6.conf.all.disable ipv6 = 0

@ 2174 00| OfL|H 2 HM|H| 2HAMOIM 'sysctl’ FS HEF LT 23
02z HFFLICY.

'S ol&shL|C

4. 'sysctl net.ipv6.conf.all.disable_ipv6' HES AMsstL|C}

root@DCl-Sl:~ # sysctl net.ipv6.conf.all.disable ipvé6

Z3t= 10[0{OF BiLICt.

5. 7

7.}

8. C}
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net.ipv6.conf.all.disable ipv6 = 1

() zmot1ol ol B2 o] HAts MBI SALICH 71& K £M0 2

HIO|L 'exit & Z=ELICE

root@DC1-Sl:~ # exit

2 E 2 ')var/lib/StorageGrid/settings/sysctl.d/net.conf T+Y S TEIBtL|CE.

sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf

Lot =M {2 E MARLICE 23 TS DY S MEStD BELIC

gl
fjo

|
— =

net.ipvé6.conf.all.disable ipv6 = 0

net.ipvé6.conf.default.disable ipvée = 0
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storagegrid node stop node-name

storagegrid node start node-name
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