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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation
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Network Link Configuration
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Link Status
Link State Speed (Gbps)
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2 Up 100
3 Down NIA
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5 Up 1
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Link Settings

Link speed

Port bond mode

Grid Hetwork

Enable network

Metwork bond mode

Enable VLAN (202.1qg)
tagging

MAC Addresses

Admin Network

Enable netwaork

Metwork bond mode

MAC Addresses

Client Network

Enable network

(@ Fixed |

(@) Active-Backup

2. HES|3 ZEO| Cis 25GbE A3 £ E ALE3HE

Auto

() Aggregate
Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1

and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

(O) LACP (802 3ad)

[

ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

‘M

(@) Indepandent {T) Active-Backup

Connect the Admin Netwaork to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

di:c4:97 2a:e4:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

(O0)

.'E'ﬁ':'a.blingthe Client Metwork causes the default gateway for this node to move to the Client

Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,
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Admin Network

Enable network
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Link Settings

Link spe=d

Part bond meosde

Grid Network

Ensble network p

Network bond mods {~ Active-Backup (o LACF (202 2ad)

If the port bond mode

c Agareqate, 3l bonds mest b= oan LACEF 13dy med B

Enable VLAN (802.19)  [7
tagging

VLAM (B02.1q) tag 328 =]
Admin Metwork
Enable netwark p

Network bond mode {~ Independent v Active-Backup

and using link-local IP address 169.254.0.1 for acoess.

Client Metwork

Enable network F

Network bond mode {— Active-Backup (o LACF (202 . 2ad)

Enable VLAN {B02.1g) p
tagging

VLAN (80213 tag 332 -]
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Grid Network

The Grid Network is used for all internal StorageGRID traffic. The Grid Metwork provides connectivity

between all nodes in the grid, across all sites and subnets. All hosts on the Grid Metwork must be able to
talk to all other hosts. The Grid Metwork can consist of multiple subnets. Networks containing critical grid

senvices, such as NTP, can also be added as Grid subnets

P ® Static (C DHCP
Assignment
IPvd Address 172.16.3.72/21
(CIDR)
Gateway i7216.01

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the

Prmary Admin Mode before starting installation

Subnets 172.18.0.0/21 *x
(CIDR)
172.18.0.0/21 »®
102.168.0.0/21 + X
MTU 1500 3l
Cancel
Save

3. Static * (BH *)2 MEist 2 CFS tHA0] 2} Grid Network(22|E HES|Z)E FABLICL.
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Admin Network

The Admin Metwoark is a closed network used for system administration and maintenance. The Admin
Metworl: is typically a private network and does not need to be routable between sites.

P (® Static (O DHCP
Assignment
[Pvd Address 10224 3 72721
(CIDR)
Gateway 10.224.01
Subnets 0.0.0.0/32 +
(CIOR)
MTU 1500 =
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HIE2 20 AO|EO|7} gl= B2 Lt EH IPv4 FAE CHA| RILICH
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7|22 15002 |X|LCt.

@ HERIS MTU 22 =E7t HBE AKX ZEOf| g E ghat LX[8HoF gfLfct. IHXK]|
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Client Network

The Client Metwaorlk 15 an open network used to provide access to client applications, including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration
steps

P (@) Static () DHCP
Assignment
IPvd Address AT AT T 18321
(CIDR}
Gateway 47.47.0.1
MTU 1500 =

M * 3 MEst P C1S Bof w2t S2to|91E HEY IS RABILIC,

a. CIDR H7|H2 A5t M IPv4 TLE AU=HSIL|CL.
b. X%z = =k

HESZ AO|EZ 09| IP AT SHHER] Bfolgh|ct

!

2210191 LIEYZ7t BASIE ZS J|2 FRIL BAIFLICL 7|2 2teES S2jojols
() HEA3 Acl=s0l2 Algsinl Satolols HIEAT ZuslE Sotol CHE QlE{Ho|AZ

o|Se == YSLICt.

d. ME D US AHB3IE{H MTU 2EES 90002 22 FE T2 ol Hefst gfoz HARLICH JHX| o™
7|22 15002 |X[LCt.
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a. DHCP * 2}C|@ MES Mefet & * H& - 2 228t

IPv4 =4 * 8l « H|0|EQ|0] * =T} xr O MYELICH DHCP MH7t MTU S SIS dNE 22
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2 B2t X7t XAS 22 StorageGRID O{Z210|AA AX| Z2OO| M IP FA2 2T MEELICH
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220|91E YEYIT} SYstE
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@ HERIS MTU 22 =27t HBE AKX ZEOf| 9 E ghat EX[8HOoF gfLfct. I=X]|
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QL
ChA|
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FPing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination. select Test MTU

Ping and MTU Test

Metwork Grid fed

Destination [Py
Address or FQDN

Test MTU [

HESS * SECHR MR BIAES WEYI(T2IE, 22IRt EE S210|E)S MefgiLic
st HIEYZ0| SAE| h3t IPv4 F4 E FQDN(ETSHE SHol 0|S)2 Yaighict
0lS S0f UESIT £ 71 72| S0 HO|ERI0IS Pingst 4 UBLICH

E{E{ O 2 * Test MTU * 20122 MEl3to] IEY IS S¢f (AR JHs HA| A20| et MTU MES
olgtL|ct,
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Ping and MTU Test

lUse a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectraty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test

Metwiork Grid [

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 18.96.164.223: icmp_seq=1 ttl=64 time=8,318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms

rtt min/favg/max/mdev = 8.318/8.318/8.318/8.808 ms

Found MTU 1588 for 18.96.164.223 via bre

LE £F HEQ3I HZES oIt
i

StorageGRID 0{Z20[H A MX|
ot 2 6t2{™ StorageGRID 0{Zz2}
EMTCP EZE &= ZE Tgof| HEY 2 JY=X| &elgh|ct,

O =f1ofl CHaH

StorageGRID O{Z20|AA HX| Z2 30| HSE ZE S22 AFE5I0 O|Z210|¢ARF J2|E HERITQ CHE

LC 72t HES HAEY £ JELICH

EESt Q|2 NFS EE= DNS A{HO| AFRE|= Zd1t Z+2 UDP EEQF Admin & Client NetworksOl|A] €12 S E|AESH &
U&LICE 0|2t ZE 2EL StorageGRID HEYZ X|&Q| TE HXE AXSHAAIL.
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ZE HZ H0|20| LIEEl T2|E HES3 XZE = StorageGRID HA 11.6.00{|2t S = &LICH 2t
(D) =c S¥0 o= ZES solstzie A8 59 StorageGRID HIXO| st UIEHZ XI&S 8

EfZohof BfLICt.

CHA|
1. StorageGRID O{Z2}0[A Mx| T2 IM0M * HERZ 4 *>* ZE AZA BH|AE(nmap) * £ S2IBL|Ct

ZE HZ HAE H|0|X| 7} LIEFELICE

7ol CHall ®oil=

0%t

ZE HF Hofl= 12| YEI0|N TCP HZO0| BRSH r H0| Lot ABLICH 2t o
O{ZEf0| 1A 0] HNAT 4 200} st J2|= WEYT EE} LEHE|Of AsLct,

HOf| LIZE O|Z2t0|AA ZEQF O2|E HERIAS CHE L& 7He| HAS HAEY £ JFLCH

2. Network * (MIE®|3 ) EECIR0IAM * Grid * (22| *), * Admin * ( Z2|X} *) IE= * Client * (2210 E *)2}
20| HIAES YE9|SS MergtL|Ct

[ =

3. s HER TS SAEN CHst IPv4 A HQ|E X|H™etL|Ct.

GiFol EAIE CHZ 50|22 AFgoto] HeIS XIBtLICE
4. TCP XE Wiz, fER 725 IE 82 £t BE HIS YUeLIC

Port Connectivity Test

Network Grid v
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP UDP
Test Connectivity
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Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70 scan initiated Fri Nov 13 18:32:@3 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (@.00860s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:04 2020 -- 2 IP addresses (2 hosts up) scanned in 9.55 seconds

82 SAS0| 8 EE 3 HIESI2 AZ0| 0| R0HAI SAE} HEH EE 5 BiL o]de] EEo
41 tf] 30| OfL|R "EE @iz I AE A1 OIAIRI7F i 2144 810 LIERLICE nmap B3 B2 L]
Ofzfoll Lizslof QUELIct

DAETLHFGHK| fb= RE ¥ EE= "EHE™ HEfRULICH o S0 AEStHE =T AP X E
=

HE =
AMEHO| 1 StorageGRID NMS AH| AT} OFEl MSHE|X| 942 A 0| L 2HM YL 7} LEEFE 4 QU&LICH

© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.20020s latency).

PORT STATE SERVICE
22f/tcp open ssh

80/tcp open http

443/tcp open  https
1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open oracleas-https
9999/tcp open  abyss

MAC Address: @0:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 2020 -- 1 IP address (1 host up) scanned in .59 seconds

° SfLt O| 42| MEASE ZEO| CHSH ZE +F H|EQI HES 2T &+ gls 32 B2 HiHo| "ZE
BIAE A" HIAIX| 7} LEEFEILICH nmap B =32 HiL Of2Ho]| LIE |

WHY b 212 SAEO| EEO| th3t TCP §1Z A7t O|O{FXIG Bt Ao Hhetel 200] gia2

—

LIEFELICE SEO| HIEtE|X| o™ ZEOf| "HEZE" SEf7t A2 YotHof| ofol XIEHE 4 ASLICE

ORR:LEEF SRS
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© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:01 2@2@ as: fusr/bin/mmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71

Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT
22/tcp
79/tcp
8@/tcp
443/tcp
1504/tcp
1505/tcp
1506/tcp
1508/tcp
7443/tcp
9999/tcp

STATE
open
filtered
open
open
closed
open
open
open
open
open

SERVICE
ssh
finger
http
https
evb-elm
funkproxy
utcd
diagmond
oracleas-https
abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2020 -- 1 IP address (1 host up) scanned in 1.6@ seconds

0

n}
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