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NetApp® StorageGRID® Appliance Installer

‘ Hame Configure Networking - | Configure Hardware - ‘ Meniter Installstion Advanced -
Home
This Hode
Nede type Cateway w
Neode name | wrBe-10

Primary Admin Node connection

Enable Admin Node  |J
discovery

Primary Admin Node IP _. 152.168.7.44

Connection state  Connechon 10 152.182.7.44 ready

e,
it

Installation

Current state  Ready to start instaliaton of xirdr-10
inte grid with Admin Node 132,188,744
running StorageGRID 11.8.0, using
StorageGRID software downboaded
from the Admin Node.
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MNetwork Link Configuration
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Network Link Configuration
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Link Status

Link State Speed (Gbps)
1 Up 100

2 Down N/A

3 Down N/A

4 Down N/A

5 Up 1

b Up 1
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Link Settings

Link speed Auto

Port bond mode | (@) Fixed | () Aggregate

Choose Fixed port bond mode if vou want to use ports-2-and 4 for the Grid Network and ports 1
and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
cennected ports to share a single LACP bond for both the Grid and Client Networks.

Grid Hetwork

Enable network [

Network bond mode | (@) Active-Backup () LACP (802 3ad)

Enable VLAN (202.1qg) ]
tagging

MAC Addresses ol6b 4b42.d700 S506b4b42:d7.01 S06bc4bdaZ.di 24 S0.6b4b42.d7 25

If you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use
all of these MAC addrezses in the reservation to assign one IP address to this network
interface.

Admin Network

Enable netwaork E|

Metwork bond mode (@) Independent {T) Active-Backup

Connect the Admin Netwaork to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port § and use link-local IP address 165.254.0.1 for
ACCESS

MAC Addresses d8:c4:9723:24:05

If wou are using DHCP, itz recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

Client Network

Enable network | |:|

.'E'ﬁ'ﬁbling the Client Network causes the default gateway for this node to move to the Client
Metwork. Before enabling the Client Network, ensure that you've added all necessary subnets
to the Grid Network Subnet List. Otherwise, the connection to the node might be lost,

2 Y3 45 * CECIR SR0|M UEYT ZEQ| YA 28 Meipict,
J2IE HEYS U 2240|AE LEYI0 s AHS Fl HIEYT AQIXE 0] S=8 X|Ustn 2o}
SHLICH TAE Y3 S0 A OfHE] T EHAMS ABHOF BLICE 0] SH2 Y3 THEH YT 45 9
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Link Settings
Link spead

Part bond mode

Grid Network

Enabie network

Netwerk bord mode

Enable VLAN (502, 1q) tagging

VLAN {202 Tq) tag

MAC Addresses

Admin Network

Enable network

Network bond mode

WAC Addresses

Client Metwork
Enable network

Network bord mods

Enable VLAN {802, 1q) tagging

VLAN (B0Z. 1q) tag

MAC Addresses
Apgtof QH=5HH * X5 *

| I:"EO-I:' e Elzlg
0“401 EFOI°1*01I%
ng‘lml URLE CHAl 2

(=3

=

[ o
P B,
OFmed 1“@F}ﬂ"ggrega.t«a L
Choose Fixed porf Dond mode if you want to sse ports 2 and 4 for the Grid Metwork and ports 1 and 3 for the

Client Network (if enabled). Choose Aggregate port bond mode if you want all connected ports to share a single
LAGF bond for both the Grid and Client Networks,

b

Active Backup CP {802 3ad) )
If the port bond mode is AgiTegate, ail bonds must be in LACP {802 Zad) mode.
]

N cl

ENBbdb:42:dT:00 5XEb:db:42:d7:01 ElBbodb 424724 BDBb4b:42:d725

I you are using DHCP, it is recommended that you configure a permanent DHCP reservation. Use all of these
MAL addressec in the reservation to assign one |P address fo this network interiace.

()independent ’f we-Backup )

Connect the Admin Network o ports & End B If neCESSaTy, You can maks 3 temporany direct Ethemst
connection by disconnecting ports 5 and &, then comnecting to port & and using link-local IP addreses 1692584001
for acoess.

dB:cd:5T 2a0e4:55

If you are using DHCP, it is recommended that you configurs 3 permanent DHCP reservation. Use sl of these
MALC addresses in the reservation to assign one |P address fo this network interfzce.

%

[ dctive-Backup @LB.EP{MEM_,
If the port bond mode is Aggregate, all bonds must be in LACP (802, 2ad) mode.

b
R

5D:8b:4b:42:dT:00 ED:6bidb 42:d7:01 BQBb:4b42.d7T:24 5lGb4b:42:d7T:2E

If you are using DHCP, it = recommended that you configure 3 permanent DHCP reservation. Use all of these
MAC addrecses in the reservation to assign ong [P address to this netwerk interface
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216372121
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 =

Il

3. Static * (BX *)2 Meist 22 CHS tHAlofl 2t Grid Network(J2|E HEH3)E FALICE
a. CIDR E7|HE AH83l0 HH |Pv4 FAE LHBLICL
=
=

b. AO|ESIO]

d

ol2dstL|C},
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HEZ0] HOIER0I7} gl B SUSH A IPv4 FAES CHA| YRIBLICE

C. HE ZUS ArEsHE MTU ZEE 90002t Z2 HE 2|0 Mefet gtz HARL|CH IFX|
7|22 15002 /X[ Ct.
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&dmin Metwork

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metwaork is typically a private network and does not need to be routable between sites.

P (@ Static (D BHCP
Assignment
IPv4 Address 10.224 3.72/21
(CIDR)
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Client Network

The Client Network is an open network used to provide access to client applications. including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration

steps
IF (® Static ) DHCP
Assignment
IPvd Address 4T AT T 18321
(CIDR)
Gateway 47.47.0.1
MTU 1500 =

a. CIDR E7|'H2 ALR310] HE IPv4 ZAES YBLICH
b. X%} * 2 S2gL|ct
c. 22to|YE EY I AO|EY0|2] IP ZAI} SHHEX| SoIEHLICE

2ot0|o1E HEYD} BYBHE ZS J|= A2} BAELICE 7|2 2tRES SajojolE
() dE3 AolEs0l2 ALgslnl SatololE WEDT Hustel Sotol CHE QlE{Ho|Az

o|sg == YSLICt.

d. ME oYS AFESIE{H MTU 2EE 90002 22 FE Zaj|of Hefst i =2 HARLICH JHX| gfoH
71272k 15002 [AISLICE,

@ HESZS MTU 242 =27t AZE AKX ZEOf| G E ghat ZX[8HOF giLfct 2= K]
HOH HERI 45 X L= Izl 40| 2lE + ASLICH

a. DHCP * 2|2 BES MeEf$t 3 * X% * S S2YBfLIC

IPv4 34 * S+ A|O|ES0] * EEJt XS 2 MATLICE DHCP MEZE MTU S 2E5t=E 23 E 32



*MTU * BEJt ol 302 MUK BEE 947] #Eo| FLict,
2 S22 Rt XSO Z StorageGRID 0Z2f0[9iA MX| T2 o] A IP FAE 2|C|MEILICH

a. A|o|E0|7} SHHEX| 2elgtL|Ct.

S240|21E UIES|T7 BYBHE FS 7| F2It BAIFLICE 7|2 2teES S2tojols
() dE3 HolEd0l2 Algstnl Satolole WEAT EustEl Sotol CHE QlE{Ho|AZ

o|g == YlsLItt.

b. ME g AL MTU HEE 90001 22 HE maflof Meldt gto= HF LT Q™K o™
7|27k 15002 [AISLICE,

@ HERIS MTU g2 =E7t HZE AKX ZEO| M E gtat LX[SHoF gfL|ch X

oM HEYI 45 2M E£= o2l 40| Hdls & JELICE
2w
MH|A O{ZE2to[iA 23 S HETLIC

o o e = =

HERZI HES =eletL|Ct
O ZZI0|AHAN|M AR F2 Sto rageGRID HEXZ0 HMAS o~ U=X| 2holsof L L.
L ES{3 HO|ESO|E S¢t 2t %9 ME ZAASIE{™ StorageGRID 0{Z2t0|HA MK
DTZ MO CHE MEUI9| P A 7t A E% EIAESHOF SILICE MTU AXS stolst A
UASLICE
THA|

1. StorageGRID O{Z20|HA MX| ZZIHO| HjF ZS0A * HEYZ 74 *>*Ping X MTUHAE * &
2Lt

Ping % MTU HIAE T|0|X| 7} L}EFELICE,

FPing and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IF address of the host you want to reach. To verfy the MTU setting for the entire path through the network to
the destination. select Test MTU

Ping and MTU Test
Metwork Grid e

Destination [Py
Address or FQDN

Test MTU [
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Ping and MTU Test

lUse a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectraty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test
Metwork: Grid [

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 18.96.164.223: icmp_seq=1 ttl=64 time=8,318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms
rtt min/favg/max/mdev = 8.318/8.318/8.318/8.808 ms

Found MTU 1588 for 18.96.164.223 via bre
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Port Connectivity Test

Network Grid ¥
IPv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol ® TCP ubP
Test Connectivity
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Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70 scan initiated Fri Nov 13 18:32:03 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.168-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.20860s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:84 2020 -- 2 IP addresses (2 hosts up) scanned in @.55 seconds

© 92 SAEO| 3t ZE £F YEYT HHO| O|FO{HA|T SAET} MeSt TE 3 st 0410 ZEO|A
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© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e bre@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.00020s latency).

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open  https

1524/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open  oracleas-https
9999/tcp open  abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 2020 -- 1 IP address (1 host up) scanned in @.59 seconds

° BIL} O|Ato| MEHSt HEO| Lo ZE £F HESI HZES AWY 4 gl Z W2HY {0 "ZE
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© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:01 2@2@ as: fusr/bin/mmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71

Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT
22/tcp
79/tcp
8@/tcp
443/tcp
1504/tcp
1505/tcp
1506/tcp
1508/tcp
7443/tcp
9999/tcp

STATE
open
filtered
open
open
closed
open
open
open
open
open

SERVICE
ssh
finger
http
https
evb-elm
funkproxy
utcd
diagmond
oracleas-https
abyss

MAC Address: @@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 2020 -- 1 IP address (1 host up) scanned in 1.6@ seconds
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