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Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
BN e B S
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913,425
® Bucket-04 Par.2GR 576,806
® Bucket-13 815.2 GB 957,389 Tenant details @
® Bucket-06 812.5 GB 193,843
Mamna: Tenant(2
Bucket-10 473.9 GB 583,245
10 3341 1240 0546 B283 2208
Bucket-03 403.2 GB 981,226 .
o/ Platform services enabled
® Bucket-07 362.5GB 420,726 . ;
v Can use own identity source
@ Bucket-05 294.4 GB 785,150 o/ S3Select enabled
@ 8 other buckets 1478 3,007,036
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575
@® Bucket-09 899.6 GB 589,677
® Bucket-15 889.6 GB 623,542
@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T700.8 GB 420,493
® Bucket-11 663.5 GB 993,729
@® Bucket-03 656.9 GB 379,329
@ 9 other buckets 23TB 5,171,588
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B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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groups Operations on groups

Jorg/groups Lists Tenant User Groups

Parameters

Hame

type

string
(query)
limit
integer
(query)

marker

string

(query)
includeMarker
boolean

(query)

order

string

(query)

Responses

Code

200

Description

filter by group type

maximum number of results

marker-style pagination offset (value is Group's URN)

if set, the marker element is also returned

pagination order (desc requires marker)

Description

Example Value Model

{

"responseTime": "2018-02-01Ti6:22:31.
"status": "success",
"apiVer=ion": "2 25

066Z",

Response content type

applicationf/json
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@ API Docs & H|O|X|E A28 8st= D E API U2 2to|E ZAQIL|CE A2 M O|O|E{L}
7|Et HIO|E E %M, HHIO|E EE= AN|SHA| YT FO|SHMAIL.

EHA|

1. QE NS MEE H{H HTTP 2 S MENBtLICE.

2. QHO| OF £ AFEXL D2 22 37 07 H4T L QstX| golstL|ct O3 Ot 0] gf2 FRLICH Hest
HEE AHY| [s HX CHE APl QES YUZoloF & = JASLICE
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Execute * £ MEHSIL|CY.
SE ICE AESIH Q™| MZFEX| eolghL|Ct

EIHE 22] API HH 22|

HIHE 22| API= BT ZE|E M85 F8TH ¢

H

20| =5 XLt

0§ £0{ 0| 28 URL2 APIS| H{H 32 X|FeL|LCt.
https://hostname or ip address/api/v3/authorize

HHE 22| API2| =8 HHEE o[ HEa* &
B M+ 0|7l Ol HH 1} SetEICH= HE
M &4 £7p74 ZeHEL|CE CFS o RN = HE

SHE|X| Qb=+ HA ALSHO| YIS M ZELICE HHE 22| APIQ|
Agho| e o SETILICH S THsH Y Algolls A 2 E=
30|

e [[fEfAPI HES ESot= YHS B0 FLIC.

API #Z Q&eiLict JESREES JURTES
Ol BT} H3 JHsBiLICH 2.1 2.2
Ol BT} SEHE|X| StALICH 2.1 3.0

StorageGRID AZEQ|0E MS AX|SHH 7H& 2[4 HHO| HHE 22| APITH 2 otE L Ct J2 Lt
StorageGRIDE M 7|5 EE2|=E ¥O2|0|=8}H StLt 0| 42| StorageGRID 7|5 EE|=0]| Cigt 0| API HXOf|
71|A OHA-"AOF A oIAL_||:_|.
QfE QM2 IS0 22 YHO= O o[ 4 AL8E|X| 2= A2 E HAIELICL

* SE 367t "DEPRECATED: TRUE"LILCY.

* JSON S& 2&0|= "DEPRECATED"7t Z&HE/LICH TRUE

S HEl=0M X YEl= API TS efolgtL|Ct

l

CHE APl RS AFE3H0 X| &= APl 2 HE SE& dietetL|ct.
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GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

H0f| et API HH S X|FeL|Ct

PATH It2}0|E{(/api/v3')Lt header(‘api-Version:3')E 0|83t API HE S X|™Ee 4= ULL F 22 25 HS5HH
5o gtol 2= gf2 ™l ct.

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

AO|E 7t @8 9|X(CSRF)ZHE S
CSRF EZ2 M85t 7|2 AtE5t= 21852 425l StorageGRIDOY| CHet CSRF(AFO|E
(o]

7t 29X 9|x) SHOZEH E58 4+ JUELICE Grid Manager % Tenant Manager= 0| E¢t
7152 X2 gdstetL|ct. CHE APl 22I0|¢E= 2018 mff gMst {25 MEiY &

HTTP 24 POST®t 20| CH2 AfOIE0] thet RHS E2[AE 4+ s SRS 2013t AFBXIS| 77|12 AFstod
[u]

StorageGRID= CSRF EZ2 AM26l0| CSRF 34222 HSgiL|Ct gdolEl 22 EF R W82 EH
SC| = S POST 22 07} #159| L3 Lx/810} SLICH

0| 7|52 &dststa{™ 21E F0i| csrfToken OH7H HEE true2 BESHIAIR. 7| 2242 false YLICE
curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{
\"username\": \"MyUserName\",
\"password\": \"MyPassword\",
\"cookie\": true,
\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

trueO|™ Grid Manager0Of| 231 f Q19|9| ZtOZ GridCsrfToken 7|7} M™E[ 1 HIHE Za2|Xtof] 22Q1E of
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* CSRF EZ2 F7|9| g2 =2 MH = ¢f|{2| X-CSRF-Token 8| &IL|C}.
s ZOo|AQE BE2S 5|25t= BFQ| R "csrfToken" @Al Q1FLEl @K HE o7l tHLQIL|CT

CSRF 23 & PM8I2{H £ ASILICE Grid Management APIS A 5 A|

10)
32
rir
)
|'|_
[m
c]
i)
>
Y

@ CSRF EZ 27| MIEE 7t M2 =5t JSON K 222 CSRF SH0| st 27t ESZ A
7|tist=e 2 E Q80| thsl ""Content-Type:application/json™ 8l|C{E X &&tL|Ct.

A AE BN A S Zhe| e C

—
ID T E2|0] 9 S ArEEHLICE

ID HH[0] S ArESHH EHIHE O

HEHEE O35 8 AFEXE O W= 28E 4+ A2H, HIEE
MEXt= A=t XHH S = AHESHH

[ I —
HE A |I-I()1| §—10|o|- —JF OI§L|[_‘_|.

_— %S

LI

HIFE 2t2|Xtof| it 1D Hici|o|M S AEtL|Ct

HHE OJF 5 AFEX}E Active Directory, Azure Active Directory(Azure AD), OpenLDAP EE = Oracle Directory
Serveret 22 CHE A|ARIO|AM 22|SHER SH{H HHE 2t2|Xtof| Cigh ID H|Ez{|o|8S ’éj%* = UELICH
best A

* E M85 HIHE Zt2[Xjof| 23 ELICH X2 == 2 HElA.

* EX AMA Hto| JAELICE

* Active Directory, Azure AD, OpenLDAP EE= Oracle Directory ServerE ID 33 At2 A5t USLICH
(D) =200 9= LDAP v3 MHIAS AFBOI2IE 712 I A0 2ASHIAIL.

* OpenLDAPE AH&3t2{H OpenLDAP MHE T 48l{0f LTt & BESHIAILR OpenLDAP AfH| 14 X|E.
* LDAP Mteto| 410f| TLS(Transport Layer Security)E At&5t2{= 22 ID 3aX= TLS 1.2 £= 138
ArEdlof gL|Ct 8 HRSHYA|R A TLS HZ0| X2 = 2=,
0| Zrjof] chsH

HIHEQ| ID HC|0]d MH|AS Y £ A=K 2= HIHE AF 2% o waf F2tE L/t BIHET Grid
Manager&2 2 Fd& ID H2{0[d MH|AE SFE == ASLICE ID HE2|0| M H|OfX|of] M| ATl Of HAIX[Z}
HAIZ|H O] HI'HEO] ol B2 S ID 2245 78 == glELICH

o This tenant account uses the LDAP server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.

T84S Y=g

|
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1. N|A BH2] * > * D M2 0| M * 2 MeftL|ct,
2. 1D HCiZo] M AFE * S MefgtLict,

=1

3. LDAP MH|A Rd MMM 74 LDAP MH|A R¥S MEigtL|CH

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other

Oracle Directory ServerE AH5H= LDAP A2l ZtE 7 st2{™ * 7|E * & ME{BIL|CE.

4. 7|Et* & MEASH AR LDAP & MMo| HES ztdelL|Ct OHX| o™ OHg HAIZ o|SELIC

1 —

° * At8X} 117 O|E *: LDAP AFEXIe| 117 AMEXIIF ZetEl £49| 0| FYULICE 0] £ 2 Active Directory?)
AL 'AMAccountName', OpenLDAP2| Z <2 'uid’et Z'&LICt. Oracle Directory ServerE T Ast= 22
"uid"E L SLICH

o

* AF2XHUUID *: LDAP AtEXte] S 1R é!“é"xm EotE £49| O|SULILE. o] £42 Active

Directory2| A< objectGUID, OpenLDAP2| A< entryUUID2} Z&LICt Oracle Directory ServerS
M= B2 "nAuniqueid"E Y BLICH IP‘*E._' &40l chet 2f Ar8Xte| 242 16HI0|E = ZXHE

HAo| 32Xt2] 16%I4= =XAt0{0F 3HH, 510 Z2 FA|ELICE

o * 12 NS 0|E *: LDAP 22| 11 AlHX}J} IEHEl 20| 0| 2QILICE 0] 242 Active Directory°| a2
'AMAccountName', OpenLDAP2| A< 'cn’t} Z&LICt. Oracle Directory Serverg 74st= AL cn2
oIzt |C}

H—dg .

°*F UUID *: LDAP J1&°| g+ —L'lc')r AHXL ZetE 49| 0| FLICE 0] £42 Active Directory®
<2 objectGUID, OpenLDAP2| Z<2 entryUUID2t Z&LICt Oracle Directory ServerE 714%t= 22
n*umqueld"E LILICH X[™HE ’—.“Qoﬂ CHet 2t O 89| 242 16HI0|E = EX1E "Al9| 32Xt2| 16T/
ZXAHO{Of SHH, 5HO|E2 FA|EILICE

— — T
5. I E LDAP MH|A Q30]| CHoll LDAP AH 724 MMoj| 23t LDAP MH Y HERZ 2 HEHE =TiL|C.
o * TAE 0|2 * LDAP MH2S| FQDN(Hstel =02l 0|E) L= IP FAQL|CE,
o * ILE *: LDAP AH 0| HZSH= O AL E|= ZEQILICH

@ STARTTLS?| 7|2 ZE = 3890|101 LDAPSS| 7|2 ZE = 636%IL|Ct. J2{L} g3}H0|

2u27| T4 22 BE BEE A2Y 4 YL

° * AtEX} O|F *: LDAP Aol HZE AFEAtS| DN(227 0 &)2| A Z=YLICt.
Active Directory2| 22 Of2i% 22 0|§ E= AHEXL 7|2 0|E2 XEE == ASLICE

XEE A A= 2

rir

i
i}
>
)14
Ral
i
i
ne
Of
[
n
mjo
o[
2
=

ASh 4 Q= HTHO| QUO{OF BhL|Ct.
* 'AAHE 0| & 'uid'

* objectGUID, entryUUID, nAuniqueid
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* 'en’L|Ct
* 'emberOf' EE= 'isMemberOf'
= Active Directory *: objectSid, primaryGrouplD, userAccountControl, userPrincipalName

* * Azure *:'accountEnabled' ¥ 'userPrincipalName'

o

* A % ALEXL O| B2t HAE A= YLICE.
° * Group Base DN *: 152 ZAMg LDAP 6t E2|0f| Cigt DN(11R 0| 5)2| K| B2 ILICE Active

[ R B —}
Directory Gli|(OF2)oll Al 1R 0|S0] 7|2 DN(DC=StorageGrid, DC=example, DC=com)z} ZHEl 2=
52 S 18R A8 & JU&LICHL

= A

() 2228012 ge " 18 712 DN * Lholld DR3HF BT

° * AFXt 7|2 DN *: ALZXIE HME LDAP 5t E2|2] 11} O|F(DN)2| T Z= LIt

>
ol
>
ki
0
o
i[{f

*
r|o

* AFEX} 7|2 DN * LHoll A 2 R8HOoF L T,

* * ALBTH 012 SA| HIOIT * (M2 ARY): HEIS XHEOR QI3 4 8l ZS StorageGRIDOIA 712 AHEX}

0|2 THEIS AFBHOF EHL L},

StorageGRIDZ} MH|A A FHof| HiIEE & Gl= B2 MEXIL ZO0Y = JCOE * ALEX} 0| F 4
HiQIE * £ H|Z2dt= 0| £ELLILCT.

CtZ THE & otLtE YL

* * UserPrincipalName I§&l(Active Directory 3! Azure) *: '[UserName]@example.com'
* * 519 £ZF 22 0|2 &l (Active Directory X Azure) *: “example\[AF2 XL 0| 2]

* * 19 0| I& *'CN=[UserName],CN=Users,DC=Example,DC=com'
[UserName] * 2 A JCH= ZotetL|Ct.

6. TLS(TE AZ Hot) Mol M Hot dHS MEfpL|Ct,

o * STARTTLS AF2 *: STARTTLSE AI2310{ LDAP AH{2to] EAl HOLS MASIL|Ct 0| 8 M2 Active
Directory, OpenLDAP = 7|E} Off CHal # &= X2 AzureOil M= K| E|X| F&L|CH

° * LDAPS * At2: LDAPS(LDAP over SSL) M2 TLSE AH26}10] LDAP AE{0f| HZARILICEH Azurel| 2

0| SME MEHS|OF BtL|LCF.

—_= = 1

o *TLS * Ak ©of &t StorageGRID AAEIDL | DAP MH Zto| HEQ|3 Effjmle ESE|X| Q&LICH o] SM
AzureOll M XIZIE|X| eLICH,

@ Active Directory AMH{7} LDAP MEE XME3%t= 22 *TLS AL ¢t &t * SHE MEY =
21&LICE STARTTLS EE= LDAPSE AtE4dljof BfL|Ct.

7. STARTTLS = LDAPSE MEiSH 22 HZA HOto| AL E|= QI ME MEfRIL|CL

° * 2 MHE CAABM A *: 2T MFo| X[ 7|2 J2|= CAUSME A HES B lL|Ct
° * ALEXL X[E CAASM AL *: AR X|F 2ot S ME AE-LICE
Of = Bt 2 MEX XY Eot QIS ME SAISIH CAAS A HAE HXtof| 20 ESLICE
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BE 22 Y 3 TS KI6HY| Mol A2 B A0} BHLICE. StorageGRIDE LDAP Alb{of T2t 912 45w}
sfole) AFB R} 0|2 HAI(HIZ 3 29)S Solghic

o A MM0| R=5tH "Test connection successful(HZ EHIAE HZ)" HA|X|7t LIELLICE Save * &

° HE 2Y0| ERE R "EHIAE HES ATEY + YUSLICH HIAX| 7 LIEFELICE BI] * & EfgL|C
J o2 EXNE At HZES ChA| HIAEFLICH
3. HiQIE ALEXL 0|5 HAS HST 22 Rad S8 ARSI ALKt 0|1 Y= 5 YL,

O£ S0 ALE8X} 0|22t Y= E YHEYLICH @ L=/ 22 E XE ALEX} 0| S0 ZESHK| ORYAIL.

Test Connection X
To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username

myusername

The ussrname of a federated user,

Test password

° A& MH0| &M "Test connection successful(HZ E|AE MH3)" HA|X|7} LIEHELIC} Save * &
MESHO] ™S KA L

o HE A, HIRIY ALt 0|5 WA iE= H|AE AZX} 0| B0t Y27t SHIEX| QW QF HA[X|7}

=
LIEEfLICE, B EHE sl Zst HES CHA| HIAERLICH.

ID 249 ZH|Z S7|=tgfLCt

MEXE H7I1Mo =z STISHtLICt AL #ets Z[chet

=
= AFLILE

StorageGRID A|AEIS D AANA HH2|0|M O
wa| dHSHAL Mot = 2R S7I9E ZHE A2

t
A

e
1. 1D TE{20]4 TO|X| 2 o] SBHLict.

2. H|O|X] H I0il M * M S7|2} * S MEASL|CE,

S7|st T2 M| AE 2F0f [ Ok AfZHo] 2 = ASLICE

|_
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@ ID 220 M HE2|0]d O F1 AAEXE S7|etot= o 2X7t JAs B2 * ID W08 S7[<t
A * 207t E2|AHELC

ID H|C{2f|o| M S H|gA gL Ct
OF 9 AHEXto]| st ID HG2]|0| M2 LANMOE E= HANMOE H|ghdate & JUELICE ID H|C{2o]M
ALESHX| = MHSHH StorageGRIDSE ID & A ZH0f| £410] O| RO X|X| t&LICEH d2{Lt st MEH2 _EHE

FXEE22 LB ID HE20[dS A ChAl A8 E &= A LICE

Of Zedof chel
ID HIC{2[0] M S ALESHK| =T EFot7| ol THE AtehS 2helsfiof ghL|C.

* Hio2o[d AF8Xts 2ol &= YIELIC.

* A 2001 HE{2|0| M AFEAtE M|MO0| 2t2E M7HX| StorageGRID A|AR0] it AM|A HBHS FXISHK| 2
MlMo| Bl 20l= 2a0le 4= iELICH

* StorageGRID A|A"RD} D 44 7H9| S7|ot= /| X| ool S7|=tx|X| g2 AIFo thol| 2& E£= ZE7t

I:iI'AH ol.xl oFA |__| |_-_|._

(=]

* SSO(Single Sign-On)7} * Enabled * EE= * Sandbox Mode * 2 AXEl AL * Enable identity federation *(ID
H|C{2{| 0| AL *) =elzto] H|g et ELICt ID HC{2{| 0| 8E HIEd2tst2]{™ Single Sign-On H|0|X|2| SSO
AENTL* AL OF B * 0]0{OF RLICH & HESHYAIR SSO(Single Sign-On)E H|Z A oteiL(CE

THA|
ID H|H2j|0| M H|O|X| £ 0| SELILC.
2. D H|{2||0| M ALE * EfolZte] MEdS F|AphL|C,
OpenLDAP Mt LA X|A

OpenLDAP MHE ID m|T{2i|0] 0] AH23t2{™ OpenLDAP MH0M £ - S FdsHof &LCt.

ActiveDirectory EE= AzureZ} OFcl ID 2A 2| H L StorageGRIDE 2| F0i| A H[ZHSHEN AL KO
(D) ot S3 AMAES RSO AErotx| YBLICE S3 UHAS KIS BRIl S3 7|8 ARt
BE JF0IM ALSXIE HIZBILICE,

MemberOf 5! 7X|2t 2H2]|0]

MemberOf X 4|2t 2H2{|0| £ &-dStsoF SLICE XAt LIEE o Hder I8 MY | | 2| X|&s
£t =61 Al 2http://www.openldap.org/doc/admin24/index.html["OpenLDAP “%‘ M: T 2.4 22|t 7HO|E"A].

X HEE eeA 7|1 EE AHE30 LI OpenLDAP &8 & 4 lof gLCt.

+ olcDblIndex:objectClass eq

"olcDbIndex:uid eq,pres,sub’

* 23 Dblndex=cn eq,pres,sub

olcDblIndex: entryUUID eq
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Lo 2[Ho] Y52 fIoH AR 0| =220 A5E HEES QUHHsHOF SLCt.

oM ek O F LMY }X| 22l et HEE
£ =5t A 2http://www.openldap.org/doc/admin24/index.htmi["OpenLDAP MEA: HZ 2.4 22| X} 7}0| ="4),

o -
UELIEH
Qs A
* £ AHSOt] HILIE B2|Xtofl 2 lsof BT X[ 2E|= 2 HatRA,
* RE MM Heto| QL= ALSXH TE0| oHof LI S AXSHIAIR B HAE 2Ha| Ak
* S8 1ES JtMRes 22 D HCz|o| Mg T4t S8t 150| 0|0] RAE ID 2200 AUBLICE

S30f| CHet XtMISt LIE2 2 EZSHIAIR S3E2 AFERILICEH

£
T A 2| *>*OF

*

g MeghLc

Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: B

Hame = m = Type = Access mode =
Applications 22cc2el7-E8ee-4461-a8c6-30b550besech Local Read-write
Managers 8b15b131-1d21-453%9-933d-f2295334Tc4dB Local Read-write

1

EH S
2™ * Local group * &S MEfStD, O|Hof| M E ID 2A0AN IES 7 2{H *

3 §9'| —,EO *H*‘iol- H L ocC
d= MEHSLCE

2. Create group * 2 MEHSIL|C},
&
Federated group * &

StorageGRID A|AEIO|A SSO(Single Sign-On)E ALt 22 22 I &3 AL XH= 38 AHetof| wat
Z2t0|HE OHZZ|AH0|ME ALESHY HIHEQ| B2|AAE RE|E  JUX|T HIHE Z2|Xtof| 2300E 4 SLICL

b

4. 1go| 0|5 YHBILICH
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c*2EIOF* HA 0|5 17 0|52 2F UHYLILL LIS EA| 0|52 HEE + ASLICE

o * 0| O& *: 1Rt 0|2 2ITtL|Ct. Active Directory2| 22 193t 0|22 'AMAccountName
£ M1} 2HAE 0|2QL|Ct OpenLDAPS| ZQ 1] 0|2 "uid" EA T} 2R 0|2 L|CT,

Ct.

NS B
© * Q71| - (712 2h: At

o * o|7| L * A}
4oL =2

. Continue * £ MEHBIL|C}.
S

° *S3ANA QIS+ 7|23 0| 1 = BF S3 2|20
ANAH 4 HELICH of SHS MeHsto ZE ABAOL T|=KOZ 53 awwﬂ HAH| AT 4 AELICH
° * 97| M HAHA = O] TFO| ALBXHE S3 B|AA0| CHEH 97| HE HM|A HtS JHELICE OIS S0f O
B0l 8T NS L2 55t AW E0IE!, EFE0lE] U Ef1E IS + 9 | @Mg Mefst

|_J0t0
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MOl JSON ZAIE0| HAE ARt LIEFELICE O] 2XAtE2 HE
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r
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=2 X I3
H o =
* | UNA *: 0] TBO| AFBRHE HIZIS E8Hot0] S3 2| A A0 T3 BE AHN|A S JHLICE O
SMS MelohH HA| AN|A T8 MOl JSON 2AFHO| HAE AXjof LIEFLLICE O] 2XFEL BEIE 4
giaLc,
* A2 o) - I8l NS0 HAS ARjo| ZH AS Aslo] mOfELIct olof 32 % ol &
HIZ3t 1E R0l 3t XIS LB S S3 22t0jolE ohZlF0ld 7 XA HEEHIAIR.
AFBRH ROl * 2 MEist A2 I8 HAS eBiLc 2t 18 HAS 37| H$0] 5,12080| EYLIC), 262
JSON 4| 2x}2 QI2fsHoF BHLIt.
of R0l A IF AU KIHE B AEX OS] BEA) LAISHs {0t LIZorD HN|AL
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Mo 53 Access 7 ”

"Statement": |
Read Only Access (

"Sid": "AllowListBucketOfASpecificUserPrefix",

Full Access "Effect”: "Allow".
"p'-".tt-"DI'I": ”53:%II|
@ Chiskam "Resource": "arn:aws.s3::department-bucket",

(Must be avalid JSON formatted string)

"Condition": {

"s3:prefix”: "S[aws:username}/™"

"Sid": "AllowUserSpecificActionsOnlyinTheSpecificFolder”,

"Effect”: "Allow",
"Action™: "s3:"0bject”,
"Resource”: "arm:aws:s3::department-bucket/S{aws:username}/™"
1
|
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1. £3 188 MMSHER| EE 22 182 WAMSHEX|0| met ARl HES Meistic
Y 2 0E MY
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2% 122 BES H2 * Continue * S AE{BIH 4THA(MEXRE 27H)7h LIEFLLICE 0] El= S8 250
ChefAlS LIERLER] Skt
12. D0l 27K 2t AFBRHO| Ch3t SHRIRIS MEHSH Tt * I8 A4 * S MeBHLCY
ABLICE LIBO| 20| ABXIS A7157HLE M ALB KIS

R0 maf AFEXHE FII6HR| ¢ OFE MEE
S

Fote o 182 Mg 4 UBLIC
13. OFA] * 2 MENSHLICE,

ddet 2F0| OF FFRO| LIEFELICE Al tiE0f| HEAMS S MESHAH 1520] 22 E & AUSLICE
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.
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Mame = D = Type = Access mode =
Applications 22cc2el7-88ee-4461-a8c6-30b550beeecl Local Read-write
Managers 8b15b131-1d21-4539-93ad-f229534Tc4dB Local Read-write

1

. Create group * 2 MEHILIC}

- 2ZOES Y852 E * Local group * Bl MEHSHL, O|F0f| 4 E ID 220 M 25 74 {H *

Federated group * B2 MEHSIL|CE,

StorageGRID A|AEIO|A SSO(Single Sign-On)E At2st= AP 22 50 &3 ALK 08 ?_43[_* | k2t
Z20|AHE fEZ|A|I0|ME ARSI HIHEQ| 2|2AE 2| 4 UKD

2
i
i
m
H
o
Rl
=2
Hu
[
ro
et
-I>
|I|>
=
Inl

I:I
o *HEH0|M OF *: 1 Re 0|ES YHELICL Active Directory2| 2< 11
M1t 2t El 0| EQILICE OpenLDAPS| 2R 1] 0|EL "uid" EMat &

2k 2 22 "yj b 24 L|Ct
Continue * & ME{SL|C,
HNA DEE MEHBIL|CE ALE XTIt O _'—E- | &3 0 2E 3F0| 7| MEOE HHEE N U= BR
AHEXt= MEfst DE AN 5l 7|50] chal 97| M& HehE ZA| ELIch.
o * AI|-MT[* (7| 23k): AF8Xt= HIFE HE|Xtof] 201510 HIHE 78S #E|g  JASLICH

c QI HE  MEXE 2Y YT =
HPSIALE S 4~ QISLITE 22 87|

s et

o AFEXIZLE|HE 22[Xt E= HIHE 22| API0f| 2321810 5t= H 2 * Root Access * &QIztE MEfSHL|C
(7

| =2))
° AHEXI7LHIHE 2[X} = HIEHE 22| APIO| HM|AY BRIt gl= 22 * Root Access * (FE HAM|A *)
stolzto] MEHS FABILICE oS S0, HIHEO| HMAY HRIL Q= %o D20l gtolzkg ME



ARfL|Ct a7 CHZ o[2{st AFSXEIL AE|0|H B JHA|S 22l = JAEE * Swift 22|+ Eets
gt

9. AF2 X7t Swift REST APIS AF2E 4= L0{0F 3t= AL * Swift administrator * 2Q12tS MEHBHL|C},
Swift AF2Xt= HHE Zt2|Xtof| HM|ASIE{H R E HM|A HSHo| Q0{OF BHL|CE Td2{Lt RE MM A Hst2
A2 X7t Swift REST API0| 215 5H0] ZAE|O|LHE MMstn WM E £EStE AS oI2HK| AESLICH AFEXtE
Swift REST API0| Q15 & = Swift 2H2| Xt #$to| QIo{of BfL|Ct.

10. S8 1ES WHsI=X = 22 1852 dH5=X0f wat EA== HES ME{SLC)

c BB OE:rOF MM+
c BHIOE Y AS

1. 1;_0“ ;t7|.'c'5+ ZF A|--9-X|-01| |:|-|'<‘5} §I-O|E_|-% MEHS} |_'_|-% *E A A * = A-|EH'6‘I-|__||_'_|-_

o mat MEAE FII5HA| @1 OF§S MEE - USLICE LIS 2F0 ALEXIE F715tAL M ALSALE
OLS o 2SS MEHSE & Q&L
[ —HEH= -T2 T M-d

12. 0F& * 2 MefstLc

Ayt 2F0| OF S =00 LIEFELICE FHA| 0 HEAL S MESI{H 1520] 22 E + USLICE

HlE JES MAohy| FOj o JF0 ST AHS TASHIAIL. HIUIE Br2| M2
AFSRIZL B AE BE|Rt L HAE 22| APIS ALBSI0] £33t 4 Qi Ffol2 ZFTLICH
AFSAHE SiLF O|4te] DF0] £3F 4 UALICH AL} of2] IS0 43t F AL
SHELIC
HIHE Z2[Xtof 22205t LE HIHE 22 APIE AHESIEH ALEXL7L StLt O o] ABH0| A= 2 F0| £3H0F gL|Ct
2O = A= BE MEX= U2 HAUS +8Y £+ AT

* HAIEE H7|

DE HB0) CHo IEO| UM A DE MYS NSAE MBS HHSHD BB 2 4 QK| EE B M
7155t 2 4 QI ofRE AL
()  AEAtolel a8 43 91 2 280l 27| goR NS ik F2 AEHE du 2E
A % 7|50l ool 97| 8 Hets 2 Eluict

23



J50| Ch2 Aets 2Ee = ASLICE S3 HIHELL Swift I E= CHE O& #ets JHELICE FHA| Ti =20
HIASE HESIEH 1520 22F = AGLICH

Azt EE

FE ofyl2 Bl IS 2H2|x 9 EAE 22| APIO CHS | AHAS HZBHLIC
* AT * Swift AFBXHS B IE AFO| 2O9I0HR 2E ML Hto| Ylojof
gLiCk,

22X} Swift Bl 1B+ S, 0] ElAE Aol it Swift AE0ILA 3 2ol st Fx

8
N AS HZELICH

=

* %t * Swift AF2XH= Swift REST APIS AL2610] B E =8 488t ™ Swift
Zt2| X} Mo QLo{oF BhL|CY.

XAle] S3 xtA BHE S3 E1I‘—1E':'* SHE. AFSXIZE AHAIC| S3 HMA 7| E MMstn HHE £+ USLICE 0]

22|t Hsho| gl= AFEXHE * storage(S3) * > * My S3 access keys * HlF SME2 2
ASLICH

SE H3l & * S3HIHE: AFXI7} H|H | f % HHE 22| APIE ALE5H0] S3 HAIS MY

E 1ig
N ARISE D 83 MAl £ OF Ao 2AIL0| HIHE AFS 2E S3 IS
el = AL

O| Heto| H= AF2AH= * Bucket * s SMS & 4= Ql&LICH
* Swift HI'H E: Swift AF2 X7t HIFE 22| APIE AFE6H0] Swift Z4H|0|LH 2| Mehd

HA

+ZES MO = ASLICH
x

* HA: - HIHE 22| AP0 Swift 2F00|TF 2= H3l 22
AELICH HHE 22|XHE AHESHH Swift 2E0i| 0] #otE &ee = gi&L .

AN

o I
Of
o
o
0
ot

A=IOIE 2| S3 HIHEBL &2t HIHE 22|} EE= HHE 22| APIE AHE610 StorageGRID

SHE MH|AQ| CHAMOE MEE|= JAEXQIES MMSHAHLE MES £ JELICY.
O] M5to] gl= ALEXt= * EE1E MH[A EX * R SMS = = AUSLICH

2 M

S32 ALt

SwiftE AtEgtL|Ct

JE ME MEE B0 HESh|Ct

O NE MEE = If 352 EA| 0|5, AHE Aot HM 5l OF0f 0 AFEXIE HEY &

AUA&LICH

HestA

* £ MESHH HIHE Z2|Xtof 2 I8l of LT X = E E2tRA.

24


https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html

1. Gy A B3| * >+ OF * 2 MeEiLict,

2. N HEE H7Lt MyS OF°| 0|ES MEfRiL|CE
CE= * Actions * > * View group details * £ MEHE & U &L|CE,

&8 MR & Ho[X|7t LIEFELICE CHS ol M= s3 O& MR E& HOo|XIE 20 FLIC,.

25



26

Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials
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Manage users

You can add users to this group or remove wsers from this group.

Username = Fulllame = Denied =
User_ 02 User_02 Managers
4. D50 £7ke AFBRHE MEB CFS * ARt 27} S MeistLCt
Add users X
Select local users to add to the group Applications.
Q Displaying 1 result
Username = Full lame =+ Denied =
User 01 User 01 Applications

Cancel
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Edit group name X

Specify a new name for the group Applications.

Must contain at least 1 and no more than 32 characters
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: B

Mame = m = Type = Access mode =
Applications 22cc2e27-BBee-4461-38c6-30b550beeech Local Read-write
Managers 8b15b131-1d21-4539-93ad-f229534Tc4d8 Local Read-write

1
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Users

View local and federated users. Edit properties and group membership of local users.

3 users Create user

Username =~ Full Name <~ Denied = Type =
root Root Local
User 01 User 01 Local
User_0Z User 02 Local
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Buckets

Create buckets and manage bucket settings.

1 bucket Create bucket

Name = 53 ObjectLock @ [+ Region =+ ObjectCount@ = Space Used @ = Date Created =

bank-records o us-east-1 0 0 bytes 2021-01-06 16:53:19 MST
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Create bucket

Enter bucket details

Enter the bucket's name and select the bucket's region.

Bucket name @

Region @

us-east-1 v

Cancel

— =y 2]
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Buckets

Create buckets and manage bucket settings.

Create bucket

3 buckets

Experimental $3 Console [/}

-
-

4 SpaceUsed @ % DateCreated

Object Count @

Region %

-
-

53 Object Lock @

Name
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0 bytes

0

us-east-1

bucket-01a
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bucket-02a

2022-01-06 13:48:38 MST
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0

us-east-1

bucket-03a
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Buckets > bucket-01

Overview o
Name: bucket-01

Region: us-east-1

Date created: 2021-11-30 09:55:55 MST

View bucket contents in Experimental 53 Console [7]

Bucket options Bucket access Platform services
Consistency level Read-after-new-write (default) (W
Last access time updates Disabled v
Object versioning Enabled v
S3 Object Lock Disabled v
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Consistency level

Bucket options Bucket access Platform services

Read-after-new-write (default) W

Last access time updates

added toILM evaluation queues.

added toILM evaluation queues.

Disabled -~

Enable ordisable last access time updates for the objects in this bucket.
When last access time updates are disabled, the following behavior applies to objects in the bucket:

® Requests to retrieve an object, its access control list, or its metadata do not update the object's [ast access time. The object [s not

s Requests to update an object's metadata update the object's last access time, The object is added to ILM evaluation queues.

» Requests to copy an object from one bucket to another do not update the last access time for the source copy and do not add the
source object to the ILM evaluation queue. However, the last access time is updated for the destination copy, and the destination

object is added to ILM evaluation queues.
s Arequest to complete a multipart upload causes the last access time for the assembled object to be updated. The new objectis

o Updating the last access time when an object is retrieved can reduce performance, especially for small objects.

Enable last access time updates when retrieving an object

@ Disable last access time updates when retrieving an object
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Bucket options Bucket access Platform services
Consistency level Read-after-new-write (default) v
Last access time updates Disabled v
Object versioning Enabled A

Enable object versioning if you want to store every version of each object in this bucket. You can then retrieve a previous object version
to recover from an error.

After versioning is enabled, you can optionally suspend versioning for the bucket. Mew object versions are no longer created, but you
can still retrieve any existing object versions.

@ Enable versioning

Suspend versioning
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<CORSConfiguration
xmlns="http://s3.amazonaws.com/doc/2020-10-22/">
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>

CORS 7 XMLO|| CHEE XbA|TH L8 2
Storage Service JHZX} 70| = & & XSHUA|L".
HIHE Z2|Xto|M * AER|X[(S3) * > * B3] * & MEfRIL|Ct.

2204 B2 0122 Mefztct

2! M2 H & H[O[X| 7} LIEFEfL|CE.
Bucket access * > * Cross-Origin Resource Sharing (CORS) * £ ME{SIL|C}.
CORS * gzt giolets MEHgtL|Ct,

SAE MK CORS 74 XMLS 204 911 * #12 LH8 Mz * 2 Megh|ct
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Bucket options Buchket access Platform services

Cross-0rigin Resource Sharing
(CORS)

Disabled ~

Configure Cross-Crigin Resource Sharing (CORS) for an 53 bucket If you want that bucket and objects in that bucket to be accessible to web
applications inother damains,

Enable CORS

CCERSLonEiguration

rmins="http:/ /33 amazonaws.com/doc/2020-10-22 /">

<CORSEnle>
ZA1lowedOrigins*< Al lowedlrigins
<A1t owedMethod -GET< /Al 1 owedMathod
<hllowedHeader>*< /Al owedHeader>

«/CORSRules

<CORSEule:
<]l lowedCrigin>http: //wwd.example., coms fAl T owedOrigins
<4l TowedMethod>GET /K] lowedMethod
<A1l owedMethodr-POST< /Al lowedtethod>
¢RllowedMethod>DELETE</Allowedtethods|

HZl2| CORS MM S LAl HlAE AXIO|A CORS 74 XMLS H|0|ESFHLE CIA| A|ZHSI2{H * Clear *
2 MEHSIMAIQ. 31 O} * HA Arg MZH* 8 MEfsiL|C}

H
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e
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rot
N

* £ AFE5I0] HIHE Zt2|xtofl 2al18H0f LICE X2 E[= & EErRA.
* BE W3l 22| E= FE HM|A ABH0| A= AFEXE 2F00 £oKiof fLICt. o|2{gh #ot2 OF = HIl X9
A8 AT 2T S MTYARLILE S HESHIAIL HIHE 22| ek

2 XIE2 Tenant ManagerE A5t S3 H3IS AtH|st= WHES METBILICEH E AF20I0 S3 HIIZ AXE &
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QUF|E L H|AAl QEME HHO| ZEE S3 MAS ARY
chet ApMISE LIRS B AEEHIAR BE 42 7| H2l2 Algsto] K E

e
1. AE2|X|(S3)* > * B2l * S MesiL|Ct,

Bucket H|O|X| 7} LtEtLET 7| ZE Q| L= S3 KIS HAIELICEH

= QlELICH S3 M QEHEE AF|st= WHo
2elsto] gt XA,

Buckets

Create buckets and manage bucket settings.

3 buckets

Create bucket

Experimental $3 Console [/}

Name = 53 Objectlock @ % Region % ObjectCount @ % SpaceUsed @ 2 DateCreated =

bucket-01a ¥4 us-east-1 0 0 bytes 2022-01-06 13:48:08 MST
bucket-02a v us-east-1 0 0 bytes 2022-01-06 13:48:26 MST
bucket-03a us-east-1 0 0 bytes 2022-01-06 13:48:38 MST

Y w7t ettt
3. e HlmOll M * B2 AH| * (E= = 0|42 MENSt ZR * K2l AH| *)E MEfSLCY.

Actions A~

Delete bucket

s — Region % Object Count @ = SpaceUsed @ =

Experimental 53 Console [

Date Created =

bucket-01 us-east-1 0 0 bytes

bucket-02 us-east-1 0 0 bytes

2021-12-02 11:14:26 MST

2021-12-02 11:14:49 MST

4.

tot

POl ot &FXFZF LIEFLIEH * of * £ ME1SIO] MEfol R= HIIS ATRIRLIC

J

StorageGRID= 2} H{Z10] H|0] /S S 2felot THZ 2 HZIS ATM[ELCE O] &2 R & HE 22 £ AFLCH

HZI0| H|O| AX| fS™ 27 HIA|X| 7} LIEFELICE HZIS AM[SHH BX 2= 28

Experimental S3 Console2 A2 EfL|Ct

S3 Z&= AtE0H0] S3 M3
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M NetApp ‘ StorageGRID Experimental S3 Console enanto1

Buckets > bucket-01

1 (7 bucket-01

Upload New folder Refresh Actions w search by prefix 12}
~
Name Loglcal space Last modified on
used
2021-12-03
[3) 03 Grid Primer 11.5pdf 2.73 MB i
: 2021-12-03
@ 04_Tenant_Users_Guide_11.5.pdf 107 MB 09:42:24 MST
—— Select an object or
@ 06_Tenant_Users_Guide_11.5.pdf 125 MB 09:44:27 MST folder to view its
details.
y 2021-12-03
@ 08_Tenant_Users_Guide 11.5.pdf 1.25 MB 09:44:37 MST
2021-12-03
@ 09 Tenant_Users Guide 11.5.pdf 1.25MB e AIST
2021-12-03
@ 10. Grid_Primer_11.5.pdf 2.8 MB 09:43:27 MST
v
Displaying 16 objects
Selected 0 objects
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

Display name @ = Lasterror ® = Type® = URI®@ = URN® =

Mo endpeints found

Create endpoint
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Create endpoint

o Enter details & ct authentication type

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

URI @

URN @

Cancel
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HE MH|A RE2 2 HOIX|o LI i EF OIF
[ ]

- URI* ZEO|M 82 18 URI(Resource Identifier)S X[ & gfL|Ct.
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https://host:port
http://host:port
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TLEE X|™SIK| $OMH T E 4430 HTTPS URIO| AF2E| 11 ZE 802 HTTP URIO|| AF2EIL|CY.
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https://s3.example.com:10443
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https://s3-aws-region.amazonaws.com
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6. Continue *
7.

Create endpoint

e Select authentication type

@ Enter details

Authentication type @

Select the method used to authenticate connections to the endpoint.

Anonymous w

Access Key
Basic HTTP
CAP (C25 Access Portal)

Previous Continue
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Create endpoint

@ Enterdetails — Select authentication type o Verify :s.en.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate

Previous
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Platform services endpoints

use.

4 endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

my-endpoint-3 Notifications

my-end point-4 S3 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Display name @ lasterror @ =+ Type® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2:examplel

urn:sgws:s3::bucket2
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Overview "~
Display name:; my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a

resolved error, select Test connection.

Test connection

3. Test connection * & MEHSILILCY.
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ZeE AH|A BHES HEBLICH
ZeHE MH|A 22X 2ME TSI 0|2, URI EE= 7|EF M|E HEE HAT & QI&L|LCE
0|2 =0 Bt=El XA 3HZ YUH|0|ESIAHLE CHA| 252 2Ieh B Elasticsearch QIHIA S
7t2|7| =8 URIE HAGNOF & & ASL|CtH ZHE MH|A EHO| URNS HAS £ QI&LICt
"Rt 31
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use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Displayname @ * Lasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

28 MF ZE& Ho[X|7} LtEtELICE.

Configuration * 2 %}

L|Ct.




Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate
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Platform services endpoints

use.

4 endpoints

Displayname @ * Lasterror® <= Type@® = URI® =

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1 $3 Bucket http://10.96.104.167:10443
my-endpoint-2 € 2hoursago Search http://10.96.104.30:9200

my-endpoint-3 Notifications http://10.96.104.202:8080/
my-endpoint-4 3 Bucket http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

AL B ESE MH|A EXS MHSHH sllT EXS AMESH= ZE H2U0]| Tl AZAE EHE
=0
A

(D MH| AT} B SHEILICE OFE] R E|X] 942 2
E

a
H2 AHIELIC A HIE URNS
Al

|O a
REE HI AYS HEY WX M @82 A% MY ELIT. StorageGRID= O[2{et RES

2
1%

* > % T AMR| * 2 MEASHL|C}.

el HIAIX| 7} LIEFELICE,

Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-10?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint
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StorageGRID7 BE AH|A BT SNSH2 D & 1 QE7} EHSHE CHAIE0| BIAIK| 7}
EAEILICE ZE AH|A 25 HO|X|o|H 0|2 ©F B O 7t LAs A|ZHS LIEHLICH
20| X7 527 S2E Asto| SHIZX) YO 5t HAISIK| QLI

= LS — L— [El=]

QEIH WMIER SoIBHLCt

Xt 7€ O|Liof| EZHZF MH|A EF @FIF St 32 HHE Z2[Xt tHA[Z 20 210 HIAX|ZF EAIELICH ZHE
MH|A 2F H|0|X| 2 0| S5t R0 thet XiMiet HEE = + ASLIC.

a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

CHAIE 0] LIEHLL= Seet @RI ESHE ME|A 3 HO|X| H 0| = LIEFELICH XiMEE 2F HIAXIE He{H:

e
1. 2% 220)M 277t U 2HS MEch
2 2 ML HE HOIXOA * 12 * 2 MEfSILICE 0] S B0l thet 7HE 212 QF0 EAISHD 27 Last
Alztg EAIZLICE w2t X ofoj=o| matel o5 €F Xt 794 ofuoll wagALIC
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)

LRIt TS| |4l JEHRUX] SlghL|Ch

=

ZE 20| * ORX[2 @F * 2of| A& BEAE 5= JAFLICHL 2LF 7} oixf LR UX| 2HI5tLE E|0[ S0 A
YR Z Mot LSt 20| St A2,

HE HIAE * £ MEISHH StorageGRID7F 22 E MH|A 2H0| Q=X], J2|10 Wl X1 SHoZ AZE = A=K
HEYLICH A=ERAE TSt HE2 2t AO[EQ| oF = =0l M HSE LT,

28 M5 L ho|X|el * OtX|2 2F * HAIXIE AFE5I0 2F 9| RIS =eld + ASLICH LR LRM=E ZHE
SiZst7| 2l BEHES HEHOF 2 o= ASLICE O E S0, SHHE B2 HeH0| AL AM|A 7|7 2tz =0
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StorageGRID7f T4 S3 HAIZ HN AL &~ Ql= R ECRE02E *F 7 Hde & JELICE O] HIAIX|=
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""InvalidAccessKeyld" & L|C}.
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N HE LS K&+ 2 MEiSHH StorageGRID7f
=X| olgtL|ct. A=ZQIEo| Chot HE2 2t AHO|EQ

e

1. 23S Mepict
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Asto| BET 2H X 3

StorageGRIDOIM ZE AH|A 2| QRS HAE 1 THO| X2 SHS A0 Y 2|2A0] A2

re >

U=X| =elstn 7|2l AL et HAALE sdefL|ct a8Lt StorageGRID'.: EX SUE MH[A 2o He
DEME Hote| R4S HASHK| gf&LICt M2t SHE MH|A("403 AHE ZX|" §)E AHEY M LF I LMSHH
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SHE MH|A B S WAL
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SHLIQILICE. CloudMirror 2H|E AHR3I0] QEMEEZ 9|5 S3 H3l0|| X502 2xX|e £
ol AL|C}.
M-
mat
* StorageGRID 22| X7} HI'HE AHof| Cis SHE MH|IA S AFESHEE AH6oF 2L(Cf.
© SH AAR AEY HIIZ 00| MdsjoF gLt
* CloudMirror SH|2| CHAC = AEStE = AEZQIET} 0|0] RL0{0F 5t URNO| QL0{0f SfL|Ct.
* OE W3 HE| Es FE AMA AHTHO| Q= AHEXH OF00 £8H{0F 2LICE o] AotS AHE5t0] HIHE A 2E
S3 H3lof st &g 22| = JASLICE o|2{h Mot HIHE Z2|XHE AL HAlE A o OF &=
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Of ZFHofl CH3H

CloudMirror %HIE A HZ '01|A1 ANEZQIEN X|HE CHA HAIOZ N E SH|LICt H210f| CHal CloudMirror
EXE dYstHH fast {3l 2 24 XML2 MAstn ME6l{of gLt Sx| 74 XML 2t CHAM| CHal S3 K3l

AIEZXQIEO| URNS ArE3HO} S|t

()  s3eoume m3o| gyste A4 w ohy 30 2R} XIIEX eksLIC

rr

H2l SH A o dhHof cfer YEtx el M = wkt X[ SX|(CRR)M| et Amazon Simple Storage Service(S3)
MEME A ERSHIAQL. StorageGRIDoﬂkl S3 K3l FH| 7+d APIE T#3i5t= Bl CHSE XtM|TH LB S E
XA S3 22H0[AHE ofZ2[AH|0| M8 £&1 K|,

A 7F ZetEl H2I0M CloudMirror SHE E-4etotH H2ZI0f| =7t A K7 SHI|XI 2 22| 7| & K=
EHE|X] fELICE SHE E2[AH52{H 7| E K[ E Lollo|E8HOoF gfLct.

=X 74 XMLO|M AE2|X| 22HAE X|Fdt= B StorageGRID:= L S3 EF0|| Choll 2P S e o 3T
ZHAE ALSSLICH CHa EF2 XHE NMEA SHAE X|26H0F ShL|Ch CHak A AR SSHM0IM H3sts HE

MEE MEHAR.

EHA|
1. 24 H2l0] et =X X[ :

HAE HE7|S ARSI 53 2A| APIO| XIHE h2 SH|S BAstets o LRs 2/ 74 XMLS MABLCH
XMLE P48 f;

° StorageGRID= S| #42| V12t X|&IBtLICL &, StorageGRID= 72101l CHSH 'Filter' 2 42| AHES
K| otX| oM JHA| T AP0l CHSH M= V1 22 HELICE XtA[et LH8 2 SH| w140l CHSt Amazon
MEME AESAAIL.

° S3 HI AIEHQIES| URNS CHAIOR AMETiL|Ct
o WPt AL "<StorageClass>" QA5 F7Itst1 CHF & StLHE XM ELICH

* 'Standard’: 7|&= AE2|X| SeiA. HHE H2ET W AEE|X| ZHAE X|HYSHK| H BE AEE(X]
Sl 270 ArSE LI

* S tandard_lA: (Standard - Infrequent Access) HM|A BIEJF SEX|0F HQ ot 2R HE HMAT Rt
CIO|E{0]| O] AE2|X| A E AEEL(Ct.

* Reduced_redundancy: standard AE2|X| SSHAELI S2A0| M2 H|QE, i3 758t H[0[E{of| O
AERX| 2HAE AL HLICH

o M XMLOIM Role X|™stH 2 A|ELICH O] Zt2 StorageGRIDOIA AFRE|X| Q& L|CE.
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

- HIE Z2|Xtof| M * AEB[X|(S3) * > * B3l * S MEIRIL|CY,

- 22 HZIO| O|F S MEPfLICY.
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Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.

# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<ReplicationConfiguration>
<hole></Rale®>
<Hule>
<StatusrEnabledsy Status>
<Prefig»zZ020</Prefigs
<Destination
<Bucket>Rra: Bgwsts 53 L2l —recovds</ Bucket>
<StorageClass>STANDARDS/StorageClass>
< /Destinacion>
</ Bules>

<;Repllcatichcnflguratlcnﬂ

8|S B|R £ D2IS Ba| APIS AFR3H] StorageGRID E2|X7H 2t HIHE AR chel
() == MulAS gsfsiof sLICh 74 XMLE K28 0f 257} 24481 StorageGRID
2H2{RH0l | 2OISHAAIS.

7. ZR|7t SHIEA| EEU[=X] ZelgfL(ct.
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>

<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>

<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled

Event notifications Disabled

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.

® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

<NotificationConfigoration>
<TopicConfiguration>
«Id>»Image—createds/ Ids
wFriters
<5 3Key>
<FilterRule>
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterBule>
</ 5G3Key>
</Filters

< ToplcsSrnsaws

rEnssus—cast—1 050340850352 sgwa—topics/Topics

®

HIE

J2|E 22 Xt E= O2|E 22| APIE AHE 510 StorageGRID 22| X7t 2t B E A of| CHal
ZHE MH|AE &MSISH0F BLICEH M XMLE MEE I 2 7} EH5HH StorageGRID
2| XHof| A 22t AIL.

20| SHI=A| FHEIU=X] gl St

=

XMLO| T E QRS E22{617] At 27 MBS EFoH £ 21| 2|0 et Zrd

(=1
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Of IR M= "images/" MFAIZ K|S 2H= wiotct O|HIE LEO| MESE LT,
b. L20| T4 SNS etz o2 MEE|JU=X| QIS C},

o|E £0f CHA F=H|7F AWS SNS(Simple Notification Service)Ofl SAEIE AL A2l M4 Al O|HYS
HI|EE MHAE 2HT & JUSLICH

"Records": [
{

"eventVersion":"2.0",

"eventSource":"sgws:s3",

"eventTime":"2017-08-08T23:52:382",

"eventName" :"ObjectCreated:Put",

"userIdentity":{
"principalId":"11111111111111312121211"

br

"requestParameters": {
"sourceIPAddress":"193.51.100.20"

br

"responseElements": {
"x-amz-request-1d":"122047343"

by

s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"11111111111111112111"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {

"key":"images/cat.jpg",

"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"

Chat SR04 LRI0| £ ME|H StorageGRID L T3t 24 MAS HTHOZ 248 ZelL|ct
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HIHE 22|XIE AFESH0] HZ10] ALEXt K| StorageGRID 74 XMLE M 85t0] AM SS #ME + AUSLICH

M S8 MH|AZ I8l JHA| HIEHHO|E{ 7L CHE L 2 d% |7] W0l S 7+ XMLE _ H|EHE| 0| E
0*%! T4 xml _ O[2t31 ghLCt o] 74 XML2 O|HIE &2lE A= O A= _notification 74
xml_a} CHELICY,

©

EXSHUAIR S3 220[HE 0Z2|7|0| M o4 X|E CHS AFEXE X|E StorageGRID S3 REST API 2H10f| CHSt
Mt i8S LSS **Iﬁf AR

24

* B2 HIEtHIO[H & 4
* HIl HEtEolH 2E 79 2F
* PUT HZ! HIEIHO|E &3l 74 /¥

n 0z
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o

[
A ST /8t T4 XML

i

oy

GlEtcilo] e r2lof el A et olE iLict
JSONO| Z4 S8F KH| A0 ofsh HAIE| LIt
HM EBt AHIAS TABLIC

S3= Ar8YLICt

AM E3F MH|A = "<MetadataNotificationConfiguration>" 5
"</MetadataNotificationConfiguration>" E§20{| ZZgHEl 7&] Zlet2 AFESHo] A EL|Ct 2+
A2 70| HEE= QEHEQ} StorageGRID7 s @ E M E O] HIELH|O|E{E EL{OF
Stz &S XIF L.

WA O1F 2l MEFOE 7|E22 JHNIE T 4= JAFLICH oIS S0, HF0{ 'O|0|X]"7t U= A H|of| CHet
HEIHO|H £ ot i o2, MFO| 'H|L| 7f A= AH[of et D1|EfE1|0|E1 EfE Yoz Ha&e = ASLIC.
SEEE HEAML A Y2 R=0HK ol HEE o HREELIC oS HEA testS 7HE 7HA|0f| CHEH

SiLtel FAIT HEA test2 2 7 Aol Chst £ I:HJU(H TASE ZEots ’go S EE[X] gfELItt.
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aM Set MH|AE 2fd MM El StorageGRID AEZQIES| URNES AHESHH CHAHE X|&sHof giL|Ct. o|2{et

AEZEOIE = Elasticsearch 22 AE0f| Mol QlHA 5l @3S LIEFALICE

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>
</MetadataNotificationConfiguration>

O EO|M= HIEtCOIE 23! 14 XML2| 240 CHa AF LT}

o|& 443

MetadataNotificationConfiguration  0|E}C||0|E] 22| 7iA| &l CHAIS X|MSH= O] AIRE|=

2 AXSHHAIR Fxlo| ZE|0|Lq EjaQIL|C}.

SHLL O| Ao Al QA7 TEte|of YELCE,

) |EHGI0|E S XITE QIEIA0| 7FsHOF ot A
Aot Fle] Zieoluf EfIRILIC
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

HIEtCHO|E Elofl ZHEl JHA| O|EFCH| O| B iL| Tt
JSONO| AM S8t Mb| A0 ofdh Mg ASL|CH

ZHM E3F AH]

[ R | =

|>
i

M
oot
C
Iul

4

97



AM S MH|A= HHM|7E e, AX = oS HIEHH|O|E] EE= Ef 17t YT|0| EE motrt
CHah A QI Aof JHH| HEIHO|H S ERLIC,
st A

* StorageGRID Z2[At7t EI'HE A|Hof| CH3ll ZHZF MB|AE ALE0t=F 28Ok LTt

* QlElde FRIXIE Q= S3 HZIE o[0] M dslioF gLt

—

=]
© M Se MH|AQ| MO 2 AEStE = E80| 0[0] RL0{0F 5tH URNO| RL0{0F LT},

AH
* BEH3Il 2| E= FE HMA ASHO| A= AFEX 2 F0H £HO0F BiLICH 0] #ohs ArE35H0] HIHE A Fo &
S3 H{Zloj Chist @S 22| &= ASLICE O[2{¢h Hot2 HIHE A2[XHE ALE5IH H2lS e Wl OF L=

of 2E S M QARLIC.

(o5}

(=]
A HZl0f| CHet HAH Sof MH|AS F4et = HHE S L 24H| S| HIEHHO[E] o= Ef IS C|0| E5HH T2t
EXQIEZ A HEIHOE{ZF H&EILICE o|0] 4RIt ZetE H2lof CHal HM STt MH|AS 2dststH 7|&E
Alofl CH MIELE|O|E ZE0| XIS 22 MEE|X| 5Lt O[2{et 7|1E JHM|E |0 E5H0 THah ZA Q= Ao
N HIEIE|O|E{ 7} 3=7t=| =5 BHOF ZHL|CE.

HRp

[e]3

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)
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"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1"
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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aws s3apl —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration

--bucket testbucket --lifecycle-configuration file://bktjson.json
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aws s3apl —-—endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration

--bucket testbucket
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aws s3api --endpoint-url <StorageGRID endpoint> put-object
—--bucket testbucket --key obj2test2 --body bktjson.json

43 SE2 7HA7F 1002 (20202 10E 1) LHOf| 2= =10 2fO|ZALO|Z 42| %] 29 2X|etS LIEFHLCE.

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",

"ETag": "\"9762£8a803bc34£5340579d4446076£7\""

OlE =01, 0| head Object 22 testbucket HZI0| A S&ot ZHA[0f et HIELH|OIEE M= O AFEEIRASLIC.
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

43 SHOl= 7HA2] HIEHHIOIE 7F et JHA|7F 100 2of RHE =0 4] 29 YX|&HS LIEFHL|CE

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-

id=\"rule2\"",
"LastModified": "2020-06-23T09:07:48+00:00",
"ContentLength": 921,
"ETag": "\"9762f8a803bc34£5340579d4446076£7\""
"ContentType": "binary/octet-stream",
"Metadata": {}
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization string

Authorization: authorization string

SE

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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273 o

PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization string
Authorization: authorization string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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A0 M K| = X| EELICH
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* StorageGRID= 7| O|§ K= 2to| sHAEl Zhof| Ql2fe 4~ gl= X7 ZEHE 2 "x-amz-missing-meta" 8| E
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Ll PUT QEHE X4 9] maximum_recommended_size= 5GiB(5,368,709,12080| E)QIL|Ct. 5GIBELCt 2
A7t A= B2 il HE|ME HEEE AL ELICt.
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A = At QE(Put Object-Copy request)dl| CtS M| 7H2| SIS Z&tol{OF BfL|C}.
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° "X-amz-copy-sourcesourcesifx-server-side-encryption-customer-key-md5': 24 K| E TS of XS5t
MD5 CHO|HAE S X|FgfL|Ct.

* M3 % EHe2[shs 1R 7|18 AFESH0 CHA JHA|(SAHR)E S ststa™ CHS M| 7He| Hz|2 2 ZEeL|Ct,
° X-amz-AMHZE-5ol- 1202t 12|S: AES256 KA.
o 'X-amz-AHE-ASot-T2H-F]: A HH|off CHet M 53} 7| S X[-EL|Ct

° X-amz-MHZ-L=ot-124-7|-MD5: M =2} 7|2] MD5 CIO|HAEES X|FSfLICE
7

* RO MY Lot 7= ML K| BEUC Y=ot 7|E 2H6HH Y N7 SAELCH D40 HSe IS
A8t REHE H|0|HE E25H7| Tl "MH = d2st AHE'9| 12| AtgE HESHIAIL.

* SSE(StorageGRID)0|IA &t2|=l= 111 7|2 At HA|(AH2)E L= otst2{H 2K S AL @8 (Put Object-Copy
request)0f| O| &l|{E EEA|ZLICE

° 'X-amz-MHH- =3}

OO|EE £ QI&LICt Al X-amz-metadata-directive:replaceS AH25H0{
]
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g
A
e

2|

H2le| HHO| = E2 "x-amz-copy-source" S| E AHESH0] 24K|2| £[A HES SAFE = QUESLICH 7HA| <
N HMES SASH{H rionld 52| 2|AAE AFESIH SAIE HA S A O = X|-HsloF LICH SXX| 31| A
ﬂal7f E[H MHE HHE2 'x-amz-version-id' S S|ICI 2 BtehEL|CH CHA 3o A 2|7t LA SEHE H R x-
amz-version-id= "null" 2t gtstetL|C}.

2 Jm B
0zt |>

ILME AHE3H0] 7HM|E 22| gLt

S3 HYUO| ZA Z0[M FHE|IASLICH

WM & E&LIC

SelectObjectContent S MEHTIL|C}

S3 SelectObjectContent ™S AFE5H] ISt SQL 22 7[HIe = S3 7iN|e] LiES2
HEZY +~ ASLICL

THMst 82 & EHESH AL "SelectObjectContentd| CHEF AWS 2 A{".
e
* HIHE AIH0]| S3 Select #$H0| AU&LIC
* F2|g Ao st '3:GetObject' et0| UELICE.
« F2|T K7t CSV &Al0|7LE CSV HAl melo| ZTatEl GZIP = BZIP2 9+ M QlL|Ct.
* SQL Al9| *|Cf Z0|= 256KBRILICY

© Y3 £ 20 s 2E 22 Ef Ao 20|= IMIBRILIL.

.
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL Hz[of of

O #2|= Al/= OF, 20108 2171, 2015 Ofj&f @17, Ol= I3t Z=AF HIO[E{S] tHE HIES 7P FLICH THHof U=
HEfZL OF 2|2 == FAIELIC
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pN|
=

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

olgt Mol M2 H =9I 'sub-EST2020 all.csv'= Ct2at Z&LICL.

SUMLEV, STATE, COUNTY, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME, STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATE2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020
040,01,000,00000,00000,00000,0,A,Alabama,Alabama,4779736,4780118,4785514,4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A,Abbeville

city,Alabama, 2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555,2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758, 754,751,750, 745,744,742,734,734,728,

725,723,719,717

AWS-CLI AFE o

aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

H ool M H =2l changes.csve CHS ot Z&L|CH
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Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017, 6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246

HE|IE Y2 2

0] M M0j|A= StorageGRID7} HE|IIE HZE =S X|2SH= ghHof| Chs dastL|ct,

ZU S D A2 BE OE THE Y2 Zol| HEELC)

—1od

Ct

dlo

o St HZI0|| CHSH OIS THE Y2E LIE 2| Zots 2o4xsH 22 uistst & Qoo g chel HIof| LSt S A
CHE THE Y2 1,0007HE x2tgt 4~ elgLct.
* StorageGRID= O{2] THEO]| CHsH AWS 27| MIgtE M8 L|Ct S3 22I0|¢EE CHS XA wz2tof ghLct.
o HE|MIE 29| 2t IHE = 5MiB(5,242,880H10| E)2t 5GiB(5,368,709,120H0| E) AtO|0{OF BHL|C}.
o OtX|9f 222 5MiB(5,242,880H0| E)E Lt £H2 2 JUELICE.

° YUMo RZ ME 37| 7f ot ot {0k L|Ct. O|E S04, 100GiB 7HA|2| <2 5GiBL| ItE 37|
AFERILICEH 2 IHEE= ARt M2 ZHFE22 2 OHE 37|S AHE5HH StorageGRID H|EH| OB
QHE =T} EO'I SLIC}.

° 5GIBELt A2 QEHMEQ| L Ll HILHS ME YZEE AEdts 0| ESLICE
* ILM 7#%[0| Strict £= Balanced =& SAS AFE3%t= 2 ILM2 CHS THE JHA|2| 2t RS QINAEY o
AMED OHE THE Y27t b2 mf FA| JHA|of CHall B7HEILITE. Of AFgHol ZHA| 3! IHE B X|of| O]X|= F&Hof
CHoH 210 RLojoF BfLICt.
° 83 ZE|IIE P27t T Sl St ILMO| tHAE|H HE|IE Y2 =T A= E o JiA|e] 27 RE0| ARy
ILM 27 Atets EF5HK| %%* UASFLICEH SHEEA HIX|EX| 42 2= £F2 ILM XHE7HE 218 th7

S0|H LI=0f| SHIE ?|X|2 o|SELIC}

o IHEOf| CHSH ILMS H7tE i StorageGRID2 7HM|S| =2 7|7t ol THE 37|E ZEZIBL|CE &, 7HA|Q]
UEE JHH[2| ILM 2T AP E HA|7F SFSHX| b= AKI0 HEE £ JSLICE o€ S0, F2l0| ZE
QHHME 10GB 0|A0| DC10]| XM{ZEE|= HtH D= X2 O HME = DC20| H&EE= HO=Z XM= 2R
1070 & HE|ME HE2E°| 2 1GB &2 DCZOH MZHEILICE ZHAIol CHEH ILME MMEH o= Totet ol
JHHIe] 2 E E£0| DC1Z O[S},

* 2F HE|ME HY=E 22 StorageGRID &t MO E X| 2Lt
o

c LQSHAQ OIE ME HZ Q) SHH| M S ASEHE ALRE 4 QIAL|CH SSE(StorageGRID 2| 7|7t Y=
MHZE AS3HE ALESHH 'THE ME 2 AIZF QBB 'x-amz-MHE-2 =3l @F 6T 7) LatE ey,
SSE-C(1Z40] M|Set 7|2t S MHZ P oh)E A2 15 ME HZE AZ QF 8l 2t 24 2 IE
YN ST M 7tX| 2ot 7| 28 dHE XIFELIC

s =
OIS THE Y2E LI g MESHIAIR [15 IIE YRE LI
HEITIE YRS AINBLIC g MESHIAIL HEILE =S ATELICH
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s 7

HEZ 2 S HXSHUAR 5 YEE

UAZE BE - A 2 ATSHUA QL HZE HE - B4t

HE|IIE Y2EE =L S HXSHYAIR HE|ME PEEE 2t=PL|Ct
HE|IIE Y2 S SChstL|Ct S E Amazon S3 RESTAPI SXt0 2 i ElL|Ct
olE 22 2 E Amazon S3 REST API SXt0 2 JHEIL|Ct
oy

CHs MtE Y=2E LI

CHS OHE P2 LI 22 HAIo| ths] Tl Sl s THE Y2=S LIERLICE

* AE2C-D-0HA
TSR Q DA XIiE K| gLt
IE
HE|IE YREE YR AT, 2|AE QEC, IHE YRC, YRCEH IE I U PEC ABES 93 WOl

HQjom TAHELIC K| O TIE Y= C o] 28E|= 2, = M7t X4
)Lt

e

2|

rir
>
o
o
ol
il
rir
ox
40
=2

>

ZE|DIE YZEE ARt

=~

CHS OHE Y2 E AJZF X2 JHA(of Chet ChS OHE Y2 =2 AXStE Y25 IDE
s

X-amz-STERAGE-CLASS 4 ¢f|C{= X[ EICt. 'x-amz-storage-class’dl| CHoll HE =l 7Hk|= £F S0
StorageGRID7} @EHME H|0|H E E=5H= WAl FEE FH, ILMO| 2|8 27X E[= StorageGRID A|AEI0f|
MEE JHHel S+ SAHES| =7t Of LTt

2R E A2 LX|SH= ILM T#A!0] Ingest SZH0]| Strict M S AF235H= E L "x-amz-storage-class" d|E = S¢S



FX| &Lt

rlo

X-amz-storage-classOfl AFH2E 4= U= gf2 Cha ot 2Lt

CHE(VI2WA)

° *0[F A8 *: ILM &0 Ingest SZ0f Li$t 0|F A M2 X[Fdh= B2, A7t +HE= SA oY
INH|Ql = W SAH2O0| WHE|0f CHE AEE|X| L E(0|F Aol BHEELICE ILMS HIHe o)
StorageGRID< O|2{¢t £7| SZF SAR20| 72]9] x| X|HE SFot=XA (R E BEYLILE. 2K o™
M QEME A2 S CHE fIX[0f 2HS0{0F 5t £7| 7t SARE S AX[SHOF & = ASLITH.

rr

o * mY % ILM 7A[0| 7 ZME X|H5t1 StorageGRIDO| A0 X|HE BHE SAEE SA| TS £+ 8l
&® StorageGRID2 CHE AEZ|X| L. E0]| F 7HS| YAl FAHE S THELICE

StorageGRIDO{|A] ILM #2/(S7] HIX[)0| X[HE ZE QEME SALE2E SA| Yo & QJOH 'x-amz-
storage-class' dl|C{7} 2347t gi&LICt.
° *0|& {8l *: ILM 1%|0| Ingest S&H0f| ot 0| F HYl M E X| ™= <2 StorageGRID= LENET}
o

o * T % ILM 0| 7 M E X[Ht= R StorageGRID2 A|ARIOIM &0f| X|HE ZE AF2E Al
oS £ 9= ZR0ITt tHY B2 =AL2 S BHELICE StorageGRIDOIA 7| HIXIE =AY = A= 22 0|

H2|22 92 FX| &ELICL Reduced_redundancy M2 A2t LX|SH= ILM FXI0] 2|2l ¢l
SAEE T 71& MtgtL|Ct. 0] 22 'REDED_READITORY'S A26tH B E £F| ZHedof| CHsi

C
HME SA=S ddstn AHE 27t gL

CHE A0l M= reducted_redundancy 42 AFE5HX| b= 20| Z&L|CH REDED_READITAINEY= =%
S0l QENE H|o|E{7t &M E S SIIAMZLICL 6IE S0, ILM Z7t7t 2Ms17| Moj| Aofet AEZ|X|
B0 B SANR0| M2 NEE = 22 Ho|EIF &4 E & JAELC

© 9| *; o tHoj| StLte| SX| AH20t JOH H|0|E 7 Mo 2 &4 E ™0 JASLICH SHIE K| SH|=0|
SHLIEE = AR AEZ|X| 20 Zof7t YMSHALE MZist Q27 WMlst AR o2t K7t &M EL|CH ot
AT 0|=EQ 22 RXIES Hil S0f|= JHA|0f CHSE AMATE YA MO ZE STHELICH
reducted_redundancyE X|HstH JHKHIE XS QAMAES I MHL[= SN2 0t FFS HELICH 4 ILM
HAHof| w2t JHME Hote i JHAM el SAHR 40 BEE FX| R OH StorageGRID A|ARIOIN 2 22| 540

HIOIE{ 7t MEEIX| et&LICt.

* ¥ 83 QEHME TUFO0| ZHotE Moz QEMES QIARISH=E F?, reducted_redundancy &40
SFAELICH M E 2HA| & HALE QAARISH= 42 REDED_REPREADITORIAL' M2 27 E
dtetetL|Ct. StorageGRID2 78 £ 27 AF0| EFE = JAXE o4 0|F 78 =TS sARLICH

x|gEls 24 sicis CheT ZaLic
=L ESEE
* x-amz-meta- FI0| AF2 X} 2| BIEIEI0|EIZ E3fsts 0|53t Wol AULLICH

AFEXt ol HIEIH|OIE of THE! O] & 2t &S XIFE m th2 28 YAS AERLIT.

x-amz-meta- name : "value’
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ILM XIQ| £ A|ZIOZ * ALEX} HO| ZHA A7t
0|22 2 "creation-time"S AF2sHOF BfL|CH O|E SHC %ﬂf E%LIEF.

M
oo
rx
njo
_>,:
oI-
_'l”._
§
2t
Mm

S Wl 7|=5H= HEIH|OIE 9

x—amz-meta-creation-time: 1443399726

EZAZHA2 1970 18 1Y O|= X ©HQ|2 HILEICH

@ AN 7 E 7|1s0| BHEHE HAO| AME FIt5Hs 32 ALEAL F2| HIEHHOIE = "M Azt
'S 7t QlELILE QR It HEEHELICH

+ S3 2UHE 33F 9 Ho;

o 'X-amz-object-lock-mode
o 'X-amz-object-lock-retain-until-date'
o X-amz-object-lock-legal-hold

Ol21¢t il 210] REO| O|FUX|H K2l 7|= E& HE S ALE0I0] JHA| HH 2& 72t AlLtelLct.

S3 QEHNE Z2 AL

MHZ efzstof oist 2F S

@ StorageGRIDO||A UTF-8 EXIE X 2[SH= 2ol CHEt XtAISH LHE-2 Put Object 8B ME
RSN L.

MHZ 2stof st 24 &G
CIS M sICE ALE5I0 MHZ LS 3HE AFRSH0] CHE THE JHM|IE 2ot & JELICH SSE U SSE-C M2
Abs HHEFEQIL|CE,
* * SSE *: StorageGRIDO|A Z2|3t= 1] 7|2 ZHE AS3}ste{H O THE P2 E A2 QENA CHS sIHE
AFESHAMA Q. AIZE BE QX0 0| 3|HE XI™SHX| OHMA|L.
° 'X-amz-AHZ-25 5}

* * SSE-C *: AFEAI7F HIS 8l #Eots 17 7|12 AHE0I0] THHIE e=eloldi= 22 US TE H2E A% F
(2 4 eIt 2H)0IM O] 3T M| JHE 25 AFEEL Ef.

° X-amz-MHZ-Fooh- 04202 F: AES256 X|F.

° 'X-amz-MHE-2oh- 024 7 M| QEME | Ao} 7| X[FELC)
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° X-amz-AMHZF-L=oh-1174-7|-MD5: M 7HA[2| &t et 7]0f Cis MD5 CHO[RAE S X[ F gL},

-_

i

2.
+ 0l Tt A8 7= MIEIX SHELICE A3 IS SAUSIH ST A 2AFLICH Do) Wt 7|
QUEE H[0|ES Hsty| HO| "AHZ A5 AFG| 12 MBS HESHIAIL,

XEEX| gb= 28 sl Lt

CtS 2 st &= XY EX| &2 'XNotimplemented'E HhetgtL|Ct

* X-amz-ZAO| E-2| T2 M-2[X|

HH 2te]
HE|OIE QIZEE= 2 A|x|- 2| AE 04§|: IlE o-I§|: AZCE OE X2 Ol HZE AZE Qo HE 9|
oz LM ELIC MultiPart Upload % x1210] gz E|e K7} S OfX| 1 B 0| HBEL| ChEHEst= E2)

AHESHH WA E 22| RfLict

WA € EELITE

OE =& Y2 JhH[of Cd o REC = F=EE = IIES HE=EgLCL

XNEEE 2F sH Lt

X#ElE 2¥F siH = Chaat Z2&L T

MHZ fzstof oist F S

CHE ME P=E AZF 80| CHsl SSE-C Y=otE X[ Fet 22 2 YZE ME Q0| g 28 s E Z&dhor
'6'I-|_| |:|-
= .

* X-amz-AMHZF- L= oh- 074G 2|5 AES256 K.
* 'x-amz-AHE-Lol-02 7| HE|TE Y2 E AEN QoM HSE et 7|9t St Aot 7|1E
INES)CHEE
* "X-amz-MHZ- L2 112-7|-MD5": "HE|IE HEE A2 Q™M M3t 21t St MD5 CIO[HAEE
X|ggct.
@ HEet 2ot 7|= MEEX| ELCh =2t 7|2 E40HH sl M7t £ EL|C nZHo] XS
7|12 A5t QEHME H|0|E{E =517 | Hofl "MHZ 2ot AR 1] AtetS HESHYAIR.
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BT 2te|
':HE|]I|-E O-IEI:'— OJEE AlIF E_|AE_I 04§|: II.|-E 04§|: 04§|:5| ]1|-E I gtl %"EE %E% _<|3,|'ﬂ- HE=IE(_D_|
x@io @ FHEILICH MultiPart Upload X9{0] 22 &l JHx7} gHSofx| 2 H1 Mol HE LT dt= BR).

THE YR - 2AL AL 7|E 40| HIOIEIS HIOJE] AAE HARSIO] HH Q| YRS

Part-Copy ¥ 2E X2 O E Amazon S3 REST API SXtQ 2 2 ElLCt.
0] 82 StorageGRID A|AH! LHO| A 'x-amz-copy-source-range’™| X[ ™M El Z4H| H|O|E{E 210 &L|Ct.
XE= 28 8= Ch3a Z2&LUC

« X-amz-copy-source-if-match
« X-amz-copy-source-if-none-match
* X-amz-copy-source-if-+=H&|X| 2tS-since

» X-amz-copy-source-if-modified-since

MHZ etof oist 24 3

CHES MHE H=E AR Q70| CHol SSE-C Y=otE X|Yot 2 2 HU=E OIE - SA QE| LS 2F dHE
ool oF LTt

* X-amz-MH F-zsh-04-2 2| F: AES256 X|F.
* 'x-amz-MHZF-zeh- 04 7| 'HE|IIE P2 E AZF Q0N H3ot A=t 7|2 SYet At 7|1E
X[EgLct.
* "X-amz-MH -2tz -1 24-7|-MD5": "HE|IIE HYZE AIZN QHE0|M HSet At SLe MD5 CHO|HAEES
X ggfLct.
AN K7t SSE-C(customer-provided key)E AE5I0 = otEl 22, AA|7L S=E| 0 SAHE = JEE H2E

IHE - 24 R0 k2 Ml 42l SIEHE Eatsfof Bt

* 'x-amz-copy-sourcesources. ever-sideboretationsencryptionsever-customer-algorithm': AES256 X|&

]

* 'x-amz-copy-sourcesources.x.server-side-encryption-customer-key': 24 K| E 0HE M NSt L3} 7|
X[™gfL|ct.

* "x-amz-copy-sourcesourcesifx-server-side-encryption-customer-key-md5": £ A J{H|E oHS of X Z$ MD5
CHOINMAEE X|FgiL|Ct.

@ HEet d=ot 7= M= X EELCH Y=ot 7|2 2HEHH i JHA7F SAELCH D40| HSe
7|& ME3t0] QEHE H|0|HE Eoty| Hof| "MHZ F=ot Aol 1] AletES HESHYAIR.
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BT 2te|
':HE|]I|-E O-IEI:'— OJEE AlIF E_|AE_I 04§|: II.|-E 04§|: 04§|:5| ]1|-E I gtl %"EE %E% _<|3,|'ﬂ- HE=IE(_D_|
x@io @ FHEILICH MultiPart Upload X9{0] 22 &l JHx7} gHSofx| 2 H1 Mol HE LT dt= BR).

ZE|TE YRS AZFL|C

HH CFE DIE Y=E 22 o|Hof| =0t DES &SI JHAIS] 6e| B2 HYZES
2tZ gLt

== 2

St 7|0l M= = S2O|AUE S| 5=tz S20|UE RE2 "X4 43" 7|F2 2 SZELICL "Latest-WINS"
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GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>
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off

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"7?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>

<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>

</Destination>

<ID>Rule-2</ID>

<Urn>arn:aws:es:region:account-

ID:domain/mydomain/myindex/mytype</Urn>

</MetadataNotificationConfiguration>
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1"
"metadata": {
"age": "25"
b
"tags": {
"color": "yellow"
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GET /?x-ntap-sg-usage HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>
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HTTP/1.1 200 OK

Date: <em>date</em>

Connection: <em>connection</em>
Server: StorageGRID/11.1.0
x—-amz-request-id: <em>request ID</em>
Content-Length: <em>length</em>
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization name</em>
Host: <em>host</em>

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
1,
"Resource": [
"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:::mybucket/*"
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arn:aws:s3:::bucket-name
arn:aws:s3:::bucket-name/object key
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arn:aws:iam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name
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"Resource": "arn:aws:s3:::mybucket/*"
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"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"
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"Principal”: { "AWS": "account id"}
"Principal": { "AWS": "identity arn" }

Ol ool M= AN RE U AH™Q ZE AEXE E8st= HIHE AH ID 272339069346844275255 AHEIL|CE.

"Principal”: { "AWS": "27233906934684427525" }

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }
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"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }
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"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }
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S3:GetBuckketCORS
S3:GetEncryptionConfiguration
S3:GetBucketLastAccessTime

S3:GetBucketLocation

S3:GetBuckMetadataNotification 2
EXSIAAIL

S3:GetBucketNotification 2
SN

S3:GetBuckketObjectLockConfigurati
on

S3:GetBuckketPolicyS &= AIL
S3:GetBucketTagging
S3:GetBucketVersioning
S3:GetLifecycleConfiguration
S3:GetReplicationConfiguration

S3:ListAllMyBucket

S3:ListBuckketMultipartUploads

S3:5 & BuckketVersions

S3: PutBucketCompliance
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S3: PutBucketConsistency

S3: PutBucketCORS

S3:PutEncryptionConfiguration

S3:PutBucketLastAccessTime

S3:PutBucketMetadataNotification

S3: PutBucketNotification

S3:PutBucketObjectLockConfiguratio

n

S3: PutBucketPolicy

S3: PutBucketTagging

S3: PutBucketVersioning

S3: PutLifecycleConfiguration

S3:PutReplicationConfiguration
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S3:CreateBucket #3H0| Q3.

* WAl HEF Y S HHRILIT

« B BT AL ALEIY

* Bucket Ef1 &7|
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S3:DeleteObject & MEHBILIC}

S3:4HH| ObjectTagging
S3:DeleteObjectVersionTagging
S3:DeleteObjectVersion

S3:GetObject

S3:GetObjectAcl
S3:GetObjectLegalHold
S3:GetObjectRetention
S3:GetObjectTagging

S3:GetObjectVersionTagging

S3:GetObjectVersion

S3:ListMultipartUploadParts(S3:ListM

ultimpartUploadParts) £

S3:PutObject
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ZU2 YMO| HEE|= AES FAPLILE =2 AN B 7| gt de= L gELtt

ZU2 Yool 7| gt WS ASELICE =2 2240= 2] ZA0| ZE £ oM 2t ZAM= o] 7| gt 4o ZEE
T ASLILH =1 SH2 LS gAS AL

Condition: {
condition type: {
condition key:

condition values

Ct= OllM|0l| A IPAddress =712 SOURCEIP = 7|E At gLICt.

"Condition": {
"IpAddress": {
"aws:Sourcelp":

by

StringEquals

StringNotEquals

StringEqualslgnoreCase £ & XSt A|L
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S3:PutObject S3: QHHME A2 XK - 42 HE 'x-amz-object-lock-retain-until-date’

71ZHY) 22X §Ho X[HE 2= 7)ot £=

2l 7|2 E& 7|7 (bucket default
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Retain-until-date®@} H| m EtL|C},
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£ A8E 4 Lt

O| Of|d|of| A =~ "${AWS:UserName}"2(=) Resource 42| Y2 IL|CE,
"Resource": "arn:aws:s3:::bucket-name/home/S${aws:username}/*"

O] oMol A 4= "${AWS:username}"'2 =71 29| = o] AL IL|CE.

"Condition": {
"StringLike": {
"s3:prefix": "S${aws:username}/*"

by
4 EE
'${AWS:SOURCEIP} SOURCEIP 7|E M3 & #H42 AtETL|Ct.
'${AWS:username}' HZ2E HEZ ALK 0|2 7|2 AFREHL|CE,
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WORM(Write-Once-Read-Many) HZl S ‘4-45t0] Cl|O|E|, Ar2At Fo| 2EHE HEIH|O|E] 8! S3 2
Hog o+ AELICE M AME M5t 7| & HHXE HOMILE AX[SHX] Z5t=F WORM HZlS ?“éi.“—l':f.
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* OH3 & 9 S3 HME M EeL|Ct.
° S3 H*H0f| PutOverwriteObject {5 =S Z=7}stL|C}.

> DeleteObject {5 =S S3 HMol| F7HfL

Ct.

° S3 HHoj| QEHE 5| Z(Put Object Allow) XS F7tgtL|C},

@ 3 M*0f| M DeleteObject & deny 2 AHSI T "30L F 074 SAHE"1} 22 7*l0| S wj ILMO|
7H7t1|E AH[Sts WS KHEHSHR| gb&L Lt

(=]

@ ol2{et &It HMo| 2= —1 E|H2te SA| M7|E LRISHK] RELICHAE A EE). =AM 2teEl
a}

HO{MT|E HX|L|CH e B &X).
© ABEA*R EA| MT|(HS O E)

/mybucket/important.doc
PUT#1 ---> OK
P2 ——m=—== > OK

/mybucket/important.doc

PUT#1 - -—————- > PUT#2 ---X (denied)
#ZHH e
LME A3 7HHM|IE 2te[hL|Ct
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20 A FM0| HZIE HAOH ThE A IS XIFELICH MR BME S3 PutBucketPolicy APIZ ALE310}
gLt

CtE SOl T2t AWS CLIE AF8SH K2l HAMS e 4 UL

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

0| AHOA= anonymous £ WIZT 2 NEHOLUAIN Sl QUHEE Ligishn U ol 2E 2ut=o] ol
s r =

AN
A RE Qo= HAlol & =

"Statement": |
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket"”, "arn:aws:s3:::examplebucket/*"]
}
]
}
Oof: 3t AI™O| RE ALSXEZL TS| HMAT £~ UL E 518511 CHE AI™e BRE ALKtz HA0| 87| 8L =
MM AL = JELICH

—

Of Mo M= XIFE AEL ZE AEXI7EHZI0) bS] HAMA S 4= QJAX| B, X|YE CHE AFO| BE AFEXt=
SR/'HA 7] BEALZ AEfSHE HZI2| JHA|0f T3 2 S LIESt 1 GetObject 2t S =AY = ASLICH.
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@ StorageGRIDO| M H| AKXt AIH(AH AE Zeho= MHE M= HA 2[X AFO| A[L(Ct

2l FHe of2fst QEHEN HRELICH
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of: 2= ALEXE7F 210 oh

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS"™: "95390887230002558202"
by
"Action": "s3:*",
"Resource": [

"arn:aws:s3:::examplebucket",

"arn:aws:s3:::examplebucket/*
]
"Effect": "Allow",
"Principal": {

"AWS"™: "31181711887329436680"
by
"Action": "s3:GetObject",
"Resource": "arn:aws:s3::
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3::
"Condition": {

"StringLike": {

"s3:prefix": "shared/*"

st ol

ot 817] TE MM Sl K|

O] 0i|0i| A= anonymousE H|Z3t ZE ALKt} I:|-|9I° Lt
MAS Y 5 UK XFE AE | MMarketing

| S
=

=L g

st A

f

FEA

:examplebucket/shared/*"

:examplebucket",

| M| A 5E
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tet HH| KM ATF S EE LT

It 7|
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
}
]
}
of: 22tOIAETHIP HRI0H| A= B B= AFSXIF 10| Chet 917] 3 M| HMA S S{EeL|Ct

O] GIMUA = QEO| X|HEl IP H2((54.240.143.0 ~ 54.240.143.255, 54.240.143.188 H|2|)0{|A] LAlist AL
anonymousE Xt B = ALRIO| H2IZ LIFS HZlo| BE QEME| O QLENE Mg S 3 ~ JASLICL
CHE & 20| HRE|D IP HRIE Hojt 2= Q0| HREL|CH
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

o: XIZE S AEXI EHEOE KIS AXS| AMAY &+~ JEE S ELLLICE
O| of|lof| A= HIC{2i|0| M AF2 X} Alex7t 'examplebucket' H{Zl2f T ZHA[0f CHEE A HMAE S{ESILICE "root"E

IS CHE BE ALK BE 28 BAXHCE HRSLICE J2{Lt "root"= PUT/GET/DeleteBucketPolicyOi|
CHet #oto] HEE|X| F&LICE
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"Statement": [

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

0ll: PutOverwriteObject # 3t

0| ofA|0f| Al PutOverwriteObject S DeleteObject Ol CHSE Deny & 2tS AH2SHH JHM|Q| HIO|E, AKX} MO
HIELH(O|E] X! S3 7HA| EfIE HO{MILE AXIE 4 gl&LICt.
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

OF M2 YHo| HZE OF0] st HMA 2SS XIFHYLICE o] HHofl= FA7t gls A2 FH 207
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WS CHS T 20| Mefst 4 UsLint
* *SIAUMA S *: 7|2 M. o] IFL ARtz HIl BME Sdlf HMATH RO E|X| gb= ot S3 2|AA0
MM AL 5 ‘.iiél-lllf 0| SMEZ MEHSIH RE ALEXICH 7| 2XO = S3 2|AA0 HMAL &~ JUSLICE
* * 7| HME HMA *: 0] AF 2| AHXH= S3 2[AA0| Tt 17| ME HM|A HerE JHELICEH o€ S0 o] 2&9
AHE Xtz 7HMIE LIESHD JHA| CiOfE, HEHHO|E S BT E 1S & USLICL 0| SMS MENSHH Q7| ME OF
H2o| JSON 2XHH0| BAE AXLof| LIEFEILICE O] 2XIHS M £ glaLict,
© * MH| AMA *: 0] AFL AEXH= HZIE EESt0] S3 2|AA0 Lot BE HM[A Hotg JHELICE O] SME
MENSHH KA HMA O F HAO| JSON EXHE0| HIAE ”If | LFEFEfLICE O] 2XtE 2 A £~ IELICH
o * AF2XFHQ| +: 1Z9| AF2X0|A|= Bl A E AXIof| X| - A H$Ho| 2ofElLCt.
o| Ofxofl A 2 E2 U2 XHE KIS EF EM(7| HFANHE LIGst AMAT 0 JASLICE
Mo 53 Access x ~
"Statement"; |
Read Only Access I
"Sid": "AllowListBucketOfASpecificUserPrefix",
Full Access "Effect™ "Allow”
"Action”: "s3:ListBucket”,
@ Ciistam "Resource": "armaws.s3::department-bucket”,
(Must be avalid 150N formatted string:) "Condition™: |
"s3:prefix”: "S{aws:username}/*"
}
}
II
{
"5id": "AllowUserSpecificActionsOnlyinTheSpecificFolder”,
"Effect”: "aAllow",
"Action™: "s3:"0bject”,
"Resource”; "arn:aws:s3:department-bucket/S{aws:username}/*"
]
I
W
]
of: 2= H2lo| et OF X AHMA SHE
O] olof|M JE9| RE A AL HZ] HKHo|| o8l HAKOE HEE|X| = ot HHUE HHO0| ARSH ZE HZ10] CH|

A 0HA1|A7} S| EIL|CE.
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |
{
"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1y

"Resource": "arn:aws:s3:::*"
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"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",

"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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