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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups &
Parameters Try it out
Name Description
type
string filter by group type
Lol Available values  local, federated

v |
limit
integer maximum number of results
(query)
Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,
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@ O|E0ll ‘private'7t ZE HEZ2 LIRE 222 ALZELICE. O2{et HIERI2 AP SX| 80|

* * node-details * — == M2 FHEof CHsh =

s LS AER— S Mol CHE B

* * NTP-AMH * — 2|2 NTP(Network Time Protocol) Mt E LIEst7 Lt HO|0|Edt= &Y.
« * QHHEE *_QHHE gl QEME M|EHH 0|E] Xt

SrER_ = EAE 9T Y,

* *recovery-package * — S+ I{7|X|E CIR2EE51Y| 9|8t 2.

XY PO HI BN B

* * server-certificate * — Grid Manager Mt QIZME B0

* * SNMP * — i SNMP -of| Cit Zhy.
* * traffic-classes * — E2iZl 27 HMZ 93 2

© *UEIY 2 Qs S2O[AE-HEY T — MY £ gl= S20IAE HEHI FH0fM 2 2

* *AMER* —O2|E 2E|XF AFEAIE B0 22|5h= FHE.

Grid Management APl HHT 22|
Grid Management API= HH 22|E A5t FF T 20| =& X| gL Ct,
o€ &0 0| 8 URL2 APIS| HH 32 X|HELLCY.

"https://hostname_or_ip_address/api/v3/authorize’

4
i
[m

2| APIS| £ HTH2 O MT 1t * _Ste|X| gh= _ * HE AFd0| QUS

US i SSLLICH HHE 22| APIS|
* O|(ZhH O|™ HF ot SLHEICHE HA AFEO| /U2 W S=TLICH S8t 7tsot

EHE2 JtsetHE Aol M E2E E=
M &4 It ZetElLICh CHS oAol M= HE R M2t API HE S SS5h= WS 2o FLC.

APl HHZE SL|Ct o™ HH A B

O|™ K3t =%t JhsBL|Ct 2.1 292
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APItHZE S¥L|Ct O] X M HH
IS

O H7Tat =8| K| G5 LICt 2.1 3.0

StorageGRID 2ZERIOIS HS MK|sts 3L 743 #|A BHo| J2|S 22| APISH SMSHEILIC J2{Lt
StorageGRIDS| A 715 2= I20|=8H3 5fLt 0] 41| StorageGRID 715 L2|x0| Thgt 0| API B{Z10]
A ANAY 4 AgsLich

=T M-

Grid Management APIE AH8310] X|El= HAS 14T = ASLICH XiM[St L2 Swagger API
(D HAEMO "™ MM S TSI AR. 2|4 HMZ AL8SIES 2 E Grid Management AP
S2I0|HEE YO|0|ETt =0il= 0| HMoi| Ciet X| &S HIEMtshof erLCt.

QeliE RE2 LIS 22 YHOZ O O|Y ASEIX| ti= A2 EAIELIL]

{7} "DEPRECATED:TRUE"QIL|C}.
2t 550j|= "DEPRECATED"7} Z&HEIL|Ct. TRUE

O| &t ArZE|X| &= B117F NMS.logdf| =7tHELICE oS S Ci3a Z5L L

L]
inl

Received call to deprecated vl API at POST "/api/vl/authorize"
Sl 22[=0M XY= = API TS =heletL|Ct
CH2 APl 282 AL85HM X[ E= APl =2 KA =£5 dietetL|ct,

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

| ciet API HE S X|FgLct

Okl
ot
rg

PATH It2t0|E{('/api/v3')Lt header(‘api-Version:3')E 0| 85l0{ API HH S X|HY £ ULt F S 25 |
sl gto| B2 Zf2 MEoEL|Ct.

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts
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AIO|E 2t 2K Q|X(CSRF)ZEEH B

ro
Ol
M}

E_
tot

= 2+ 5H5HH StorageGRIDO]| CH$H CSRF(AFO|E
—3—24.9§‘='E1 Eé%* UELICE. Grid Manager % Tenant Manager= 0| £t
Jls2 ANseE SdetetLICh CHE API 2210[E= 2001 f Mot o EE MEfE -+

HTTP 4] POST®H 20| CIZ AJO|E0] Thgt @ES 2|72 4 Y= BHARH= 23t ALBRLS| 27|12 A8t}
[m]

StorageGRID= CSRF E28 AI2310] CSRF 220 ZHE EstiL|Ct &Mt 2R EX R7|9 LIE2 EH
5|6 E= EHE POST 2& IJH?H Haof LHE1F L X|SHOF SfLICE.

0| 7|52 &M3tstz{™ 21E S0 csrfToken OH7H HAEE trueZ2 AHSIAMAIL. 7|22)2 false YILIC.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

trueO|™ Grid Manager0fl 2 101% i} @19|9| 2O Z GridCsrfToken 7|7t ME &1 HHE 22| Xtof] 22Q1% j
Qlo|9| ZtO 2 AccountCsrfToken 37|7F A& ElL|C}.

717k A= B2 ALE EN(POST, PUT, IHA|, AH)E 82 = = ZE Q¥ TS & StLE7h Z2H=[0{0F

* CSRF EZ F7|9| 22 HHEl 82| X-CSRF-Token 3i|C L|Ct.
* ZRADYE 222 5 8%h= BT ER "csrfToken" YA I E 2F 22 07 HL|CH
F7HOM MR HEE 2212 API 2B ME HESHIARL

@ CSRF E2 ZI| MEE 71T RH2 ot JSON 28 EF22 CSRF 240 Ciet =7t HS 2 A
7|8t 22 230 tis ""Content-Type:application/json™ oI & ’E'!%E LICE.

SSO(Single Sign-On)7} 2MotEl A APIE ALE-L|CH
SSO(Single Sign-On)7t d%tEl 22 API ALE(Active Directory)

= B2 SSO(Single Sign-On) 74 5l 2F45} Active DirectoryE SSO S2ALE AFESH=
<, 2|5 22| API EE= HIHE 22| APIO| R28t 15 E2S &7 9Ioh L& API 288
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SSO(Single Sign-On)7} Z43tHEl 22 APIO| 23018L|Ct
Active DirectoryE SSO ID S84tE AH&5H= 4 L3 X|&o| MEEL|CH
st A
* StorageGRID AFEXI OF01 &8 H|E{2]|0| M AFEXte| SSO ARt 0|21t =8 211 UELICEH

* HIE 22| APIOf| HM|ASHH HIHE AE IDE 210 A0{OF L|C}.

ro
oM
Hm
riu
o
ne
|0
i
rg
i}
Olo

o & oILIE AFEE o= UASLICH

. StorageGRID AX| o = Ea( Red Hat Enterprise Linux 2= CentOS2| A2 /rpms, Ubuntu E£&
Debian®| &< ./debs, VMware2| &< ./vsphere)0l| ! = toragegrid- ssoauth.py Python AEE'EO'LIEF.

* curl RHQS| fIZEZ 0

T2 LR L2 2o 2 B Alzto] £2HE 4
+ gaLithets 987t EAIE £ YBLIC

() dFlcun 9aZ2E 012 A8 4SS 2 4 TS BosK gL,

URL QIZ2E ZH7t A= L2 KA K| §b= SAML HE' @77 EAIE & USLICE

ChA|
1. 015 EZS Yo{H O3 W & StLIE MEfRiL|Ct
° toragegrid-soauth.py Python A3Z|EE AI2SHAA|Q. 2EHA| 2 0|5 EL|Ct

° curl REZ ALEEL|C} 3THAZ Of

o
et
i

)14
_O't
I
e o
|>
|.u

2. 'toragegrid-ssoauth.py' A3ZEE At

-

e
o
—

LEILETIEAEHELIZ 2d0f C

fo =

A=A
HA S
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NTH
r
i

° SSO 2 ADFS = ADFSE =gfLICt.
° SSO AHZX} O|EYLICE

° StorageGRID7} &X| & =H|QIL|CF

° StorageGRID2| FAlL|Ct

° HIHE 22| API0|| M| A= 22 HHE AHE IDRILICE
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:

T T T T T T e T T T T T T T T ST T T T T

R L e T s
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Grid Management API0]| HH[ASH2{™ 02 "TENANTACCOUNTID"Z AHEELICE.

HEl 215 URLS BtO2{™ /api/v3/authorize-SAML 0| POST &2 ELi1 SEOf|A 7t JSON
2

O| Of|d|ofl A= "TENANTACCOUNTID"Of| CHet MEE 21F URLO| CHet POST @S H0f ELICH Eit=
JSON QIF Y2 HAH3t7| I8l python-m json.toolQ 2 MEEIL|CE.

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m

json.tool

o] GFlo] SEHO= URLE 1T AHE URLO| TEHE(0f XIS 7} JSON 13T AZL TR
eteLiCt,

[P =1
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

. 4 HO{ofl ALRBHY| 26k SEOIA 'AMLRequest S ML

export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7/...sS1%2BfQ33cviwA33D"

. AD FSOl|A 22I0|AHE QX D7t &=l MA| URLE 7H4JLCt.

[ PN =

rlo

0| SECI URLS ArE3t0] 2101 AAS e¥EsH= ALIC

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

0l

Eoll= 220|¢E 24 ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

- SHOIM S20[HE ¥ IDE MEYLIC

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

- Ol SEIM LA PO 2 XA ZEHS EHLCt

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-i1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSER@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS& sitfofl =7 &It etz 302 2[C|2 M S Hheketict,

@ SSO A|AE0]| CHol MFA(CES R4 21F5)7t gdstel 22 SA AA=20ls = #H s =
CHE AtH 38 E ZSELCL

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8
Location:

rir

https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo

77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

. SEOIM MISAuth £7|E XN ZHgL|Ct,

export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="

- 215 POSTOIA 27| AtESIO X[HE !IXIZ GET 2ES 24LICt.

curl "https://$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SH siHoll= LIB0| 23012 AF22 I8t AD FS MM MEJt Z8tE|H SH 2EE0= sAT SA L=
SALMLResponseZt EEHEIL|CE.

of
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HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1lc3BvbnN. ..l1scDpSZXNwb25zZ2T4=" /><input
type="hidden" name="RelayState" value="12345" />

L AT HEOM SE'S MESLIC

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

. XZEl 'SAMLResponse’E A0 StorageGRID 915 E22 MA617| 2|8t StorageGRID '/API/SAML-

RESPONSE' 2382 HdefL|Ct

RelayState2?| <%, Grid Management API0| 221512 ™ E|'HE AE IDE AFE57LE 02 ALESHY A,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=S$STENANTACCOUNTID" \
| python -m json.tool

SHol= eIE E20| ZetEL|C},



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. e 9l

o[

EZ2 MYTOKENS 2 XMEBiL|CY,
export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

Ol CHE RH0l= MYTOKENS M8 = UASLICE SSOE AE3HK| 242 R APIE AtE3%t= HiEat
HI gLt

SSO(Single Sign-On)7t 2 M3atEl 22 APIO|AM 20H28L(CH

SSO(Single Sign-On)7t EM3tEl 22 J2|E 2| API £= HIHE 22| APIGA 230t2st7| 26H
QA S Mas|{of EL|CL. Active DirectoryS SSO ID 2 2XAIE AI26tH= AL CFS X|&l0| M ElL|Ct

— OT

UHO| API

Of ZfHofl CHaH
o|

Bagt 29 59| B 27012 BOIX|o|A 101254719 S StorageGRID APIOIA 21012 -+ SlBLICE
i Ez|

=
StorageGRIDO||A § &3t StorageGRID H|0{2{ EZ0| L3t el 2I0t2(SLO)S He 5 JASLICE

tHA|
1. A-||:c',:|5|_| El()l'—% Bg% AH 1'6'|-E_:|D:| SLO AP'O‘" $_3| "SSO= truelmE ‘| |.-6-|.L||:|_

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

270t URLO]| BFetELICE

[

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
p",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"
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2. 270} URLE MERLICE

export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C|i MEL|C},
curl --include "$LOGOUT_REQUEST"

302 SEO| HretEIL|CE 2|C[HM 9fX|= API M8 20t20l= M EE[X| E&LICH

- 1O (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}
StorageGRID Hloj2] EZ % FRISE SHX| gb= A ST YA Q2 RS LTt cookie

=4 ALE
"sso=true"E M| SSIX| FO™ SSO MEf0 FF2 FX| &1 StorageGRIDO|A| 20 EIL|CE

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 2HX glZ SE2 AEXAIF ZO0IRE[USSE LIEFHLICE

HTTP/1.1 204 No Content

SSO(Single Sign-On)7} 283tz 22 API AHE(Azure)

U= AL SSO(Single Sign-On) 74 2l 2H435} AzureE SSO ZBXIE A= 2R, &
49| ollX| AT ZIEE A3 Grid Management AP| EE= Tenant Management API0]|

o&s
T

A
2025 EEZS ¥S + USLICL

—_

Azure Single Sign-On0| &3}zl 22 APIO| 23QI8tL|Ct

AzureE SSO ID SEAZ A= B2 LhE X|E0| HEELILE
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* StorageGRID AFSXH 120l 48 HICI20| M AFSXIS| SSO XA} HY A% &S E & ULIC,
* HIAE 22| APIO| HA| 2SR E|E 2H IDS 21 QL0{oF BHLICE

o

ro
oM g

FRA0l| CHaH

EZS HOHH LIS old| 2A3EEES A2 = JASLIC

:I:

* EZtAH 2S5 A A A auth-soauth-so.py IHO|M AT ZIE

* toragegrid-soauth-Azure.js2| Node.js A3 EE

FASREERE StorageGRID AX| o CjHE |( Red Hat Enterprise Linux === CentOS2| 2<% ./rpms,
Ubuntu EE= Debian2| A< ./debs, VMware2| ZS ./vsphere)dl| A&LILCE.

Azure2t2| API £ 7|52 ZN 252 'toragegrid-soauth-Azure.py' 23
AT E &= StorageGRIDO| &F £ 712 2™ S St11(HX SAMLRequestE Bl
Node.js AR EE 2 E5I0] Azure?t 4= —.%3foﬂl SSO s sAefL|Ct.

SSO 22 LT APl RHES A0 adliet = AX|TH, DA 8h= A2 2HESHR] & LICH Puppeteer Node js
DS 2 Azure SSO QIEH[0|AE AT || W= o A ELICH

URL 12 M7} Qe 32 'K HE|X| ¢b= SAML HT' 2RIt HA|E = AFLCE

= =
a. Node.jsE MX|EL|CHELX) "https://nodejs.org/en/download/")S S2IetL|Ct.

5! jsdom)2 A X|EtL|Ct.

on
]
x0)
rot
zZ
o
o
D
)
Ha
ngn
©
[
©
©
S‘R
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D
-

13 ChS Python 23R E = G Node.js AR EE S E8H0] Azure SSO A= XS £3HL|CL.

3. TEDEJI HAIE|H CHS Ql=0f CHSt 242 LSIAHLE 0i7H M-S AR SHo] MEFLICH
° Azure0l 210I5H= O] AF2 &= SSO O|H|Y FAL|CE
° StorageGRID2| FAIL|Ct
° HHE 22| APIOf| HM|ASIE = 2 HIHE AE IDYLIC

4. HIAIX|7F HEAIEH 2SS St Q8 Al AzureOl MFA A%HS X3 FH|E ©LIC

FE_sS5arpYy storage i rurs-ssoEuth. B sso-pmail-addrass ut-ul"n?‘n:." clomain . com
. 2. com - -tenant -account-id- @

EEREAREEREERFEEE R AR AR AR EER AR iR ERR AR EEEREREEREER IR EATEERERR IR

Watch- for-amnd approve-a- 2FA authorization - request

"apiVersion’:
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https://nodejs.org/en/download/

0] A3 Z E = MFAZL Microsoft AuthenticatorE AFH25H0] =l 2402 JHHBIL|Ct HIAE
(D) olAxE o w2 3SE Uefsts S O Hefo] MFAS XIStEE ASRIES £330} 2
2 QAL

StorageGRID 215 E22 =30i| MISELICE O[X| SSO7t AIZE|X| @i= 22 APIE AFE3t= YTt |AISHA
CHE RF0 E2S MEE & AUSLICH

SSO(Single Sign-On)7t &4 3tEl 22 API ALE(PingFederate)

4_

e AR SSO(Single Sign-On) 74 8l kA% 12|11 PingFederateE SSO 232

A2 LHO API @H 2 YZ3tK Grid Management API £ = Tenant Management

st 2 2 st
API0f| %ﬁ-ﬂ' 21E EZE Ho{of Lt
SSO(Single Sign-On)7t 2MstEl 2L APIO| 230IgtL|C}
0| X|&2 PingFederateE SSO ID 32AtZ AtE5H= AL MEE/LICt

st A
* StorageGRID AH2XF JE0] &5t 2|04 ALEXIC| SSO AFEXAt 0| St Y E Y11 JUELICE.

* HIE 22| APIOf| HM|ASHH HIHE AE IDE 210 A0{OF L|C}

x|
215 EZS HoH U3 o B SHLHE A8 4= ASLIL

. StorageGRID AX| o | E2( Red Hat Enterprise Linux &£= CentOS2| A2 /rpms, Ubuntu E£&
Debian2| 22 ./debs, VMware2| AL ./vsphere)d| U= toragegrld -ssoauth.py Python A3E E°'|—|Ef

s curl @M fIZEZ o

&LICt. "0] 80| 5% SubjectConfirmations &2

$0

LS LR Lap| S%okel 2 Kl AIZt0] £1tE 4
& BLIChats 287k EAE 4 IS

() dFlcul 9aZ2E 012 A8 IS 2 4 TS BstR gL,

URL QI1Z2E ZH7t A= 2 KA K| §b= SAML HE' @77 EAIE & USLICE
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S2{H
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glo
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o
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EZ

o
ne
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OHI ot

° toragegrid-soauth.py Python EE MESHUAIR. 2EHA 2 0| S EfL|Ct

° curl RHE AFEfL|CEH 3THAIZ

00
Ot
i
e o
|>
.IJ
Im
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python3 storagegrid-ssoauth.py
sso_method: pingfederate

saml_user: my-sso-username
saml_domain:

sg address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
e o e s T s e S e s

o S s T s e S e =T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacftb25e7

StorageGRID 215 E22 £20i| MSELICt O|H| SSO7t AFZE|X| §b= B2 APIE ALE5t= YW RASH|
CHE Q0 EZ2S M8 =

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Grid Management API0]| HH[ASH2{™ 02 "TENANTACCOUNTID"Z AHEELICE

HEl 0I5 URLS 2O 2{H '/api/v3/authorize-SAML' M| POST RS EL| 11 SE0|A =7 JSON
TS HAHEL|CE.

0| Of|™|of| A= TENANTACCOUNTIDO| EHQ MHEl 1= URLO| CHSt POST 2FE 20 FL|CL Zat=
python-m json.tool0| TE =0 JSON 22 E S HAHELICE

-

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

of o2l SEole URLE QB E MHE URLO| ZEE|0] QUX|TH =71 JSON QIRE AHE2 ZEtE K|
OI-AL_||_'_|..
(=]
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

. =& HIFO| AEot7| ?I5H SEOIM '"AMLRequest & X ZelC}.

O =
export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."
d. SE1 F7|E LHELHD SES o2 LI

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "SRESPONSE" | grep
id="pf.adapterId"'

'"input type="hidden" name="pf.adapterId"

e. 'pf.adapterld' 22 LHELH D S-S of| 2EL|C,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'
f href 2tS LHELHI(ZH SeiAl/ M7H) SES o2 ELCHL

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g 'ZX[" g LHELHT|:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. X} &t et 27| =L
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curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

I EHT HEO|M 'SES MERLICE
export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

J- MZHEl 'SAMLResponse’ S AF25H0{ StorageGRID 215 EE2 MA45t7| 9|%t StorageGRID '/API/SAML-
RESPONSE' 22 MAMstL|Ct.

RelayState?| 22, Grid Management APIO| 201512 H HIHE A/E IDE ALE35H7LE 02 AFESHYUAIL.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=S$STENANTACCOUNTID" \
| python -m json.tool

SHol= 21& E20| ZEELC

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. SHof ¢I5 EES MYTOKENS 2 XNZ&gL|Ct,
export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

OIF| CH2 QA0I= MYTOKENS AFSE 4 Q&LICH SSOE ALSSIX| 242 HS APIZ ARSI Hh )}
H| 2Lt

SSO(Single Sign-On)7t Z43tEl A APIOA 230 etL|CH

SSO(Single Sign-On)7t &-&stEl 2L J2|E 22| API = HIHE 22| APIOHM 10k23t7| ffo L2l API
RFE AAsHOF SLICE o] X|H2 PingFederateE SSO ID 3242 AFE35H= 22 MEELICH

Of ZhHofl CHaH
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Lot A2 X9 ¢l E0+2 H|O|X|0f| A 210H25}7 |2t 6HH S torageGRID APIOAf 20t2% 4= USLICEH
= StorageGRIDO||A F2%t StorageGRID H|0{2{ E20| Lot £ 2012(SLO)E E2[HE & AUSLICH

1. JEE 273012 QNS MASI2{H SLO APIO| 37| "SSO=true"S MEtstL|C}.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| HrtELICE

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 270} URLE MEELIC

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"'

3. 2702 URLY| 2K ELi SLOZ E2|738t1 StorageGRIDE CHA| 2|C|2iMEtL|Ct,
curl --include "$LOGOUT_REQUEST"

302 SEO| gretElL|Ct. 2[C|HM 2|X|= API M & 20120]= HEE|X| &Lt

- T1O0 [Fo =1

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha?256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer token2 A{H|StC}.
StorageGRID Hol2{ EZ22 ﬁ. HSh= A2 SSOE AHE5HX| gh= Aat St YA = ZSTILICE cookie
A
o

AL
"sso=true"E M| 3otX| 2™ SSO AEfof| BFS FX| 9411 StorageGRIDO|A 202 E LIt
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 2HIX QIS SEH2 AFEXI7t ZO0IREIAS S LIEFALICY,

HTTP/1.1 204 No Content
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