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Alert Rules

Alert rules define which conditions trigger specific alerts

W Leam mare

‘You can edit the conditions for default alert rules to better suit your environment, or create custom aleri rules that use your own conditions for triggering alerts

" Editrule || % F

= Create custom rule

Name

Appliance battery expired
The battery in the appliance’s storage controller has expired.

Appliance battery failed
The battery in the appliance’s storage controller has failed.

Appliance battery has insufficient learned capacity

The battery in the appliance’s storage controller has insufficient
learned capacity.

Appliance battery near expiration

The battery in the appliance’s storage controller is nearing
expiration.

Appliance battery removed

The battery in the appliance’s storage controller is missing

Appliance battery too hot
The battery in the appliance’s storage controller is overheated.

Appliance cache backup device failed
A persistent cache backup device has failed.

Appliance cache backup device insufficient capacity
There is insufficient cache backup device capacity.

Appliance cache backup device write-protected
A cache hackup device is write-protected.

Appliance cache memory size mismatch
The two controllers in the appliance have different cache sizes.

Conditions
storagegrid_appliance_component_failure{type="REC_EXPIRED_BATTERY"}
Major > 0

storagegrid_appliance_component_failureftype="REC_FAILED_BATTERY"}
Major =0

storagegrid_appliance_component_failure{type="REC_BATTERY_WARN'}
Major > 0

storagegrid_appliance_component_failureftype="REC_BATTERY_NEAR_EXPIRATION"}
Major > 0

storagegrid_appliance_component_failure{type="REC_REMOVED_BATTERY"}

Major > 0

storagegrid_appliance_component_failurefiype="REC_BATTERY_OVERTEMP'}

Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_FAILED"}

Major >0
storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}
Major =0
storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED}

Major > 0

storagegrid_appliance_component_failureftype="REC_CACHE_MEM_SIZE_MISMATCH'}
Major =0

Type

Default

Default

Default

Defauit

Default

Default

Default

Defauit

Default

Default

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Displaying 62 alert rules.
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Create Custom Rule
Enabled [«
Unigue Name

Description

Recommendad Aclions
(optional)

Conditions ©
Minar
Major

Crfical

Enter the amount of ime a condition must continuously remain in effect before an alert is triggered.

Duration 3] minutes v
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Edit Rule - Low installed node memory

Enabled ¥
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
4
Recommended Actions {optional) Increase the amount of RAM available to the virtual machine or Linux host. Check the threshold value

for the major alert to determine the default minimum reguirement for a StorageGRID node.
See the instructions for your platiorm:

« Whiware instaliation
» Red Hat Enterprise Linux or CentQS instaliation
= Ubuntu or Debian instaliation

Conditions ©

Minar
IMajor node_memory_MemTotszl_bytes < 240809800098
Critical node_memory_MemTotal_bytes <= 12886800804

Enter the amount of time a condition must continuously remain in effect before an alert is triggered.
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Email Setup

You can configure the email server for alert notifications, define filters to limit the number of notifications, and enter email addresses for alert recipisnts.

Use these settings to define the email server used for alert notifications. These seftings are not used for alarm nofifications and AutoSupport See
Managing alerts and alarms in the instructions for monitoring and troubleshooting StorageGRID.

Enable Email Notifications @
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QJaigtict.
Ci5t7| OFO| 28 MEASILIC o Bh= AFRIS FIFSILICH
Email Addresses
Sender Email Address @ storagegrid-aleris@example.com
Recipient 1 @ recipientt@example.com x
Recipient2 @ recipient2 @example.com + X
5. SMTP At{oto] S410) TLS(RS Al Hoh7t TRs 29 TLS(HS A5 Hoh MMoN *TLS * BR 2
MeHgtLIC
a. CAQISM* HE0| SMTP MH| IDE &Qldt= Ol AH8E CA B ME H3 Lt
LHES FAISH o] 2E0] E0{'E AL} * 20| * E MEfSt 0 mpUS MElS & QUSLIC
2t 3 EE CAE 712l IE It ZetEl Y MU S M SoHof ehL|Ch Thol= QB M A2l & Mo
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Transport Layer Security (TLS)

Require TLS @

CA Cerificate @

Send Client Cedificate @

Client Ceddificate @

Private Key @
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-----BEGIN CERTIFICATE-----
1234567898abcdefghijklmnopgrstuvexyz
ABCDEFGHIJKLMNOPQRSTUMIXYZ12345678908
-----END CERTIFICATE-----

Browse

----=BEGIN CERTIFICATE-----
1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVINXYZ1234567898
-----END CERTIFICATE-----

Browse

-----BEGIN PRIVATE KEY-----
1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVIWXYZ1234567898
-----BEGIN PRIVATE KEY-----

Erowse
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Nodes, or you can add new Storage Nodes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Job storagegrid
Service Idr
DC1-52-227
Node DC1-52-227
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Job storagegrid
Service Idr
©
Sent from: DC1-ADM1-225
£ BAD 2"
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3 Z10| thel B EE BE F
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ANH|A 0|2 5 2io] 2t 2 QAR A0 izt N5 HEQlL|Ct

5 U2 B BE| 0| SAE 0|2YLct

a2 IFE WY

24210] E2j74g of st 20 0|t LE0| HAIK| =S bt7| 98} StorageGRIDE SUsH L2of of2] 74l
otz 23tz A|EEHL|Ct.

StorageGRID7} O|H|Z LM 02| F1E O Fetol= A o= thg BE XA
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Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

Alert Rule Description Severity Time Remaining Nodes
No results found.
2. Create * £ ME{TfL|C}
Create Silence CHEF&FXE7F LIEFEL|CE
Create Silence
Alert Rule ¥
Description (optional)
Duration Minutes
Severity Minor only Minor, major Minor, major, critical
Modes StorageGRID Deployment
Data Centar 1

DC1-ADMA
DC1-GA1
DC1-31
DC1-52
DC1-53
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Global Alarms
Updated: 2018-03-17 18:05:31 POT

Global Custom Alarms (0 Result(s))

Additional

Enabled Service  Attribute Severity Message Operator Value Recipients Actions

¥ |5SM »| | UMEM (Available Memory) x| |minor | Junderst [= | [s00C | 2000
M |S5M =] | UMEM (Available Memary) | |minor | Jundertoi |<= ~| [100C | A+ %IV

= A7} Qe 2 HH ™ UMEMO| 100MBE EO{X|H A1 | 2&H(<=100000000)0| E2|H%| X2 T of2of A=
2t2h(= 50000000)2 E2|H % X| t&LCE.

a

Global Custom Alarms (0 Result(s))

Global Alarms

Updated: 2018-03-17 18:05:31 PDT

Additional
Recipients

¥ |S3M -] | UMEM (Available Memory) x| |Minor | Jundertoi |<= =| |100C | 7000
M |S5M »| | UMEM (Available Memory) x| |minor | |underst |[= -| |s00C | 7000

Default Alarms

Enabled Service  Attribute Severity Message Operator Value Actions

Fiter by | Disabled Defaults ~| g

0 Result(s)
Enabled Senice Attribute Severity Message Operator Value Actions
Apply Changes .
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions far monitoring and troubleshooting StorageGRID.

Current Alarms
Last Refreshed: 2020-05-27 09:41:38 MDT

| show Acknowiadged Alarms

{(1-10f1)

2. H|O|20llM MH|A O|FS MEHBILICE

ME{St Mu| 0] CHot ZE JO] LIEHLICH X[/ * > * &5t * > > J2|E EZ2X * > d2[ELE  *>
*_kll:”ﬁ*>* %_-‘E )

Overview \l Alarms \| Reports \‘ Cunﬁguration\
Main History

v Alarms: ARC (DC1-ARC1) - Replication

Updated: 2018-05-24 10:46:48 MDT
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4. WP P BoIE YIS BLIT.

a. X|@ *>* LEEIHAl) * > * oixf &g+ S ML

b. Show Acknowledged Alarms * £ ME4StL|C.

SOl 2Eo| HAIELICH
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions for menitoring and troubleshooting StorageGRID.

Current Alarms
Last Refreshed: 2020-05-27 17-38:58 MDT
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Global Alarms
\ipdated: 2018-03-01 15:13:02 MET

Global Custom Alarms (0 Result{s})

Default Alarms
Filter by | Attribute Code v | equals * | 9
221 Result(s)
Enabled Service Attribute Severity Message Operator Value Actions,
[Q5Z (Number of & _
v Objects) Major Greater than 10,000,000 == 10000000 ?‘I
1QSZ (Number of i) - :
s Objects) Minor Greater than 1,000,000 >= 1000000 /“l
@S2 (Mumber of )
v Objects) Niotice Greater than 150,000 >= 150000 f"
XCVP (% =] Foreground Verification _ :
! Completion) Motice Completed - 100 f“
+  ADC ADCA (ADC Status) ;rf;inur Error >= 10 ?‘I
| ADC ADCE (ADC State) “NJotj-ce Standby = 10 4 “
ALIS (Inbound =] -
v ADC Attribute Sessions)  Notice el 4 tue ? ‘I
4 ADC ALOS (OQutbound . B | Byer 300 s= 200 2

Attribute Sessions)  Motice

A 2Eh 8l g B AERIAHA AAH)

EHE SHZY i 2HA|l 20| o|Tof| ER|HE HIEE AEY & UAFLICE

e
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- Global Alarms
Updated: 2018-03-18 14:00:28 POT

Global Custom Alarms (0 Result{s})

Enabled Senice  Attrioute

W [ARC ] [ARCE (ARC State) ~ '10|Nouoe Jf&anony [ _:j.IT-l- #ﬁ@ﬂ'

W [ARc x| [AROQ (Objects Queued) | ® [Minor =] [atieaste [>= =] [600c | 7090

¥ [ArRc =] [AROQ (Objects Queued) | W [Notice v] [Atieast: [>= +] [300¢ | 700
Default Alarms

Foerby [Atioute Code x| equas[AR g

9 Result(s)

| Enabled Senice  Atribute Severity  Message
F  ARC ARCE (ARC State) “ Motice  Standby
F  ARC AROQ (Objects Queusd) £ Minor Al least 6000 >= 6000 gl
F ARC AROQ (Objects Queved) o) Motice At least 3000 >= 3000 gl
= ARC ARRF (Request Failuras) & Major At least 1 »= 1 _-?II
F  ARC ARRV (Verification Failures) & fajor Al least 1 >== 9 d
~ ARC ARVF (Store Failures) F Y Major Af least 1 = | fil
7 NMS ARRC (Remaining Capacity) 2] Notica Below 10 = 10 2l
= NMS ARRS (Repository Status) & ajor Disconnected #=- 1 d
[ NMS ARRS (Repository Status) 2| Notice Standby == 19 24l

Apply Changes *
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Global Alarms

Updated: 2017-02-20 15:47:43 MDT

A

Global Custom Alarms (0 Result(s))

-

Default Alarms

A0

Fiter by | Aftribute Code | equals |U* Y
3 Result(s)
‘Enabled Senice  Attribute Severity Message Operator Value  Actions
v SSM UMEM {Available Memorny) % Critical Under 10000000 <= 10000000 f"
2 SSM UMEM (Available Mamory) & Major Under 50000000 == 50000000 _?‘I
r S5M UMERM (Available Memary) 2 Minar Under 100000000 <= 100000000 _4‘?"
Apply Changes $
et otztol  Enabled * (2443} *) gol2to| SYsHELICE
4. A * Etolzte| MEHS F|ABHLICH
5. 17 L Mg * g SBHct
7|2 22 HigdetEL|ct
I-lx." Al--9-I|- x-|o| oral- _cfé Ql‘(Eﬂ}iM AlAE-II)
TH| A AR CHE 2| HA S 2H ALEX Fo| L2 Hg Mot o JASLIC
H3t 2
* E AF8ste] 2| zt2[Xtof| 2QIsHof BHLICH X &= E EEt K
" S A Heto| Rlofof BHLICY.
O =f1ofl CHaH
Sixf 2fzto| E2|HE &40 CHel A2 HiZt ot e PR Y22 X[ X[X| tELICH CFS Hoj| £40] 2t
UAZS Ho{7HH AE0| I%’gﬂfEIHl-f Eg[HE 222 X2 = AELICL
oA
1K@ > > > SSHEIHAL * > * HA| L~ S MEpL|Ct
2. 22E ASXH HO LT HOM * HE * 2 S2IeILITH g HiZdate 22 Fofl ASLIC
3. AFS * gtolzto| MEAS FABHLICE
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d Global Alarms
Updeiwd 20168-02-21 11.21:08 POT

Global Custom Alarms (1 Result(s))

Enabled Senice  Attribute Severity  Message Operator Value oo Actions
[an =] |ROTE (Tivoli Storage Manager State) > Wlugjor = fomine [= =] [0 | D0
Default Alarms

Fifler by | Disabled Defaults | 0

0 Result(s)
Enabled  Senice Attribute Severity Message Operator Value Actions

Apply Changes *
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AutoSupport HAIXIS] Z2EEZE SMTPE AHE%t= 2% 0|0 SMTP M AHE /S
() stk 22 ol 2o SUst SMTP A7t ALSEIDE 0] HAE AU 4 Y&LITH 2
ARSI AR StorageGRID 22| X[ %L
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o
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Use these seitings to define the email server used for alarm notifications and for AutoSupport messages. These setlings are
not used for alert notifications. See Managing alerts and alarms in the instructions for monitoring and troubleshaooting
StorageGRID.

F Email Server
. Updated: 2018-03-17 11:11:58 PDT

E-mail Server {SMTP) Information

Authentication Username: ;rnot
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Test E-mail
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= My
Q15 X4 Y SMTP M| MEHQ| AHEXL 0|5 5! ASRILICH QIF0| HECE MHE
AL SMTP HIY MHO| BN ASE| 2B ALZ X} 0| St S E A 36H0of
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