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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

Services

ViViware Linu

appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recovery is
complete.

Yes

—force flag
+ or force-recovery

N Select Start Recovery to
configure the Admin Node.

v

Restore the audit log.

v

Reset the preferred sender.

v

Restore the Admin Node
database.

v

Restore Prometheus metrics.
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"/usr/local/Prometheus/bin/prometheus-clone-db.sh Source_ Admin_Node_IP"

. HIAIXIZt EAI=|H * Enter * & 52 578 22| . E0{A A Prometheus H|O|E{H|0| A S T}7| X
sfolgtLCt.

22l Prometheus Ci|O|E{H| 0] A2t dliE 7|1 C|O|E{ 7t S L&l 22| L E0f SAELICH SAF 20| 2tz E|H
ASEEE S7E HE|X 225 ARELILH TS eIt LIEFELIC

C|O[E{H|O| A7t S X =[O MH|AE A[ZfSHE SYLICH

— O

add-DE gL

4. Source Admin NodeOl|A] Prometheus AH|A S CHA| A|ZHSH1, Service Prometheus startS $HCH

a. OHE Meof| T & gle HMIATH T Ole HROHX| 4™ SSH Of0]HENA JHR! 7|1E MAHEILIC. ssh-
t

2 Z2|X} =T} OfLl L EO|| A BEREL|C}

H

-

29 #e|X =7 ot 20N S5 H ChE 2 S 2t=0l{ofF 2hL|Ct StLte| 22| E=
CMN(Configuration Management Node) A|H|AE SAEISHH 7|2 &t2| =2t giL|C}.
o2 7o #2| LEE ALEY £ /UKX|2F 2 StorageGRID A|AHIO|= SHLES| 7|& 22| =Gt
TSHEIL|CH C}2 DE atg| L E= H| 7|2 22| L =QlL|C},

e R

SG100 % SG1000 AH|A O{Z2t0|p1A
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Of Extofl M= Amfict 2e| =0 ZA 20 M3 BEO[ 2|5 =20 (A #|X|2 SAMRLICE O|FAH BE&
ZOE Ui 22| =20 SARE = ASLICE Z2AF 2= M 2E| 20| XIS 2 SAME K| 5L T

rn
o
Rl

rl-

UASLICH HIZEO|| SFLtQ| 22| L= 'F_ UAs 82

A RO 2t ook 22| L2 ZHAF 25 SASHK| R = AUS
S7E 2| SE= A 8 OpAo| ZAF 270]| O[HIEES 7|Z5t7| AlZSt oo 7| =&l C|O|E{ 7t & A E LTt HYZZO
= 0|&t9| 22| LB ZotEl B2 LHE 22| 20N ZAF 2O E =7 = ASLIC

SAE 57 2 LIS ZAF 230

@ OfH| Hufoh 22| = E0iA ZA 20 HMAE 4= Ql= R

o
—
AN AT 4 QBLICE

1. 7f53 22 Al 2e| =20 2OQIeLCh O™X| g™ 7= ekt L& = LHE A EERIE BR
)oll 2aIgfL|Ct.

a. ssh admin@grid_node_ip' B Q2istct

b. "passwords.txt" TFAU0f| LIZEl ot S Ql2dstL|Ct.
c. REZ Metola{H O3 BE S LHSYLICH

d. "passwords.txt" I}U0|| LIEE A= E AHARILICE

FEZ 20QI5tH TETEJL'$'0f|M '#'= HEELICE

2. M 221 nt('Service AMS stop')S ZHEX| 26t = AM

: 8
3. auditlog THUS SRE B2 ol BARE 0f 7| THUS HOIMX| QTS Tt 0|22 HHELICH

n
2

audit.log 0| 2 yyyy-mm-dd.txt.12t 20| H= 7} X|dE 1 R$H Ot 0|2 = HiELICE o€ S0 audit.log
It ol 0|28 2015-10-25.txt. 1™ cd/var/local/audit/export™ls-I" mv audit.log 2015-10-25.txt. 12 HAE £
UA&LICt

4. AMS service:'service AMS start'S CHA| A| ST}

S BEAMEIMUS HES| J2|E 2o AA| Y X|ofl SAtE CIAE{2|E THSLICE ssh admin@grid_node_ip
mkdir -p /var/local/tmp/saved-audit-logs

HAIX[7t EAE|H admin| 2= E =Lt

7. root: exit2 210}

[0

g gE|xt =Tt ofel L EE WA|ghL|Ct
=

G 22X =Tt Ot = =8 S50 EH HA S2|8 L= Jhy SH=HI01E W H|3HOF BfL|Ct.
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wHE EHE HAE BZSHYAIR

VMware VMware =E& WH|EL|Ct

IEPS Linux .tEE WH|LCH

SG100 %! SG1000 A{H|A MH|A O{E2I0|HAE WH|ISHIAIR

Ol Z2to[AA

O MetstASLICH NetAppOl A M| S5H= OpenStackE 7HA Al C|A S M EEIEE &
ol& 5+ 3.*?:1% XI St E’JQI—IEf OpenStack HY 0| Af %3” S LEE
S5}{0f 5t= E 2 Linux 2 MM E MU S CHRESSHMAIR. O3 OHF
Linux ‘=& WA EXE CHELICH

S AIZ 2 MEISHH H] 7|2 #te| = EE FEgLIC

HI7|2 &2 = EE wA|ot £ J2[E 2E|Xtof|AM S5 AlE 2 MEISHH M =EE {7}

Lot =0 Chet IUHIEQE T4oliof ghLct.

ZRe A
* £ A8Ote O2|= e xfof] 2alslof fiL|CE X e = 2 HEteA.
* fX #HE| E= RE MM A 2ol RLo{oF BfL|CY.

* Z2H|N'Y 2=t A0{0F gLt

AN
* WM == A=A LGsHof LTt

1. Grid ManagerOll M * RX|Eax * > * &t * > * 53+ £ MEdBIL|CE
2. Pending Nodes SE0|A 57 J2|E L EE MEiBIL|CE

E

=
o

4 gl

LE0F At 2 SE0f| LIEFLEX| 2 CHA] EX|E[ 2 =51 ZH[IH 2 WK =

—

rulm
rx
J

3. Provisioning Passphrase * £ /2i8tL|C}.
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Recovery
Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.
Pending Nodes
Search Q

Name 11 IPv4 Address I1 State 1T Recoverable I
® 104-217-51 10.96.104.217 Unknown v

Passphrase

Provisioning Passphrase | sssss

Start Recovery

°. F7 J2|E LE H|0[20M =7 THES ZLEHZSLICH

S HAp7F MR = S0t * Reset * 2 22I6H0] M S7E AZE = YELICH ZEANE
C MEFSHH L2t 2HEX| b2 HEZ HOot ASS LEH = FE et 4Xt7} LIEFE LT,

LS

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recaovery after resetting the procedure, you must restore the node to a pre-installed state:

* For WViware nodes, delete the deployed WM and then redeploy it.
# For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

AL S = E7E MA S5t OS2t 20| =5 AP AX|E HEiZ S|sHoF LICt.

o - T

Do you want to reset recovery?

° *VMware *: BiEEl 7tet J2|E L EE MHPLICE O3 ChZ 715 CHA| AR ZH|7t £|H L ES CHA
HHZgLICt.

aTH

° Linux*: Linux @A EO0f| A 'StorageGRID node force-recovery_node-name_' H& S AlisI0] . EE CHA|
INES g B

° * O]Z2to[elAx HXE MEFY = F7E MAToHE =0 2X'E HAstH 0 F2H0[AUA LES
AP EX| HEHZ SRl OF BiLICE

6. StorageGRID A|AEI0| SSO(Single Sign-On)7t A™E[0] Y0 SHE 22| X = =0]| CHSE 7|2 SHALRL
EHAETL 7|2 22| QIEHO|A QAIBME AHBSIEE T4 El 2 AD FS(Active Directory Federation
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Services)Ol| Al 'le=9| 7|8t ALK ERJAEES YUH[O|E(E= AH| 2 CHA| Md)tL|Ch 22 == 57 T2 M2
S0l HdE M 72 MH ASME ASELIC

M| 4= Qe Ml M2|E At ™ StorageGRID 22| XS &HESHUAIR. 7|12 MH
@ QUB Mo dHM|AstH e =0 HEH Mol 2algfL|Ct. var/local/mgmt-api' LA EE[=
0| S35t0] 'server.crt' THU S ME4SITY

i

My
StorageGRID 22|

O{E2t0|AA MEX| ZH|(ZHZ M2 3

STE H| 7|2 22Xt BN ZHAF 25 SFLCH
AIShH| 7|2 22 =E0M HAF 2OS EES S AQEZ VIR HM ZO HESE HEY £
UACHH 7 Sl H| 7|2 22| =20 SAFE 5= JASLICE

* SFE X =5 X5t HsHof LTt

B2l 2E| =20l Zofvt Aot = A 2OF CHE fIX|IZ SAKHOF BiLICt

ZHE|Xt L E0]| Zof 7t EdsHH s 22| =0 MEE A 207F &4 E 2 JASLICH Mot 22| 20N ZhAL

205 SAMTHCHS o|2{et A 208 S+ 22| LEE S50 &4 = HEY 3 JELICEL 270

w2t Alojet 22| 2o ZAL 208 SASHK| XY = JUSLICH 0] B2 HHEO| = ofAte| &t2| =EJI U= B2

A EO0EE 22| 2o %HIEIDE CHE 22| h:':01|)\1 TALROE S4E = JASLICH
=

22|Xt e EJFSHLHEO| D AIlsh L EO|M A 205 SAE = 8l= F

o+~ ® TE ZE|XF =270 A AX[R AXH
AL 230] OJHIE 7|F 3 AlZFELICE.

|

2 7|52 SYstHH JHstt of wWe| H2|Xt tEE So{of EhL|Ct.
J|2HMOoZ ZIAt MEE #E| LEO| ZA 22 MAEILICE OIS & oLt MEE|= HQ 0| HHAE
HHE £ JA&LICt
@ * Q% syslog AHHE FEUCH O|A| ZAt 207} 22| L E A syslog A/HE MEEL|CE.
© ZALHIAXIE HH3 2H 200 MESIEE HANOZ X|HYSLICH
2 HESHUAL ZAtHAIX| & 23 chAS AHTILICH 8 TSI AIL.
CHA|

1. 28l Ba|xt =0 2I0IEL|Ct,

a. Ct2 HH2 YHTLIC}: + ssh admin@recovery_Admin_Node_IP'

b. "passwords.txt" THU0|| LIZEl QS @l2fgt|ct.

1]

c. ZEZ Mabsla{w Ot

HY ol
d. "passwords.txt" Tt 0f| LIE = &S E =B Ct.

Hu
o [
iz}
~
~

SEZ 2IQI% S IEXETL FOA ¥
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2. OftH ZAf Ielo] BEE|QU=X] SOIBILICE.
'cd /var/local/audit/export'
3. REE AL 20 MUS S7E Al L Cof ZAReLCH
'CP admin@grid_node_ip:/var/local/tmp/saved-audit-logs/YYYY *'

HIAIXIZ7F EAIE|H admine| 2SS et

4. Hot2 9|8 o7} WIS T2|= oA 2P a| LS| MRHOR BAE|QEX| Solst = 2 2IE
AtR|StLICE,

S. EE 22| LEO|lM ZAF 2 MU ALK & OF MEE

1%
jini
o

m

ot
r
)

'‘chown AMS-user: bycast *'
6. root: exit2 2102

Eol ZAL SRl Tt 7|1E 2t0|HE BM AT FHBHOF BL|CEH XpA|SE LIE 2 StorageGRID 22| X|&HS

StorageGRID 22|

3

S+E H 7= 22 =20 7= 2 ALES M EF LT

=7 501 b| 2 22| ST HH F1 2, U A U AutoSupport BIAIXIS| 7|2 A
SARLE HHE H2 StorageGRID AIAHOIA 0] AHES CHal AsHoF BHLICH
L

* £ AH23t0] 2| = Ze|xtof] 2al8H0of LT X2 5= & HErRA.

* 3 MM A HTHO| A0{OF Lt

© SE 22X L EE AX|Stn Adsof gfL|C

ChA|
1. 4 *>* A AR > > > C|AS2|0] M * & MEfRILICE.
2. Preferred Sender * (7|12 AX 2 AlZhH EELCIR S0 578 22Xt LEE MEELICL
3. HA U8 Mg * 2 Z=lgLict

o e

StorageGRID 22|

HI2F 2e|X B8 S+ o 22| == Ho|HH|0|A S SRFLICE
oot erdict H| 2F 22| L=0f thet £d, F2 8 F100 tigt 7|5 LS EESHEE 7=
| 20| 22| = HIO[EH|0|AE SEY & JASLIC
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© S7E HeXt L EE Mot MEsiof FLCt.

* StorageGRID A|AHIO|= M= F JHo| 22| L =7t ZetE|0{Of FfL|C.
* "passwords.txt" IF 0| U0{OF SfL|CE.

* I2H|NY 2SIt A0{OF BfL|Ct.

#e| 2o Fol7h 2dsHA ST 2| =& oI (0| A0 MEE 7|8 27t &4 ELC O] CO|E{H|0]| A0 =
Ch2 HEIF ZEof AELIC

RHRIE
R
* L SH CIOlE] - XIg * > * £7 > * J2|S EB2X) * HOIX|OA AL TH5 P KHE Y HAE HIA
AbgELICt,

He| 222 S7Y M ATEY o X ZRMA0ME S 20 g 22| L& H|Oo[EH|0| A S Mgt
T2{Lt M H[O|E{H|O| A0 = R Al AR ZeHE|0] QUALE LIS =7l ME 5L AH| 201 cHet F=eh ZatELCt

2 H2Xt EJ O LEE £ =g
HIO[EH[O|AS FAISIY 7|5 FEE S8Y = ASLIC

[0
rot
oxY
10
el
L]
H
n
0
o
S
o
D
2
3
S
=
o
Q.
2
2
x
lr
-1
Ll
H
n
HU
H
L]
H
n

@ #E| == HIO|EH|0|AS FAISHE O R AlZHo] 23 & ASLICEH L& Grid Manager 7|52 &4

A
oM MH[ATE BX| = SO AEY &
1. AA 22| =0 2a0lstL|C}.
a. 'ssh admin@grid_node_ip' HHS EtL|Ct
b. "passwords.txt" THA0f| LIFE A= E i=fgiL|ct.
c. RER Metsl2{H Lt BY S
d. "passwords.txt" It 0]l LIZE 2 E U=detL|Ct.

2. AA PB| LCOIM CHS HHS ASSILICH O3 CH2 HIAIK|7H EAISI® D20 s s st
KU M| A ZOIE

J

3. AA

rI-J

t2| =0l A MI AH|A 'service mi stop'g SX|&LICH
4. AA PP LEOM 22| S8 27 QIEH|0| A (mgmt-API) AH|A Q! 'Service mgmt-API stopS FX| & LICH

o. ETE BE|Xt 20| M CH THAIS 2tE LIt

‘.

a. S3E 22Xt =0 23AFL|C
i. 'ssh admin@grid_node ip' @& 2gtL|Ct
ii. "passwords.txt" TFL0|| LIEEl %S @lzistLct,
iii. RER MetsiH g H3E d
V. "passwords.txt" ItJ0f| LIEE ASE AAFLICE
b. MI MH|A 'Service mi stop’2 SXIEHL|CH
c. 22| APl MH|A 'service mgmt-api stop’S SX|etL|Ct

d. SSH Of|o| M E0f| SSH 7HQ! 7| FItetLICt ssh-addE Y= ErL|Ct
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€. "passwords.txt" IIL 0| LIEEl SSH HM|A AT E J2{BIL|CL.

f 2 22| =M S E 22| =2 H|o|EH0|AS
Source_Admin_Node_IP"

Jr

AFEELICE: "usr/local/mi/bin/mi-clone-db.sh

g HIAIXIZF EAIE[H S 22| ==29| MI H[O|E{H|0|AS HO{EX| 2helgfL|ct.

HIO|E{H[O| A2t SHE 7| F CIO[E{7 Sl 2E| = =0 SAFELICH SAFAY0] kM ASEEE S7E
HE|XH =2 AIRRLIC

h. T2 Mo et 2% Ql= HAMATHT 0|4 ERSHX| 4O H SSH O0|HE|M 71! 7|15 MAHELICE ssh-
add-DE Y=Lt

6. Source Admin Node:'Service ServerManager start’0i|A] AMH|AS CFA| A|ZFstL|CE

H 24 2|t tEE 23 0] Prometheus HEZIS 22l%tL|C}
MEH™MOZ ZEtof7| giMst H| F 22| == 0| A Prometheus?t §X| &2|8t= 7|ZHH
|E2IZ X £+ ASL|CH

© SE 22Xt L EE AX|stn Adsof gfL|C,
* StorageGRID A|ARIO|= MO L 1o 22| L =7} IEHE|0{0f BhLCt.
* "passwords.txt" I} 0| RL0{0F BFL|C},
* T2H[XN'Y 2=} A0{OF SfL|C.
2| L Eof| Zol7t Lt 22| =9 Prometheus H|O|E{H|0| A0 R X|=|&= HE20| 2MELICE 22| LE

=
S75H AT EL 0| 2X| ZZM|AMM A Prometheus ClIO|E{H|O| A S M gtL|Ct S & 22| L EJt A|ZHE =
StorageGRID A|AEIQ] M MX|E L3St 2N E HERIS 7|ETtL|Ct

2 ZZ|Xt LEJIOHH LEE Bt HR 7 urc
Prometheus HIO|E{H|O| A S SAISHH 7|7HE HIE=IS 59._1%* & USL|CE

o
5
s
B

iC]

H
M

=

2

@ Prometheus G[O|E{H|O|AE SALSH= Ol 1A[ZH O| 40| ZE £ JUFL
MH|A T ZX| | = Sot0f|= L& Grid Manager 7|52 A28 4= ¢
1. AA 2| Lo 23QlgtL|Ct
a. 'ssh admin@grid_node_ip' HHS =etL|Ct
b. "passwords.txt" ItU0f| LIFE 25 E A= efL|Ct.
c. RER Motsl2{H s BY
d. "passwords.txt" ItL0]| LIZE 2 E U=dEtL|Ct.
2. Source Admin NodeOllA] Prometheus A{H|A 'Service Prometheus stop’S &X|&fL|C}

3. BT B2|R SO M TS BAIS ekRSC,

a. SE #2|Xt =0 23QIFLC
i. 'ssh admin@grid_node _ip' @S 23gtL|Ct
L

[=]
passwords.txt" Itof| LI E A= E = eL|Ct.
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. DZ2HHISA MH|A 'TZ2H|H|

o
V. "passwords.txt" IFU0f| LIS E 2= E =gt
= A

- SSH 0| E0f| SSH 71l 7|E F7tRILIL}. ssh-addE Y= LTt

"passwords.txt" TtU0f| LIZEl SSH MM A ASE UHTILICE,

L AA 2P| LEOA E1El 22| =EZ Prometheus Ci|O|E{H|0| A E EAbEHL|CY:

"/usr/local/Prometheus/bin/prometheus-clone-db.sh Source_Admin_Node_IP"

. HIAIX|7t EAIE|H * Enter * £ 2] 7 & 22| = =0 M Prometheus H|O|E{H|0| A Z @} 7|EtX|

efolgfLct.

#ell Prometheus C|O|E{#[0] 22t 8 7| = CI|OIE{ 7} S &l 22| =0 SAFELICH SAF 20| 22 E[H
ASEHEE 7 HEXH 2 EE AREILILH TS MENTE LIEFELICE

HIO|E{H| O] A7} S| =[O MH[AZ AlEfSts SRLICE

a. CHE Meof| T & @l= HMATH T 0|4t HRBEX]| ¢t ™ SSH of 0] EA JHR! 7|1E MAHRILIC. ssh-

AL

add-DE &gL|Ct

StC

4. Source Admin NodeO|A] Prometheus AMH|AE CHA| A|ZtSH1, Service Prometheus startS $HCH
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