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Prepare the appliance for reinstallation.

v

Start appliance installation.

v

Monitor appliance installation.

v

Select Start Recovery to configure the
Storage Node.

v

Remount and reformat storage volumes.

v

Restore object data to storage volumes.

v

Check storage state.
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NetApp® StorageGRID" Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced «

Home
© The installation is ready o be started. Review the seftings below, and then click Start Instaliation.

Primary Admin Node connection

Enable Admin Node =
discovery

Primary Admin Node [P 172.16.4.210

Connection state Connection to 172.16.4.210 ready

Mode name

MNode name MetApp-SGA

Installation

Current state Ready to start installation of NetApp-3GA into grid with Admin Node
172.16.4 210

Start Instaliation

S LEf7FER] T ST = HEE D ZLE ZX| HO|X|7F EA|ELCE,

() 2UE 8% HolXo| £502 AMAs0} st B Bl BSOIAM * DLIE| MK * S S2BLICE

e
]
0

=]
G100 %! SG1000 AMH|A O{Z2t0[AA

(0]

SG6000 AEEZ|X| {Z2t0|HA
SG5700 AEZ|X| {E2I0|HA

SG5600 AEZ|X| {Z2t0|HA
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Monitor Installation(=2LIE{ &X[) T|0|X|0f| HX| ZIZZ0| HEA|ELICE

Menitor Installation

1. Configure storage Running

Step Progress Status

Comest o strage centoer N o

Clear exsing confgration _ Conpiee

Configure volumes k Creating volume StorageGRID-obi-00

Configure host seftings Fending

2. Install OS Fending

3. Install StorageGRID Pending
Pending

4 Finalize installation

mjo
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Home Configure Networking - Configure Hardware - IMonitor Installation Advanced -

Monitor Installation

1. Configure storage Complete
2. Install O3 Complete
3. Install StorageGRID Running
4. Finalize installation Pending

Connected (unencrypted) to: QEMU

platform.typen: Device or resource busy

[2017-07-31T2Z2:09:12.3625661 INFO -- [INSG] NOTICE: seeding ~var~local with c
ontainer data

[Z2O17-07-31T2Z2:09:12.3662051 INFO [INSG] Fixing permissions
[2017-07-31T22:09:12.3696331 INFO [INSG] Enabling syslog
[ZO17-07-31T22:09:12.5115331 INFO [INSG] Stopping system logging: syslog-n

1201?—9?—31T22:09:12.5?009&] INFO [INSG] Starting system logging: syslog-n

[Z2017-07-31T22:09:12 .5763601 INFO [INSG] Beginning negotiation for downloa
of node configuration
[Z2017-07-31T2Z2:09:12.5813631 INFO [IN3G]
[2017-07-31T22:09:12.5850661 INFO [INSG]
[Z2017-07-31T2Z2:09:12 .5883141 INFO [INSG]
[Z2017-07-31T22Z2:09:12.5918511 INFO [INSG]
-07-31T22:09:12.5948861 INFO [INSG]
-07-31TZ2:09:12.5983601 INFO [IN3G]
-07-31TZZ2:09:12.6013241 INFO [INSG]
-07-31T22:09:12 .6047591] INFO [INSG]
-07-31T22:09:12 .6078001] INFO [INSG]
-A7-31TZ22:09:12.6109851 INFO [INSG]
-B7-31T22:99:12.6145971 INFO [IN3G]
-07-31T22:09:12.6182821 INFO [INSG] Please approve this node on the A
min Mode GMI to proceed...

4. 01Z2t0|AA AEE|X| L EE FH5= BAt=Z O|SHLICEH

Start Recovery(S+ Al%}) & MEHSI0] O1Z20|AA AREE|X| = EE FEELICH

Soj7t LB IS o| HHEQE OfZatololA AER|X| LES TSN D2l
=7 A|xtS Metsfof ghic

rl-.l

k2| XHof| A

N
Lot A
* £ A8t O = 2te|xtof] 2al8Hof fLLE X[ E[= & HEteA.
* BX| 2| L= FE UM A Foto] AO{OF BL|Lt.
* I2H|N'E f=7t A0k BfLICE
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* AEE[X| LEJ} K| 152 O|Liol| R X| 942 WS 2HQlsHof Lt
chA|
1. Grid ManagerOf|A| * RX|Ea * > * &) * > * 531« § MEBIL|CY,
A

2. Pending Nodes S 20 57g 02|= =5 MEISHL|CY,

LEOF st = S 0] LIERLEX|2E ChA| EX[E[ 2 55

= =

HIZt 2 T7kK] =5 MEfE 4= glELIC

= T HA

M
_l

3. Provisioning Passphrase * £ 2/2igtL|C}.
4. 537 AE g 2L CL
Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Sea
Name LT IPv4 Address IT State 1T Recoverable
® 10421731 10.96.104.217 Unknown
Passphrase
Provisioning Passphrase | sssses

h

Start Recovery

5. 23 72|E L. Ho[204 27 WSS DS

J2lE LEJt & HA 7| 3" Ef71I01I CESIH CHE 2202 0|Sot O{E2I0|¢A ARRX| 2EES
OF2ESHD CHA| E'Bﬂ*f: +& HHAIE LI
Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Recovering Grid Node

Name Start Time Progress Stage
de2-s3 2016-09-12 16:12:40 PDT h WY Waiting For Manual Steps
@ =7 30| HHMEX * Reset * (HEF *)S SESIH M 572 AR = USLILEL ZZAXME
MEFotH L EoF ZHEHEX| 2 SEIZ Hot ASS LU= EE Chish & XAt7F LIEHELICE

CHAl
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€ Info

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For ViMware nodes, delete the deployed WM and then redeploy it.
» For StorageGRID appliance nodes, run "sgareinstall” on the node.
» For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

Do you want to reset recovery?

oo o

TS WUHS S BRE AISOHD LCof UX'E Msto] 0 B0l A LES AR MK| e 2esio}
gLict.
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@ A2 712 K¢ BEMo| 295t A|2. sn-recovery-postinstall.sh AT ZEE AsHsIX| OHMA|L. 274
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© XFS THY QY ANE B
© I NABS| HEHH0| HAE Y A2|X| #50| XTiE EUE StorageGRID AE2|X| 250X
gelgLict.
x4 2E0| M2 TUE B2 MZL EES ChAl DIREYLICL 289 7I1Z HolEE J0i2 KXIFLIC,
+ A3YE B2 YEotD 2HE
A3

* 'sn-recovery-postinstall.sh’ ZEE ALt o AT ET AR CHS ZH S SHTLICEH

=7 30| 2E2|X| LEE MHEESHA E1, Mot AE2[X| 2FS CHA| 285D A

@ HEtH|O|E{E S73t7| 2I8H 'sn-recovery-postinstall.sh' (4':*74|)E *'?ﬁﬁﬂklg. 'sn-recovery-
postinstall.sh’7 t2E|7| Hoj| AEE|X| LEE TR EISHH MH[AE A 1 2RI LHSHo
StorageGRID {Z20|HA LEJ} RX|E ZEE ZEELICE

° 'n-remount-volumes' AT Z EJ} OIRES £ Qi Ll 22 HLOHE AEE|X| 253 ChA| ZoHBtL|CH

=23 =

AL 280| Ch| ZHelDf e 250 BE Glo|E{7 SAELITH ILM 7H0]| = 74 0]4te)
() oMl =AEe NEetee 2 AEICkD Jhgste] Q2|0 ChE giXlolM JHH HolElS
Selste{al 74 HAHE £} BhLick
° LBt AL - =0{|A| Cassandra H|O|E{H[0|A S Y HEL|CE
© AE2|X] mEO|A ABIAS AFBILICE

A
1. SR8 AE2(X 2O 239

a. 'ssh admin@grid_node_ip' BHS UABILICt
3

=]
b. "passwords.txt" IH0j| L}FEl A4S E AZBIL|CE

o. REZ HustEY Ot FYS ALt
d. "passwords.txt" It0]| LIEE 2SS U=detL|Ct
FEER 2OQI65IH ZEIETH§0M # 2 HELIC
2. W ASREES HASHH HESHAH EoHE AE2|X| 25S A OFRERILIC
BE AE2X| =250| M =F0|12 EoHsH{0f 5tALE ZE AEE[X| =F50| et A2 Of HAIE
OREIECREXPED £ 4noio] DiSE Al B ASPIX BBS Chl ZUE 4
I
a. 'n-CiA| ORE-2F' A3EEES YT
O] AR E= Hlo[E{7t ZRE AE2[X| =2F0M 2dEl= o R AlZHo] 23 + AELC.
b. ASYET HAe|H E2S HESI D TETE0| SEHYLIC
’1'801| et tail-f SHES AFSSIH AT EHE 21 IHU9| LHES ZLEZE
@ &LICH('/var/local/log/sn-CHA| OF2 E-volumes.log"). 21 Jlf°'01| HHE S XAt

’“EW S0 ASLICH.
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22

root@SG:~ # sn-remount-volumes
The configured LDR noid is 12632740

====== Device /dev/sdb ======

Mount and unmount device /dev/sdb and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sdb:

Mount device /dev/sdb to /tmp/sdb-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12632740, volume number 0 in the volID file
Attempting to remount /dev/sdb

Device /dev/sdb remounted successfully

====== Device /dev/sdc ======

Mount and unmount device /dev/sdc and checking file system
consistency:

Error: File system consistency check retry failed on device /dev/sdc.
You can see the diagnosis information in the /var/local/log/sn-

remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh, this volume and any data on this volume will be
deleted. If you only had two copies of object data, you will
temporarily have only a single copy.

StorageGRID Webscale will attempt to restore data redundancy by
making additional replicated copies or EC fragments, according to the
rules in the active ILM policy.

Do not continue to the next step if you believe that the data
remaining on this volume cannot be rebuilt from elsewhere in the grid
(for example, if your ILM policy uses a rule that makes only one copy
or if volumes have failed on multiple nodes). Instead, contact
support to determine how to recover your data.

====== Device /dev/sdd ======

Mount and unmount device /dev/sdd and checking file system
consistency:

Failed to mount device /dev/sdd

This device could be an uninitialized disk or has corrupted
superblock.

File system check might take a long time. Do you want to continue? (y
or n) [y/N]? vy

Error: File system consistency check retry failed on device /dev/sdd.
You can see the diagnosis information in the /var/local/log/sn-



remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh, this volume and any data on this volume will be
deleted. If you only had two copies of object data, you will
temporarily have only a single copy.

StorageGRID Webscale will attempt to restore data redundancy by
making additional replicated copies or EC fragments, according to the
rules in the active ILM policy.

Do not continue to the next step if you believe that the data
remaining on this volume cannot be rebuilt from elsewhere in the grid
(for example, if your ILM policy uses a rule that makes only one copy
or if volumes have failed on multiple nodes). Instead, contact
support to determine how to recover your data.

====== Device /dev/sde ======

Mount and unmount device /dev/sde and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sde:

Mount device /dev/sde to /tmp/sde-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12000078, volume number 9 in the volID file
Error: This volume does not belong to this node. Fix the attached
volume and re-run this script.
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Error: This volume does not belong to this node.
volume and re-run this script.

Fix the attached
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Recovery

Select the failed grid node fo recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q
Name 11 IPv4 Address IT state 11 Recoverable I

No results found.

Recovering Grid Node

Name Start Time Progress Stage

DC1-83 2016-06-02 14:03:35 PDT L. O N N Recovering Cassandra
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CHS of|oll M= /dev/disk/by-uuuuid/822b0547-3b2b-472e-ad5e-ad5e-e1cf1809faba S2| C|HIO|A O|ES
ArE35H0{ C|H}O|A ‘var/local/rangedb/0’0fl 28 37|7} 4TBQ! C|HIO|A '/var/local/rangedb/0’0f| O+ E EILICE,

f Jdevifade Selcistiab (e X3 EEFOCA=IeRMIRE-Eo, Bartl
var - fdev/add fvarflocal EXL3 EECOES*IEROUNT~ K0 Darrl
fdev/ade AWAQ anp defanulca n

1 local idevisde — proc fpeos pros defanirs ]
rangedb \[ 4356 Ge ayafs feys syal= A0 il

P 0 = debugta foys/kcenel fdzbug debugta Noanto o

~ Idev/sdd _i deupta Fdevipre devprs wode=0520, gid=5 o

———f— 436 GE | fdev/EdD Sredia/Eloppy =17 ] #at ROEIATO, UREE , ITHE u

fdev/cdron fodeon 2308660 o, noeauts 0 0

fdev/Eiak Aby-uald /IE4e 46873511 -4Ta7-0700-Tb31b4A55albE Sver/local/nyaql_ibde
Sdev/eappetsfagug-L2gly /l=2g xf2 dwapl mipie/f2g,noalign nobarcier  ikeep 0 2
[Fdev dica by -uaid Bechisd) -Joub-4ice-odbe-c Lot LoLgtaba /vat/lecal/ rangedb /0]

) 21‘\\- - idevisde 1
[Cesss s ]

Volumes

Wurt Pt Oincn Simhm S Sjoce Avalably  Toie Eniries Erfries Avalsble  Wite Cache
croct  Onine B8 10468 | 453GE P& 655 %0 EES E1Y 48 Unknown 5

3 WETED MG AES B G Unkewn 5
featiocaliangedtvl s Onine B @ £FM GB 475G I PSA.F0L0R BSO.9G1L55 NN @ Unavalabie 3§
Faicalmangscty | sad | Onbng S by V0 GO 2 W0 GB A&y BSH0UI 40N BSASTALW S 4 Unavmisele 5
ymiotaliongedly? 4de  Onbe B @ 429 GE 4370GE 09 655,690,408 BS8061 305 [ §) Unavalstle

1. Ch2 HHAIE 35t o7t &list AE2|X] 28 U e ClHto|A 0|F 2 7S ELCt,

a X@*>*E*>*02|E EEZX| & MEPLC

b. site * > * failed Storage Node * > * LDR * > * Storage * > * Overview * > * Main * 2 ME{5t1 22t0| Q=
M| HYAE FHELICL

Object Stores

D Total Available Stored Data ‘Stored (%) Health

gooo 956 GB 96.6 GB @ 223 KB @ 0.001 % Errar E i)
0001 107 GB 107 GB 0B 0% No Errors =Y
0002 107 GB 107 GB 0B 0% No Errors =5y

C. site * > * failed Storage Node * > * SSM * > * Resources * > * Overview * > * Main * & MEigtL|Ct. O|H
CEAON| M =felot Mufot 2t AE2|X| 282 OIRE K| I 25 37|E gelgdLIct

QEHE ML 167142 HSTL HHZELIC OIS S0{ 00002 X HM 250|1 000FE 1680

EEQILICE o] oflofl A ID7F 00009! LEHME X &A= CIHIO|A 0|0 sdcO|1 3 7|7t 107GB2!
'Ivar/local/rangedb/0’0i| B ZEL|CE.
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Volumes

Mount Point Device Status Size Space Available Total Entries  Entries Available Write Cache
/ croot Online EJ& 104GB 417 GB [ & 655.360 554 805 I & Unknown
Ivar/lecal cvioe Online =&Y 966 GE 961 GB HE &g 94369792 94363423  F & Unknown
fvarllocal/rangedb/0  sdc Online =&y 107TGE 107 GE I & 104,857,600 104.656,202 &5 &) Enabled
/varflocallrangedb/1  sdd Online =& 107 GB 107.GB  [5%&) 104857600 104856536 [ &) Enabled
fvarflocalrangedb/2  sde Online =&y 167 GB 107 GBE F5 &) 104857600 104856536 E& Enabled

2. HoJt gdlst AE2|X| =20 2300

a. 'ssh admin@grid_node_jp' HES STIL|CH
b. "passwords.txt" ItU0f| LIFE 25 E A= efL|Ct.
c. REZ Hgtola{H Ct2 ¥

o o
d. "passwords.txt" ItH0| LIS El LS E L=ATLICE

'sn-unmount-volume object_store ID’IL|Ct

object_store_ID&= A Ilot AEZ|X| 2F2| IDOICL. O E S04, ID7F 00002 LENME K& A HHO| "0"S
x| & &rL|Ct,

4. HIAXIZL BAIE|H *y* & 58] ARE|X| =9 AEE|X| MH|AS SX[eLCt.

@ AE2|X| MB[A7t0|0] SX[E R0 = HIAXIZF BEAIZ[X] 4ELICE Cassandra MH|AE =&
0ol 2t SXIELICt.

sn-unmount-volume 0
Storage services (ldr, chunk, dds, cassandra) are not down.
Storage services must be stopped before running this script.
Stop storage services [y/N]? y
Shutting down storage services.
Storage services stopped.

Unmounting /var/local/rangedb/0

R X T AEZX| MH|AZL BX|=| 2 20| OF2E SHMELICE Z2MAQ| 2t THAIS LIEHH = HIAIX| 7}
LtEFEFLICE. OFX|[8f HIA|X| = 2&0| 02 E SiM|=|AS S LHEHRILICE.

o7t st AEE|X| E&S S10t1 Cassandra G|O|E{H[0| A5 ML= IL|Ct

M AER|X|E CHA| ZLeHstn CHA| OREst= ATRES

0 05 09 5

7 = |
o = O =
Alalist *l*E“Oﬂ)\‘I ZQotCtD Thetet AR AEZ|X| =0 M Cassandra H|O|E{H|O|AE
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"passwords.txt" It 0| L0{0F SrL|C},

M| A AR 2210|277t &4 E|X| QFOtOf FL|CH,

Aol QIS Al'Hl{of stH, st AL wH| AEER|X| StEL{E o|0| FLUet AEfo{of BrL|Ct.
uH| AER[X|O] & 37| Y& ut Zotof gLt

HLZAL = E AR ZEH FA
2 MegLic)

i

AEE|X| E AR BX|7F A S0 LAl SA[}ELICE (Grid Manager0i| A *
A

QE|EA * > * &He] * > * At

* O

2tZo| Il F0| of! A Z &M ELICE (Grid ManagerOll A * RX|Es * > * B * > * 2hat + S MENSIL|CE)

-

o
UAFLCH AEE[X| 2& =70l tiet Z0nE HEJSLICE

a. ool wat o|™of| 2ol 9 Ot E six|sh Mgt AER|X| 251 HZEE Zof7t LMt 22| £ T
AEE|X|E BHISHYAIL.

AEEXE uMet = 2F MFOA AA X =ES CHAl OF2ESHA| BS=5 THA| AZHSHALE TR 8l of
SLICt. o|= EtAI0M AEE|X|7F CHA| OF2EE[ D Yetc/fstab’Of] 3=7+HEIL|CE.

b. Zho{7} ot AER|X| LLEO 232

i. 'ssh admin@grid_node_ip

[=]
ii. "passwords.txt" IOl LIEEl S E J2dgL|ct.

ii. 2EZ Metsta{H ChS HHE S et ct
V. "passwords.txt" TFU0f| LIEEl otS S I=det|ct

ZEZ Z270I61H TETEJ}'$'0|A '# 2 HHEL|CT
c. BJAE HET|(vi ELE vim)S A2310] Yetc/fstab’ TFUO| A ATj3t 22 AX|3t ChS TS FEBLICE
Jetc/fstab’ IO AIHSH 252 MO Ha|3tA| Q&LICH 27 TR HAME fstab

opelo| D= 80| OFRE =l Il A|AEID} AX|SH=X| 0I5t 2 fstabOf| A 22 AtX|sH0f
'6'|-|__| |:|.
= -

©

d. Zo{7t LMst AER|X| 2FS CHA| Zo5t D Bt AR Cassandra HO|E{H|0[A S R =SfL|CE
s

rformat_storage_block_devices.rbS 2igtL|C}

* AEE[X] MH|ATH Al Tl FLR MH[AE SX[StEHE HIAXZL EAIELCH 2 *y *

= L%t AL Cassandra H|O|E{H|O|AE T =6t2H= HIA|X|ZF EAEILICE.

* 05 HEYLICH ME&[= HO|E{H|0| ATt @l= BF Cassandra H|O|E{H|O| A S = LT
CI)=IE_:|| * y *

* = 0|4 AEEX| LETJ QERRIOIALE X|Lh 15 St CHE AEZ|X| EJF HPARE 22 Y=
* n *
23R EE Cassandras CHA| 2 E5HX] o0 SR ELICE 7|s X £M0| S225HHAIL.

* AE2|X| =E9| Z} rangedb =210/ E0f| CH3H "Reformat the rangedb drive_<name>_(device_<major

number>:<minor number>_)? [y/n]?", CtS S& & SILIE LHELICE.



" 2F7 A= EEIO|EE CHA| ZZEHSHHTH * y * E +ELICE O|FA| 5tH AEZ|X| EF0| CHA|
TOHE| 0 CHA| iRl AEE|X| 250] 'fetc/fstab' THUOf| 37HEILICE.

" *n* E2I0|E0]| 2F 7} gl ChA| ZESHA| o8 = 2.

n* 2 MEfstH ASZET SR EL|CH E2I0|EHE O ESHHLH(ERIO|E 2|

@ O|o|E{7} EEE[0{0f 5t 0 E2I0|EHI} &R O E dix|El 22) EBIO[EE
HAHSHYA|R. 23 CIE reformat_storage_block _devices.rb' HES CHA|
AEHBILICE

2 H StorageGRID S XM= 2| E A3t Cassandra =2|& M 2|gtL|Ct.

(D 434 L= e MH|ATEARIE| = SA| £E2|7t AFS 22 O|F0{FL|CE "2|H" E=
"Cassandra 2| 2l= AJZE £HE = £ JUSLICH 577t HIHMUCH= LT HIAIX| 7}
LIELIH @F HA|IX|0f] EA|El HHES MalBLICE

CHS oA Z2=H0|AM E2t0|E '/dev/sdf'E CHA| ZLBHSHOF StH Cassandras M7 2R 7t 9i&LICH

root@DC1-S1l:~ # reformat storage block devices.rb

Storage services must be stopped before running this script.
Stop storage services [y/N]? **xy*x*

Shutting down storage services.

Storage services stopped.

Formatting devices that are not in use...

Skipping in use device /dev/sdc

Skipping in use device /dev/sdd

Skipping in use device /dev/sde

Reformat the rangedb drive /dev/sdf (device 8:64)7? [Y/n]? **y**
Successfully formatted /dev/sdf with UUID c817f87f-f989-4a21-8f03-
b6£42180063f

Skipping in use device /dev/sdg

All devices processed

Running: /usr/local/ldr/setup rangedb.sh 12075630

Cassandra does not need rebuilding.

Starting services.

Reformatting done. Now do manual steps to
restore copies of data.

A AN EBto|E7F &4 EX| gt AER|X| 2501 7HA| CIO|E & SIgfLICt
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Overview * (& * > * 7HR *) BH0f| A MEdBLICE,
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JNHIS| LIHX| SAtEDE 22IRE AERZ[X| 20| = &F
S2IRE AEZ|X| ZEAJEZRIEQ o2 QES MAdHof SfLICt. o] HAtE
29It 27 AlZH IR 8l 2 H[ES F=HHMAIL

JHH|2| LHHX| ZAH2DHOFFHO|E =20 9
LEO|M AERX| LE2 QEHE H|0|E
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=

MEof CHE &
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2lE

Ofl CHel repair-data 23

2|29 ILM T#Xl0] LAME|0] 0| QENE EAMES AR & QICtD JpN S ojf 2
E= SERE AEZX] E0|M QEXE HIO|HE S/ = ASLICH

2

AL StorageGRID2 QEHE [H|0|E{S
FAdSH7| Mol 7=

A= B2 01710|E = =0l M JHA| HIO[E{ 7}
E/5= A2 QF ot7t0|E AER|X| A|AHIOA ZAH XA A2t
AER[X] =E0M SAME S S¥6hs ALLE A[ZH0| I 22 ZEL Tt

AEEX| LE OFI0|H LE

sF A

of AEE2|X| 2E0 ZEXHsHH

29

=

5t7| 2|3

Z4AH &
(=R =

LICt. ot7tol=

K| HIO|H E SR5tHH "repair-data” AIZEE MHTL|CE 0| AT E = JHA| HIO|E S Z2MAE AZStD
ILM AZH ZAS Sl ILM 4|0 ZFE[=X| 2elgfL|Ct

OfzHoll A * SH|El Ci|lO|E] * 2= * AfX| ZY(EC) CIO|E * £ MEdSI| SH|IE H|0|E = X 2 Ho|e S

of 20 2t 2|H[0of Ci|O|E(repair-data) A Z EO]| CHot CHFSE ZM S AOIEMA|R. & R HIO|HE 25F

': %:IS'D_ = D=|E=| JEIol-O

= 2150t of BE AOOF BHLIL,

®

repair-data 23 Z E0f| CHat XtM[SF LIE2 7|2 Admin Nodel| EH

AHSHIAIL.
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=Xl clolE

A =8 S0 5t=X = 22| £EF =& =700k steX| o R wel & 7HX| EE AHE5He
SR E HoHE S/ = AFLICE

'repair-data start-replicated-node-repair'S AME{StL|C}
Repair-data start-replicated-volume-repairs MEigfL|Ct

Ct

gl

BHZS AEotH =X E HI0|E 2] S7E FHY &= USLICL
REpair-data show-replicated-repair-status’S & ZX st A|2

StorageGRID 11.62| 7| 0|2| 27|0f|= '=H|&l-2|-2Elf' 40| MSBELICE o] 7|52 W&

@ FO0|H gretEl ZHo| HREIJAAL XHE = UJSFLICH $2[7t = A=K 2felstz{H of 2EE
CHZ * Awaiting — All *, * repair attemptated (XRPA) * 2 * Scan Period — Estimated (XSCM)
¥ E ArggLct 2| ELEE.

AR| RE(EC) H0|E]

A =5 S0 =X £= 22| £ £ S 0F st=X| o R0of| a2t £ JHX] FHE At AlX|
IYHOHE S/¥E = %ﬁ'—lﬂf

Repair-data start-ec-node-repairs MEigfL|Ct

Repair-data start-ec-volume-repairS ME{stL|Ct

A AE2[X| LETt QIatoIol AEHol A AR T C0|E BT AlRHE £ UBLICL BE LES ABY 4
U =] =77t SR EILICY,

I

f

dlo
ox

HE AHESH0] AH| 2 HO[EQ 7 E FHY = USLICH
Repair-data show-ec-repair-status’ £ XTSI A|L

EC 27 X2i2 ANHOZ B ool M B742 OlofgiLich, AE2|X| 20| E2[E 4

()  %uz=w} amsls exist U et 1Z 8210 ol o8 C 52 Aol
MufgtL|ct. Se A = 43 oi=0] 22810 EC 27 Blo| 92 =B HEA ofofo|
shRIElLict.

AEZ|X| LEQ| SAE 0|2S &&LICE
1. 7|12 22Xt =0 2aQlgtL|Ct.
a. 'ssh admin@primary_Admin_Node |P' HE S l2dgtL|Ct
b. "passwords.txt" ItU0f| LIFE 25 E AHfL|Ct.
c. EEZ M2st{™H LIS

=
O
d. "passwords.txt" It 0]l LIZE 2SS U=dEtL|Ct.

ZEZ 2IQI81H TETEJ}'$'0| A '#' 2 HFRL|CT.

41



2. 235 AER|X| 280| h3t AER|X| LEO| SAE 0|28 X902 H Yetc/hosts' IHUS AEEIL|CEH O2|E9|
BE LE EE2 EHH cat /etc/hostsE Y TICE

2
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=50| &
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Z<2 HO|EE SFELT

LE AEZX 250 Zo{7t wlot F HA =8 SHELICH SHIE CIofE] *, * AF| ZE(EC) CIO|E * = =
Crofl chiet XIE S MEHAIL. SHE HIolH, Ax 2 (EC) HI0IH = = REE ALRSHEX| Of0f et
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@ = 0| 49| LE0f CHall SAIof 'TIO|E CHAl 013! 2l S Adle & YIELICH O3 =8 576t

7|z A& E"oll 22[sHHAIL.

=Xl lolE

J2|=of =X olo|E 7t ZetEl B2, - nodes' &1} & 'repair-data start-replicated-node-repair' B2
AH23t0] MH| AER|X| =EE SFSHUAL.

ou
fjo

0| BH2 SG-DC-SN30|2t= AE2|X| e EO0|M =X|E HI0|HE FFL .
REpair-data start-replicated-node-repair — nodes SG-DC-SN3'C 2 EA|EL|C}

0| ClOlE{ 7t S X =M StorageGRID A|ARO|M SH|E 74| HO[HE XS + 8l8 3% *

@ WA &4 F0t EE|7'I5'|—|Ef AAHE RS AEE|X| LEO|M B0t EE|HE
&49| °._J.‘l|l'f St 7S eR| elsiof Lt S HESHYAIL HL[E{Es ZH|
SHZRILICY.

AK| 2E(EC) HilO|E

2|20 AH| 2 H|0|E{ 7} ZEEl AL, - nodes' M1t &7 'repair-data start-EC-node-repair’ E&
AHE5t] MA| AEE|X| LEE 546 f |

o
o

0] HZH2 0|20| SG-DC-SN3%! AEZ|X| =E0|A] AR & H|O|E{ S 2L CL,

0| 212 0| REpair_DATA X4 = ot air IDE gtetgtL|Ct O] X4 IDE AtESH
REpair_| DATA Xtefo| T &%*ﬂf ANE XX 5 QEL|CH B3 TEM AV} AFE|0{ T CHE I EEHO|
drete| X| et&LCt.
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=H|E olofE

Jz2|=of SH[E Hlo|E{ 7t ZetEl B2 --nodes' &4 1t & 'start-replicated-volume-repair' @& S AHE5H0]
LEE AMYSLCt O3 CFS CHS Of2f ol ZH0] '--volumes' EE= - volume-range' M & F7tgtL|Ct.

* Hd 28 % 0| B2 =H|E Olo|EHE SG-DC-SN30|2t= AEZ|X| L E9| 2& '0002'2 S L|Ct.

to

REpair-data start-replicated-volume-repair—nodes SG-DC-SN3—volum0002"E &=t A|

* =5 E?l *: 0| BH2 SG-DC-SN30|2t= AEE|X| ==9] "0003" ~ "0009" Hele| 2= =& =X
HIO[E{E S ELICE

repair-data start-replicated-volume-repair --nodes SG-DC-SN3 --volume-range
0003,0009

* LIS =8 MAL §IZ *: 0| BH2 SG-DC-SN30|2t= AEE|X| .22 =5 '0001', '0005' & '0008'2 =
=HE E1I0IE1§ S

REpair-data start-replicated-volume-repair—nodes SG-DC-SN3—volumes 0001,0005,0008'

JHA| ClO]E{7} 2)l&|™H StorageGRID A|AEIO|AM SX|E! 7HA| CIO|EIE RS £ QIS ELR*
@ WM &4+ Z107F EB|AHELICE A|AR MAS| AER|X] =EOAM 2107t EB[HE & JASLICL

SO el 237t 7Hs K| 2telsljof gtL|Ct. StorageGRID ZLIE{™ 5! 2X|

X|ES HESHIA L.

AR 2E(EC) HIoIH

J2|=of AH| 2 I0|E{ 7} ZEHEl AR - nodes' &M 1t B 'start-ec-volume-repair' BEE ALE5IH{ LEE
ASEBIMAIR. O3 CHS CHS Of2H o2t 20| --volumes' EE£ '- volume-range' M2 F7etLCt.

rn
ne
AT

B *: 0| BH2 SG-DC-SN30|2t= AEZ|X| =2 £F '0007°01 4fH| ZE HI0|HE SRILICE

REpair-data start-ec-volume-repair—nodes SG-DC-SN3—volumes 0007’2 & =oAL

* S5 Hel * o] B2 &AM 2 O|0|E{E SG-DC-SN30|2H= AEZ|X| lE2] "0004" ~ "0006" H {0
A= BE %Eoﬂ SHELCH

repair-data start-ec-volume-repair --nodes SG-DC-SN3 --volume-range 0004,0006

* Multiple volumes not in a sequence *: 0| &2 SG-DC-SN30|2t= AE2|X| =E9| & '000A', '000C'
5! '000E'Z AMH| 2 O|O|EE E?_J%*thf.

REpair-data start-EC-volume-repair—nodes SG-DC-SN3—volumes 000A, 000C, 000E
repair-data= 0| repair_data ¢

o
HE=
REpair_DATA Y o| ZIglf At=tat ZAu}
dtote| X| eb&LICt.

Algsts 123t repair ID % HHEBILICE O] Y IDS A8t
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AFBE 4 Q| ElB 277t gL,
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SH|E Hlolg
© $E7t AZE[JA=K| El5tEH:
a LE*>* BIARE AERX|LE  *>*|LM* 2 MEfgiL|C}
b. WII MMo| £48 AETILICL STt b2 &M * Awaiting-all * 40| 0 7HA|E LtEFHALICE.
© 2|5 O XtMIS| ELESHH:
a X >*Ed*>* 2| EZZX| * & MEfgtL|Ct,
b. 83%|= *GRID * > *_Storage Node _* > * LDR * > * Data Store * S ME{stL|C}.

c. ZHIE 2|7t 2RE FR S EYE eI 7ttt ot ZE L

@ Cassandra®| &&A0|

£Q
mjo

4+ 9lom

« * A|SE B(XRPA) : 0] 42 ALBBI0 BHE 27 WSS FHLICL 0] $4S AN
w7k D9IY HHE 2721 2 GOt ST 0f £40] ST AZH 7|2H Scan
Period — Estimated* 44 H|2)=ICt O 71 7|2t S0t Z7tetx| 90w ILM ATHL0|N 2
oM S7sio} & D9I% HHE §X| R ALLICE
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* A 7|2 — O (XSCM) *: 0] 82 AHESHH O ol =T El JHA|of HM tHFO| HE x| =
AEE FEYLICEL 57 AR * £40] AR A7 7|22 21 7|2H St SIHHK| gfeH SH|El
2|7t sE 5 ASLICE A7 7|22 HEE 5= JAGLICH A2 7|20 &(XSCM) * £42
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Prepare for node
recovery.
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Replace node.
VMware Linux
No Yes
Linux host?
Corrective No . See the
actions taken when F:g:rﬁgfgels “What next?”
restoring node? section for details.
Yes
—force flag New or changed
or force-recovery block device
Recovering from
Select Start Recovery to ERroe volume
configure the Storage Node. Failure
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Remount and reformat
storage volumes.

v

Restore object data to
storage volumes.
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Check storage state.
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Recovery
Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q

Name 11 IPv4 Address I1 State 1T Recoverable I
® 104-217-51 10.96.104.217 Unknown v

Passphrase

Provisioning Passphrase | sssss

Start Recovery

°. F7 J2|E LE H|0|20|M =7 THES ZLEHZSLICH
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Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recaovery after resetting the procedure, you must restore the node to a pre-installed state:

* For WViware nodes, delete the deployed WM and then redeploy it.
# For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.
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a. 'ssh admin@grid_node_ip B
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d. "passwords.txt" It 0]l LIZE 2 E U=dEtL|Ct.
=
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root@SG:~ # sn-remount-volumes
The configured LDR noid is 12632740

====== Device /dev/sdb ======

Mount and unmount device /dev/sdb and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sdb:

Mount device /dev/sdb to /tmp/sdb-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12632740, volume number 0 in the volID file
Attempting to remount /dev/sdb

Device /dev/sdb remounted successfully
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====== Device /dev/sdc ======

Mount and unmount device /dev/sdc and checking file system
consistency:

Error: File system consistency check retry failed on device /dev/sdc.
You can see the diagnosis information in the /var/local/log/sn-

remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh,

this volume and any data on this volume will be deleted. If you only
had two

copies of object data, you will temporarily have only a single copy.
StorageGRID Webscale will attempt to restore data redundancy by
making

additional replicated copies or EC fragments, according to the rules
in

the active ILM policy.

Do not continue to the next step if you believe that the data
remaining on

this volume cannot be rebuilt from elsewhere in the grid (for
example, if

your ILM policy uses a rule that makes only one copy or if volumes
have

failed on multiple nodes). Instead, contact support to determine how
to

recover your data.

====== Device /dev/sdd ======

Mount and unmount device /dev/sdd and checking file system
consistency:

Failed to mount device /dev/sdd

This device could be an uninitialized disk or has corrupted
superblock.

File system check might take a long time. Do you want to continue? (y
or n) [y/N]? vy

Error: File system consistency check retry failed on device /dev/sdd.
You can see the diagnosis information in the /var/local/log/sn-

remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh,

this volume and any data on this volume will be deleted. If you only
had two

copies of object data, you will temporarily have only a single copy.
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StorageGRID Webscale will attempt to restore data redundancy by
making

additional replicated copies or EC fragments, according to the rules
in

the active ILM policy.

Do not continue to the next step if you believe that the data
remaining on

this volume cannot be rebuilt from elsewhere in the grid (for
example, if

your ILM policy uses a rule that makes only one copy or if volumes
have

failed on multiple nodes). Instead, contact support to determine how
to

recover your data.

====== Device /dev/sde ======

Mount and unmount device /dev/sde and checking file system
consistency:

The device 1is consistent.

Check rangedb structure on device /dev/sde:

Mount device /dev/sde to /tmp/sde-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12000078, volume number 9 in the volID file
Error: This volume does not belong to this node. Fix the attached

volume and re-run this script.
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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

VMware Services

. Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recovery is
complete.

Yes

—force flag
+ or force-recovery

N Select Start Recovery to
configure the Admin Node.

v

Restore the audit log.

v

Reset the preferred sender.

v

Restore the Admin Node
database.

v

Restore Prometheus metrics.
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Recovery
Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.
Pending Nodes
Search Q

Name 11 IPv4 Address I1 State 1T Recoverable I
® 104-217-51 10.96.104.217 Unknown v

Passphrase

Provisioning Passphrase | sssss

Start Recovery

°. F7 J2|E LE H|0|20|M =7 THES ZLEHZSLICH

S HAp7F MR = S0t * Reset * 2 22I6H0] M S7E AZE = YELICH ZEANE
C MEFSHH 27t 2HEX| b2 SE= HOot ASS LEH = FE et 4Xt7} LIEFE LT,

[

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recaovery after resetting the procedure, you must restore the node to a pre-installed state:

* For WViware nodes, delete the deployed WM and then redeploy it.
# For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

A AT = E7E MAIT5HH OS2t 20| =5 AP AX|E HEiZ S|sHoF LICt.

o - T

Do you want to reset recovery?

° *VMware *: BiEEl 7tet J2|E =5 MHPLICH O3 ChZ S5 CHA| AR ZH|7t E|H L ES CHA|
HHZ BTt

aTH
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6. StorageGRID A|AEI0| SSO(Single Sign-On)7t ™ &[0 Y0 SHE 22| X = =0]| CHE 7|2 ZHALRL
EHAETL 7|2 22| QIEH0|A QAIBME AHBSIEE T4 El 2 AD FS(Active Directory Federation
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'cd /var/local/audit/export'
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'‘chown AMS-user: bycast *'
6. root: exit2 2102
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Prepare for node recovery.

v

Replace node.

VMware SEF.-.I'ICES Linux
appliance

See the
“What next?"”
section for details.

Cormrective
actions taken when
restoring node?

Recoveryis
complete.

Yes

—force flag
l force-recovery

Select Start Recovery to
configure the Gateway Node
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3. Provisioning Passphrase * £ /2¢tL|Ct.
4. 57 AZ > g =g
Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

ea Q
Name 11 IPv4 Address 11 State 1T Recoverable I
® 104-217-51 10.96.104.217 Unknown
Passphrase

Provisioning Passphrase | sessss

Start Recovery
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Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For WVMware nodes, delete the deployed WM and then redeploy it.
» For StorageGRID appliance nodes, run "sgareinstall” on the node.
» For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.
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—

Do you want to reset recovery?
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° Linux*: Linux @A E0||A 'StorageGRID node force-recovery_node-name_' B&2 At L EE CHA
NES SIS,

© * OfB2Lo|oIAT TALE MLHS T B2 WAESIAR S0 M KIS Mstol ofB2folotA LES
APR M%) Ef2 S elefor giLiCt,



Prepare for node recovery.

v

Replace node.
VMware Linux
No ) Yes
Linux host?
Corrective See the
actions taken when R ueTY IS What next?’
restoring node? complete. section for details.
Yes
—force flag
l force-recovery
Select Start Recovery to

configure the Archive Node.
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Reset connection to the
cloud.
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Recovery
Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q

Name 11 IPv4 Address I1 State 1T Recoverable I
® 104-217-51 10.96.104.217 Unknown v

Passphrase

Provisioning Passphrase | sssss

Start Recovery

°. F7 J2|E LE H|0|20|M =7 THES ZLEHZSLICH

(D) =7 EAIAYEE 50 Reset - 2 S2Aol0 M BT NY » ALk BRANE
ARSI = E7H AHEX| 92 ME|Z ot ASS LIEHHS B thst AXp7} LiebERLIC

[

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recaovery after resetting the procedure, you must restore the node to a pre-installed state:

* For WViware nodes, delete the deployed WM and then redeploy it.
# For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

EAE METY = 578 MAIS5IH ChS0 20| =5 AP 2R 2 HEf =2 =2I8H0F LIt

Do you want to reset recovery?
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Primary Admin Node connection

Enable Admin

Mode discovery Uncheck to manually enter

the Primary Admin Node [P

Connection state Admin Mode discovery (s in
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Installation

Current state Unable to start installation.
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NetApp® StorageGRID® Appliance Installer Help ~

Home Configure Networking ~ Canfigure Hardware « Monitor Installation Advanced «

Upload StorageGRID Software

If this node is the primary Admin Mode of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the
version of the software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by
uploading the installation package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains
the software from the grid's primary Admin Node during installation.

Current StorageGRID Installation Software
Version None

Package Name None

Upload StorageGRID Installation Software
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Monitor Installation

1. Configure storage Complete
2. Install OS Running
Step Progress Status

Obtain installer binaries

Configure installer

st 05 I tater VM running

3. Install StorageGRID Pending

4. Finalize installation Pending
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Home Configure Networking «

Monitor Installation

1. Configure storage

Install 0OS

o

[

Install StorageGRID

4. Finalize installation
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Configure Hardware «

[IN3G]

[IN3G]
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Monitor Installation Advanced -

Complete
Complete
Running
Pending

NOTICE: seeding ~svar~local with c

Fixing permissions
Enabling syslog
Stopping system logging: =syslog-n

Starting system logging: syslog-n

Beginning negotiation for downloa

Please approve this node on the A
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NetApp® StorageGRID® Appliance Installer Help ~

Home Configure Networking Configure Hardware Monitor Installation Advanced -

Monitor Installation

1. Cenfigure storage

Complete
2. Install OS Complete
3. Install StorageGRID Complete
4. Finalize installation Complate
5. Load StorageGRID Installer Running
Step Progress Status
Starting StorageGRID Installer _ Do not refresh. You will be redirected when the installer is ready
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