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DC1-S2 (Storage Node

Overview Hardware Network Storage Objects

Node information @

Name: DC1-52

Type: Storage Node

1D: e12e3f95-da25-4c56-8cal-ecT96b3fdbd9

Connection state: Q Connected

Storage used: Object data | | 26% @
Object metadata | | 0% @

Software varsion: 11.6.0

IP addresses: 10.224.1.227 - ethd (Grid Metwork)

Show additional IP addresses w
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Alerts

Alertname % Severity @ % Time triggered & Current values

Low installed node memory [4

Q Critical 11 hoursago @ Total RAM size: 8.37 GB
The amount of installed memory on a node is low.
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

1Dz f0890e03-4c72-401f-3292-245511a38e51

Connection state: & connected

Storage used: Object data ™ @
Object metadata 5% @

Software version 11.6.0 (build 20210915.1941 afce2d3)

|P addresses: 10.96.106.21 - eth (Grid Network)

Hide additional IP addresses A

Interface & IP address &
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mitc2 169.254.0.1

Alerts

Alert name 2 Severity a =2 Time triggered % Current values

ILM placement unachievable [

© Major 2hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.
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Overview Hardware Network Storage Objects ILM

CPU utilization @
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StorageGRID Appliance

Appliance model: @
Storage controller name: @
Storage controller A management IP: @

Storage controller WWID: @

SG5660

StorageGRID-5GA-Labll

10.224.2.192
600a098000a4a707000000005e8ed5fd

oEcfo|A 2™

Ltet ASLICE

AER[X| AEER O|F LIt

AERX| HEEZ AZE[ IP

0| StorageGRID 0{Z2[0|¢H AL B = SANTtricity

AT EQ0]0]

SANtricity 2 E2||0{0f] EA|El 0| StorageGRID 0{Z20|¢1 A2
O|SQILICE

s
E
I
1
Ff
Storage appliance chassis serial number: @ 1142FG000135 E
Storage controller firmware version: @ 08.40.60.01 3}
Storage hardware: @ Mominal il j{
i
Storage controller failed drive count: @ o} il }
Storage controller A: @ Nominal il f
-]
&
Storage controller power supply A: @ Nominal ||| P
!
Storage controller power supply B: @ Nominal ||l
Storage data drive type: @ NL-SAS HDD
Storage data drive size: @ 2,00TE i
Storage RAID mode: @ RAIDG E
3
Storage connectivity: @ Nominal 1
Overall power supply: @ Mominal ||. i}
Compute controller serial number: @ SV54365519 Ii
N
Compute controller CPU temperature: @ Nominal ||| ¥
Compute controller chassis temperature: @ Nominal ||l %
3
J
|
;
Storage shelves l
Shelf chassis serial 3
I
$ shefiD @ = Shelf status @ IOMstatus @ % ¢
number @ {
{
SN SV13304553 0 Nominal N/A i
i
< E
b
Appliance E|O|29| Z = A

AERX| HEER AQ 2| ZE 10] thgt IP FALICE O] IPE AHESHO
SANtricity 2 E 00| HM|ASIH AEE|X| ZHE HEY

= ASLICE



Appliance E|O|E29| Z =

AEE|X| AEEZ B 22| IP

AEE|X| ZEEZ WWIDYIL|CH

ol
=T

AEE[X| O{Z20[ AL MA|
Ho LI

AEZ|X| HEEZ "o
HH LT

AEE|X]| SIES|]

AEE2X| HEER Q| EEIO|E 7t
AIiHELICE

AEZ|X| HEEZ A
AERX[HAEER B
AEZ|X| ZEER HH 35 ZXA
AEZX| HESEH T S5 B4 B

AEZ|X| H|0|E EEIO|E

FAYLICE

AEZ|X| H|o|E E20|E
3A7|L|C}

AEE[X| RAID 2E

29

AEEX| ZEER Bl 2| ZE 10 Chet IP FAYLICH O] IPE AFESH0]
SANTtricity 2T EQ|0{0]] AN ASHH AEZ|X| ZH|E WAL = USFLICE

L5 0|Z2t0|¢1A HHol|= AE2|X| ZHEEZ BI} glELICH

SANtricity 2ZE2||0{0f] EA|El AER|X| HEE2Q M MAX
AHXAL|CE,

{S2to[ AL MA[ LA HS L|CH,
O o{Z2to[A20f st AE2|X| HAEZ2{ Q| HAU HTLICY.

AER|X| ZIEE2] StEY01Q] HA| AERILICt. SANtricity System
ManagerOl| A AE2|X| StEQ|0{0]| CHSH Needs Attention(F2| ZR)
AMENE B 16H= 2 StorageGRID A|AHIT 0] ZHS E0%L|Ct

AFEHZ O T ROl A HXA SANtricity 2ZEY0{E ARSI
AEL|X| HEEHE SQISIMAIQ. O7 C}2 HEE HEER 0| ML=

CHE ZE7} Sl=X| i)

=/ -

x| ={sle|x| oo =ato|e SelL|ch,

AER[X| AEEE] A9l HEfYULICE

AE2[X| AEER BO| HEHYLICH HE OE2f0|AA 20| AEE|K]|
HEER B} gl&LICt

AER[X| AEERO| HE S5 TA| AS| HEfLIC.

AEZX| HEER S| MY S5 ZA| B| HEfYLICE

HDD(3tE C|A3 E2}0|H) K= SSD(Solid State Drive)2t 2
o{Z2t0[el A9 EEBH0|E RYYLICL

StLte| H|OJE E2t0|22| 7 37| YL|C.

[t ot

S2to|H AN CHsH LA El RAID 2 EQIL|CY.

13
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Appliance E|O|E29| Z =
AEEX HE

A e 35 A

EZ2{ BMC IPE A|AtgtL|Ct

ZBe FESE A WLt
ZEE sh=gof

29

AEE|X| HE& HEfYLICE
O{S2to[t 0] chet RE HE 35 TX|2| SEHQILICE.

ZTE| AEE|0f Y= BMC(HIO|ARE Z2| HEZ2|) ZEQ| P
FAQILICE. 0] IPZ ALZ310 BMC SIE{H0| A0j Z510] 0{Z2to|oiA
StESIOE ZLIE{>I5t TITHetL|Ct

BMC7 85| X| %2 ofZ2toloin
easLIt.

HE= of 2= HAE[X]

AR ZEED 9 28 HoYLCt

-IJIEI 9-|EEE-| -5|.|:_?4|0.|o| MEH°|L|E|- I:HEol ;-|:::E| OI-E-?-.I|O-|9|-
*EEIII SIER07} gl= o{E20|¢A HHof= OI ’1":7f HA|E|X]|
etsLct

EE2{9 CPU2 2k HEfYLICE

AR ZEER 9 2 HEiYL(Ct

mE

AEZ|X| I MAIS &

AER[X] AOof At AEXLICY.

* 99: AE2|X| E oD
o T
% T n

MHEL2 SG6060 X

A SG6060X0| T HEELICE

SH5 MTo| 5 BE(IOM)S| AEfLITE ST 91S - S5 Hm} ofl

AES[X Ao A= E20{9 HEHRULICE shE IS - diEtol| ME0| el=
HOo
o



=EERE e
m AefelLct AE2|X| YIo| Qs W2t o] T AefelLict
cetolg & AE2|X| Yol 5 E2l0E £ SYLICH
el Satols AE2|x| Yol Seto|2 42, Hlo[E] AE2|X|of ASELICH
HolEf E2tol 37 AE2|X| YIoj Y Bl0JE| S2fols 172 R 27IYLICh
HAl E2tols HAIZ AFGElE AE2|X] o] Satols oLtk
Al E2to|= 37/elLct AE2|X| YIOIA 71 S FAl E2tol=el 37|QLICt YUK OR A
SatolHs B 2|7t PBLIL
74 MLt AE2|x| Mme| 7Y HefelLic

4. BE AH[O|E{A 7} mH=moIX| StolstL|ct,

MEfTL"ZE"I} Ot AR ¥ 218 AESHIAIR. SANtricity A|AH 2H2|XHE AHESH0] 0]2(8t StERO] 2t &
L0l Ciol XEMIS| LotE == AELICE HME 2K U RAI 22| X ES HFEHHAL.

o. Zt IEY 30| cHt HEE E2{H * Network * £ ME{S

o=
>
1o

HEHI E2fH o= HA| HEZ Ecizof et 2oFS MS LT

1 hour 1 day 1 week 1 month Custom

Network traffic @

650 Kiv's
600 kb/'s
550 Kb/'s
500 kb/s
450 kb/s
1010 10:15 10:20 10:25 10:30 10035 10:40 10:45 10:50 10:55 11:.00 1105
== Received Sent

1. HIEY S QEmo|A MHS HESL|CE

15
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Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ 2 Link status @ =
etho 00:50:56:AT:66:75 10 Gigabit Full Off Up
HE® 3 AEH0|A HIO|Z=2| * Speed * E0i| /= 22 AHESHY H%Efol?iigl 10/25-GbE HEY32 ZEJ}

HE|H/MQ} BE = LACP ZEE ASSIEE AR

®

=X =l

SHYAIL.

HO| EAIE 22 4712 >3 2E AMEEICtn JHgetL .

23 g == W HIC 23 25 (hict,
hic2, hic3, hic4)
A LACP 25
ks LACP 25
nks| Active/Backup(ZA/uiel) 25
17 LACP 10
e LACP 10
nks| Active/Backup(ZA/2¢f) 10

10/25-GbE ZE F-J0i Chigh XtMlet 182 o{S2to[AA0 HX| Bl RX|E+ X|HS

HERZ EMN MMZ AETILICH
Receive %! Transmit El|0|=2 Zt HEQIIE Sdf 41 I ML E HIO|E 5! {7l Q|
HEz=2Z EHEL|Ct.

oflat J2[E/220|HE
HES3 £ (eth0, eth2)
100

50

25

40

20

HZOHHAL.

A9} 7|E} |

r=
o

b
r
OF

1




Network communication

Receive
Interface @ = Data @ = Packets @ = Errors @ < Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l, 0 1k 24,032 1h 0 1l 0 1ls
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB 1k 18,494,381 il o 1l 0 1l 0 1k o il

AEZ[X|
=8 3 AA MF20 chict HEE B0 FE JHIE = 5 AFLICH

Storage Used - Object Data @

130.00%
75.00%
2021-03-13 14:45:30
S0.00%
= Used (%) 0.00%
S Tk = Lised: 171.12kB
= Replicated data: 171.12 kB
i & = Erasure-coded data: 0B
14:30 14:40 14 = Totak 310.81 GB
== |lsed (%)
Storage Used - Object Metadata @
100.00%
T5.00%
2020-08-04 14:58:00
50.00%
= Used [%) 0.00%
- Used: 539.45kB
0 - Allowed: 13278
= Artual reserved: 3.00TB
0% -
14:50 15:00 15:10 15:20 15:30
== Lsed (%)

a. Of2fi2 A3 ESHK 2t =F 3 LEHE XMTL0M A8 Jtset &

1540

E2|x|

* & MEfSHH | HjO[Ef 5! ZHA| TEFC|O|E{0f CHol AlZHo] IHE AEER|X| AAEE1

| C]A 3 ClHfO| A,

17




2t C|AZ9 H MIA 0] &2 SANtricity 2 EQ|0{(0]Z20|AA 0| AEE|X| HEE2{0f HAE 22|
ADEQIO)e HE 2E £4E = I LIEILH= 28 WWID(World-Wide Identifier)2t X[ fL|Ct.

=& OF2E X "o 23 0|23 97| W 47| SAHIE a5t T[22 FX| B|0[S2] * 0|F * ol EAIE

[y —_— E‘I7| Et [=3
O|E(F, sdc, SDD, SDE §)2| & Himjj £20| =& H|0|22| * FX[ * Sof| HA|E Ztah LX[SL(Ct.
Disk devices
name @ = Warld Wide ame @ = Woload @ = Readrate @ 2 writerste @ =
croot{8:1 =dal) MR 0.04% O bytes/s IKBfs
cwloc(8:2 5dal) MA 0.67% Obytes/s 50 K8/s
schc(8: 16, sdb) A 0.03% Obytes's 4 KB/=
schd [3:32,5dc) MiA D.00% 0 bytes/s 32 bytes/s
sdheid:48 sdd) M 000 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = Device @ = Status @ = sie @ = Avallabie @ = Write cache status @ =
! croot Oniline 21.00GB 187568 1l Unknown
fvarflocal cwlac Orline 85.86 GB 850568 1l Unknown
Ivarflocal/rangedb /0 sdc Online 107,32 GB 1717 e il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32GB 10718 GE 1l Enabled
Ivarflocalfrangedb/2 sde Online 107.32GB 1718 ce Enabled
Object stores
o8& = Size @ = Avalable @ = Replicated data § = ECdata @ = Dbject data (%) @ = Health @ =
000 107.32GB 96.44GE 1l 12460 KB 1ly O bytes 1l 0.00% Mo Errors
0ol 107.32 GB 1071868 1l D bytes gl 0 bytes 1l 0.00% Mo Errors
opoz 107.32 GB 107.15GE |l 0 bytes il 0 bytes 1l 0.00% Mo Errdes
2 ge

SG6000 AEZ|X| {E2I0|HA
SG5700 AEZ|X| ({E20|HA

SG5600 AEZ|X| {E2I0|HA

18


https://docs.netapp.com/ko-kr/storagegrid-116/sg6000/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg6000/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg6000/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg6000/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg5700/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg5700/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg5700/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg5700/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg5600/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg5600/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg5600/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg5600/index.html

O{E2to|elA 22| = B A[O|ES0] =0 chet §2E FLIt

£ HO|X|0fl= MH|A AEHO] i3t &9} 2| & i AO|EF0| e EE ALBE|S 2 MH|A 0fZato|t A0
Chet DS ZEE, CIAS Clbfo| A Y T 2 A 0] heh Bt LRElLIC) w3t olZa), AE2|X st=Ro,
HEYIT 244 HEST IEHO[A, HEYT T4, CIOIEIE A5 R HAELICH

EHA|
1. .. E H|O|X[0ol| A 0{Z2t0[AA 22| L. E = 0{E2t0|AA AO|EQ0] =5 MESIL|CY,

2. 7R * £ MEfSL|CE

M2 B = Hi MMol i=S0| 0|2, 9, ID U A Mo 22 wSof thst 29 FEIHEAELICH P
F4 20| TS 20| 2 Z40 cist olEfm[o| A 0| Z0] E3rElLC

O

° *adllb * 3 * adlli *: 22| HIERIZ QE 0|20 E4/MY RS AHE5h= ZF00 EAIELICH

° *eth *: J2|C EY 3, Ba|Xt YEYI £ S2}0|HE HESYS

— &t

° * hic *: {Z2t0[H A0 U= S2|H 10GbE, 25 EE= 100GbE ZE & SILIQILICE 0[2{ot ZE = SHH|
T AL

HZE|0] StorageGRID J12|E HE3(eth0) & S2t0|HE HEY I (eth2)d| HEL &
° *MTC *: {Z20|AH A0 Y= E2|H 1GbE ZE F StLIQIL|CE. oLt O|“°I MTC IE{H[O| AT} 2t2|

HEH3 °|E1111|0|*(eth1)s %“SOPEE EE.'LIE} CHE MTC JE{H|O|A S HIO[E] HIEf L 7|t Al
2Z AA AEE = UAEE = = USLICE

E
| A
=)
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10-224-6-199-ADM1 (Primary Admin Node) & X

Overview Hardware Network Storage Load balancer Tasks SANtricity System Manager

Node information @

Name: 10-224-56-193-ADM1

Type: Primary Admin Node

o: 6fdc1890-cada-4493-acdd-T2ed317d95fb
Connection stata: 9 Connected

Software version: 11.6.0 (build 20210925.1321 66ETeel)

P addresses: 172.16.6.199 - ethD (Grid Metwork)

10.224.6.19% - ethl (Admin Network)

47.47.7.241 - eth2 |Client Metwork)

Hide additional IF addresses A

A
Interface = IP address &

ethz (Client Network) AT.AT7.7.241

eth2 (Client Network) fd20:332:332:0:e42:a1ff:fe86:b5b0

eth2 (Client Network) feB0::e42:a1ff:fel86:b5b0

hicl AT.AT.7.241

hic2 A47.47.7.241

hic3 A47.47.7.241

N #el F1 MMol= = =0i chet 24 07t EAIELIC
3. O1Z2t0[AA0]| CHEF XEMISH LIS Ha{H * StEY0] * E MEISHIA2.

a. CPU Utilization(CPU AEE) 3! Memory(HI22[) J2{TE E1 A|Ztof| [HE CPU 2 H|Z22| ALEZF HIES
SIOIBILICE CHE A7t ZHH S HEAISH{™ XtE = T2 2|0 /Y= HEE F StLIE MERLICE 14|74, 1
U 1F E= 1M ZHHOE A8 VTt MWEE EAIY £ JSLICHL I L A|ZHHRIE XY = U=

MEXXE 2t g 28E == AsUCH
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Overview Hardware Network Storage Load balancer Tasks
1 hour 1 day 1 week 1 month Custom
CPU utilization @ Memory usage @
12.5% 100%
10%
75%
7.50%
50%
9% m
o AN AN |+ ==
0% 0%
17:20 17:30 17:40  17:50 18:00 18:10 17:20 17:30 17:40 17:50 18:00 18:10
== Utilization (%) == Used (%)

b. ofziE AT ESI] XMEQ 4 Q4 HE SLICE 0| Holle= 2 0|5, ¥ HS, AESS H HH 3 2
74 249| JEfjet 242 FEIF ZHE[0 JASLICH

StorageGRID Appliance
Appliance model: @ SG100
Storage controller failed drive count: @ 1] |||
Storage data drive type: @ 55D
Storage data drive size: @ 960.20 GB
Storage RAID mode: @ RAID1 [healthy]
Storage connectivity: @ MNominal
Overall power supply: @ Mominal |||
Compute controller EMC IP: @ 10.60.8.38
Compute controller serial number: g 372038000093
Compute hardware: @ Mominal |||
Compute controller CPU temperature: g Nominal |||
Compute controller chassis temperature: @ Nominal | | '
Compute controller power supply A: @ MNominal ||l
Compute controller power supply B: @ MNominal ||l
Appliance H|0|22| HE AF
o{Ezto|HA B 0| StorageGRID O{Z2}0|HAL| B HS IL|C,
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M

Appliance E|O|E29| Z = Ad
Sk

AEZ|X| ZIEERQ| E2I0|E 7t X Hote|X| gi2 =02 = iL|L.

L= —

AIHSLCH

AEa|X| Hlo|g| Ezto|= HDD(8IE C|A3 E2}0|E) = SSD(Solid State Drive)2t 22
FALICH O{Z2fo|oiAQ| Eato|H Q& QIL|C}

AEZ|X| H|0o|E E2t0|E StLte| HoJE| E2t0|He| R7 I 7|YLICL

37|dLCt

AEZ|X| RAID 2E O{Z2}0| A9 RAID ZEQIL|CE

M| T = FAK| O{ZZt0[AAN A= ZE T I3 FK|Q| AefL(Ct.

EE2 BMC IPE A&t dFE ZEES0| A= BMC(HIO|AEE 2| AEES) ZEQ| IP
FAULILE o| IPS Af33f04 BMC 2IE{mf| 0| A0f HEBI0| O{Z2t0[AA
SIE/E ZLIE st ZIEE = AELICE

BMCIt ZHE|X| g2 O{F2H0|HA 2| = 0 EEIH EAE[X]

eesLCt,
AR HESe| YA MSYLIH  HEY HES2YQ YA MSYLIC,
HEY ot=fof 2B 2ES2 st=flofol AlfeiLict.

ZHEE2| CPU 2L A AtgtL|Ct

oY

Ew
om
il
m

ZIEE2{9] CPUS| 2 HENLICE.

EEZ MAI 28 AlMgLt &

I
om
[
Im
M
iy
10
ro
|.|-|
0z
m
e
-
iul

a. EE ."olE.IA7I_ llllD:'Ell"Ole ér |-°;||.|_|EI_

HESZ E2fE 2T = FA| HEXZ Ecfmof et 292 MS LI



1 hour 1day 1 week 1 month Custom

Network traffic @

650 Kb/'s
600 kb/s
550 kb/s
500 Kbi's — = ——
450 kb/s

10:10 10:15 10:20 10:25 10:30 10:35 10:40 10045 10:50 10:55 11:00 11:06

== Received Sent

a. HESIA AEmo|A MM&S HAESILICE

Network interfaces
Name @ 2  Hardwareaddress @ = Speed @ Duplex @ =  Auto-negotiation @ =2 Link status @ =
eth0 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
ethl B4:A9:FC:71:68:36 Gigabit Full Off Up
eth2 0C:42:A1:86:B5:80 100 Gigabit Full Off Up
hicl 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
hicz 0C:42:A1:836:B5:B0 25 Gigabit Full On Up
hic3 0C:42:A1:86:B5:B0 25 Gigabit Full Oon Up
hic4 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
mtcl B4:A9:FC:71:68:36 Gigabit Full On Up
mtc2 B4:A%:FC:T1:68:35 Gigabit Full On Up

HIE 9|3 QIE{H|0| A H|0|20] * Speed * Holl U= 22 AFESHOY 0{Z2}0|21A0| 407H/100GHE HIEHS
ZE 4747} HE|L/MY BE | ACP REE AFBSHEE TMEIQU=K] HOlSHIAR.

(D) =l BNE 22 arhel Y37t 25 ASEICHR JHELICE



2|3 o BEcpc JHE HIC &3 &£ X (hic1, 04 O2|=/220|HE
hic2, hic3, hic4) HERZ £ 5 (etho,
eth2)

EA LACP 100 400

nps| LACP 100 200

Inks Active/Backup(ZA/ei¢] 100 100

)

ZA LACP 40 160

eS| LACP 40 80

Inks Active/Backup(2A/2¢] 40 40

)

b. EYZ S4 MHS HESLITH

-_— — 1=

Receive % Transmit HIO|22 Zt HIEEY A0 A A 3 M&E HIO|E 8l Ii31o] ~2F 7|El =41 8l M&
HE=S HEHELICT.

Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ % Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l 0l 24,032 1h 0l 0l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB ik 18,494,381 i, o il 0 il 0 1l o il

5. MH|A O{E2to|HAQ| C|AS FX| B 2&0]| CHet YEE 22{™ * Storage * £ ME{SL|CE

24



DO-REF-DC1-GW1 (Gateway Node) &

X
Overview Hardware Network Storage Load balancer Tasks
Disk devices
Name @ = World Wide Name & = /Oload @ = Read rate @ Write rate @
croot(8:1,sdal) N/ 0.02% 0 bytes/s 3 KB/s
cvloc(B:2,sda2) MN/A 0.03% 0 bytes/s & KB/s
Volumes
Mountpoint @ =2  Devie @ =  Status @ =2 Size @ = Available @ =  Writecachestatus @ 2
/ croot Online 21.00 GB 14.73GB 1h Unknown
fvarflocal cvloc Online 85.86 GB 84.63GB 1h Unknown
el H-
SG100 5! SG1000 AH|A {E20|AHA
HER3 &S SLICt
HERT |2 =&, MO|E £ 2|20 BE HERA AHI0|AS S8 #4 % HEE
HESD EfTS HoiFE JejmE EASLICE

CHE AlIZH A S EA|SHEH XIE L=
UHACZ M 7t5T YEE BEAlE =
A LIC

LE9 ER UEHD AHIo|A B0 2f 29| S2|H HE
X

communications(H|E®I3 S41) Holl= 2 =E9| =4 A
HMETL Lot JELICH

[n
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https://docs.netapp.com/ko-kr/storagegrid-116/sg100-1000/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg100-1000/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg100-1000/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg100-1000/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg100-1000/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/sg100-1000/index.html

Overview Hardware Hetwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custarm
Mcawork traffic @
ESD kbi's
E00 kbf's
S50 kb's
500 kb=
450 kbis
1005 10:10 10:315 T2 1625 1030 18:33 Al pila=1 50 10655 11:60
= Received == Serd
Network interfaces
Name & = Hardware address @ = speed @ puplex @ % Aute-negotiation @ = Link status @ =
ethi O0:50:56:AT:E8-1D 10 Gigabit Full Off Up
Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ = Frameoverruns @ = Frames @ =
thi XX o | 20403428 1l o 1k 24 893 ], o 1k o il
Transmit
intarface @ = pata & = Packet: @ = Errors @ = Dropped @ = Collisions @ = carrier @ =
sthi 365GE 1l 15,061,947 1l, o 1l o 1k L 1
2 He
o [m] Lo S
HEI AE 3 452 ZLEEELICH

A2EZ|X| ®Holls AE2|X| 7t8d 8l 7|Ef AE2|X]| HEEO] R9F%[0] ASLICE.

AEE|X| 2 2E L5, 2 AO|E 8l FA| 22| =0f CHaH EAIE LT

AEE[X[ A T2T

AEE|X| LE, 2 AO|E 8l HA| O2|E9| F2 AEZ|X]| o= AlZh Zotof 2t QEME H0|E] Bl QENE

HIEHH|O|E{0]] AtE &l AE2[X| 0] EA|E 27t otElL|CY,

o — —
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@ ALO|E = T2|E9| & o= 22l =9 20| X4 582 S¢t EnE HERI0| gl= =ETt
ESE|X| gfELIC.

DC1-S1 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 manth Custom
Storage used - object data @ Storage used - object metadata @

100% 100%

75% 75%

50% 50%

25% 25%

0% 0%
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Disk devices

Hame @ = World Wide Hame @ = WOoload @ = Read rate @ = Writerate @ =
croot{8:1,5dal) MR 0045 0 bytes/s JKB/s
cwlocl 82 5dal) WA 0.67% Obytes/s 50 K8/s
sdc(8:16,5db) /A 0.03% Dbytes/'s 4 KB/s
sthd [8:32,5dc) N/ 0009 0 bytes/s 82 bytes/s
scheld 45 sdd) M 0004 0 bytes's 82 bytes/s
Volumes
Mount peint B = Device @ = status @ = sie @ % Avallable @ = Write cache status @ =
! craot Oriline 21.00GB 1475GB 1l Unknown
fvarflocal cwloc Online 85.86 GB 240568 1l Unknown
Mvarflocal/rangedb/0 sdc Online 107.32GB 10717 GE i, Enabled
Ivaeflocal/rangedb/1 sdd Online 107.32GB wrisce il Enabled
Mvarflocalfrangedb/2 sde Online 107.32G8B 10718 GE 1, Enabled
Object stores
cé = sSize @ = Auatlable @ = Replicated dats @ = ECdata @ = Dbjectdata {3) @ = Health &
oooe 107.32 GB a6.44GB 1l 12460 KB 1l obytes 1k 0.00% Mo Errors
00l 107.32G8 wrisce 1k obytes 1l 0 bytes 1l 0.00% Mo Errars
o002 107.32 GB 10718 GE |l O bytes 1l obytes 1l 0.00% Mo Errdrs
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Reboot
Reboots the node. Reboot
Maintenance mode
Places the appliance's compute controller into maintenance mode. Maintenance mode
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/. Reboot node SGA-lab11 X

Reboot shuts down and restarts a node, based on where the node is installed:

& Rebooting a YWMware node reboots the virtual machine.
# Rebooting a Linux node reboots the container,
* Rebooting a StorageGRID Appliance node reboots the compute controller.

Attention: When the primary Admin Node is rebooted, your browser's connection to StorageGRID will be lost tempararily.

If you are ready to reboot this node, enter the provisioning passphrase and select OK,

Provisioning passphrase

sssessee (O]

Cancel
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DC1-S1 (Storage Node) 2

Overview Hardware Network Storage
1 hour 1day 1 week
53 ingest and retrieve 0
1B/s
0.750 B/s
0.500 B/s
0.250 B/s
0B/s
1200 1210 1220 1230 1240 1250
== |ngest rate Retrieve rate
Object counts
Total objects: @ 1,295
Lost objects: @ 0 |l'
53 buckets and Swift containers: @ 161

Metadata store queries

Average latency: @
Queries - successful: @
Queries - failed (timed outl: @

Queries - failed {consistency level unmet): @

Verification
Status: @ No errors
Percent complete: @ 47.14%

Average stat time: @
Objects verified: @ 1]

Object verification rate: @

Data verified: @ 0 bytes
Data verification rate: @ 0.00 bytes |
Missing objects: @ 0

Corrupt objects: @ [1]

Corrupt objects unidentified: @ 0
Quarantined objects: @ 0

10.00 milliseconds

14,587
0

1]

0.00 microseconds

0.00 objects | second
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Objects

ILM

1 month

1B/s

0.800B/s

0.600B/s

0.400 B/s

0.200B/s

0B/s

1Z2:00

Tasks

Custom

Swift ingest and retrieve 9

No data

1270 12:20 1230

12:40

12:50
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DC2-S1 (Storage Node) &
Overview Hardware Network Storage Objects ILM Tasks

Evaluation

Awaiting - all: @ 0 objects ils
Awaiting - client: @ 0 ohjects il
Evaluation rate: @ 0.00 ohjects / second

Sean rate; @ 0.00 objects [ second |I|

Erasure coding verification

Status: @ Idle |l|
Mext scheduled: @ 2021-09-09 17:36:44 MDT
Fragments verified: @ i} |||
Data verified: @ 0 bytes ih
Corrupt copies: @ 0 II:
Corrupt fragments: @ 0 ll.
Missing fragments: @ 0 |||
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DC1 (Site) & X

Metwork Storage Objects LM Platform services Load balancer

1 hour 1 day 1 week 1 month Custom

Pending Requests &
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14:30 14:25 1430 1435 1440 1445

== Panding reguescs

Request Completion Rate @

1350 13:55 14:00 1405 1410 14:45 14:20 14:25 14:30 14:35 1440 1445

== Replicstion completions == Reguests committed

Request Failure Rate @

0 1355 1400 14:05 1410 TaAG 120 1425 14:30 T4:35 14:40 14:45

Replication failures
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NetApp-SGA-108 (Storage Node)

Overview Hardware Network Storage Objects ILM Events Tasks SANtricity System Manager

Use SANTtricity System Manager to monitor and manage the hardware components in this storage appliance. From SANtricity System Manager. you can review hardware diagnostic and
environmental information as well as issues related to the drives.

Note: Many features and operations within SANtricity Storage Manager do not apply to your StorageGRID appliance. To avoid issues, always follow the hardware installation and
maintenance instructions for your appliance model

Open SANfricity System Manager (4 in a new browser tab.

=  SANtricity® System Manager StorageGRID-NetApp- Preferences | Help ~ | admin | LogOut fim
Home
0 Your storage array is optimal. View Operations in
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Name DC2-ARC1 (Archive Node) & X
StorageGRID Webscale Overview Hardware Network Storage Tasks
Deployment
Node information @
A BEL
Name: DC2-ARCL
Type: Archive Mode
€3 pC1-ADML
[1s3 202ef603-db47-4c90-8b19-afbad6e82393
“ ¢ Re :.[oﬂnedlanstatc: @ Unknown ]
DCI1-ARCL - = -~
Software version 11.6.0 (build 20210824.1557.00a5eb3)
A DC1-GL IP addresses 172.16.1.236 - eth0 (Grid Network)
. 10.224.1.236 - eth1 (Admin Network)
DC1-S1 Show additional IP addresses v
DC1-52
Alerts
DC1-53 Severity Time
Alert name % @ triggered %  Currentvalues
A~ DC2
Unable to communicate with node [
. Unresponsive arc, dynip,
DC2-ADM1 One or mare services are unresponsive, or the node © wajor 9daysago @ services: ssm
cannot be reached.
| @ oczara |
2. Lo It 0F0| 20| Y= E R CH2 HAIE SR
a. oM 2t Z0E MEistn Y =X|E WELC
HE S0, L 22| IAEES FX[SIAHLt CHA| A[ZfSt MH|AS CHA| A|ZFSHOF & 4= ASLILE
b. .LLEES CHA| 22t2l MEiZ Mete £ gl= 22 7I= XY 2ol 22l5HdAl2
3. LLC0j| 3[4 0t0| 20| Y= B2 L3 HHAE sARLICL
S|M L E= RXIE EAH S0l o S5 StLE o] 42| Zuot HAE £ JELICE O] 22X Z{H 2HE EUZ
of2{et "g2|X ZH" == 7 oOrF 2 71 §lo] 22t¢! HEi= SotZtLCt.
a. Alerts NS HESHN O] EOf FEA2 F= L0 JU=X| =l

o
T
HT 1m
HH

b. st} ol &he| 27t gyt F2

= O

H 2}
C. LEE CHA| 220l MEiE Metet 2 gl 2

Y

L1 oT

£ ELC.

off 22l5HAIL.

e

1715131 23 0fo| 20| ChABE0 EAIFILICE = HO|X|2] tEof Chst ¢
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* £ AF8SH0 2| = t2|Xtof| 2 aQ1sHof LT X s = & HEtRA.

e AEH

MEHX O 2 H|C|QZ A|M

o
A
on=—
Jul.!hl

L|Ct "H|C|2: 1 K"

£
1. St} O| Aol A

CHAIEE

23

o| JEff IHE0|M F 11 oto|2 S SEISt/LL * oixff B * &
ST StLt ool Fu 7t gdstEl 75'—.— |2F LIEFEFLICE)

° alerts * > * current * £ MEHSL|CT.

X Z 10 HO|X| 7} LIEFL|Ct ¥iXH StorageGRID A|AEIO| FEFS
Current Alerts W Learn more

View the current alerts affecting your StorageGRID system

Name 11 Severity I Time triggered b

+ Unable to communicate with node
One or more services are unresponsive or cannot be reached by the metrics collection job

O 2 Maior 9 minutes ago (newest]

19 minutes ago (oldesi}

Low root disk capacity

A Mi 25 minutes ago
The space available on the root disk is low. A Minor g
Expiration of server certificate for Storage API Endpoints : .
5 i < O Major 31 minutes ago
The server certificate used for the storage AP| endpoints is about to expire
Expiration of server certificate for Management Interface .
: : i : A\ Minor 31 minutes ago
The server iff used for the interface is about to expire
v Low installed node memoi adayago  (newest
‘ i ‘ © scrtical © o2 !
The amount of installed memory on a node is low adayage (oldest}

Site [ Node 1

Data Center 1/DC1-51-99-51

Data Center 1/DC1-ADM1-95-49

Data Center 1/DC1-ADM1-99-49

J12Mo=z A= O3t 20| EAIELICH

o 7t =20l EE|AHE Z17F HA EA[ELICE

° SYUTt RO ofz] Lol IF2E HAIFLICL

o SiH|El YIS HA|Z[X| t&LICE,

o EF LEQ| EX™ Z10| CHsl = oAt AMZEof CHSE A Zhol| =ESHH JHEr A 2fot
Minor, Major %! Critical 21Zt=0f| CHet 20 AAZHo| T E2otH Critical 213 EA|E

=

otz

n

LIEE LTt

P—
[#) Group alerts. Active ¥

Status ] Currentvalues

2 Active

Active Disk space available: 2.00 GB
Total disk space: 21.00 GB

Active Days remaining: 14

Active

Days remaining. 30

8 Active

oF FA|EILICH &,

a

|CF.
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S 2k 2lo] E2|AHE HE=IQ dxf ZILICE Y7 2ol AL ZIE 0[sfst
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Name 11 Severity 11 Time triggered v
~ low object data storage 5 Minor adayage  (hewest)
Th k space available for storing_object data is low. adayago  (oldest)
Low object data storage Mi d
The disk space available for storing object data is low. A SR
Low object data storage Wi 4
inor  aday ago
The disk space available for stering object data is low. ¥ 89
Low object data storage Mi d
The disk space available for stering object data is low. A SR
Low object data storage Mi d
inor  aday ago
The disk space available for stering object data is low. ¥ 89
Low object data storage .
Minor  a day ago

The disk space available for stering object data is low.

4. 210 OF N 7HE Z0E EASHH H|O|2 YTl * Group alerts * (OF 2 *) gfelzts M=
Active ¥

o ZNEE FU OFS YO 2l/0t ot EE SEIELICH |1 2 E HE[20A.

° Group alerts * S M=olH 2} OF L] L& JFa 7iE 3107t 25 FHELICL oS 50 £8 3
7hE 2 AABAZS RT| ol * A2t ER[A * E 7|EQR 089 318 Y + UsHH
° Group alerts * S & FA51H HH| F1 FF0| YREHLILE O 20, ST L0 SEE F=E 2
FUE EI| 28l * LE/MOIE* E2 BE FUE FEE + AL

6. HEHE J|EC= 1S LEYSI2H B|0|2 e EECHR HIwE AU
Active ¥
All alerts
Active
° BE M 1S H{H *Allalerts * (2 311 *)E UHYLICHEE X liH B 2F).
o g YEfel oix Zneh 22 * Active * & ML
° S M| E HxH FU2 HE{H * Silenced * & MHBLICE S FERSHIAIL ZE HAIX][Z S ELIC

7. £ 3100 tist MR HEE He{H Eo|S0M ZE MEFLT
Z10f chigh chet &Xtot LIEFELICE & F=oHAIR S8 1S SLH

WZE B1E SLICH

| o P~ A AL

oHZE 2B 7|52 AMstd = + ASLIC

Zest A

* EA8SH d2|=

| Group alerts
Site [ Node 11 Status I Current values

5 Active

Disk space remaining:
Disk space used:
Disk space used (%):
Disk space remaining:
Disk space used:
Disk space used (%)

DC2 231-236/DC2-S2-233  Active

DC1225-230/DC1-51-226  Active

Disk space remaining:
Disk space used:
Disk space used (%):
Disk space remaining:
Disk space used:
Disk space used (%)

DC2 231-236/DC2-33-234  Active

DC1225-230/DC1-52-227  Active

Disk space remaining:
Disk space used:
Disk space used {%):

DC2 231-236/DC2-31-232  Active

22| Xtofl 2aQIsHof LT X == & HErRA.

Active v

52517 GB
243.06 KB
0.000%
52517 GB
32565 KB
0.000%
52517 GB
381.55 KB
0.000%
52517 GB
28219 KB
0.000%
52517 GB
189.24 KB
0.000%
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° alerts * > * Resolved * & ME{eIL|CL S{ZE Z10 H[O|X|7} LIEFELICE 7|2H 2 X| F=0f E2|HE
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SHZE ATO| A1 JHE %20 E2|AHE
H|O|X| EE= O|H| Y L0 EA|=|}ASLICE
Resolved Alerts

Search and view alerts that have been resolved.

VWhen triggered x Severity = Alertrule

Last week v Filter by severity

Name

Low installed node memory
The amount of installed memory on a node is low.

Low installed node memory
The amount of installed memory on a node is low.

Low installed node memory
The amount of installed memory on a node is low

Low installed node memory
The amount of installed memory on a node is low.

Low installed node memory
The amount of installed memory on a node is low.

Low installed node memory

The amount of installed memory on a node is low

2. HO| HHE HAEYLICE

E Helz

0|8
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Filter by rule

Node =

Filter by node

2LEOl HA HAIELICE O] H|Oo[X[e] A1 OO 2z &

it Severity @ 1T | Time triggered™  Time resolved 11 Site | Node

@ Critical

© Critical

@ Critical

Q Critical

@ Critical

© Critical

2 days ago

2 days ago

2 days ago

2 days ago

2 days ago

2 days ago

a day ago

a day ago

a day ago

a day ago

a day ago

a day agoe

Data Center 1/
DC1-82

Data Center 1/
DC1-53

Data Center 1/
DC1-54

Data Center 1/
DC1-ADM1

Data Center 1/
DC1-ADM2

Data Center 1/
DC1-51

It Triggered values

Total RAM size: 8.37 GB
Total RAM size: 8.37 GB
Total RAM size: 8.37 GB
Total RAM size: 837 GB
Total RAM size: 8.37 GB

Total RAM size: 8.37 GB
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4 Low installed node memo a day ago (newest)
) v ) € 2 Critical vaa i, S 8 Active
The amount of installed memory on a node is low. a day ago (oldest)
Low installed node memory. . .
é j ) ) € Critical | a day ago Data Center 2 / DC2-51-99-56 Active Total RAM size: 8.38 GB
The amodwt of installed memory on a node is low.

MEtsh ZEof et MR 2 E MSsth= st &XE7F LIEFLICY.
Low installed node memory

The amount of installed memory on a node is low. Status
Active (silence this alert (F )

Recommended actions

Site / Node
Increase the amount of RAM available to the virtual machine or Linux host. Check Data Center 2/ DC2-51-99-56
the thresheld value for the major alert to determine the default minimum requirement .
for a StorageGRID node. Severity

€3 Critical

Total RAM size

See the instructions for your platform:

« VMwars installation

8.38 GB
+ Red Hat Enterprise Linux or CentOS installation
Condition
* Ubuntu or Debian installation View conditions | Edit rule &
Time triggered
2019-07-15 17:07:41 MDT (2018-07-15 23:07.41 UTC)
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y Low installed node memory

Major node_memory MemTotal bytes < 24062008280

View ca@ti{ms | Edit rule &

Critical node_memory_MemTotal bytes < 12eP8@eeees




@ 2 fAS MG = 2HY W= FolsHoF gLct
==}
A

g U7tx 7|2 2ME XS £ =+ U

7. B0 MR YEE HosH * Y| * 5 Salet.

=

AHHA EEE SN

= O

UZ(EHA AIAE)S AJAE 20| A2 YAZto| T uf
Alarms (313 22 HO| K|l A 1) A2HE Y2 = 4 ABLICH

m
]
N
I
-
o
@)
C

3

D

=1

=

() 71= gz Aage A4 XAEITEE, 2 AN HoB0HS HBsHe ALBO| ZHHBILICH
* 8 AFg3t0] 12| BRIXto) 2olshof BTk K| RUE|s B Hatex,
i

1K * > > BRI AHA) * > * HRY 22t~ S MEdgL|Ct

The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions for monitoring and troubleshooting StorageGRID

Current Alarms
Last Refreshed: 2020-05-27 09:41:30 MDT

|| show Acknowledged Alarms
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M NetApp | StorageGRID Grid Manager earch by page title Q @v ARootv

DASHBOARD

ALERTS v

TENANTS B
View the list and status of sites and grid nodes.
ILM
Q .
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

I i e s T R e PSPPSR

2. J2|E 0|5, EH G|O|E] HIE]| AO|E = D2|E LES MElS OHZ * HIESRZ * BiS MESL .

0, 1o

HESZ Eafg J2jTs 2|29 MH| HIES(Z EafT, H|0|E ME| AIO|E E= 20 et 2% HEE
HMSefct.

1 hour 1 day 1 week 1 month Custom
Network traffic @
650 Kb/'s
600 kb/s
550 kb/s
500 Kb/s
450 kb/s
1210 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11.05
== Received Sent

a. J2|E LES MEiSt AR Ol 2 A3 F5H0] H0|X|Q| * HERX S QE{H|O|A * MMS HEBIL|CY,

==

Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =

etho 00:50:56:A7:66:75 10 Gigabit Full Off Up
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b. J2|E LEO| AR ofefj2 AT E

Receive & Transmit EH|0|E2 2

FHIEQIZOIM ==
HE2IZ 20FLIC}

otof HO|X|Q * LIERIZ S4 * MME HERLIC

Network communication
Receive
Interface @ 2 Data @ = Packets @ = Errors @ % Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l o 24,032 1h ol 0l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
ethg 3.64GB ik 18,494,381 i, o 1l 0 il 0 1l o il

a P>+ EYI*> Bl 22

EfiT 27 M oO|X| 7} LIELI D

Traffic Classification Policies

LS 2L EHEELC

7|1E ™ol 7of| LIEEL|C}

Traffic classificafion policies can be used to identify network fraffic for metrics reporting and opfional traffic limiling.

L:l- Create || # Edit | | % Remove | |_,|_| Meh'icsi

Name Description

ERP Trafiic Control Manage ERF trafiic into the grid

*  Fabric Pools Monitor Fabric Pools

&
il
o o

HAM T AretE SFSHEX

= o

dd, HE E= ARsHEH E

HMO| HESRZ B S Metot=E dAEl 3% EciTo| LOtLt At Het:
st
=]

1D
cd9aibcr-pB5e-4203-D6f8-Tedar9e2c574
223blchb-6965-4646-b32d-7665bddcs94b

Displaying 2 traffic classification policies.

2IR0| 2L HES MES TS * Metrics

ote| =X| 245t

LICH mh 2 Teo| mat 2t Eay 22 HMe REeH|ct,

T o

ZSH A StorageGRID 22| X|&l.
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L 2| AAE DL|E{2IEHL|C}

NE 22|E =8 BLEESHY 2[aA SEL sFS 2Hldljof ghict.

Of Zte10i| CHaH
LEIHREHMOZ MRS &Ef7F E|H 2 Xl Ao O B2 =7 2R 4 JAELIC
EHA|

1. 32| L9 StE=Qof o CHet MEE 2e{H 22 3Lt
a. nodes * H|O|X[}|M =EE MEHBIL|CY,

b. Hardware * S MEHSIO| CPU A2 E Y M2 2| AF2EF J2jT S HA|EL|CE,

DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom

CPU utilization @ Memory usage @

35% 100%

=]
w
2@

20% 50%

e WWH

0%

14:00 14:10 14:20 14:3 14:40 14:50 1400 14:10 14:20 14:30 14:40 14:50

= Utilization (%) = Used (%)

tirphereitici-y
d. lmEJF AE2|X| 0fZ2f0[QIA L A O}Z20|AA0N SATE HP Of2f2 ATSo0] 74 R4
Blol22 tolstLict. BE HEo| Mef= B4 0|0fof BLICH L ME7} QU 74 R4S FAfBILIC

of
o1Z2to|dA 2| = Y Alo|EQ 0| 0 T3t HEE ELch
H'EE PSS ZLEIRLICH

=]

HE S20IUE Heo| H'HE AFat HZE[0 JASLICE 22 E2[XHE AHESHY A EQ
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AER|X| A2 = HEY3 EnlE DLIEZISHLE ZHAF 20 EE= Grafana CHA|EEE

o L1

AHESHY] H|'HAET} StorageGRIDE AHE3dH= 20| Ciet XiM|gt HEE T = JSLICL

|
=

0

o %
£ A83H0Y 12| Bl Rt ZOQIRALIC X|elE = 8 Hate R,
FE NA EE BRIR} HBHO| YBLICE

ol X0l cho
() aes 27 gre 2L oj2i 2HAS HAE 0|2, HEYD 12 U L. Aejo] W8S
HF&L'EI-
[l ] .

EHA|
1.

BE HYET}L A8 AER|X| 2 HESIZHH * Tenants * & ME{SIL|CT,

AMSEl 2| 37t ST AR E, Y U 21| 47 2 B E0| thef LIZEILICE BEo| B0 chof
2K @2 3R 28T AEE Y EE= thAl(—)7t ZHELICE
Tenants
View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
Search tenants by name or ID Q Displaying 5 results
Name @ < Llogicalspaceused @ 4  Quotautilization @ 2 Quota @ %  Objectcount @ %  Signin/Copy URL @
Tenant 01 2.006GB 10%  20.00GB 100 <1 0
Tenant 02 85.00 GB 85%  100.00 GB 500 4 0
Tenant 03 500.00 TB 50%  LO0OPB 10,000 4] 0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):| |_D
Tenant 05 5.00 GB 500 4 0

2701 YIS MENSIY] HIHE AFol| 2018 4 JAELITH 3] EHI0[E2] * 2T/URL AL * Eoi| A&LICH

URL SAF 35 MEHSHY BI'HE Q| 221 H[0|X|of CiEt URLE SAMY = USLICH |_|:| E|0]=2| * 21l/URL
A Hol AE LT

LRt HR* CSVE UELY| * & MESIH 2E HHES| A8 gho] IEHEl .csv IS 210 LHE LT,
csv' IS BAHL XMEStets HAIXKIZF A ELIC,

CSV ool L2 CtZ oMt Z&LCt.
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3. A2 XtEE HIRT

66

iTenantID

Display Name Space Used (Bytes) Quota utilization (%) Quota (Bytes) ObjectCount Protocol
112659822378459233054 Tenant 01 2000000000 10 20000000000 100 53
199658234112547853685 Tenant 02 85000000000 85 110000000 500 53
103521145586975586321 Tenant 03 60500000000 50 150000 10000 53
Izl42513&598?5698&5532 Tenant 04 4750000000 95 140000000 50000 53
{36521587546689565123 Tenant 05 5000000000 Infinity 500 53

ATHEANE S8 ZZOM0M csv IIYS 7Lt XtSS Al AFEE

—

EZ HHEES MR HEE EciH EH'AE HO[X[0|M HHE AHE 0|F2

= ASLIC.

MegstLict,

=

Tenant 02

Tenant ID: 4103 1879 2208 5551 2180 1—|:|
Protocol: S3

Object count: 500

m | Edit | | Actions. w

Space breakdown

Allowed features

Bucket space consumption @
85.00 GB of 100.00 GB used

15.00 GB remaining |15%}.

Quota utilization: 85%
Logical space used: 85.00 GB
Quota: 100.00 GB

0 25% 50% 75% 100%
bucket0l @ bucket0z @ bucket-03
Bucket details
Q Displaying 3 results
Name @ 3 Region @ 2% Spaceused @ % Objectcount @ %
bucket-01 40.00 GB 250
bucket-02 30.00 GB 200
bucket-03 15.00 GB 50
° *E|IHE JHR *
HHES 7He A= 7HA =, LY A2 E, A 2E =2|1H St % S ol st 2hol ZetE|of
AELCH
o EZHEA D7 |+
S 24 "oll= H31(S3) = AE|0|LH(Swift)2| & S2F AH]|of Tt gfat 2t M2l EE= ZE| 0|0l AH2El
27t 9 QBRIE 47} mEEILICY,

Of HIEE0fl CHoll Z &0l ETYE 32 A8 2T 2 LY HAEZ FAIFLICHO: AHEE
100GB2| 85.00GB). &&20| BHE|0] AUX| 42 HIHE Xt P 2F0] A HAE AHEE S2HO




85.00GB AtE )2t IR ELIC. St XtE= 2 3l = AE|o|H 9| 2 MiE2ES Hof FLCL HIHET}
AEE|X| 2YEFS 1% Ol £0t5t 0 1GB 0|t xatet 22 & 2Tt =1t 5 o| XEO| EAIELIC

SLICE A8 Jtset 2

—

$0

ST XHE 910 HME £OH 2t H20|L} ZEO|L{0) A AFRBHE MEAS 2 4
HOHE 9lofl HME 500 e AER|X| BE 37|15 =olgt £ UgLICh

Bucket space consumption @
£5.00 GB of 100.00 GB used

15.00 GB remaining (15%).

M bucket-01: 40.00 GB
0 25% 50% T5% 100%
bucket0l @ bucket02 @ bucket-03
S 2= LR FEX|of 7|85t ZR0f| w2 XabE = JASLICE ol E S0, HIHET}
M E YZESH| AR I StorageGRID= 22 2E 2elstl HIHE dEais Xure

@ A2 M HIAE(ingest)E HEELICL J2{Lt StorageGRIDO|AM = E& 20| X DHE[A =X
%.*O.J%* mf A1 YEE 37|18 N2{5HK| LSLICH THAIE ATH|SHH Stk 28 F0| CHA|
ALHE 7K BHIHETL YAMOE M K E FEESHK| Y = USLICHL LT ALBE
Attoll= 102 o| &0 ARE £ AELICE

el S0 Setet $8 1= £ ST} StorageGRIDY| A2 =3t 5 2| 0| ef=al 7]
() )2 UIERLICH S RS sig ARk i it ol (2alx 271)0| BAES XEsHs
ol A8 ElS B2t LIEHARI eteLich

Bl STte AR &S * UAUS M0 HIHET} HUBS BN YLK Hols 4
(D) usUC 2asE 29 U} aaeel 00%E AlgS 29 o] 217t E2AELI XM
ge el &z 2 HEGHAR

o *

Ok

2H2M 3l = HH 0| M BE

Bucket details * (S3) EE= * Container details * (Swift) E|0| 20l E|'HEQ I=|'| 7 EE= ZH|0| L7t

LI ELICEH AFSEl 37 2 2! EE= ZH|0|LH0| = QEME H0|E{ 2 & LULICE 0] 22 ILM SAE %
7HA| HIEtCH|O|E{of| HRot AEZ|X| 3ZHS LIEILAX] E’JQ'—IEP.

4. Q0| w2t * CSVE LHELHT| * £ MEHSI0] 2t M2l EE= Z4E|0|L{ 2] AtE 2 2H0] ZeHE csv THUS B
LHE LT,

7HE S3 EHIHEQ| .csv I} LHE2 C+Z X2t Z&LICE.

TenantID Bucket Name Space Used (Bytes) Number ufEE;jects

B4796966429038923647 bucket-01 88717711 14
647965966429038923647 bucket-02 21747507 11
64796966429038923647 bucket-03 15234070 3

AT EAE S8 T2I0|M csv IHUS TILE I3} Al ALZS 4 YBLICH
5. HLUIES 93t Eajn] 22 HMo| OIHE0f U= AL Y HIUES| HEYD EHLS HESHAR.
a P>+ EYI*> " Ealm 22+ = Meyei|ct

Eaim 27 M HO|X|7} LIEILL D 7| & FMOo| HOof LIEE LT,
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Traffic Classification Policies

Traffic classification policies can be used to identify nedwork tfraffic for metrics reporting and opfional traffic limiting.

|4 create || # Edit| | % Remave | |y Metrics |
L L | S I : e |

Name Description 18]
ERP Traffic Conirol Manage ERP fraffic into the grid cd8afbcT-n8be-4208-D6f3-Teda79%e2c574
*  Fabric Pools Monitor Fabric Pools 223b0chb-6068-4646-b32d-7665bddcRo4b

Displaying 2 trafiic classification policies.

a MY 222 ZEsto S8 HUE0| HBEs B2 A™ehct
b. T} 2L HE2IS HA{H WM A% BHC|Q HES MES CkS * Metrics * & 2/BLICE
X

c. JZE 2M5te] Mo et E2HE 0| Mol = Blot HMS ZFHoF St=X| (R E 2FELIC
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=
x
e
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00
_o'l
2
iy
rl‘
[m
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ol

S B NRXHCR BLEHZY 5 ASLICH
OE S0 L3t 22 R FEE ZELEE = JASLIC

° Put, Get EE= Delete Z22 EH Z2I0|HE EALICE

o

WA 37|
Mo HEE ILM &
° 220|AUE 29| A4 |PYLICE

o

HAFRO = MElS 20 2M T3S M85 2MY - mpof 7| = ELICt. ol E Sai
S20[AE &FS o & o[ohstALt F ot Xtx|#H 51 A

KtMISE L2 Z AL HIAIX] O[HE flet XIHE HZESHIAIL.

7. MEHMOZ Prometheus HEZIS AI25I0] EH|HE $58 E08L|CH

° Grid ManagerOf| A * X|& *>* 3t * > * HEE] * 5 MEHRIL|CE S37HR 2 7|Z HAIEEE ArE3HH
A
=

SetojolE XelS HES 4 9

@ H E2] To]X[0f| A ArET

= 2 7|& XA BMOM AHESIER
HAEIASLICE Ol2{er = E

N OF 52 ENOR XE6HK| gh&LICt.

44
=

10

ne

_|

m

° Grid Manager &THof| M =22 OF0|2 S &
Management API12| Metrics(H| E2!) MM
A YU A EES dHY = JSLICH

OOE_I_

EHSE T * APl Documentation * S MEHSHL|C} Grid
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gl 2 %*L—IEF ARVF(Store Failures) ZE = CHAF O}FH0|E AER|X| AlA é.—q 22F0| St off == *
E

OlES 88 g8 LiERd £ AgLICh

ChA|
1T X *>*Eg*>* 2|2 EEEX| * E MEfRIL|CL
2. Archive Node_*>* ARC > Overview > Main*S AME{stL|LC}.

3. Store State & Store Status A2 2015t Store A @A 7} Online with No Errors Q1X| ZtQIgtL|C},

Overview Alarms Reports Configuration

Main

Overview: ARC (DC1-ARC1-98-165) - ARC

Updated: 201509-15 15:59:21 PDT

ARC State: Online 29
ARC Status: Nao Errars =
Tivoli Storage Manager State: Online 3?
Tivoli Storage Manager Status: Mo Errors =%
Store State: Online 3?
Store Status: Mo Errors =Y
Retrieve State: Online 3?
Retrieve Status: Mo Errors =Y
Inbound Replication Status: Mo Errors 3?
Dutbound Replication Status: Mo Errors =9
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Alert Rules

Alert rules define which cenditions trigger specific alerts.

W Leam maore

You can edit the conditions for default alert rules to better suit your environment. or create custom alert rules that use your own conditions for triggering alerts.

+ Create custom rule | .

Name

Appliance battery expired
The battery in the appliance’s storage controller has expired.

Appliance battery failed
The battery in the appliance’s storage controller has failed.

Appliance battery has insufficient learned capacity
The battery in the appliance’s storage controller has insufficient
learned capacity.

Appliance battery near expiration
The battery in the appliance’s storage controller is nearing
expiration

Appliance battery removed
The battery in the appliance’s storage controller is missing

Appliance battery too hot
The battery in the appliance’s storage controller is overheated.

Appliance cache backup device failed
A persistent cache backup device has failed

Appliance cache backup device insufficient capacity
There is insufficient cache backup device capacity.

Appliance cache backup device write-protected
A cache backup device is write-protected.

Appliance cache memory size mismatch
The two controllers in the appliance have different cache sizes.

78

Conditions
storagegrid_appliance_component_failure{type="REC_EXPIRED_BATTERY'}
Major > 0

storagegrid_appliance_component failureftype="REC_FAILED_BATTERY"}
Major > 0

storagegrid_appliance_component_failure{type="REC_BATTERY_WARN"}
Major > 0

storagegrid_appliance_component_failure{type="REC_BATTERY_NEAR_EXPIRATION"}
Major > 0

storagegrid_appliance_component_failure{type="REC_REMOVED_BATTERY"}

Mafor > 0

storagegrid_appliance_component failure{lype="REC_BATTERY_OVERTEMP"}

Major =0

storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_FAILED"}

Major 0
storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}
Major =0
storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_WRITE PROTECTED}
Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE_MEM_SIZE_MISMATCH"}
Major > 0

Type

Default

Default

Default

Defauit

Default

Default

Default

Defauit

Default

Default

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Displaying 62 alert rules.
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Create Custom Rule
Enabled [«
Unigue Name

Description

Recommendad Aclions
(optional)

Conditions ©
Minar
Major

Crfical

Enter the amount of ime a condition must continuously remain in effect before an alert is triggered.

Duration 3] minutes v
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Edit Rule - Low installed node memory

Enabled ¥
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
4
Recommended Actions {optional) Increase the amount of RAM available to the virtual machine or Linux host. Check the threshold value

for the major alert to determine the default minimum reguirement for a StorageGRID node.
See the instructions for your platiorm:

« Whiware instaliation
» Red Hat Enterprise Linux or CentQS instaliation
= Ubuntu or Debian instaliation

Conditions ©

Minar
IMajor node_memory_MemTotszl_bytes < 240809800098
Critical node_memory_MemTotal_bytes <= 12886800804

Enter the amount of time a condition must continuously remain in effect before an alert is triggered.

Duration 2 minutes v
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Conditions @

Minor
Major node_memory_MemTotal_bytes < 24088086880

Critical node_memory_MemTotal_bytes <= 14820860208 H
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Email Setup

You can configure the email server for alert notifications, define filters to limit the number of notifications, and enter email addresses for alert recipients.

Use these settings to define the email server used for alert notifications. These settings are not used for alarm nofifications and AutoSupport See
Managing alerts and alarms in the instructions for monitoering and troubleshooting StorageGRID.

Enable Email Notifications @
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Email Addresses
Sender Email Address @ storagegrid-aleris@example.com
Recipient 1 @ recipientt@example.com x
Recipient2 @ recipient2 @example.com + X
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Transport Layer Security (TLS)

Require TLS @ [«

CA Cerificate @ -----BEGIN CERTIFICATE-----
1234567898abcdefghijklmnopgrstuvexyz
ABCDEFGHIJKLMNOPQRSTUMIXYZ12345678908
-----END CERTIFICATE-----

Browse

Send Client Cedificate @ [

Client Cerlificate @& -----BEGIN CERTIFICATE-----
1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVINXYZ1234567898
-----END CERTIFICATE-----

Browse

Private Key @ -----BEGIN PRIVATE KEY-----
1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVIWXYZ1234567898
-----BEGIN PRIVATE KEY-----

Erowse
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Filters

Critical only

Major, critical

® Minor, major, critical

Severity @
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Nodes, or you can add new Storage Nodes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Job storagegrid
Service Idr
DC1-52-227
Node DC1-52-227
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Job storagegrid
Service Idr
©
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Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

# Edit || % Remove

Alert Rule Description Severity Time Remaining Nodes

No results found.

2. Create * S MEiBL|CH

Create Silence CH2FAXFZF LEEFEFL|CE,
Create Silence

Alert Rule T
Description (optional)
Duration Minutes v

Severity Minor only Minor, major Minor, major, critical

Modes StorageGRID Deployment
Data Center 1
DC1-ADMA
DC1-GA1
DC1-31
DC1-52
DC1-53
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Global Alarms
Updated: 2018-03-17 18:05:31 POT

Global Custom Alarms (0 Result(s))

Additional
Recipients

¥ |5SM »| | UMEM (Available Memory) x| |minor | Junderst [= | [s00C | 2000
M |S5M =] | UMEM (Available Memary) | |minor | Jundertoi |<= ~| [100C | A+ %IV

Enabled Service  Attribute Severity Message Operator Value Actions
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Global Alarms
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M |S5M »| | UMEM (Available Memory) x| |minor | |underst |[= -| |s00C | 7000

Default Alarms

Fiter by | Disabled Defaults ~| g

0 Result(s)
Enabled Senice Attribute Severity Message Operator Value Actions
Apply Changes .
oy

U2 A0 ST Of2f YB U YO

fot EN

2 | HEE|X| =5 otef™ olie £49f il &g A2 =0f ol 2E
YA E SfolgL|Ch HE Areto] gl It & | 5 LICE =, NMS MH|ATFA|ARIS A&
DBt mat LES LMAI7| 0 £-0f Cer 2T =S HS2= QA FR0f2 LES HEELICH S0
CHet M 2t AIZ =Eote] ZX|=[H 2E A2 =ot HEE D M ZE0| MESELILH =H0| g +=FE2=2

2E0l SHiAIE LIt

e JEf 2| BEAL= E2|A 22 28 AW 2| 7K g2 E LI 2t o 28 1.9999= YAIZL0] (<) 2.0
02Ol 2hs E2|HSHX|DE 23t L2 EB|H 72 2.022 HAIHLICE

98



MES MH|A

M O2|E LE = MO|ES FII5H0 M| MH|AS 7151 7|2 2Eat S 2 MEXAL XE FE7F & ELIL

Uz B

BO| EAE 2E 82 A" +F0M Higdste o= ASLICH HI0|22] 7HE dofl tHsliM= &ES Higdste
O-IAL_lEl.

HA H

O£ S0 CtS Holl= M8 7Hst & 71X 52 YS(VMFI) ZE7F LIt JQELICEH (* X *>* &
EEZX| * & MEfstL|Ct O3 CH2 * Storage Node * > * SSM * > * Resources * £ ME{EHL|CH

Critical level VMFI alarmO| triggering =l X| @ == VMFI alarm2 disable & & QUCHE XY Critical alarm0| 25
greenZ H|O|S0]| LIE}'E). J2{L} SILIS| VMFI 20| @[ +F Y&o=2 E*lEl_' CHE StLi= Mo = RX|EEE
HIO|2 ol M th 2SS Hig Mot = &L

Volumes
Maount Paint Device Status Siza ~Space Available: Total Entries  Entries Awvailable Write Cache
! sdal Online 5 & 106GB 7T46GB 5 & 655360 559 263 5 @ Enabled

fvarflocal sdad  Online

5

B © 634G 594GB T & 3932160  3,931.842 T & Unknown
fearflocalranged’0  sdb Online =

=

5

]

£) 534GB 534GE ) @ 52428800 52427856 [ & Enabled
£ 534GB 534GB T % 52428800 52427848 T % Enabled
@) 534GB 534GB T @ 52428800 52427856 T & Enabled

Aarflocalirangedil  sdc Online &
harlocalirangedt/?  sdd  Online =

L 0 e

-

2IHAl L2 AA™ £40] L2 AAZ| 22 o ES|HELICH = HAHA 22 SES S0|HL X|RHH
orzt=2 glo|sk A Q& L|Ct
=2 =2 T M-"

© 2T el Hoto] A0{oF BfLCt
Of Zheiof chl
7|1E LE AA-E AlS XU m20i A 20| ElS whoiCt oixf &g mjofX[2] 7| & 2 FE0| SIHEILIC
LUHOZ ZHE FABIHLH(ELE Sl AIARHS H EH = £+ AL Z) AE S 2fold - ASLIL

oo w2t LE A|A-OZ M| Metol FR 2t 7|E LE S HIEgetste] 7| &Eel Mo
=X ‘”E g+ ASLCEH

©

2 2E0| ChS A= +E0M EB|HEAL SHZ | ACHt CHA| &ESER] b= of J2|= 22| Xte| x|
| B O & EAIE[X] f5LICt.

() 71z gzt Alagie A4 NAEIRD, 2 AAHS Aos o HS HBste ALSO| ZHHBILICH
e

TR > > > LRHEIAA) * > * HRY 22t~ S MEdSL|CE

99


https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html

The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions far monitoring and troubleshooting StorageGRID.

Current Alarms
Last Refreshed: 2020-05-27 09:41:38 MDT

| show Acknowiadged Alarms

{(1-10f1)

2. H|O|20ilM MH|A O|F2 MEHBILICE

MEfSt Mu|A0f CHot ZE JO| LIEHLICH X[/ * > * E5t * > > J2|E EZ2X * > d2ELE _ *>
*_kll:”ﬁ*>* %_-‘E )

Overview \l Alarms \| Reports \‘ Cunﬁguration\
Main History

v Alarms: ARC (DC1-ARC1) - Replication

Updated: 2018-05-24 10:46:48 MDT
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions for menitoring and troubleshooting StorageGRID.

Current Alarms
Last Refreshed: 2020-05-27 17-38:58 MDT
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Global Alarms
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Global Alarms

Updeted: 2098-02-18 14:00:28 POT

A

Global Custom Alarms (0 Result{s})

Enabled Senice  Attribute.

W [ARC ] [ARCE (ARC State) ~ '10|Nouoe J fStanony [ =l [0 [ 7090
W [ARc x| [AROQ (Objects Queued) | ® [Minor =] [atieaste [>= =] [600c | 7090
¥ [ArRc =] [AROQ (Objects Queued) | W [Notice v] [Atieast: [>= +] [300¢ | 700

Default Alarms

Ferby | Attribute Code  +| equas|AR" 2

9 Result(s)

| Enabled Senice  Atribute Severity  Message
F ARG ARCE (ARC State) Z Motice  Standby
F  ARC AROQ (Objects Queusd) £ Minor Al least 6000 >= 6000 gl
F ARC AROQ (Objects Queved) o) Motice At least 3000 >= 3000 gl
= ARC ARRF (Request Failuras) & Major At least 1 »= 1 _-?II
F  ARC ARRV (Verification Failures) & fajor Al least 1 >== 9 d
~ ARC ARVF (Store Failures) F Y Major Af least 1 = | fil
7 NMS ARRC (Remaining Capacity) 2] Notica Below 10 = 10 2l
= NMS ARRS (Repository Status) & ajor Disconnected #=- 1 d
[ NMS ARRS (Repository Status) 2| Notice Standby == 19 24l
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=
b. M 2xtAS QladshL|Ct.

4749 XS K|FotALE AL EFIE(M|: a??? EE= AB). BH()= M| XIS LIEIL D S SH(?)= B
XS LIEFHLICE.

C. ot HE SEELIC BpL= * Enter * £ FELIL
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Global Alarms

Updated: 2017-02-20 15:47:43 MDT

A

Global Custom Alarms (0 Result(s))

-

Default Alarms

Fitter by | Aftribute Code

| equais|u* =

3 Result(s)
¥ SEM UMER {Available Memory) ® Critical Under 10000000 == 10000000 ﬁ"
¥ SSM UMEM (Available Memory) & Major Under 50000400 == 50000000 _?‘I
r S5M UMEM (Available Memoary) 2 Minor Under 100000000 <= 100000000 ;?"
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: Global Alarms
Updeiwd 20168-02-21 11.21:08 POT

Global Custom Alarms (1 Result(s))

e o ety . I Additional

[ ~] |RDTE (Tivoli Storage Manager State) =] B wzjor =] fomne [= <] [0 | 30
Default Alarms

Fiter by | Disabled Defaulls »| gig

0 Result(s)

Enabled  Senice Agtributs Severity Messags Operator Value Actions

Apply Changes *
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EB|HE L XIRI|EIAHA A AH)
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Cl= Ho EE;;|0|-E|-OxOAo¢ L|C} O J|l=2 70| AFR HAL| K| o= &M :AI-E _+_-I =0
— oT == =z T M= S 1= BHA T 2o LB | o (=} = o —|
%EE |22 = 220 R8Y = JUSLICH

1. A4S H[ZMopLICt.
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| SHLHE AlIEfStALE SO wf HSE LT

f
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2| Al BRIt EE|HE I StorageGRIDO|A O|H|Y 2SS HIHEZZ St2{H SMTP M M 2B S X|FoHOk
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AutoSupport HAIXIS] Z2EEZE SMTPE ALE%t= 2% 0|0 SMTP M AHE /S
() auich 22 ol 2o SUst SMTP MH{7t ALSE|DE 0] HAHE AU 4 Y&LITH 2
ARSI AR StorageGRID 2| X[ %L

SMTPE 0/B|US HUfi o XIRES RUst Z2ESQLICH

o
1 XI2* > * Q2HEIHAL) * > * 2|AA| Ol M * 2 Medghct

2. O|H| Tl 7Ol M * AH * S MEASIL|C

O|m| M m|O|X| 7} LIEHEFL|CE. O] H[O|X|= AutoSupport HIA|X|0]| CHEt M} HIY MHE F4St= M=
A ELICE

Use these seitings to define the email server used for alarm notifications and for AutoSupport messages. These setlings are
not used for alert notifications. See Managing alerts and alarms in the instructions for monitoring and troubleshaooting
StorageGRID.

F Email Server
. Updated: 2018-03-17 11:11:58 PDT

E-mail Server {SMTP) Information

Authentication Username: ;rnot
m‘-‘  Password [eseeseen
From Address |
.Tcs:I
I” Send Test E-mail

Test E-mail

Apply Changes *

3. C}Z SMTP MY AMH &S gLt

o=l Ao

o/ =20
| & A SMTP ¥ MHQ| IP FARL|CE 22| L =0j|A 0|0 DNS BE &S
THHAS P ZA hA SAE 0|22 e 4 YLICH

TE SMTP Mg AE0l| HANASBE7]| ¢fet ZE H LT}
A5 SMTP M| MH Q| 2IF S SIERILICE 7|[=H2 2 152 OffL|Ct
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Email Templates
Updated: 20180317 11:21:54 PDT

a

Template (0 - 0 of 0)

Template

Subject Prefix Header
Mame

Foater

Actions

All Email Lists

|Temp|ate One |N01iﬂ|:atinns

Shnwl a0 "I Records Per Page

Refresh |

From SGWS|

20D

Apply Changes ’
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M JF0f ook FAF M MA THAAER X[E HEIZ, HE = L ®S
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3. Y+ 2 SYLILH g (L= * Insert * (Y !

Email Lists
Updated: 2018-03-17 11:58:24 PDT
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Lists (0 - 0 of 0)
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Audit and syslog server

Audit messages and logs record system activities and security events and are an essential tool for monitoring and troubleshooting.

Audit levels

Adjust audit levels to increase or decrease the type and number of audit messages recorded.

System @ Normal v
Storage @ Error v
Management @ Normal v
Client reads @ Normal v
Client writes @ Normal v

Audit protocol headers @

Optionally, define any HTTP request headers you want to include in client read and write audit messages.

Header name 1

Add another header

Use external syslog server

By default, audit messages are saved on Admin Nodes and logs are saved on the nodes where they were generated. If you want to save audit messages and a subset of logs externally,
configure an external syslog server.

o if you want to use an external syslog server, you must configure it first.

Configure external syslog server

If you want to change these log locations, select a different option below.

Log type Log location
Auditlog @ Admin Nodes
Security events @ Local nodes
Application logs @ Local nodes

O Default (Admin Nodes/local nodes)

Local nodes only @
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2.

Audit and syslog server

Audit messages and logs record system activities and security events and are an essential tool for monitoring and troubleshooting.

Audit levels

Adjust audit levels to increase or decrease the type and number of audit messages recorded.

System @ Normal v
Storage @ Error v
Management @ Normal v
Client reads @ Normal v
Client writes @ Normal v

Audit protocol headers @

Optionally, define any HTTP request headers you want to include in client read and write audit messages.
Header name 1

Add another header
Use external syslog server

By default, audit messages are saved on Admin Nodes and logs are saved on the nodes where they were generated. If you want to save audit messages and a subset of logs externally,
configure an external syslog server.

o if you want to use an external syslog server, you must configure it first.

Configure external syslog server

If you want to change these log locations, select a different option below.

Log type Log location
Auditlog @ Admin Nodes
Security events @ Local nodes
Application logs @ Local nodes

O Default (Admin Nodes/local nodes)

Local nodes only @

YA 3! syslog MH HO|X|0| M * 2R syslog M T * S HEHBIL|CE O|FH0f| 2% syslog MHE FdTt 32
* 2|5 syslog A HE * S MEIRILICY,

syslog Y EE HELICt
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Configure external syslog server

@ entersysioginto

External syslog server configuration

Host @

Server CA certificates @

Client certificate @

Client privatekey @
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5. *TLS*EE *RELP/TLS * & MEHSH AR LIS QIBSAME YZESHUAIL.
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Configure external syslog server

@ Enter syslog info o Manage syslog content @ Send test messages

Manage syslog content
Send audit logs

Severity @ Informational (6) ¥ Facility @ local7 (23 v

Send security events @

Severity @ Passthrough v Facility @ Passthrough v

Send application logs @

Severity @ Passthrough v Facility @ Passthrough ¥
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3. Continue * £ MEHSIL|CY,

HAE HAXIE 2Lt

Configu re external sySIOg server

@ Enter syslog info @ Manage syslog content e Send test messages

Send test messages from all nodes

A After updating the syslog server configuration, confirm that the external syslog server can receive test StorageGRID messages. If the test messages cannot be delivered and you

use this configuration, you might lose important messages regarding StorageGRID events and activities.

Before using the syslog server configuration, confirm that all nodes can send messages to the external server. Select Send test messages and then check the

syslog server. Make sure it receives a test message from each node in your grid. As required, correct any reported errors and try again.

Send test messages

Previous Skip and finish
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ZLIC} 212 syslog MHZ H[O|E|E M&SH7| Tl 0|28 EHIAE HAX|E AFESHY TA| 21 £3 Qlx2te)
FrHS golsljof gLt
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SNMP Agent

You can configure SNMP for read-only MIB access and notifications. SNMPv1, SNMPv2c, SNMPv2 are supported. For SNMPv3, only User Security hModel (USM) authentication is supported. All nodes in
the grid share the same SNMP configuration.

Enable SNMP @
2. RE J2|E = E0|A SNMP 00| MEE &Matsl2™ * SNMP * &43t =tolzts MENgL|CE

SNMP 00| HEE Fdot= BE=T} LIEFELICE.
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SNMP Agent

You can configure SNMP for read-only MIE access and notifications, SNMPy1, SNMPv2c, SNMPv3 are supported. For SNMPw3, only User Security Model (USM) authentication is
supported. All nodes in the grid share the same SNMP configuration.

Enable SNMP @ Il
System Contact ©
System Location @
Enable SNMP Agent Notifications @ 7
Enable Authentication Traps @
Community Strings
Default Trap Community €&

Read-Only Community €

String 1 +
Other Configurations
Agent Addresses (0) USM Users (D) Trap Destinations (0)
+ Create || # Edit|| X Remove |
Internet Protocol Transport Protocol StorageGRID Network Port

Mo resuits found.

A AEN AHEtr * L E0f| sysContactOfl T SNMP HIA|X|0f| StorageGRIDE MSE 22 & gtL|Ct.

UHH O Z A|AH EEXb= OH|Y FAQLICE M| Sot= 242 StorageGRID A|ARIS RE =0 HEEL|CE,
A AEN H2IH * = Z|CH 255X 7HK| i2igt & UEL|Ct.

- A AH QIX] * ZE0| sysLocationOfl Lt SNMP HIA|X|0f| StorageGRIDE MSE Zt=2 & eL|Ct.

A A" IX|i= StorageGRID A|AEIQ| #|X|E AlES= 0| R8¢ ZE FELE = =
FAE AMEEY + JUELICL MBdt= 442 StorageGRID A|ARIS| BE 2O HEELICE * A|AR X * =
Z|CH 255X7HK| Y= = ASLICH.

. StorageGRID SNMP O[0|HEJt EMZ M&stn &
grolztg MEdst e 2 |X[gfL|Ct.

o

o
jo

HIHEE 2™ * SNMP Of|0|HE 22 A *

efol2to| MEHS F|ASHH SNMP O[0|HE = 217| TE MIB HAHAE X|4SHX|ZE SNMP 222 HLHX|

. StorageGRID SNMP 00| EJ} 22 oI5E T2EE HAX|S 4418 #2015 E¥S BT
ER AIE * SIS Menh|t,

I
o
m
re

*
ro
ol

- SNMPv1 EE= SNMPv2cE At83%HE 32 ZHRLIE| 2XI1E M S 2= 8L}
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O] MIMo| HE = SNMPv1 2= SNMPv2cO| A HRLIE| 7|dt Q150 AFEEILICH O] BE= SNMPv30=
HRe(X| gLt
a. 7|2 EY HRLIE| * Lo E3 ChA0) ALRE 7|2 HRLIE| 2XIES YTLICHME AR,

—

LR FS 12 ARLIE| 2XIES HMBY & UBLICHASK XIF") ST E i Holsict,

* 712 EM ARLIE| * = 2O 32X10| 1 S8 XS XY 4= ISLICH
b. 27| & HRLEI* B2 IPv4 8! IPv6 Of0]HE FA0M 17| HE MIB HMAS HESIEF 5L} 0|42
HFLIEI EXES ?:IEJ?JLIEF. C5t7| 7|2 8 SEIUCH 4 o2 XSS 71T}

e A|AEI0| StorageGRID MIBE #2[5tH HFLIE| EXtE S ERLICH HRLIE| 2XHE0| of7|0f X[FE
2t B StLtet YX[stH SNMP Of0| M E = 22| A| Ao SEE E'é.”—llif.

\J

FARLIEI EXHE2 2|0 32Xt0[ 1 S 2XHE Zeteh o= glELICh 2T 5712 2XHE0| 51 ELIC}.

J
MO

StorageGRID A|AEIS| HOIS HESHY| 28 HRLIE| X2 E "public™S AFHESHA| ORYAI2.
(D) #HBLIEl 2x92 9J2i3tx| 202 SNMP 00| E L StorageGRID Al2glo] 12| IDE
HRLIE| 2x4e = ALSELICE
8. TR0 w2t 7|EF T4 MM0A AT

A EHS MEHSHL|C},

e
P

O S AHESI0] StLt O|&o| "=l FA™E X|™HSHYAI2. SNMP Of0|METL H2|E Ha U
StorageGRID FAQILICE 2t Of0|ME FA0|= QY Z2EE, M& T2 EZE, StorageGRID HER3 %
ZE(SM)7t gL,

HO|ME FAE P MSIX| OH 7|2 4 FAE DE StorageGRID HEY3I0|A UDP ZE 161LILCE.

AERRl ZEA XhA TS} AFXEZ} LEERELICE,

Create Agent Address
internet Protocol * |Pvd |Pvia
Transpert Protocol @ UDP TCP
StorageGRID Network Grid, Admin, and Client Netwarks L
Porl 161
b. QIE{l ZRES * o A 0| FAJ} IPv4S} IPV6S ALREX| OIS MeEBtL|Ct

7|2 2o =Z SNMP= IPV4E AHELICE
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c. ™ * 9| R 0| FATJFUDP K= TCPE AF8EX| 025 MESIL|CH

—

o>

I=E

MR

72X o= SNMP= UDPE AFEELC

d. StorageGRID HEY3 * HEO0f|A H2|E AT StorageGRID HIESIE MEfBILICE

+ O2|E, 22|x} 5l 22t0|AHE H|E S 3:StorageGRIDE Ml HIEY 3 2F0A SNMP #HZ|E £=2l8H{0}
Lct.

s J2lE HEY3

* HE|XHESRZ

—

* S20[AE HERR

@ StorageGRID2t 20| HE S410| HHSHA| KX = =5 5t2{H S2t0[HE HIER 20
Chet oflo|HE FAE FHSX| 400F L L,

e. Port* Z=0| SNMP 00| E 7} =4l Ci7[6H0f 3t X E Ho S UBIL|CHME ALY

LIt

$0

SNMP OIO|MEQ| 7|2 UDP ZE = 1610|X|Qt AF2SIX| = TE HS S Ql2st &

SNMP O[0|ME S X &SIH StorageGRIDO|A L5 2ahHof| Rli= 00| HE 4 ZES
() x50z it 2= 9 weko] ol2fgt ZEO| st HHAES 5185H=K| Holsfof

ghL|Ct.
f. Create * £ 22IgtLICt
AERRl Z=ATL MM E|0] EH|O|E0]| FIHEILICE

Other Configurations

Agent Addresses (2) USM Users {2) Trap Destinations {2}

|+ Create || # Edit || % Remove

Internet Protocol Transport Protocol StorageGRID Network Port
IPv4 UDP Grid Network 161
2 | IPv4 UpP Admin Network 161

9. SNMPv3E AtE3t= 2R 7|El 74 MMM USM AHE Xt RIS MESHLCY.

O] S AFEStH MIBE #2[st7 Lt ER 8! L2 S BS #ot0] A= USM AFEXIE FolgtL|Ct.

n

A7t HE | K| LIt

r

(D) SNMPv1 i SNMPv2cst ALSStHE 20 Of

*

a. Create

USM AtER} 4o Chet &Ak7F LIEFELICE.
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Create USM User

isername

Fead-Only MIE Access @&

Authoritative Engine ID &

Security Level @ @ ayuthPriv authMoPriv

Authentication

Protocol @&  SHA

Password

Confirm Password

Privacy

Protocol &  AES

Fasswaord

Confirm Password

b. 0] USM AHEXto Cist 1Rt * ALEXt 0| & * S YUHPLICH

AFR X OIS 2 AITH 321004 B4 XS EEE 4 QSLICH ALBAIE MAT S0l ALBX} 0122 1
+ gttt
T HAH .

- O] AHEXIZE MIBO]| CHet 817] & MM AE 7HA[ 1D QUO{0F Bt= B2 * &7| HE MIB M2 * =elzts

MEASL|CE
Q7| M8 MIB HM|A * E MEHSHH * Authoritative Engine ID * ZEJt 0|2 ASHEIL|CH

27| HE MIB UM AT A= USM AHEAH= AT IDE 7HE 4= Sl LT

d. O] AFEXIE LT CHAO|M AL2E Z 2 O] AFE Xt CHBt * Authoritative Engine ID * & Y= ELICH



@ SNMPv3 2 CHeofls AT |
=

ID7t A= AHE2X7t A0{0F BLICH SNMPV3 ER i &0l = AT
IDE 71 ALEAZL /UAS == SELILE

MY = A= AT ID= 5HIO|EO M 32HI0|ENX| 16T+2 X[FY 4= USLICH.

e. USM ALEXfe| Eet =&

=

=
* *auth= s} *: O] AFZXH= 215
HH Ho I2EE 3 Y= E X[FHof &

. authNo f=ot*: 0] AFEXt= 7HRl HE Hz 90| 215t S CHA=st 8i8). 15 Z2E20
ots = XA sf{of BHLIC}.

f. o] A2XI7H Q150 AR B E el2fetn sl

=
9. auth2 =3} * £ MENSH A O] AF2XI7} i HE HSo| AFRE A5 E Ql2dstn helshL|Ct.
h. Create * & Z&!&fL|CT.

USM AL X7} S8 E|0f E[O| =0 F=7HElLICE.

Other Configurations

Agent Addresses (2) USM Users (3) Trap Destinations (2)
|+ Create || # Edit|| X Remove]|
Username Read-Only MIB Security Level Authoritative Engine ID
Access
user2 v authMoPriv
user] authMoPriv B3ATIC2F3D6
® | userd authPriv S9D39E8D1256

10, 7|EF T4 MMOI M E CHAH S Mefgt|ct,

E# Cf4 0| M= StorageGRID E3 L= 22
OIO|HMEE gyt * M&E * 2 %ilﬁ

2 Aol EB[AHEH 2Azlo| M&ELICE
'3:' coldstart).

2Eof it 5Lt ol &kl CHa 2 Folg o= ASLILE. SNMP
StorageGRID7t HO|&l 2t tiet o= LS HLl7| ARttt &
| IE MIB-II AE|E[Of] CHEHM = HZE 20| TSELICHO: ifdown

mum

*

a. Create

Create Trap Destination CHSHA X2 LFEREFL|C
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Create Trap Destination

Version

Type &

Host €

Port @&

Protocol @&

Community String &

Custom Community
String

* SHNMPv1 SNMPv2C
Trap

162
* UDOF TCP

o Use a custom community string

- HE * ZEOo|M of LEof| AHEE SNMP HT S MEHBHL|CE
S

- MBS MO 2t Al ZHg el

) SNMPv3

(Specify the default on the SNMP Agent page.)

o

* &1:* SNMPv12| 22 SNMP 00| E=
Eo HdHl 2 QEL|CH Y20| X[ KX
FELICt

. Host * ZEO| EEZ AT IPv4 EE= IPV6

F2 (£ FQDN)E 2gtLct.

I LE*O| AR LIE S AIEl0f 5t= ER7t

OlL|®H 7|22k(162)2 AFRELICE (1622
SNMP Eo| & ZEQIL|C})

DTZ2EES * 9| AR 7|2ZH(UDP)2
Atg8tL|CH TCPE X[ EILICE (UDPE
HZ SNMP E¥ T2 EZQILICL)

SNMP 0f|0| M E H|O|X[of] X[FE < 7|=
E# HRLIEIS A5t 0] E Chi o
Chet A EXL XI1E HRLIE| 2XIES
YL}

ro
bt
e

AFEXE R HRLIE| 2XHE
32At0|H SMS HLoret o GIELICE



HH O FEE Xt AIL

SNMPv2cL|CH I CH&to| ERO| AFEE|=X| OfL|H HEE M3
ZQUX| MEtetL|Ct.

ii. Host * 20| EYS +=4g IPv4 EE= IPV6
FA(EE= FQDN)E LSLC)

iii. LE*O| AR CIE ZfS ALEdHOF st= 27t
OfL|™ 7|§§£(162) AtEgtLICt (1622
SNMP Eo| & ZEQIL|C})

v. TREZ * o A2 7|=2ZH(UDP)S AHSELICE
TCPL X|@ElL|Ct, (UDPE EZ SNMP E#
T2ESYULICEH)

V. SNMP Of|0|H E m|o|X|of| X|HE ¢ 7|2 EH
HFLIEIE ALESI7LE O] ERY T 2tof| CHet
AMEXE R HRLIE| 2X1ES Y=L

AMEXL XIE HRLIE| 2XE2 2| 32X0|H

SHs Zee & gLt

SNMPv3 i. CHAO| ERMO| AF2E[=X| OIL|H HEE Hlag
ZAQIX| MEHBILICE,
i. Host* ZEO| ERZ A IPv4 EE= IPV6
Z2(%E= FQDN)E 3Lt
iii. LE*O| AL CIE ZfS ALEdlOF st= 27t
OfL|™ 7|53¢(1 )= ALEEL|C} (162
SNMP E&{o| EZF T EQIL|C})
iv. IZ2EZ * 9| A 7|27 (UDP)2 AtEEL|CY.
TCPXZ X|E/LIC} (UDPE EZ SNMP E3
DTZEESQLICEH)
V. QI=0f AHRE USM AR XIS MENSHL|CY
° Trap * 2 MEHSIH Aot Q= AT D7t gl
USM AR X3H EA|EL|CH
o 2l * Z MEHSIH Mo U= AT DI JUE
S rﬂxrﬂr HAIEILICE
d. Create * & Z22IgtLILCt

E& 0] My=|of B0l S0l =7HE LTt
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Other Configurations

Agent Addresses (1) USM Users (2)

|+ Create | | & Edit || x® Remove!

Version Type Host
SNMPv3 Trap local
SNMPv3 Inform 101010 10

11. SNMP O[0|HE 3

M SNMP Of|0]HE 0]

o He
2 HAIXIS siARLIC

E=

E

SNMP 0j|0| X OO0 EStLICE

SNMP &2l H|=HM
SEMOAME FIHEE MAHY

ol

Port

162

Trap Destinations (2)

SFStALE HRLIE| 2XHES
L.

Protocol Community/USM User
UDP User: Read only user
upp User: Inform user

AH|O|ESHAHLE OO ME A, USM AFR X}

Qo A
* £ Atg5t0] O2|= Zt2|Xtof] 22180 BL|CE X2l %| = 2 HatRA.
© RE MM A AHBHO| QLojof BLCt.
of Zedof| chah
E dIo|EY mhOtC SNMP 0|0 HE 442} ol M tHASH LIS X 836t2{H SNMP 0|0 E H|0|X| stEtel *
Save * & E2ldljof gfL|LCt.
£hA|
1. 4 *>*DL|EZ * > * SNMP 00| ME * & MEHBtL|CY,
SNMP Agent H[O|X| 7} L}EFEL|CE.
2. OE O2|E = =0|A SNMP 00| ME S H|&Ms}st2{H * SNMP * &5} stolzto] Melg F|Asty * H&H* 2
ZagLct
SNMP 00| HE&= 2E J2|E L =0] Chol Bt stElL|Ct LESO| O[0|MEE CHA| &y3tstH o|Me| BE
SNMP 74 HH0| RX[EL|Ct.
3. MEAMO =R * A|ARN HSEK * I * A AR /K| * of CHol| i=ist 2tS idIo|EgfL|Ct.
4. StorageGRID SNMP O[0|HE7} EME M&stn Y2 S HUX| R E of2{H MEIFO=E * SNMP 0[0|HE
AT ALE * =ol2ts MEY FABL|CH
of golzte] MEZ FA8HH SNMP 00| HE = ¢17| HE MIB HMAE X[2I5HX|2F SNMP &2 ELHX|
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Lt

5. StorageGRID SNMP Of|0|HEJt XM HSHA QS E T2EF HAIX|E &S 1 O 0|4 QI3 EYE ELHX|
ULE ol2H [QI3 E- ALE] * 2elets MEH F AL
6. SNMPv1 EE= SNMPv2cE At8%t= 22 MEIXO= F{FLIE| 2XtE MM S oo ERLICE.
O] MMo| HE = SNMPv1 EE= SNMPv2cOll M AHRLIE| 7|8t 2150 AFSEILICE O] HE= SNMPv30=
HMEE|X| p&LICE
@ 7|2 HRLIE| 2XEE MASH{H HX 2= E Ciaol| AAEXtF X8 HFLIE| 2XtES
AFEH{OF BHL|L},
7. ARl ZAS AU|0|EBI2{B TEF Ta MMOllA AR FA B2 MEiBHLIC
Other Configurations
Agent Addresses (2) USM Users (2] Trap Destinations {2}
|4 Create || # Edit || % Remove
Internet Protocol Transport Protocol StorageGRID Network Port
1Py UoP Grid Matwork 161
® | IPvd uoP Admin Network 161
O] &2 A5t StLt 0| &2l "adl FA™E X|HSHYAR2. SNMP Of0|HET 2| E WE = U=
StorageGRID FAILICE 2 Of0|ME FA0|= QY Z2EEES, M& TEEE, StorageGRID HER3 A
TEJb ZEELICH
a MEH FAE FIIStEH - dd + 2 SEIELICH O3 CHS SNMP o[o|ME 74 X|&of| = oI0|HE
CHAIE HERSHUA 2.
b. MAEt FAE WISt FAO| 2L HES MESI * HE * S S2RLICt S SNMP O[0| M E
& XEH| A= O[0|HE A HAE RSN L.
C. HEY FAE NAHSH2H $_+_9I 2iC|Q HES MEfstn * MA * E S=gLCt - S~ el 2
22/0}0] 0| FAES X|ZE HOIX| BRIBHLICE
d. HE At2S AU H SNMP 00| ME H|0|X| # ofzHof| /= * Save * € S=IFLICE
8. USM ALEXHE CIO|ESI2H 7|EF 714 MMO0|| M USM AHEXt B S MEHSIL|CE
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Other Configurations

Agent Addressas (2) USM Users (3) Trap Destinations {2)
|+ Create || # Edit || X Remove |
Username Read-Only MIB Security Level Authoritative Engine ID
Access
userd v authMoPriv
userd authMoPriv B3ATIC2F3D6
®  userd authPriv 59D39E801256

O] S AF83tH MIBE #E[st7{Lt ER 8l ZE S B2 #et0] A= USM ALEXIE FolgiL|C.
a. USM ALEXIE F7t5t{H * Create * & S2IgLICE. O3 LS SNMP 00| EE F43t= X|EH2 USM
AFEX}0l| Chet THAIE HESHIAIR.
b. USM AHZ XIS HESHH sl AFEXIQ| 20| HES MEfSHD * Edit * & 22IEL|CH O THS SNMP
O0|MEE T 45t= X[E S USM ALEXt0]| CHet THAIE & XSt

7|1Z USM ALEXIS| AHEXL 0|52 HEY 4= QIS LILE ALEXL 0|FS HABWOF St= 32 ALEXIE H7{5t 1
M AHEX} O|E 2 2H=0{0F BHL L.

AEXIS| M2l + Gl T IDE 25} i XS S AEX7H 4T Chalol e et
(D) 2 E0l SBe th2 chArS TS FHsHOF SLICH SNMP E2 CHAIeILICE 12X
oo SNMIP OI0ITIE A4 A Ba HA £ LB

C. USM AFEZHE A5t H slie AtEAIS| 2tC| R HES MEHSt T * Remove * £ S2IgLICH. O3 LhS *
ool 2 221510 0] ArEXIE A A AX| efletLct.

Aol EHEl 2 S HESHALE

H7HBH AL X7 SIXH E 2 CfAbo]| CHal MEHE A o s o
4O SNMP Of|0|ME M2 X&ed

;
() msoF BLict SN 2 caelu|ch, 23]
Qo4 ZA QF 7 SELICE

=od

© Error

422: Unprocessable Entity
Validation failed. Please check the values you enterad for errors.

Undefined trap destination usmUser 'user!’

>

a. tHE ArgE 71515121H SNMP 0|0| M E H|0|X| TH Of2f{0f| Rl= * Save * & SEIRLICY.



9. E™ f&S AUOIESIH J|Et 714 MMM ER CHA B MEIRL|CE
Other Configurations

Agent Addresses (1) USM Users (2) Trap Destinations (2)

|-|- Create | | & Edit || x Remove!

Version Type Host Port Protocol Community/USM User
SNMPv3 Trap local UDP User: Read only user
SNMPw3 Inform 101010 10 162 UDP User: Inform user

E™ e HoM= StorageGRID EJ = 23 L0 Cist stLt o] 2| ChetS Hold &= AELICE SNMP

—_

=2 ="

A

OIO|MEE gdststl * M& * 2 225 StorageGRIDZt H2|El 2t A0 =2 L2 S HLfT| ARt 2
ES
o

2 20| ER[AHEH 2zlo| MEELIC 7(|9r_5|i MIB-II AE|E|of| CHSHM &= T ZF LE0| M
2! coldstart).

EILICHO|: ifdown

a. ER CetS 75t H * Create * & S2IgLICE. O3 LS SNMP Of0|HE ¢ X EH A= ER tid
THAIE HZSHUAILR

b. EZ CHaS HESIHAM ALZXIQ| 20| HES MEHSIY * Edit * S S2lefLICt S SNMP 00| HE
-4 XEoll A= ER tiy HAE FZSHAML

c. E¥ LS MAot2{H el 2| TS MBSt * H|H * & SEIGLICt. O3 o2 * =el * 2 225t
O] CHYE MAHE AUK| =helgtL|Ct

d. HZF ArE 755t H SNMP 0i|0| M E m[0|X| gH Of2Hof| Q= * Save * & S2IELICH
=

= =2 I'6H__|[:|.

="1d

-1
0%
mjo
1%
ind
[s)
|m
;ol
|0
rg
*
w
Q
<
[0)
*
il

%7} StorageGRID H|0|HE ZlgtL|C}

KER} JTE ALZELICEH

KEQL HIME AHE3I0] StorageGRID A|AHIS| MENE ZL|IEH ST ZH|E HEL +
UAESLICE Grid Manager®llA ALY = = XIE S HIM |0l THA XIE
(CHA2E0| 2 8l ), Je = S ’IAE HIa M7} QISLICE

xHE

Opt

L
KtESt e Zofl= £7 StorageGRID HIE2! 3! £49| gt0| Q=0 AELICE.

Grid Manager A2 =01 = J2|= 5! 2t ALO|E0| A Y += U= AEE|X|E Q5= = XEJH ZetE|0f
olAL|C}
M- .
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Available Storage @

Qverall =

DataCenter1 E3

102.9 TB Data Centerz &

Free

HIHE 2t2|X} CHAI2 =9 AEE[X| A2 T{'E 0| CHZ0| FA|ELIC,

Im
El

16 O] L (Swift)2| == ILICt

27|12 LiEhE oty ke

£
L
[m
mujn
40
el
N
02
ru
T
N
(%
L
rr
r\ll

22 Stol At HES0| EAIELIL

LS
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Dashboard

16 Buckets

View buckets

Storage usage @

6.5 TB of 7.2 TB used

Bucket name

Bucket-15
® Bucket-04
® Bucket-13
® Bucket-06

Bucket-10

Bucket-03
® Bucket-07
@ Bucket-05

@ 8 other buckets

Platform services

endpoints

View endpoints

Space used

969.2 GB
937.2GB
815.2GB
812.5GB
473.9GB
403.2 GB
362.5GB
294.4 GB

LATE

Groups User

View groups View users

Total objects

0.7 TB {10.1%) remaining

Number of objects

913,425
576,806
957,383
193,843
583,245
981,226
430,726
785,190

3,007,036

objects

Tenant details @

Mama: Tenant02

8,418,886

1C: 3341 1240 0546 8283 22048

' Platform services enabled
v Can use own identity source

V4 53 Select enabled

T2 Zoll= ul 74X R0l

ALt

* * Grafana XtE *: ..& H|O|X|0f| EA|El Grafana XtE

ol ArEE LIt oS
=0 A LI

=0{, 2E2[X| LE9|

AlZto| Axtof| w2t Prometheus HIE2!9| 2}

[y = I[1|0|x| gl * x| Qx> x 5;1 *>* 32| EEZX| * H0|X|0f| M StorageGRID HEZ! 5! 40| A|Ztof| w2t

(2 2ot

“iet > HEYT " Hols Y=Y E24To] 2t Grafana A1E1
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DC1-52 (Storage Node)

Overview Hardware Hetwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custarm
meswork traffic @

E50 kb's

£OD kbi's

S50 ks

500 kb=

450 kby's

1005 12:10 10:15 1020 10:28 03 10:35 HEAD HiEAS 1053 1655 11:60
m Received = Serd

MNetwork interfaces

Name @ & Hardware address @ = speed @ Duplex @ Aute-negotiation @ = Unkstatus @ =

ethil 00-50:56:4T:EB-1D 1 Gigabit Fall OF Up
Metwork communication
Receive

Interface @ = Data @ = Packets @ = Errors @ = Dropped @ = Frameoverruns @ = Frames @ =

sthi EXTTel-T | 20,403,428 1, ol 24,808 |l | 0 th
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NTP Frequency Offset (ppm) vs Time
2010-07-18 16:32:15 FDT te 2010-07-18 17:32:15 FDT
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1 hour 1 day 1 week 1 month Custom
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- Reports (Charts): DDS (DC1-S1) - Data Store

. , YYYYMWDD HHMM:SS
Attribute: | Total Queries - Successful v | Vertical Scaling: Start Date: | 202170924 13:24:01 |
Quick Query | Last Hour v | Update | Raw Data: | End Date: | 2021/0/24 14:24:01 |

Total Queries - Successful vs Time
2021-09-24 13:24:01 MDT to 2021-09-24 142401 MDT
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X
. Reports (Charts): DDS (DC1-52) - Data Store
: YYYYIMMDD HH MM S5
attribute: | Total Queries - Successful v | Vertical Scaling; Start Date: | 2021/08/24 13:15:45 |
Quick Query: | Last Month v | [ Updats | Raw Data: M End Date: |2021/03/24 13:15:45 |
Total Queries - Successful vs Time
2021-08-24 13.15:45 MDT to 2021-09-24 13:15.45 MDT
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I Overview l\ Alarms Reports :Conﬁguration

Wain

Overview: SSM (DC1-ADM1) - Resources

Updated: 2018-05-07 18:29.52 MDT

Computational Resources

Semace Restarts: 1 ﬂ
Senvice Runtime: 6 days

Senjice Uptime: 6 days

Service CPU Seconds: 10666 s _
Senice Load 0 266 % i |
Memory

Installed Memory 838 GB k-
Available Memory 23 GB i k]
Processors

Processor Number Mendor Type Cache
1 Genuinelntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
2 Genuinelntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
3 Genuinelntel Intel(R) Xeon(R} CPU E5-2630 0 @ 2.30GHz 15 MiB
4 Genuinelntel Intel(R) Xeon{R) CPU E5-2630 0 @ 2.30GHz 15 MiB
5 Genuinelntel Intel(R}) Xeon(R) CPU E5-2630 0 @ 2 30GHz 15 MiB
6 Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
T Genuinelntel Intel{R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
g Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
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Text Results for Services: Load - System Logging
2010-07-18 15:58:35 POT To 2010-07-15 15:58:35 POT

Time Received
2010-07-19 15:58:09
2010-07-19 15:56:06
2010-07-19 15:54:02
2010-07-19 15:52:00
2010-07-19 15:49:57
2010-07-19 15:47.54
2010-07-19 15:45:50
2010-07-19 15:43:47
2010-07-19 15:41:43
2010-07-1915:39:40
2010-07-19 15:37:37
2010-07-19 15:35:34
2010-07-19 15:33:31
2010-07-19 15:31.27
2010-07-19 15:29:24
2010-07-19 15:27:21
2010-07-1815:25:18
2010-07-1815:21:12
2010-07-18 15:19:09
2010-07-19 15:17.07
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2010-07-19 15:43:47
2010-07-19 15:41:43
2010-07-19 15:39:40
2010-07-19 153737
2010-07-19 15:35:34
2010-07-19 15:33:31
2010-07-19 153127
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Text Results for Attribute Send to Relay Rate

2010-07-11 16:02:48 POT To 2010-07-15 16:02:458 POT

Aggregate Time Average Value Minimum Yalue Maximum Value
20M10-07-1915:589:52 0271072196 Messages/s 0266649743 Messages/s 0274933464 Messages/s
2010-07-1915:53:52 0275585378 Messages/s 0266562352 Messages/s 0.283302736 Messages/s
2010-07-1915:49:52 0279315709 Messages/s 0233318712 Messages/s 0.333313579 Messages/s
2010-07-19 15:43:52 0.28181323 Messages/s 0241651024 Messages/s 0374976601 Messages/s
2010-07-1915:39:52  0.284233141 Messages/s 0249882001 Messages/s 0.324971987 Messages/s
2010-07-1915:33:62 0.325752083 Messages/s 0266641993 Messages/s 0.358306197 Messages/s
20M0-07-1915:29:52 0.278531507 Messages/s 0274984766 Messages/s 0.283320999 Messages/s
2010-07-1915:23:52 0.281437642 Messages/s 0274881961 Messages/s 0291577735 Messages/s
20M10-07-1915:17:52 0.261563307 Messages/s 0.258318006 Messages/s 0266655737 Messages/s
20M10-07-1915:13:52 0.265159147 Messages/s 0258318557 Messages/s 0.26663986 Messages/s
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A
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2. HIAE HTIMEZ atsSL|C},
3. LiELi7| * E SE/eL|Chdl.

Overview Alarms | Reports || Configuration

Charts Text

!‘ﬂl Reports (Text): SSM (170-176) - Events

- YOOV IMWDD HHMM:S5S
Attribute: | Attribute Send to RE.‘lay Rate i | Resuliz Per Page: Start Date: |2[]-1 0/07/19 08-42-09 |
Quick Query: | Custom Query v|  [Update | RawDat= End Date: | 2010/07/20 08:42:09 |

Text Results for Attribute Send to Relay Rate
2010-07-19 05:42:09 PDT To 2010-07-20 05:42:09 POT

1-50f254 (
Time Received Sample Time Value
2010-07-20 03:40:46 2010-07-20 03:40:46  0.274931485 Messages/s
2010-07-20 03:38:46 2010-07-20 08:38:46 0.274989 Messages/s
2010-07-20 08:36:46 2010-07-20 08:36:46  0.283317543 Messages/s
2010-07-20 08:34:46 2010-07-20 08:34:46  0.274982493 Messages/s
2010-07-20 08:32:46 2010-07-20 08:32:46  0.201646426 Messages/s

2345 » Next

HTME HAISH= Export Text Report(EIAE E 1M LHELYY|) XH0| E&IL|Ct,
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Grid ID: 000000

OID:2.16.124.113590.2.1.400019.1.1.1.1.16996732.200

Node Path 5ite/170-176/SSM/Events

Attribute: Attribute Send to Relay Rate (ABSR)

Query Start Date: 2010-07-19 08:42:09 PDT

Query End Date: 2010-07-20 08:42:09 PDT

Time Recerved, Time Received (Epoch), Sample Time, Sample Time (Epoch), Value Type

2010-07-20 08:40-46,1279640446559000,2010-07-20 08:40-46,1279640446537209,0.274981485 Messages/s,U
2010-07-20 08:3846,1279640326561000,2010-07-20 08:38:46,1279640326529124 0274989 Messages's, U
2010-07-20 08:36:46,1279640206556000,2010-07-20 08:36:46,1279640206524330,0.283317543 Messages/s,U
2010-07-20 08:34:46,1279640086540000,2010-07-20 08:34:46,1279640086517645,0.274982493 Messages/s,U
2010-07-20 08:32:46,1279639966543000,2010-07-20 08:32:46,1279639966510022,0.291646426 Messages's,U
2010-07-20 08:3046,1279639846561000,2010-07-20 083046,1279639846501672,0.308315369 Messages/s,U
2010-07-20 08:2846,1279639726527000,2010-07-20 08:28:46,1279639726494673.0.291657509 Messages/s,U
2010-07-20 08:2646,1279639606526000,2010-07-20 08:26:46.1279639606490890.0.266627739 Messages/s,U
2010-07-20 08:24:46,1279639486495000,2010-07-20 08:24:46,1279639486473368,0.258318523 Messages/s,U
2010-07-20 08:2246,1279639366480000,2010-07-20 08:22:46,1279639366466497.0.274985902 Messages/s,U
2010-07-20 08:20-46,1279639246469000,2010-07-20 08:20-46,1279639246460346,0 283253871 Messages/s U
2010-07-20 08:18:46,1279639126469000,2010-07-20 08:18:46,1279639126426669,0.274982804 Messages/s,U
2010-07-20 08:16:46,1279639006437000,2010-07-20 08:16:46,1279639006419168,0.283315503 Messages/s,U
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Verification

Status: @ Mo errors ils

Percent complete: & 0.00%% |||
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Data verified: @ 0 bytes th
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Quarantined objects: @ 0 I|I
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Erasure coding verification
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Mext scheduled: @ 2021-10-08 10:45:19 MDT
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Object existence check

defined by your ILM policy, still exist on the volumes.
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l

Perform an object existence check if you suspect storage volumes have been damaged or are corrupt. You can veri
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Events
Updated: 2021-10-22 11:15:34 MOT

Custom Events (1-10f1) i
Event Actions
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Apply Changes ”
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I Overview | Alams || Reports Configuration |

Main

11 Overview: SSM (DC1-ADM1) - Events

Updated: 2021-10-22 11:18:18 MDT

System Events

Log Monitor State: Connected
Total Evenis: 0

Last Event Mo Events
Description

Abnomal Software Events
Account Service Events
Cassandra Errors
Cassandra Heap Out Of Memory Errors
Chupk Service Fyents
| Custom Events
“Data-Mover Service tvents
File System Errors
Forced Termination Events
Grid Mode Errors
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Overview Alarms Reports | Configuration '||
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Metrics

Access charts and metrics to help troubleshoot issues.

© The tools available on this page are intended for use by technical support, Some features and menu items within these tools are intentionally non-
functional.

Prometheus
Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of metrics
and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

* hitps:// 'metrics/graph

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain
graphs of important metric values over time.

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.

ADE Grid 53 - Node

Account Service Overview LM 53 Overview
Alertmanager Identity Service Overview S3 Select

Audit Qverview Ingests Site

Cassandra Cluster Overview Node Support

Cassandra Network Overview Mode (Internal Use) Traces

Cassandra Node Overview OSL - AsynclQ Traffic Classification Policy
Cloud Storage Pool Overview Platform Services Commits Usage Processing
EC-ADE Platform Services Overview Virtual Memory (vmstat)
EC- Chunk Service Platform Services Processing

EC Overview Replicated Read Path Overview

2. StorageGRID HIE2IQ| ¥l gf2 H2lst AlZHo| M2 Zto] JeiZE 22{™ Prometheus MMUAM 23 E
SeIgLC}

Prometheus 2/E{H[O| AT} LIEFEL|LE, O QIE{H|O|A S AESH0] A 7hS S StorageGRID M E2]0f| CHet
F2|E HHSHT A7) (2 StorageGRID HERIE JefZ 2 ZHMe o~ JUELICH
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O Enable query history

Execute - insert metric at cursor - v

Graph = Console

Element Value

no data

Add Graph
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= AELCH

Remove Graph
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{_} g8 site. o £ ZoomOur » @ Last24 hours

"Data Center 1" =

Network Traffic
4.0 Mbps

3.0 Mbps

2.0 Mbps

L] [y
1.0 Mbps |- 'f}mH.\I!I,ELIIIWIIN_Iw \‘.H’HIM ’H.lt[f. i mulm i

8/2804:00 8/2806:00 8/2808:00 8/2810:00 8/2812:00

== Received == Sent

Storage Used - Object Data Storage Used - Object Metadata
100.00% 100.00%

75.00% 75.00%
50.00% 50.00%
25.00% 25.00%

0% 0%

20:00 00:00 4:00 B 20 6:00 20:00 00:00 04:00 08:00 2:00 16:00
= Used (3) = Used (%)

ILM Queue

) 18:00 20:00 22:00 00:00 02:00 04:00 06:00 0: 12 & 16:00

== Objects queued (from client operations)
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Diagnostics
This page performs a set of diagnostic checks on the current state of the grid. A diagnoestic check can have one of three statuses
« Normal: All values are within the normal range.
Attention: One or more of the values are outside of the normal range.
@ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a diagnostic check might
show Caution status even if no alart has been triggered.

# Cassandra blocked task queue too large v
# Cassandra commit log latency v
¢ Cassandra commit log queue depth v
+" Cassandra compaction queue too large v

o * AEH *: Of ZITHe| BXH MEH: HAH, FO| = F9|.
° * Prometheus query *: It O 2 AL E 22 MEf 242 M M5t= O AHEE Prometheus A1 R1L|CH
X

(Prometheus E3 A2 UL TICHO)|

o+ QUAIZt +: FTHO) AR 4
Sez|Elo)= ARl AR EIX| LIt

() olefst ezt was 4 glaLich

o * MEl| Zf *: StorageGRID A|A&! MA|O| A ZITH AE] 3 22 H{F= H. 0] 0f|0f|A|= StorageGRID
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AARS] BE 20 TRt #Xf CPU 22 80| HAIELICE 2E = 20| 2 8! Fo| AAgt O|To|2=2
TIEre| | MEfl= HaLCt.
CPU utilization N

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other par-node metrics, access the Node Grafana dashboard.

Status Marmal
Prometheus sum by (instance) (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle"}[5m]}) / count by
query (instance, mode)(node_cpu_seconds_total{mode!="idle"}})

View in Prometheus (8

Thresholds Attention == T75%
€@ Caution ==95%

Instance 1T CPU Utilization 1

Status ~
DC1-ADMA1 2.598%
DC1-ARCA 0.937%
DC1-G1 2.119%
DC1-51 8.708%
DC1-52 8.142%
DC1-53 9.669%
DC2-ADMA 2.515%
DC2-ARCA 1.152%
DC2-51 8.204%
DC2-52 5.000%
DC2-53 10.469%

. * MEH ALt *: o] TITha 2 Sl Grafana AHES Ee{H * Grafana CLHAIEE * 2135 S2I5HAA.
0| 3= YR Ttk REIZ|E[0l= HEAIEX| ¥&LICEH

2t Grafana CHA| 2 E7F LIEFEL|CE. O] G0l M (e E CHA|E E= 0] L E0)| CHEH CPU AFRE U 3Tt =0 i3t
CI2 Grafana XIEE E0o{ FL|C}.

@ XK@l *>*E3* >+ HEZ| * 10| X|2 Grafana MMO|A AFH A=l Grafana CHA| 20|
HNASH = QELICE,
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2 Node -

"DC1-ADM1" ~

CPU utilization

09:00 09:02 g1 0910 09:12 09:16

== Litilization (%)

Memory Usage

100.00%

50.00%

09:00 0 09:08 2 09:16

== Used (%)

Load Average (1m) and # of CPUs Blocked and Running Processes Context Switches

4. = MEH AFEH *: Prometheus E¥ 49| AIEE HE{H * Prometheus * H|A 27| £ 22I8tL|CL.

ZIcho| M AFRE|= B3 AIC| Prometheus 2 7} LIEFSEL|CY,
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Prometheus

0O Enable query history
s - - ¥ ) = Load time: 347ms
I*surn by {instance} (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle"}[5m])) / count by (instance, mode) g Resaiution: 14s

. Total time series: 13
Execute - insert metric at cursor - *

Graph  Cansole

- 1h L “ Until » Res. {s) O stacked
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metrics Cperations on metrics v

GET /grid/metric-labels/{label}/values Lists the values for a metric label

m /grid/metric-names Lists all available metric names

GET Jgrid/metric-query Performs an instant metric query at a single point in time

 CHEE R SRR

m /grid/metric-query-range Performs a metric guery over a range of time
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Object Metadata Lookup

Enter the identifier for any object stored in the gnd to view its metadata.

ldentifier sourceftestobject
Version |D MEJGMkMyQzgtNEY S5O COxMUUBLTkzMEYIRDky NTAWQKY 5!
(optional)

4. Look Up * 2 MEdBiL|C},
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System Metadata

Object 1D ATZ2ESEFF-B13F-4905-9E9E-45373FEETDAB
Mame testobject

Container source

Account -1552139138

Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Maodified Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

9957 ivarflocalrangedb/2/p/06/0B/00nMEHS TFbRQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/04/00nMEHS I TFBoW2BICXG%
Raw Metadata

“TYPE": “CTHI",
"CHND": "A1ZE9GFF-Bl3F-£905-099E-45373F0ETDAR",
"HAME™; “testobiect”;
"CBIDT: "exSB2IDEVECTCIRSlE",
"PHED": “FEABAES1-534A-11FA-9FCD-31FFERC3B056",
"PRTH™: “source”,
"META": {
"BASE": {
“PAWS": =27,

HHE

X
LMS A3 A E 22| RfLict

e

S32 ArEgL|ct
SwiftE AESL|Ct
QEHME MAEAMAEZ|X| 25) o7t LM ESL|C}

AERX| LEQ| 7|2 AEE|X|= QEHNE XEAZ LIELICH QENE HEA= AEE|X]
=S0|2tnk gtL|C},

2t AEE|X| LEOf Ot QEHE MEA YEE 2 £
AE2[X| * HO|X| SHHof| EAIELICH

AL|CH QEHEE HEAL * LLE * > *AEZF|K| LLE * > *
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Disk devices

Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores

DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =

0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors
0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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2t AEE|X] =0 CHet XtMiet HES E2{E L3 TS +AstHAI2.

L XY >+ >z EZ2X| * § MEfgtL|Ct

2. site_ * > *Storage Node * > * LDR * > * Storage * > * Overview * > * Main * 2 MEi&L|C},

Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online

Storage State - Cumrent Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Total Usable Space (Percent) 96.534 % g
Total Dats 594 KB i

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratdeved 0 |
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GB 96.4 GB [ 994 KB Hoe 0.001 % No Errors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Errors ]
0002 107 GB 107 GB 08 ™0B  W0% No Erors e
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Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on
these volumes.
If you have guestions about running object existence check, contact technical support.
Active job Job history
Status: Accepted Consistency control @: All
Job 1D: 2334602652007829302 Starttime @: 2021-11-10 14:43:02 MST
‘ Mls:n‘g ob|cct coui‘c‘-s‘t‘:i‘crccted. 0 0 ’_'I Elapsed time @:
Progress: 0% Estimated time to completion @:
Volumes Details
~
Selected node 2= Selected storage volumes Site =
DC1-51 0,1,2 Data Center 1
DC1-52 0,1,2 Data Center 1
DC1-53 0,1,2 Data Center 1
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Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
Delete Search by Job 1D/ node name/ consistency control/ start time Q_ D\ggl_.;;-|\13-1|ez‘|LLz
Nodes (volumes) Missing object Consistency . [ } ]
JobID Stat = -~ e Start t End t -
= e o AR == -] copiesdetected @ 7 control - b @ S L gl
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) 0 All 14:43:06 MST
14:43:02 MST
DC1-53 (3 (3 weeks ago)
volumes)
and 7 more
DC1-52 (2
volumes)
- DC1-53(2 2021-11-10
11725651898848823235 ; 2021-11-10
i Completed volumes) Q Strong-site 14:42:11 MST
(Rerun job) 14:42:10 MST ;
DC1-54 (2 {17 minutes ago)
volumes)
and 4 more
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0| ZAH0| M23IH StorageGRID A|AEIS =2HEl K| EAH2S CHA|SLICH O™ X| O™ Ct2 1t 20| * Objects
Lost * A7t E2|HEL|CE.

J

© SR|E BAHRO| FD CH2 AHZS ZAY 4 Q0T JHKIZF AME 2O 2FE D Aot ER|HELCH

* M DY AR R, oY /KoM AR S HMY £ gls 3R &4E FAE AX|(ECOR) £d2 CHE
UK EAHES HMSH| Fof| 14 SIHRILICH THE SAMES #HE & §I_E Z1Jt EC[AHEUCL

torstn ZHA| 7} of M| @Iatol AEHO| Lt 27y

S E * Objects Lost * Z11E FA| ZAISI &40 22 A0S I
AH8E & gl AER|X| LE E= 070 LLE0f| J=X| 2elsiof gL
A2 §lo| QEXE H0|HE &4Y B2 57 £F 40| giELICH J2{Lt &4 E JHNIE ChA| HH5H &4 E
HMIE M= OtAZSHK| ZSHEF sifof gfL|Ct.
2ol e
EME K E ZAFLICH
=4 8 F2HE I 2 ™ ELICH
EAE JHHE ZALRILICE
Objects Lost * 2117t EB|HE|H ZA| ZASHOF ShL|Ct S 2= WMo CHot HEE
85t 7|= X[ EMo| Ee[SHA 2.
mQst %
* E AH8Sto] 2| 22|t 2aQlsHof BT X2 == E HElfK
© 7 oA Ato] QL0fof BILIC

Objects Lost * Y22 StorageGRIDZt J2|=0]| 7HK|2] SAH2O0| SACHD TEHSHS LIEFRLICH H|O|E{7F Ao =

SHE M F0E FA| ZARLICE 37t H0]E &4 3 AX[5t7| 2ol ZXIE FooF & 4= ASLICH R0 et
ODEIDE MNYUS +HoHH 24E THHE S8 = AsLIH
THA|

1. LB * 5 MESLICt

O] =Xt= J2|E L E7t MA| StorageGRID A|ABINA F2t= {02 ZX|3H & QEHEE

M E 5 LIEPRILICH 2t2
LDR 3! DDS MH|A LH0I| M H[O]E] ME 2 7 249 &ME JHH| FH2E{ Q| SHAYLICE
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DC1-S1 (Storage Node) & X

Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retriave (2] Swift ingest and retrieve [7]

1B/s 1B/s
D.800 B/s D.B00 Bfs
0.600B/s No data 0.600 B/s No data
D400B/s 0.400B/s
0.200 B/s 0.200 B/s

0B/s 0B/s

1510 15:20 15:30 15:40 15:50 16:00 1510 15:20 15:30 15:40 15:50 16:00

Object counts

Total objects: @ 0
Lost ohjects: @ 1 18
S3 buckets and Swift containers: @ 2

I

[©)

4. 22| oA ZHAL 230f HHASHO * Objects Lost * Z1E E2|H3H JHH|2l 18 AEXHUUID) I

a. J2|= o 2aQlstL|Ct.

i
tot

Lot

]
r

i. ssh admin@grid_node_ip

ii. "passwords.txt" THL0f| LIEE ASE 2B Ct.

ii. RER MetstHqH CHS HE S =S LIC

V. "passwords.txt" ItL0f| LIGE ASE AHTILICH FEZ 2OQISHH TETEJ}L'$'0|A '# =2 HFEL|CH
b. ZtAt 27} Q= CIHER|Z HABILICE "ed /var/local/audit/export/"S 12 stL|Ct

C. grepS AF810] OLST(Object Lost) ZHAL HIA|X|S Z&8tLIC 'grep OLST AUDIT_FILE_NAME'S

iBLict

d. HIAIX[ofl Z&HEl UUID 2t EeletL|Ct,

>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B-
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64):1581535134780426] [ATYP(FC32) :OLST] [ANID(UI32):12448208][A
MID (FC32) : ILMX] [ATID(UI64) :77294039786473542331]]
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. "ObjectByUUID" HHE AFE3t0] ID(UUID)Z 7HA|E %2 CH2 HI0|E{ 7t -0 X{St=X| &0

a. LDR 2&0f Y M|ASEI2{H localhost 140201 TelnetES AF2EILICE.

b. '/proc/OBRP/ObjectByUUID UUID UUID UUID value’E & gtL|C}

2l gL L},

A1 I of|of| M= UUID 926026C4-00A4-449B-AC72-BCCA72DD13110| Q1= ZHAI0 & 7H2| 2|X|7t
l-t"'EIOi USLICE.

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-

BCCA72DD1311

"TYPE (Object Type)": "Data object",

"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",

"NAME": "cats",
"CBID": "Ox381l86FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",

"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7E959A76731E6EAFSE",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

bo
"CLCO\ (Locations\)": \][

02-
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\ {

"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.880569"
\'},
\ |
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

-

r'E

T oil0of| A= UUID 926026C4-00A4-449B-AC72-BCCA72DD13110]| QL= FHA|0f Y|%|7} LIZ =] X|



ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. /proc/OBRP/ObjectByUUIDS| &2 HESI AT &S AL

207



HIEtCH Ol E Z22

HHIE &S £ AS("QLE"™) HHIE 32 4= GO "error™:" H|A|X| 7} BHEHEIL|C,
IHHIE % Sl= A2 * Objects Lost * 9| 745 CtA| AH5}0]

X2 A

=T
B1E X2+ ASLICE M7t giths A2 JHAI7E S| =X o2
ARE[RZS LHEFHLICE

Xl >0 =20l EAIE! 2IX|7 QL2™ * Objects Lost * A7t AR Y47t 2 £
ol&L|C}
M H .

A7t EMot=X] ISttt 30| LIEE =2 1D R It H2E
ArE3H0] A mUo| LIEE 9| X|0l Q=X =elgtL|Ct,

(O FAF B OE A4E K|S ZMBILICH - IDS A
GUiE oo mg SE HuS of e asLict)

7HX1I7F UAE E2 * Objects Lost * 2| 75 CIA| 2SI Z1E X2
fIXI=0 0| LIEE /IXI7F Lo JHA7L £2HE = ASLICH Al=e 5=

=
USLICHNHE Aot SRIefL(ch & X% *—E— I5t7ALE 71& X[ S Ao
=o/g = ASLIC.

71& X EM0fM |3o” Ol AEZ|X| 7 HXtot UEX H0lstEE
QEY 4 ASLICL F, 2E AEE|X| LEO|AN _repair-
data_command?t A= AUOH S} OF= TS ZIL|7t? of it

HEE HESHARL EE‘jxi!E HIO|EHE AEE|X| 2E0 53 SYLICE

* "EAE A EZAPOIM AEE CHE &4 E MRS UUIDZE LO{0F ZL|CE.

* "passwords.txt" It 0| L0{OF gL|C},

O] Zheiof chel
Of Zxtofl w2t J2|=9f CtE {IX|0IM &&E JHAIS| SXIE SAHES HE + ASLICE =
HE & QELICE 2L 0 maf FZAXQ =X & Fe 22 &4E =H VNS ot SEY = ASLIT.

() ol mxtoll chst 1912 71 X2 LMo 2OIBHIAIR.

|
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1. 22| 2ol M ZA 230|M T7Hs S ZiH| IXIE ZMetL|ct
a. J2|E LEo| 239IstL|C},

i. ssh admin@grid_node_ip

ii. "passwords.txt" IFL0f| LIBEl S E l24gL|Ct.

ii. 2EZ MetstaiE Che Hye YuLc
LS

0

o =
i Y= E UHYLICH FEZ ZO006IH TETETJLH G0 M # 2 HIE LT,

V. "passwords.txt" I of| Lt
b. ZtA 227} Q= CIHER| 2 HZARLICE: 'cd /var/local/audit/export/
C. grepE AFESI0 HMEOZE &M E JHA|QF BHAE ZAL HIAX|E £t &3 0t = HHLICE ' grep uuid-

valueaudit_file_name > output_file_name ' & {23gtL|C}

of

H Ch3a 25U

il
uln

Admin: # grep 926026C4-00RA4-449B-AC72-BCCA72DD1311 audit.log >
messages_about lost object.txt

d. grepE AI25t0d 0| £2 It A LLST(Location Lost) ZHAt HIA|X|S FZ%L|C}. 'grep LLST
output_file_name'S Y EHL|C}

of

H Ch3a 5L

M
muln

Admin: # grep LLST messages about lost objects.txt
LLST ZAt HIA[X| = o] HZ HIA|X|2t Z&LICH

[AUDT:\ [NOID\ (UI32\) :12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP(FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UI®64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID(UI32) :12448208] [AMID(FC32) :CL
SM]

[ATID(UI64) :7086871083190743409]]

e. LLST H|A|X|0|M PCLD ZEQ} noid ZEE RH5L|CE

PCLD 10| Q= AR w2tz 2x| M| SAH20]| cHSt C|A Q| MM ZZ2ILICE noid 2+ 7HK|IS] SAHES
32 4 Q= LDRO| LE IDYL|C}

f. O LDR E ID9| AEZ|X| EE Z&LICE

-E IDE MESHH AEE|X| LEE F= WH= F 7HX|7F JASLIC.
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* Grid Manager®|AM * X[l *>* = *>* g2|c EEZX| * £ MeiptL|Ct O3 CH2 *H|0|E MIE] * >
*AER|X| LE *>* DR * 2 MEHSIL|C} LDR = E ID= Node Information E|0| 0] !&L|C}. 0]
LDRE S AEISH= AEZ|X]| iE: A2 mf7tX] 2 AEE|X| =0 CHSE HEE HESHMAIL.

» J2|=0f| Ci$t 231 07| X| S CHREESHD 22 EL|CE g 17| X|0l \docs_directoryZ} A &LILCE.
index.html IHL S EH MH 20| ZE J2|E =EQ| B E L& D7} EA|ELICE

2. ZEAL HIAIX[Of] EAIEl AER|X| L E0f ZHA|7F UEX] ZHOIFL|CE
a. J2|E Lo 2a91gL|Ct
i. ssh admin@grid_node_ip' H& S Isict
ii. "passwords.txt" TF0f| LIBE S E 2ABL|CE
ii. REZ Metsiz{H s HES YHPLICH
V. "passwords.txt" IIL0| LIEE ASE L=ATLICE
FER 2IQI5tH TETETJL'$0||M #' 2 HhEL|Ct

1. M9l oY AZ Tt QeX| ZelstL|Ct,

ZHH|o] I HZ0f| LLST ZHAF HIAIXIQ] PCLD Zt2 AHRSLC,

—

OlE S0 Ch32 YLt

ls '/var/local/rangedb/1/p/17/11/00rHO0%$DkRs&LgA%#3tN6"

* I x B 2XE O|AH0| T2 H ehat HHOM JHK| Y Z=E H2MZHE F0{0f LCt.
* M BRE S = QW AT EHE[O O] BAIE ALESIH ST = |ISLIC 7|& X[# FAMo
FOSHYAIL.

* JHH| BEIH LAHEH THAE AL TIHRLICH M| ZE StorageGRID 2 S LICEH HMEl K|S CHA|
StorageGRIDZ S8 4= A &L|Ct

a. N 227} 2AZ|H JHH|E StorageGRIDO| 28l HAA| L.

i St AER|X| LLEO0|M StorageGRIDOIA Z2[E = ATE 2H| It ARH S HZLICE 'chown
LDR-user: bycast 'file_path_of object"S IZgtL|Ct

i. LDR 2&0f| HNASIAH localhost 14020 Telnet2 AR EILICE. telnet 0 1402 £ IS

iii. ‘cd/proc/Stor'S ZAgtL|Ct

V. 'Object_found' file_path_of object"S 2istL|Ct

of

i
mujn

of Ctg= YLt
Object Found '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tNG"'

+ "Object\_found" HHS A} dE
Mol X[HEl CHE =7t SAHE S THSLICH

mufn

J2|=0f| 2IC) ED

—

Tlfot
0x
'=
Z
rulo
E
N
ot
2

o QEHE 9%
u]
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PR UNE NE AT 1S} QZECIEl B Bl yElol SRR =0l ANE 2y ¢

2I2l B2 UELICH
= 2212l AEZ|X| =E=9| /var/local/rangedb C|ZIE2|0f| BX|EHL|Ct O3 CHS Mo Y AZE
f%5f0=| 'Object\_found' @d S MATILICE.

° JHHIS 2T 4 9O M "Object\ found" HZI0| AIYSILIC} 7|& K| 20| 2|SHAA|L.

° JHH|7} StorageGRIDZ S#E[H &3 HIAIX|7} LIEFELICE O E S ChE2t 25 LIC

= -

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tN6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

THAIE Al TIRABLICH M FI X 7F HE = A=A el gL

= |

i ZiK|7} StorageGRIDO| 83HO 2 S1E|UCH M X|7 MM E|J=X] =olEL|Ct.
A. 'cd/proc/OBRP’S 2stC}
B. 'ObjectByUUID_value'S 2J2{stL|c}

CH2 00| A= UUID 926026C4-00A4-449B-AC72-BCCA72DD13110| = JHA|Q| k|7t & 7HX|Q S 20 FL|C}.

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",

"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME" : "cats",

"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-ACBBR00BRB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {
"CSIZ (Plaintext object size)™: "5242880",

"SHSH (Supplementary Plaintext hash)": "MD5D
0xBAC2A2617C1DFFTE959A76731E6EAFSE",

"BSIZ (Content block size)": "5252084",
"CVER (Content block version)": "196612",
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"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
b
"CMSM": {
"LATM (Object last access time)": "2020-02-12T719:16:10.983000"
b
"AWS3": {
"LOCC": "us-east-1"

Yo
"CLCO\ (Locations\)": \[

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1la\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"
\'},
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"
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Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages_about restored object.txt

5. grepE AR50 0] £ mA oA ORLM(Object Rules MET) ZtAF HIA|X|S ZZE8tLICE 'grep ORLM
output_file_name'S Y gLIC}

Admin: # grep ORLM messages_ about restored object.txt
ORLM ZAF HIA|X|= 0] HZE HIAIX|2t Z&LICt.

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) : "Make 2 Copies"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATYP (FC32) : ORLM] [ATIM(UI64) :15633982306
691]

[ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]
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Storage Options Storage Options Overview

; Updated: 2021-11-22 13:57:51 MET
Overview pda =

Configuration

Object Segmentation
Description Settings
Segmentation Enabled
Maximum Segment Size 1 GB
Stnrage Watermarks
Stnragﬂ Volume Read-Write Watermark Override 0B |
Storage Volume Soft Read-Only Watermark Overide 0B |
\_Storage Volume Hard Read-Only Watermark Override 0B J
Metadaia Reserved Space 3,000 GB
Ports
Description Settings
CLB 53 Port 8082
CLB Swift Port 8083
LDR 53 Port 16082
LDR Swift Port 18083
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Storage Options Overview
Updated: 2018-10-08 13:08:30 MOT

Object Segmentation

Description Seftings
Segmentation Enabled
Maximum Segment Size 1 GB

Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5 GB
Metadata Reserved Space 3,000 GB
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-
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Eg|AHE[JELIC

(D LU O 2 SSTS At SAVP LE2 72| S0 EC|HE[X|2 & LE0| E2|AHEE=X HRE
HiZ S 23(GB)at SAVP 22 BF(MEE)0f w2t E2tE LI
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AlZtofl sl SfLICt.

AN Z ME Jhstt S 2l * LDR * > * AE2|X| * > * IR * & MElSI D & ME JHs5eh SZHSTAS)
£d8 gLt
| Overview N'. Alamms Reporis . Configuration
Miain
Overview: LDR (DC1-81-101-193) - Storage
Updated: 2018-10-08 12:51:07 MOT
Storage State - Desired Online =
Siorage State - Current Read-only =
Storage Status Insufficient Free Space =
Utilization
Total Space: 164GB 5
{Total Usable Space: _ 196 GB B
Total Usable Space (Percent): 11.937 % S L]
Total Data; 135 GB B
Total Data (Percent): 84 567 % B
Replication
Block Reads: 0 |
Block Writes: 2275881 £l
Objects Ratrieved 0 |
Objects Committed: 88,882 b |
Objects Deleted: 15 =
Delete Service Siate: Enabled =
Object Store Volumes
D Total (Available  Replicated Data ECData  Stored (%) Health
ooog 547 GB 2593 GB f546.2 GB Mo0B 5 84.486 % Mo Errors =y
0001 547 GB 832 GB 463 GB moB 84644 % Mo Errors = L)
0ooz 547 GB 836 GB |H463GB HoB F5 84.57 % Mo Errors =y
0| ofloi M= O] AEE|X| =2 164GB &7t & 19.6GBEt ALE %* T USLICHL & U2 M 7Sl LENME XEA
50l choli * A+ Jtset * 2ol ALt HI el AEE[X] 25 2120| AL 7f%§ 37t0] 10GBEL} 7|
mZ0fl SSTS Y& 0| E2|A=AELICL
- AZto] X|tof| mh2t AE2|X|7F OfEA| ArE|A=X] O|3H5I2™H * Reports * ®iS MBS X|H R A2t St &
A Ths3t B2te ZRELCH
of ool M= & 748 Z7+0] 12:0001 2F 155GBOfIA] 12:350] 20GBE ZAZCM, 0= SSTS 20| EZ|AHE



Overview

Alarms | Reports || Configuration |

Charis

Text

Reports (Charts): LDR (DC1-51-101-193) - Storage

YVYIMMIDD HH MM SS

Aftribute: | Total Usable Space Y| Vertical Scaling: ¢! Start Date: 2019/10/09 12-00:00
Quick Query: | Custom Query v| | Update |  RawData o EndDate: 2019/10/09 13:10:33 |
Total Usable Space (GB) vs Time
2018-10-09 12:00:00 MDT to 2018-10-09 13:10:33 MDT

200+
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)
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L%}
m
o 1004
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o
m
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3 g
= 50
B
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0 ; f f f f f o
12:00 12:10 12:20 12:30 12:40 12:50 13:00 13:10
Time (minutes)
AEB|X|7F MA| 8| HWES T2 OEA AEE|=X| o[sHst2H 22 H A7 S22 & A8 7ts S7ZH%)2

=it

Of of|of| A A

g 7tset &

Ok

22 95%01lM 2F 10% 2 2| SAlo BO{RELICE
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Owverview _f Alarms | Reports || Configuration |

Charis Text

o Reports (Charts): LDR (DC1-S1-101-193) - Storage

VY Y VMDD HHMANSS
Attribute: | Total Usable Space {F’ercenl} T | Vertical Scaling: |« Start Dale: | 2019/1 []mg 12:00:00

Quick Query: | Custom Query M | Update | RawData: =l EndDater 2019/10/09 13-10:33

Total Usable Space (Percent) (%) vs Time
2015-10-0% 12:00:00 MDT to 2019-10-08 13:10:33 MDT

100+

90T

a0+

70T

60+

50T

404

30T

20T

Total Usable Space (Percent) (%] A

10+ [ [ [ - | | | |
12:00 12:10 12:20 12:30 12:40 12:50 13:00 13:10

Time (minutes)

6. Zoo et £ Sof AE2|X| 82 FIIELICH StorageGRID A AR =&

>+

A AE2|X| =8 2|5t W et BXh= & HESHIAIL StorageGRID 22| X|E.

SUE MH|A HAIX] T 22X SHZ(SMTT £ )

EHEZ MH|A HA|X[7} CO|HE +=8Y + gl M= MEE 42 J2|E 22|Xtoi A
SMTT(TotaI Events) 27} EE2|AHEL|CE

of zkefoj| cHal

OIS S0f AZE = Eo 2 HAXIE PHE ASHIER HESh 2 GIHRIE S3 UEME P20 Y32 +
ULLICH = HEHH|O|E{ 7} LS 71 22 CloudMirror ZH|0f| CHS HIAIX|S HHEHSEX| 28 4 QUALICH

SMTT 2tofl= zlo| Mot oFX|2k ZH|0f| CHaH 'bucket-name object key Off CHst 222 A|A|SHX| 23 &L|CH
'Bb= OFX[2f O|HIE H|A|X|7F ZEHEILICE

O|tl E M| A|X|= '/var/local/log/bycast-err.log' 21 MU0 = LIFEILICH £ &XSHMAIQ 271 Ihel A7

SUE MH[A ZH| i Z0f| CHet XtMIS LIE2 & EZSHYAIL StorageGRID 22| X &, 2ot = AL/
Efl £ 2H| Kol A Bl E0] M ABILICH ZHE Mu|A QRS ClZstain
EHA|

1. A2 E H2{™ * nodes * > *site * > *GRID node * > * Events * £ MEiSHL|C},
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2. B0 2 Afeto| OpX|e O[HIE &7

O|#HIE | A|X|= '/var/localllog/bycast-err.log’0ll = LI ElL|C},

3. SMTT L& LHE=0f| MSE X[EE w2t 2XE sHESHIAI2.

4. Reset event counts * & ME{BIL|LCE,

5. ZME MH|A HAIX[Zt HHEX] 42 A E HIHE| ARILICH

6. EI'AE0|A JHHS| HEIHO|E] EE= EH S A0 ESIY ATt SX| = LEUS E2|HSGEE X[A[RLIC

HEIH|O|E 2H|E sHBRLICE
o2 U S st HIEIHIO|E EXe] Aels =g &~ AUSLICE
HIELH|O|E] B AE2|X| A0 2X|E sFEL|Ct

HIEHHIO|E AEE|X| 2= * Z107t E2|AHEH A AE2|X| LES F7}3}{0F SLICt.

|
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A

* £ AH25t0] 2| = Ze|xtof] 2al8Hof LT X2 5= & HErRA.
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Of ZhHofl CHaH
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Volume 0

Object space

[ Space required for
database
operations and
future upgrades
Actual
reserved
space for
metadata
Allowed
metadata space

QU E HEIH|O|E{ 7} HIEICO|E{0]| {8 E Sk 100% Ol &S AH|SHH CIO|E{H|0| A 0] ZEH o2 HAHL(X|
FtsYLICH ZE AER[X] E=of ZiK| HIEHH|O|H 232 ZLIHZRLIC @RIt dsty| Mojl 0/2] o Fstn 3
UALE TEL|CE

StorageGRID= CH2 Prometheus HIEEIE AFE5I0] | &&|= H|EIH|O|E S7te| HA| 822 SH LT

storagegrid storage utilization metadata bytes/storagegrid storage utiliza
tion metadata allowed bytes

O| Prometheus E2140| EX A 20| =ESHH * Low metadata storage * 2117 E2[HEL|Ct
* * Minor * : ZHX| HEtH|O|E{ 7} 518 El HIEIH|O|E] 72| 70% O &S AL JASLICE 7tsth Wa| A AE2|X]|
L EE FIIsl{of gLt
* * Major *: L EHM E H|EIH|O|E{= & & & HIEIH|O|E SZH2 90% 0|4 ALSELICE M AEE|X| mEE FA
Z=7tsifof gfL|ct,

QuHE BEfE|olEf7} S{BE HIEHIO|E] B2H0] 90% OIAHS ALSHE B Al 0] 2t
() ENELUC 0] 2Tt LB M AS2IX| E2 BA| S7KH0} BiLC QEHE
HEtEOlE{0A 318l Z7te] 100% 0|42 ABSHEE 588 o ELCt
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* * Critical *: 2 EH|E HEIH|O|E|= 5 EEl HIEIH|O|E SZHS 100% 0|4 AFS3tH & HO|E{H|0] A Z o
st 7S AFESHT| AIFELIC A QERE =FS SXI6H0f 5tH A AE2|X| E:EE ZA| Z=7}sf{of LT

CHZ OofiEIoM QEHE D1IEH3|0|E1% 5 8E|= HIEIHIO|E 32t2] 100% O] &S AFEEILICE O|= HzEX 2
HIO[EH[O] A %R 8l @7 E XeiE & U= d&e d&YLCt

The following Storage Nodes are using more than 90% of the space allowed for object metadata:

Node % Used Used Allowed
DC1-52-227 104.51% 6.73 GB 6.44 GB
DC1-53-228 104.36% 6.72 GB 6.44 GB
DC2-52-233 104.20% 6.71 GB 6.44 GB
DC1-51-226 104.20% 6.71 GB 6.44 GB
DC2-53-234 103.43% 6.66 GB 6.44 GB

Undesirable results can occur if object metadata uses more than 100% of the allowed space. You must add new Storage Nodes immediately or contact support.

@ £ 09| 37|7} Metadata Reserved Space Storage Option(0l|: H|2& 2tA)ELCt 22 AL * Low
Metadata Storage * 0] CHgt AlAto| 2 =te o~ QUSLICE

1. alerts * > * current * & ME4SIL|LCT.
. 41 HOA * Low metadata storage * €& JIES &&6t1 Hast 22 Hels 5 Z10E MEgL|CE

- B3 st JRoM MR HEE E-LCH

5w N

Major EE= Critical * Low Metadata Storage * ¥2l0| E2|HE 2R &EHE S0 AEZ|X| LEE FA|
Ztet Ef.

StorageGRIDE 2= QEHE HIEIT|O[E{2] TH| SAH=S 2 AO|E0]| RX|StEZ HA|

J2| =9 HIEtH|olE 22 7HE ZH2 AFO|E2| HIEH|O|E &2l 2fsl XMetElL|Ct. o AHO|E0||
HIEIH[O|E 82 F7I0H0F ots R0 = ERYLICHCHE AO|ES =EELIC S 9|
AERX| LEJ|E

©

&S AT = StorageGRIDE 7|&E QEHME HEIHO|EE M LEE ME4sto] J2| =2 FH| H|EIH|0[E
822F2 SZL|Ct AF2X} 20| B Q38HX| A&LICH Low metadata storage * 22!10| X[ EIL|C}.

MH|A: MEl - Cassandra(SVST) 22t 2X|S sHZ&L|Ct

MH|A: El - Cassandra(SVST) 222 AEE|X| L E0] CHS Cassandra Cl|O|E{H[0| A S R Ldsl{of & = UASS
LIEHHALICEH Cassandra= StorageGRID2| HIEIH|O|E| ME A Z AR EIL|C

L %
* 8 Abol0] J2|E B2IRH0| 2IOIHOF BHLICH K| 215 B H2tRx,
+ S5 N2 AH| 0{of BHLICE,

* "passwords.txt" T2 0| L0{OF BFL|C},

Of Zreiof Chat

CassandraZt 152 O|& SX|(0: AE2|X| =E M0| HAY U= BR)Q B, =7t CHA| 22t Aeizt 2 of
CassandraZt A|ZtE|X| QtELICH S = DDS MH|AE 2/8l| Cassandra Ci|O|E{H|0| A E RH L= 6H{OF BfL|CE.

JtseuCh ZE R EE(E[S AAELCE a2[=o HAl MEfof et =7t HEE d&LCt
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227


https://docs.netapp.com/ko-kr/storagegrid-116/expand/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/expand/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/expand/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/expand/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/expand/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html

(D Cassandra Cl|O|E{H|O] & MH[AT} 152 O] & SEE LR, 7= XI& Eol £2| 5t CfZ THAIE
TS| OHY A L.

£
TR >*2*>* 02| EEZX| * £ MefgfL|ct.

2. ZHE HA|5t2{H *Site * > *Storage Node * > * SSM * > * Services * > * Alarms * > * Main * & MEHSIL|C},
0| Oflof| A= SVST LE0| EB|AHEIUSE Eof FLICL.

Overview | Alarms I". Reporis Conllguration

* Alarms: SSM (DC1-53) - Services
Updated 2014-08-14 162536 POT

#Mest Cassandira)

SSM AMH|A 7|2 H|0|X|0l|= CassandraZ} ASHE| 1 QK| SLSLICE

| Overview i Alarms | Reports | Configuration |

| Ivgin

Overview: SSM (DC2-S1) - Services

Updated: 2017-03-30 09:53:53 MOT

Cperating System Linwex
3.16.0-4-amd64

Services

Service Version hreadsLoad ~ Memory
Account Service 10.4.0-20161224.0333.803cd91 Running 5] & 7 E90002% B 12MB [
‘&d[’]"é’;“’““’”e Domain Controller 414 4 5.20170329.0039.8800c ae Running 5 &) 52 T90.14% 9631 MB I

46.12-1byc O Not =

Sameda 20170308.0109.ba3598a Runing @ 0 | E0% 8. B
Content Management System (CMS) 104 0-20170220 1846 1a76aed Running 25§ &) 18 T90.055 % F520.6 MB 5
Distributed Data Store (DDS) 10.4.0-20170329.0039.8800c ae Running &1 &) 104 $91301% W76 MB [Y
Identity Service 10.4.0-20170203 2038 2457045 Running 2% 6 0%  @§875MB
Keystone Service 10.4.0-20170104. 1815 6252138 Running @ 5 H0% H777MB
Local Distribution Router (LDR) 10.4.0-20170329.0039.8800c 2e Running &) &) 109 590218 % 996 MB [
Server Manager 10.4.0-20170306.2303 9649 af Running 25 & 4 59353% 9191 MB [

3. AEZ|X| ==0{|A CassandraS CHA| A|ZfEHL|CE
a. J2|E =0 2aQI%L|Ct.

i. ssh admin@grid_node_ip'

ii. "passwords.txt" IO LIFEl ASE LHBIL|CH

i. 2EZ Maste{H O} =S QladstL|ct
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E H=dg

V. "passwords.txt" IU0f| LIS E 4SS LHTILICH FEE EOQISIH TEITEJL'$'0|A '# = HF@L|CH

b. '/etc/init.d/cassandra status'S J2gtL|C}
C. CassandraZ| M3HE| 1 QUX| %O Yetc/init.d/cassandra restart S CHA| A|ZFEEL|CH

4. CassandraZ} CtA| A|ZHE|X| 92O ™ CassandraZt €0t SOt SEHE Q=X 2HQIEHL|CE CassandraZl 15Y O] A

LS — -

SttEl 3% Cassandra H|O|E{H|0| A S M4t OF BfLICY.

N ol STHE FLR 7= XIE "ol 22 5tof tHE HAIE

@ Cassandra O|O|E{H|O|A MH|AT} =
TIHSHR| O A 2.

Cassandra®| 75 SX| A|Zt2 XtEE EHM5t7LE servermanager.log T S HESHH &lgt 4= QUEL|Ct

=~

5. Cassandra AIE DHE7|:
a X*>*eqx>*02E EEZX| * E MEHgtL|Ct O& CHS *Site * > *Storage Node * > * SSM * > *
Services * > * Reports * > * Charts * £

b. Attribute * > * Service:Status-Cassandra *

C. AIZ et * off CHal oixf it 162 OS] EME UAYLICE = &Mt * of oIz EME LHARLICE

d. Update * £ S2/gtL|C}.
€. XtEO|| CassandraZt 15 O|& CI2El 2 E HA|E|™ Cassandra Ci|O|E{H|O| A S R 225BHL|C

CtE AtE oMl A= CassandraZt |4 17 S SHEIUZS 20 SLICL

Dverview | Alarms 1 Reparts \ Configuration

Chartz Ta=t

Reperts (Charts): SSM (DC1-S3) - Services

- MDD HA MM S5
Attribute: | Senices: Status - Cassandra j \ertcal Scaling: [V Start Date: |g[].1.-”[]?ﬁ.—.1_ 16-4% 38
Quick Query | Last Morith | Update |  Rewba: [~ End Date: [2014/08/14 16:49°38

Services: Status - Cassandravs Time
Z2014-07-14 164530 FDT 1o 2014-0G-14 1504536 FDT

Running

] L | 4
Jul 22 Jul 27 Jul 21 Aug 4 Aug 2 Aug Lz
Time (days)

Mot Running }
Julls Jul 19
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1. AE2|X| =E0f|M servermanager.log ItY S HESIZ{H LIS
a. J2|E =0 2a9ItL|C},
i. ssh admin@grid_node_ip' B2 =sICt
ii. "passwords.txt" IOl LIEEl S E 2B ct.
iii. REZ MeIStHH O B 2l
V. "passwords.txt" It0]| LIEEl 2 E UHELICH RER 2TQI6IH TETEJ}'$'0|A '#'2 HHEL|CE,
b. ‘cat/var/local/log/ServerManager.log
servermanager.log It 2| LI E0| EA|ELIC}.
CassandraZt 152 O|& SEtHEl AL servermanager.log IO CHS H|A|X| 7t EEA|EL|CE.
"2014-08-14 21:01:35 +0000 | cassandra | cassandra not

started because it has been offline for longer than
its 15 day grace period - rebuild cassandra

a. o] HA|X|Q| EtUABHT I} ChA|O| X|&l0f| t2} Cassandra= CHA| A|ZtSHE 0 A|=3H A|ZHQIX| =olstL|Ct
AEZ|X| LE0||M CassandraS CHA| A|ZFEHLICE,
Cassandra®fl= 02 &=0| U2 & UM, 7t& 2|2 S=2 Fotof gL|ct.
b. CassandraZ} 152 O|& StHEl A Cassandra H|O|E{H|O| AE {2 ASHOF BFL|C.
AHMIEE LI 2 8 ATSHUAIRQ AEE[X| LEE 152 0|A 218t Ct,
C. CassandraE M15%t & ZEIL X|IX|X| o™ 7|= X3 2XM0| 22SHAIL.
Cassandra 0|22 £F 2FJ(SMTT L&) =X s &

Cassandra G|O|E{H|0| A0 M| 22| X QF I} EHASHH SMTT(Total Events) ZE 7 EHA4BHL|Ct 0] 2F 7t
AMSHH 7= XY £ 00 22/5H04 —-—Xﬂ SHESHYAIL.

O =te1oi| CHaH
Cassandra E1|0|E1H1|0|*01| Choll Hl22| £5 &7t “**HOP 2 "ot Y51, SMTT(Total Events) B2}

E2|7{&|1, Cassandra & Out of Memory Errors 7}2E 7} 14 Z7}8tL|Ct,
THA|
1. OHIES H{H * XY *>* E1*>* 2| EEZX| *>* 1A * 2 MENsL|C},

2. Cassandra & Out of Memory Errors 7}2E7} 1 O|AQIX| &tolgtL|Ct,

m

]

tsEL

Ch ZIE REE[E]

AALCH a2[=o] AR HEHof CHet =7 §EE HSLCt

3. 'Ivar/local/core/'2 0| S3}t0{ "Cassandra.hprof IS fEst1 7|& K@ 20| 2HLICT.

4. Cassandra.hprof It 2 WSt "/var/local/core/directory"Ofl Al AFR|EFLICH.
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IP =4 CHA =H|Q! 0|22 AFESH0 Grid Manager = Tenant Managerd] HM|ASH=E AL, CHS £ StLII}
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& Privacy error * 4+ e

i C { A Notsecure | admusg.examplecom/grid/#/server—certificates T 6

A

Your connection is not private

Attackers might be trying to steal your information from adm.sg.example.com (for
example, passwords, messages, or credit cards). Learn more

MET:ERR_CERT_AUTHORITY_INVALID

Be Srianeed |

adm.sg.example.com normally uses encryption to protect your information. When Google
Chrome tried to connect to adm.sg.example.com this time, the website sent back unusual
and incorrect credentials. This may happen when an attacker is trying to pretend to be
adm.sg.example.com, or a Wi-Fi sign-in screen has interrupted the connection. Your
information is still secure because Google Chrome stopped the connection before any
data was exchanged.

You cannot visit adm.sg.example.com nght now because the website uses HSTS. Network
errors and attacks are usually tempaorary, 50 this page will probably work later.
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6. SSH(Secure Shell)E At&st0] E2|X} =0 23QIBLCt.
a. ssh admin@Admin_Node |IP' HH0{E =stC}
b. "passwords.ixt" IL0f| L}ZE A4S E
c. FEE Metsla{H CHg BHE S Y=HgLct
d. "passwords.txt" It 0]l LIZE 2 E U=dEtL|Ct.
ZEZ Z20IlH TETEJL'$'0|| M '# 2 HHEL|CE.
7. 22| LM A S0l I E MH|A9| MEHE 'toragegrid-status’Z &L|Ct
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$ storagegrid-status

Host Name 99-211

IP Address 10.96.99.211

Operating System Kernel 4.19.0 Verified
Operating System Environment Debian 10.1 Verified
StorageGRID Webscale Release 11.4.0 Verified
Networking Verified
Storage Subsystem Verified
Database Engine 5.5.9999+default Running
Network Monitoring 11.4.0 Running
Time Synchronization 1:4.2.8pl0+dfsg Running
ams 11.4.0 Running
cmn 11.4.0 Running
nms 11.4.0 Running
ssm 11.4.0 Running
mi 11.4.0 Running
dynip 11.4.0 Running
nginx 1.10.3 Running
tomcat 9.0.27 Running
grafana 6.4.3 Running
mgmt api 11.4.0 Running
prometheus 11.4.0 Running
persistence 11.4.0 Running
ade exporter 11.4.0 Running
alertmanager 11.4.0 Running
attrDownPurge 11.4.0 Running
attrDownSampl 11.4.0 Running
attrDownSamp2 11.4.0 Running
node exporter 0.17.0+ds Running
sg snmp agent 11.4.0 Running

8. nginx-GW AH| AT} “#service nginx-GW status'S &3 FIX| &tolstrt
9.  EI1 2Tl lumberjacke AFEELICH. 23 =3 "#/usr/local/sbin/lumberjack.rb"

| & | 2ot AR —start 2 - end lumberjack 23 ZE M2 AFESH0] XA A|IZE HRIE
X|-Hg 2 QUELICE o|2{st M| et XEAISH LHE 2 lumberjack-hE AFESHUAIL.

E{O| 2ol CHet £2 27 of7H0| 27t SALE 9IK|S LIEHHLICE.
10. C}e 2IE HEBLICE
o 'lvar/local/log/bycast.log'
o '/var/local/log/bycast-err.log'

o '/var/local/log/NMS.log'

o " commands.txt'
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Overview: SSM (MM-1

Updated: 2017-01-27 11:52:51 EST
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Operating System: Lirwix
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Services
Audit Management System (AMS) o s 07 3eczeqn RUMnG B @ 52 EH0.043% E357MB S
CIFS Filesharing (nmbd) 242 14+dfsg-D+debBu2  Rumning EJ® 1 [H0%  @55MB
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Grid Deployment Utility Server O oioecioeay, Ruming H®3 0%  E328MB
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Validation failed. Please check st & UELIC.

the values you entered for N N
LDAP Mg H23H= AD ME{0ME * TLS A oF &
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LDAP Result Code 8 "Strong
Auth Required": 00002028:
LdapErr: DSID-0C090256,
comment: The server requires
binds to turn on integrity
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certificate and TLS
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Code 200 "Network Error":
TLS handshake failed
(EOF)
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J2|E HERIZ MTU 22X 1S s 2Lt

J2|E HE 3 QE{H[0]|A(eth0)oll CHEE Z|C M & the{(MTU) A&0| J2|=2| L& Zhof| 4Y 3| CHE A * Grid
Network MTU mismatch * 217} E2|HEL|LCt.

of =pHof CHaf
MTU &X 9| X10|= LR (M7= Ot eth0 HIEY I 7 HE 2| of| WA AHEQUCH= HS LIEFE & JASLICEH
MTU 27|17t 1000ECt 3H HEI M5 2H7t LME & &LCt,
CHA

1. BE L E9| ethoof| CHEt MTU A™ S LIEEHL|Ct.

° Grid Managerdl| M & #2[E AHE-L|Ct

° "primary Admin Node IP address/metrics/graph"Z 0|& 35}
"node_network_mtu_bytes{interface='eth0"" 2|E 2itL|Ct
o

2. B 9| J2|E HEQ A QEI0|A(eth0)2 SUBHX| ZHlsty| 2isl 0] w2t MTU 8HS +FgLICt

° O{E20|AA LLEO| AR 0{EE0|¢AS HX| 8 RX[E4 X[ES EXSHAIL.
° Linux 3 VMware 7|8t .= =9| AL '/usr/sbin/change-ip.py [-h] [-n node] MTU network [network...] &S
AL gLt
* 0l *:'change-ip.py-n node 1500 grid admin'

= &0 * Linux 7|8 = E0{| A ZAE[O|L{0f| Q= UER 30| CHal &StH= MTU 240] S AE QIE{H|O[ A M|
o|0| AMEI ZHS X06t= 2R, HA o= MTU ZHE AFRSIEE SAE QIEI|0|AS AMS|{O0f
gtLICt O3 CHS change-ip.py 23 EE A5 9_151|0||_1o1| ol Y EQTC| MTU ZtS #HASHL|C},

Linux &= VMware 7|2 = EO| M MTUS +Eot2{H L2 Q1S AFESHUAIL.
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21 ol4 oy

= o

'mtu' & LT AP MTURILICE 1280 ~ 9216 'HL{0l| L0{0F
gLt

HESIZ MTUE HEY HERIYLICL S HE/AI /Y S

=
StLt oS ZRtRfLICH

« J2|E
* 22Xt
* S20[AE
+
Mef ieL|ct el
-h,-help’ T2Y HAX|E EAlStD SE2ELICE
'-n node, -node node' e J|2Ze 2 L EQILLC}
2 He

(7))

G100 % SG1000 AMH|A O{ZE}0|HA
SG6000 AEE|X| ({EZ0|HA
SG5700 AEZ|X| {E2I0|HA

SG5600 AEZ|X| ({E20|HA

NRER(Network Receive Error) Z2 2X|E s{{Z&L|C}

HEH3 =4 2F(NRER) 32 = StorageGRIDS} HER| S 5I=SY|0] 22| HE ER|=Z Qloff LMY &~ ASLICH
B0 It NRER 2FE =3 1Y Qo] o2 = ASLICE LRI X[X[X| g™ HE =X FSHHAIL

O] Zf4of] st
NRER Z 2 £ StorageGRIDO| HZE[= HES A StEY 0| CHSat 22 22X 2 Qlof| wrAist 4 QI&L|Ct,
* e 2R 2F(FEC)0| ER3IH MEE[X| 5Lt
* AQIX| TEQ} NIC MTUZ} YX|SHX| t&LICH
cE2 YIRS
* NIC & HI{ 2H#
£HA

1. HEQZ 74 A NRER 222 2 X QI et ZH| siZ TS T2 AL,

° FEC 2¢X|2 2ldl LRI st F2 Lh3 IS +ASHHAI2.
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= Xt *: 0]2{% CHA|= StorageGRID ZHH|2Q| FEC 22 X|Z 218t NRER LFH2F MEEIL|Ct
i. StorageGRID {Z2I0|H A0 HAE=I AQ|X[0]| = XEQ| FEC MEHE =HolgtL|Ct

i. HZOM 221K 2 HEE|= H0|22| 22|H FEYE FHMA2.

ii. NRER ZEE sliZ5}7| Qs FEC MBS HASI2{H MX| StorageGRID {Z2t0|AA MX|
D233 A3 M HO|X|0f|A O{ZEI0[HATL* AUTO * EEE P HE|0] UY=X| 2RISHHAIR
(OZ2t0|SA MX| 8 RX| 2| X|& F=x). I O3 AKX ZEQ| FEC dX g HAYLICL Jtstt
AL StorageGRID O{Z2I0|HA TETJI FEC MHES YK|st=F =A™ TIL|Ct

(StorageGRID 0{Z2t0|A A0 M FEC HHE F4E + SUELICE tidl o S2to[dA= HEE
29X ZEO|M FEC 2FS HAlstn D|2{&ste{ 1 gfL|ct 237} 25GbE = 100GbES)
HERZ S22 ZH MEE|l= 42 ALK NIC7 Yl FEC F S oK 2 =
UAELICH Lt FEC 2F0| S HERIF= "no-FEC" ZEZ E|SO0rL|Ct. FECE AFE5IX|
HOH MY| LO| =2 Ql3f| Aot QBRI AZO| O F|FRfLICt.)

* &1 *: StorageGRID {Z20|HA = FECETt OtL|2t FC(Firecode) % RS(Reed Solomon) FECE
Xl g|ct

E SINIC MTU S X2 QI8 277t wist 22 2o 2ME MTU 37|17t AQX| ZES| MTU
|

oo RHE MTU 27|17t E7t HEE AQX| ZEO| MM L} X 4 UELICE StorageGRID = E7}
MTUELH 2 o|Huyl Zaj|S s4st= Z 2, 0] 40l NRER Y&0| H1E 4 QUELICE o]2{st &0
SiMSH= 4O Z THCHE A A MTU 28 = @7 AR w2t AQX| ZES| MTUZ StorageGRID
HE 3 AEH0O|A MTURl LX|SHEE HESHHLL StorageGRID HIE 3 QIE{H|0| AL MTUE A2[X|
ZEOf A HFLICE

HHo| HESRZ d52 ¥l 2= L5 O2|E HIER 3 AEH|0[ A0 FAFRE MTU

ocoo=2 C—
@ 2O 2 Mo BHLCt Y =] J2|E HEYA0| CHEt MTU AEof| Aetst xto| 7t QS
A2 * Grid Network MTU mismatch * 2117t E2|HEILICH MTU /2 2E HE/Z R4
CHol 22 o= gisLict

(D) MU gEs wHstee ofBatojoiAc] M| U XIS HYNES ATHIAIR.

© 33 Q80| £0t 2R} U H2L [ TS 2BSHIAIL.
L FEC7HObsl 28te|X| o2 39 FECS ZyakstLC
i HIEYIZ 0|2 §1Z BHO| YTBH0] SMEUAL BR HBEIX| QUK HoIBHLICH,
Ll A X

iii. #[0]E0[ ZH|7} ote!

° QRIINIC B HIH 2H{EQl B2 7|5 X3 EAM0| E2lotHA|2.

2 HI{= StorageGRID A|ARIO| BRSO HA|0| HERIZ O|HES X[ 4~ giS I QUHHE £
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b. site_ * > *GRID node * > * SSM * > * Resources * > * Configuration * > * Main * & ME{EIL|C}.

C. 2A QE A JHAMX * S MEHSI D * HA LIS ML * 8 Z2Ish|C},

]

bed My

—

Grid Network MTU 22 X| ¢zl EXE siZ¢etL|Ct

r

A TIEEIHAL AAH)

SG6000 AE2|X| o{E2t0|AHA
SG5700 2E2[X| O{Z2f0[AA
SG5600 AE2|X| o{E2t0|eHA

SG100 % SG1000 AMH|A o{Zat0[AHA
A2t 5713t 2F 28 2

A2t S7|stet BAE 2X7F 22| =0 LEHE = ASLIC.

Azt 713t 2/|7t Wit 2k2t Stratum 3 O| & #EE HSst= | NTP 2AE 47 O| & X|HMHOH 2=
NTP 2AJF HAMO Z 2= 381 StorageGRID = = 0f|A] HM|AE 4= Q=X| SHolstL|Ct,

T2HM ZF StorageGRID A X|0f 2|2 NTP _+_ﬁ§ X|&™E i Windows Server 2016 0| % HZF 9

@ WindowsOf| A= Windows AlZHW32Time) AMH|AE AESHX| OFMA| L. O] HF S| Windows2|
AZH MH[A = H2tstX| 9O StorageGRID2E Z 7*° D™ SHAHO|M AHESEY| 28] Microsoftof| A
K| X| eb&LCt.

=)

| 2%

e
r
0z

JH
o

c]

= 2|

A

Linux: U ER3 HZ 2K

Linux SAEN|M SAEIE|E= StorageGRID 12|E = EQ| HER 3 HZ 2H|7F ehalgh & Q&L|Ct,

MAC =4 =X

40| M2t MAC =4 222 A8t HIERIR EHE SHEY = JSLICH 7t SAEE ME8H= 3R E
TH otUoM ZH HEY TS MAC T4 224 7| 2 "&"oZ MHstL|Ct. 0| MHOZ 218l StorageGRID
Ag[0|{2] MAC A7t ZAES MAC FAE AHES f71| ELICH L= 74 ThU S oS s S Ee| 2K
710 E0]| = XS BXSHHAL.

Linux SAE OSU|A ABE B0l 7h4 HIESIS IEHI0|AS BHBILICE Linux SAE OS Y
(i)  StorageGRID ZiEflo|LA0] St LIE/S QIEHO|AS AFE5HE BHOIHBFO|X{0A Promiscuous
BEJf erAslER e A9 SAE OSO| HZE 4 gl 2 2 UBLIC

MAC 22'd 2-detol| Chet ZtMiet 82 sliE SAHE BX| et X[HS HESHIAIL.
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2AE 2=

MAC F4 228 ALEsHX| ¢ 2E QIE{H|O|A T} 5HO|IHHIO| X 0f| fs SHEkEl Zd0] ot MAC F2A0] CHEH
CIOIEE 41 Bl MESHEE 5{8st= 2R, 71 ALK 8! ZE OF &2 Hot £40| Promiscuous Mode, MAC
Address 'HZ 5! Forged M&0] CHH * Accept * 2 AEE[0] QUK 2QlStL|Ch 7t AQIX[of| AEE 22 ZE OF
£Z0| ZtoZ xHHIE 4= OO Z = QX|0|AM HF0| SYUSHX| &tolgtL|Ct,

X

I

r
i

=)

Red Hat Enterprise Linux EE= CentOSE A X|gtL|Ct
Ubuntu EE= DebianS AX|EHL|Ct
E—lfl_qﬁ: l'EE AOI'EHjl- llll_Tl_ol_llll(I)=! Ll EI_.

DEIE MERO| Linux ‘==& CH7H StorageGRID AMH|ALL = =9| ZIE|0|{ £ H|0{st= StorageGRID == H| 20|
o|7]X] eiA BEE[ASS LIEHL|CE

Of ZhHofl CH3f

Linux = E7F 22| =l AFEHO]|

fd
HL

Cta E0dh= 32 UES +-sloF LIt

9%

« 2701M 22 9 HAIX|E Stolgtct
+ LS ChA| AlRSt T BiLiCt

- L@ A2 AE0|Lf AT WS ALREI0] J|E L= HH|O|LS SXIELICH

* LTS ChAl ARFEILICE

2z

1. MH|A H|232} 22]8 w ool tht 2014 of7|X] 92 E=0f et Wust 92w BjAIX|S golgh|c,

2. SAEQN REEZ 20I8t7Lt sudo #$H0| U= AHE AFREILICE.
3

mo O
>
00|'
_o'l
H-

. '$sudo StorageGRID node start node-name' &3 EE CHA| A|RFRLICE
$ sudo storagegrid node start DC1-S1-172-16-1-172
=E7} 228 22 SEe Lot

Not starting ORPHANED node DC1-S1-172-16-1-172

4. LinuxOll M ZiEf|o[4 21T 8] 2 E K0 StorageGRID =E ZZMNAE SX|8tL|C} 6|E £0{, "SUDO docker
stop-time secondscontainer-name"0| U&LICt

'x'0| 2 ZE|0|H 7t ZX|E Wi7tX| Ch7|5h= AlZHYEHHC 2 15% 0[5hS YUSLICE oS ST Ci3at
7I-¢|__| |_'_|.
Ed .

sudo docker stop --time 900 storagegrid-DC1-S1-172-16-1-172
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S. StorageGRID node start node-name ==& CFA| A|ZFEIL|CEH
storagegrid node start DC1-S1-172-16-1-172

Linux: IPv6 X|& 2X| s{{Z

Linux SAEO0| StorageGRID ==2 AX|ot 22 0 A IPve XA S ZM3t5l{0f 5HH, IPv6 A7t G MTHE ==
Ze(o|Lof =X g2 A &elg & JASLICH

-

O =fe10i| CHaH

Grid Manager?| Ct2 @IX[0|M J2[E 20| 22E IPve FAE & 5 J}SLICL

* nodes * £ MEHSt D LLES MEHBILICEH O3 ChZ JHR RIOIM * 1P 4 Hofl * O 27| * & MdEghL|C}

DC1-S2 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Name: DC1-52

Type: Storage Node

ID: 352bd978-ff3e-45c5-aacl-24cT278206fa

Connection state: Q Connected

Storage used: Object data % @
Object metadata 0% [}

Software version: 11.6.0 (build 20210924.1557.00a5eb9)

|F addrasses: 172.16.1.227 - eth( (Grid Network)

10.224.1.227 - ethl (Admin Networik)

Hide additional IP addresses ~

Interface = IP address =
eth0 (Grid Network) 172.16.1.227
eth0 (Grid Metwork) fd20:328:328:0:250:56ff:fe87:b532

e X *>*EP x>+ O2|E EZEZX| * £ MEHSIL|CH O3 CF2 *NODE * > * SSM * > * Resources * £
MEHBILICE IPve A7t SEHEl 2 * HEQT FA * MMl IPv4 T4 of2Hofl LIEElL|CE.

IPv6 =27t HAIE|X] 940 L ET} Linux 2 AE0 AX[El Z2 ChS Tl w2t H oM IPve X[ ¥ S E-detelL|Ct.

CHA|
1. SAEN RFEZ Z29218t7L}t sudo HeH0| Y= AH

fjo

AtERILICE

AN
2. 'sysctl net.ipv6.conf.all.disable_ipv6' HHES AsstL|C}
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root@SG:~ # sysctl net.ipvé6.conf.all.disable ipv6
Z1}= 00]0{0F ZL|Ct.

net.ipv6.conf.all.disable ipv6 = 0

@ 21474 00| OfL|H 2 M|H| 2HMOM 'sysctl’ EHE HFLLICL 22 TS AS5H7| Hol| 22
02z HFFLICY.

3. StorageGRID node container: 'StorageGRID node enter node-name’S 2igtL|Ct

4. 'sysctl net.ipv6.conf.all.disable_ipv6' HHS MHTIL|C}
root@DCl-Sl:~ # sysctl net.ipv6.conf.all.disable ipvé6
Z1h= 10[0{OF RfL|Ct.

net.ipv6.conf.all.disable ipv6 = 1

() Zmot1ol ol B2 o] Miks MK LALICH 71& X LA 2OBHIAIR.

5. ZAH|0|L 'exit & SZELICH
root@DC1-S1l:~ # exit
6. £ EZ '/var/lib/StorageGrid/settings/sysctl.d/net.conf IS TEISHL|C,
sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf

7. L} Lot =M {2 E MARLICE 23 OHE DY S MEStD BELIC

gl
fjo

|
— =

net.ipvé6.conf.all.disable ipv6 = 0

net.ipvé6.conf.default.disable ipvée = 0

8. C}

glo

HH S MHSH0] StorageGRID ZIE||O|L{ S CEA| A|RFEFLICE,
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storagegrid node stop node-name

storagegrid node start node-name

2|% syslog A2 ZH|E oHZeL|Ct

CHS BOM= 2% syslog M 2F HIAIX|0f| Chol 25t =3 ZX[S LIEgLCt.

22 HIAIX] LIRS
SAE O|Z2 2018 4 YALITH  syslog AHOl CHoH 2123t FODNE 1P R4 &oIst 4 gigsLic,
1. 2t SAE 0|22 HOISHINQ. IP FAES Y F2
AR A o

WXY.Z(EE2| MFI4" EI|H
2. DNS M7} 2HIEA| L EEAJ=X] EelgtL|ct,

3. 2t L=} DNS MH{ Q| IP 0] AM| AT 4= Q=] ZhelgtL|Ct,

HEO| HREIARSLICH syslog AMHO]| LSt TCP = TLS HEO| HREJ}SLICH S AEQ TCP
EETLS ZEO|M =4 TH7] Sl Mu[AT} gL SotH0| HMAS
XHErStD JAS = ASLICE

1. syslog A/H{0]| CHoH SHHZ FQDN L IP F4, ZE Y IRE2S
Q2R x| EHQIBLICt

2. syslog MH|AS| SAETL X|HE ZEW A Al CH7[St= syslog HIES
Al FOIX| 2olghL|Ct,

3. atsteio] L 20 M syslog AHS| IP W ZEZ 9| TCP/TLS HZo Chet
HM|AE KIEHSHX| Q=X 2holphL|CY.

=]

HEHI0 & 4= iSLILt syslog ME7t 2F HZE MEU0|| §IELICt 2tRE{7HICMP 2F HIAIXIE
gretsto] L El L EOf B|AE MAIX|E syslog MHZ HEY & §lES
LHEFE LT,

1. syslog A{HO|| CHEH SHEZ FQDN i IP F4AS
efolgtLct.

11
Ju
i

=X

2. LIZE 2t L Eof sl 22|=E HE/R MEU =5, 22| HEQIR
MEUY £ 5l 2210|HE HES|3 AH[0|EL0|E SHlIRLICt EcfT o]
ol & HE 3 QAIE{H|O|A 5! AH|O]| EL)O](Grid, Admin L= Client)S
Sl syslog MHZ 2tREETE FHEU=X| QlL(CE
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QF HAIX| 2% 8 Y =X

SAEN HAY & ELICE syslog M= &F HZE MEU(OZ|E, 2] EE= 20 E IP F240
CHoH LIZEl 20| AH8SH= A EYN JASLICH EJHHAE HAXIE
Hull2{ A =3X|2F syslog AMH{ 2| MAC Z=20] CHet ARP Q8 0f| CHSt
SHE MoK ZRELICL
1. syslog AHHO|| CHEE 2HIE FQDN £ IP FAE UAHMEX]
stolgtL|Ct,

2. syslog MH|AE M T2 SAET}L XHE FOIX| =QlgtL|C.
AZ AlZto] Ete[AELICH TCP/TLS HEE A=Kt 23150t syslog AHEEE SEO| 4 X]|

EASLICL 22 FE0| BRE|7LE YotHo| SES ELHX| ¢ B S

HojE 4 UBLILHSE 74).

1. syslog AE{0]| CHSH 2HIE FQDN &

efolgtLct.

[EN=3]

1
i

=X

rr

2. LIFE ZF =of cis O2|E HEYI MEU Z5, 22| HEY3
MEUY £ 5l 2210|HE HIES|3 AH0|ES0|E &QIBILICE syslog
MHO| EEE 02 o4& = HES 3 QEH0|A 5! AH0|ES0](Grid,
Admin EE= Client)E S8l E2{Z S syslog AMH E 2IRESIES
TAE}=X] =l Ct.

3. B5lH0| syslog AHQ| IP & ZEOf LIZEl = =0f|A TCP/TLS HZ0|
CHot HM|A S ktChsHR| Qb=X| 2ol Ct.

LS

oHE L7} +

re
Y
mjo

o
90

n

&Lct syslog AHOf| CHSE TCP HZO0| M3 X o Z MHE|AKX| Tt LIF|
Z=E[J}ELICE O 0|F= LSt Z&L T

* syslog A7t CEA| A|ZFE[AALE RIS RIE[ A
* =9} syslog AHHO| TCP/TLS MHO| CHE = U

« Z7HHISIHO| K5 TCP HZ S e £ £ &L|CH

* syslog A{H ZEO|A =4I T{7|5}H= H| syslog MH{ 7} HES HUAS ==
ALt

a. syslog Aol LS| 2HHE FQDN & IP 54, ZE 3 IZERS
Qlefs=x| 2foIBfLICH

b. TLSE ArE5t= Z< syslog MHII TLSE A3t /=X
SfOIStLICt TCPE AME3t= E2 syslog AH7t TCPE A3t
US| 2lgfLct.

C R TCP HZS S=otET S YotHo| G0 AKX 2%
sfolgtLct.

=
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QF HAIX| 2F 3 HE =X

MH ISMIL MSE CARASAM H= 8l 20| E

=)
LI

TLS 21BN FULICH syslog AH
k=3

1. CAQISAM HE 3l 220|HE ASM (U= B 2)7t syslog A2 Aty
QB AL Sote|=X &QleL|Ct,

2. syslog MH2| MH 21 A IDO]| 0fl &} IP EE= FQDN 20| Z3t&|0f
UAE=X| ehelgtct.

HEO| YA| ZEHE|ASLICE syslog 2|2 E7} I 0|4 syslog MH{ 2 MEE|X| 9t StorageGRIDO]| A

O|RE XY == YSLIC.
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