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Software update

You can upgrade StorageGRID software, apply a hotfix, or upgrade the SANtricity OS software on StorageGRID storage
appliances.

StorageGRID upgrade StorageGRID hotfix SANtricity OS update
Upgrade to the next StorageGRID Apply a hotfix to your current Update the SANtricity OS software
version and apply the latest hotfix StorageGRID software version. on your StorageGRID storage
for that version. appliances,

Upgrade — Apply hotfix — Update —

StorageGRID 32 A H|O|X|7} LIEFEFL|CE,

StorageGRID Hotfix
Before starting the hotfix process, you must confirm that there are no active alerts and that all grid nodes are online and available.
When the primary Admin Node is updated, services are stopped and restaried. Conneactivity might be interrupted until the services

are back online

Hotfix file

Hotfix file @ Browse

Passphrase

Provisioning Passphrase @
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A Warning

Connection Might be Temporarily Lost

When the hotfix is applied, your browser's connection might be lost temporarily as services on the
primary Admin Mode are stopped and restarted. Are you sure you want to start the hotfix

installation process?
ﬂ

7| B2|R 0 SEA MBS AlSfstE{H + Hol - 2 Megh|ct
StE A AlE Al

() omst2nm oz ¢z = $uA 1S ChA| YZS6HD * AR 2 ThA MEBHAIR,

b. SHEA HX| TIHE HIF LIEFELICE O] BOfl= J2|EQ| BE = E9F 2} Lo ek SHEA HAX|o| HHx|
THAIZE Lt ASLIC H0|29] =E= Ch3at 20| REE=E OFsHELCH

22| =
* AIO|EHO] LE

AEZX| LE
Of7io|H . E

(D) =% mAZ0l =3 7|2 Bel w7k mehEr AB(0|XIoH B BN EAELICH



Hotfix Installation Progress

A Admin Nodes - 1 out of 1 completed
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Q
site I Name I pProgressll Stage 11 petails IT Action
Raleigh RAL-S1-101-186 Quaved
Raleigh RAL-52-101-197 | Compiste
Ralaigh RAL-53-101-198 Queued
Sunnyvale SVL-51-101-199 Queued
Sunnyvale SVL-52-101-83 Waiting for you o approve m
Sunnyvale -SVL-53-101-94 Waiting for you to approve m
Vancouver VTC-§1-101-193 Waiting for you to approve
Vancouver -VTC-52-101-194 Waiting for you o approve m
Vancouver VTC-53-101-185 Waiting for you to approve m
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Prepare the appliance for reinstallation.

v

Start appliance installation.

v

Monitor appliance installation.

v

Select Start Recovery to configure the
Storage Node.

v

Remount and reformat storage volumes.

v

Restore object data to storage volumes.

v

Check storage state.
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NetApp® StorageGRID" Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced «

Home
© The installation is ready o be started. Review the seftings below, and then click Start Instaliation.

Primary Admin Node connection

Enable Admin Node =
discovery

Primary Admin Node [P 172.16.4.210

Connection state Connection to 172.16.4.210 ready

Mode name

MNode name MetApp-SGA

Installation

Current state Ready to start installation of NetApp-3GA into grid with Admin Node
172.16.4 210

Start Instaliation

S LEf7FER] T Sre = HEE D ZLE ZX| HO|X|7F EAELCE,

() 2UE 8% HolXo| £502 AMAs0} st B Bl BSOIAM * DLIE| MK * 2 2BLICE

e
]
0

=]
G100 %! SG1000 AMH|A O{Z2t0[AA

(0]

SG6000 AEEZ|X| {Z2t0|HA
SG5700 AEZ|X| {E2I0|HA

SG5600 AEZ|X| {Z2t0|HA
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1. Configure slorage

Step Progress Status

Comet o storage contoler N Core

Clesr existing cnfiguation I Corics

Configure volumes Li ﬁ 5 Creating volume StorageGRID-obj-00

Configure host settings Fending

2. Install OS
3. Install StorageGRID

4 Finalize installation
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Home Configure Networking - Configure Hardware - IMonitor Installation Advanced -

Monitor Installation

1. Configure storage Complete
2. Install O3 Complete
3. Install StorageGRID Running
4. Finalize installation Pending

Connected (unencrypted) to: QEMU

platform.typen: Device or resource busy

[2017-07-31T2Z2:09:12.3625661 INFO -- [INSG] NOTICE: seeding ~var~local with c
ontainer data

[Z2O17-07-31T2Z2:09:12.3662051 INFO [INSG] Fixing permissions
[2017-07-31T22:09:12.3696331 INFO [INSG] Enabling syslog
[ZO17-07-31T22:09:12.5115331 INFO [INSG] Stopping system logging: syslog-n

1201?—9?—31T22:09:12.5?009&] INFO [INSG] Starting system logging: syslog-n

[Z2017-07-31T22:09:12 .5763601 INFO [INSG] Beginning negotiation for downloa
of node configuration
[Z2017-07-31T2Z2:09:12.5813631 INFO [IN3G]
[2017-07-31T22:09:12.5850661 INFO [INSG]
[Z2017-07-31T2Z2:09:12 .5883141 INFO [INSG]
[Z2017-07-31T22Z2:09:12.5918511 INFO [INSG]
-07-31T22:09:12.5948861 INFO [INSG]
-07-31TZ2:09:12.5983601 INFO [IN3G]
-07-31TZZ2:09:12.6013241 INFO [INSG]
-07-31T22:09:12 .6047591] INFO [INSG]
-07-31T22:09:12 .6078001] INFO [INSG]
-A7-31TZ22:09:12.6109851 INFO [INSG]
-B7-31T22:99:12.6145971 INFO [IN3G]
-07-31T22:09:12.6182821 INFO [INSG] Please approve this node on the A
min Mode GMI to proceed...
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3. Provisioning Passphrase * £ /2igtL|C}.
4. 537 AE g SIgLCL
Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Sea
Name LT IPv4 Address IT State 1T Recoverable
® 10421731 10.96.104.217 Unknown
Passphrase
Provisioning Passphrase | sssses

h

Start Recovery

5. 23 72|E L. Ho[204 27 WSS DS LT

J2lE LEJt & HA 7| 3" Ef71I01I CESIH CHE 2202 0|Sot O{E2I0|¢A ARRX| 2EES
OF2ESHD CHA| E'Bﬂ*f: +& HHAE LI
Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Recovering Grid Node

Name Start Time Progress Stage
de2-s3 2016-09-12 16:12:40 PDT h WY Waiting For Manual Steps
@ =7 30| HHMEX * Reset * (HEF *)S SESIH M 572 AR = USLICEL ZZAXME
MEFotH L EoF ZHEHEX| 2 SEIZ Hot ASS LEtU= EE Chsh &At7F LIEHELICE

CHAl
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€ Info

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For ViMware nodes, delete the deployed WM and then redeploy it.
» For StorageGRID appliance nodes, run "sgareinstall” on the node.
» For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

oo o

TS WUHS S BRE AISOHD LCof UX'E Msto] 0 B0l A LES AR MK| e 2esio}
gLict.

Do you want to reset recovery?

O{Z2t0|AA AER|X| 2ES CHAl OF2ESHD ChA| ZUStL|TH(" S EHA").

—

HEH AESX] &S LHA| OF2ESHD Zol7t 2ot ﬁ E|7(| =52 ChA| Zo5teH

M| AFBES 522 MABHOF L. A Hj A3 EE = StorageGRID 2E2|X]|
S22 SHIZA| ZoEl 25S CHA| OI2ERLICE & Hf ASEEE= DIRE SNl 282
CHA| ZZE45I0 H R0t 2 Cassandra H|O|E{H|O|AE i1 =5HH kIHIé% Al ZFRIL|CE,

TR A
* Holiot Zdst AEE|X| 282 ol=RHE wH[SHEE 0|0] RAHHSLICE.

'n-CiA| OI2E-28' AR ES HAHSHH @RIt LSt 71 AE2|X| 2ES MEst= ol 20| 2 5 ASFLICH
© AEE[X] LE A SX|7F Tl S0 OfL{AHL L= AL ST ZEAE ZAl SXIYSLICE (Grid ManagerOf| Af *
QXIS * > * Kl * > * AH|A SiF| * 2 MEHSILICE)

(A =}

* 2tEo| T F0| ofl AE HAMELICE (Grid ManagerOllA * X * > * Zhf * > * 2bab + Z MEHSIL|CY)

[ |

= 7H O|MQol AER|X| LEJt 2IE2IQI0|7Lt O] O2|E9 AER|X| LETJt X2 15 LHO| XH A==

@ AR 7l& X2 B Mo 295tMA|2. sn-recovery-postinstall.sh AT ZEES Al *HI O AL, 274
O|Ato] AEE|X| lEO0|A CassandraZ At 74H0f| 152 O|LHOf| ZH =61 Cf|O|E{7F &AM E 4
UELICE.

Of ZhHofl CH3H

O XtE Rt=ot2{H L2t 22 13 HYS +AHOF Lt

* SFE AEEX] =20 2OQ1RLC.

PC D2E- 28 ASUES ysio] Mot Te A2 BBE T DREHLIC, o] A3HE)

E =]
° 4 AEZX| 25 UH2E U OF2E sliXste XFS MES mdefLIct.

30



© XFS THY QY ANE B
© I NABS| HEHH0| HAE Y A2|X| #50| XTiE EUE StorageGRID AE2|X| 250X
gelgLict.
x4 2E0| M2 TUE A2 MZL BES ChAl DIREYLICL B89 7I1Z HolEE J0i2 |KXIFLIC,
+ A3YE B2 YEotD 2AE
A3

* 'sn-recovery-postinstall.sh’ ZEE ALt o AT ET HAlEH CHS ZH S SHSLICEH

=7 30| 2E2|X| LEE MHEESHA E1, Mot AE2[X| 2FS CHA| 285D A

@ HEtH|O|E{E S73t7| 2I8H 'sn-recovery-postinstall.sh' (4':*74|)E *'?ﬁﬁﬂklg. 'sn-recovery-
postinstall.sh’7 t2E|7| Hoj| AEE|X| LEE TR EISHH MH[AE A 1 2RI L/HSHo
StorageGRID {Z20|HA LEJ} RX|E DEE ZEELICE

° 'n-remount-volumes' AT Z EJ} OIRES £ QLI 22 HLOHE AEE|X| 253 CHA| ZoHBtL|CH

=23 =

AL 280| Ch| ZHelof e 250 BE Glo|E{7} SAELICH ILM 7H0] = 74 0]4te)
() oMl =AEe NEetes 2 AEICkD Jhgstel D20l ChE giXlol JHH HolES
Selste{al 74 BAHE £} BhLick
° LBt AL - =0{|A| Cassandra C|O|E{H[0|A S H P HEL|CE
© AE2|X] mEO|A ABIAS AFBILICE

A
1. SR8 AE2(X w20 239

a. 'ssh admin@grid_node_ip' BHS UZABIL|Ct
3

=
b. "passwords.txt" IL0l| L}FEl A4S E AZBIL|CE

o. REZ HEslE{Y Ot FYS ALt
d. "passwords.txt" It0]| LI E 2SS U=detL|Ct
FEER 2OQI65IH ZFEIETH§0M # 2 HEL|C
2. KWW ASREES HASHH HESHAH EoHE AE2|X| 25S A OFRERILIC
BE AE2X| =250| M =F0|12 EoHsH{0f 5t Lt ZE AEE[X] 2F0| et A2 Of HAIE
OREIECEEXPED £ Unoio] DlSE A B ASPIX BBS Chl ZHE 4
I
a. 'n-CiA| DRE-2F' A3EEES YT
O] AR E= Clo[E7t ZRE AE2[X| =2F0M 2dEl= o R AlZHo] 23 + AELC.
b. ATYET HAE|H E2S HESI D TETE0| SEHYLIC
’1'801| et tail-f SHES AFSSIH AFEHE 21 IHU9| LHES ELEZY
@ &LICH('/var/local/log/sn-CHA| OF2 E-volumes.log"). 21 Jlf°'01| HHE =L XpA[et

’“EW S0 ASLICH.

31



32

root@SG:~ # sn-remount-volumes
The configured LDR noid is 12632740

====== Device /dev/sdb ======

Mount and unmount device /dev/sdb and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sdb:

Mount device /dev/sdb to /tmp/sdb-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12632740, volume number 0 in the volID file
Attempting to remount /dev/sdb

Device /dev/sdb remounted successfully

====== Device /dev/sdc ======

Mount and unmount device /dev/sdc and checking file system
consistency:

Error: File system consistency check retry failed on device /dev/sdc.
You can see the diagnosis information in the /var/local/log/sn-

remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh, this volume and any data on this volume will be
deleted. If you only had two copies of object data, you will
temporarily have only a single copy.

StorageGRID Webscale will attempt to restore data redundancy by
making additional replicated copies or EC fragments, according to the
rules in the active ILM policy.

Do not continue to the next step if you believe that the data
remaining on this volume cannot be rebuilt from elsewhere in the grid
(for example, if your ILM policy uses a rule that makes only one copy
or if volumes have failed on multiple nodes). Instead, contact
support to determine how to recover your data.

====== Device /dev/sdd ======

Mount and unmount device /dev/sdd and checking file system
consistency:

Failed to mount device /dev/sdd

This device could be an uninitialized disk or has corrupted
superblock.

File system check might take a long time. Do you want to continue? (y
or n) [y/N]? vy

Error: File system consistency check retry failed on device /dev/sdd.
You can see the diagnosis information in the /var/local/log/sn-



remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh, this volume and any data on this volume will be
deleted. If you only had two copies of object data, you will
temporarily have only a single copy.

StorageGRID Webscale will attempt to restore data redundancy by
making additional replicated copies or EC fragments, according to the
rules in the active ILM policy.

Do not continue to the next step if you believe that the data
remaining on this volume cannot be rebuilt from elsewhere in the grid
(for example, if your ILM policy uses a rule that makes only one copy
or if volumes have failed on multiple nodes). Instead, contact
support to determine how to recover your data.

====== Device /dev/sde ======

Mount and unmount device /dev/sde and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sde:

Mount device /dev/sde to /tmp/sde-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12000078, volume number 9 in the volID file
Error: This volume does not belong to this node. Fix the attached
volume and re-run this script.
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Error: This volume does not belong to this node.
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Recovery
Select the failed grid node fo recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.
Pending Nodes
Search Q,

Name 11 IPv4 Address IT state 11 Recoverable I

No results found.

Recovering Grid Node

Name Start Time Progress Stage

DC1-83 2016-06-02 14:03:35 PDT L. O N N Recovering Cassandra
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5! '000E'Z AMH| 2 O|O|EE E?_J%*thf.

REpair-data start-EC-volume-repair—nodes SG-DC-SN3—volumes 000A, 000C, 000E
repair-data= 0| repair_data ¢

o
HE=
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Period — Estimated * M 7|2 x3|6t0{ M&st 7|72 A™E 4 U&LIC.

* Lo w2t SX|E S720f cist o4 2222 P 22{H repair-data 0| 'show-replicated-repair-status'
=SHE FIteLCh

—

REpair-data show-replicated-repair-status’S & XAl

StorageGRID 11.62| 7|= 0|2 27|0ll= '=SH| El-2|-&Eei' SMH0| HSEL|Ct o] 7|52
@ 7 0| BtetEl 20| BRE|IJALE X[HE £ JSLICH 2|7t =E[J=X| 2elsteH
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Period — Estimated (XSCM) * & AF&SL|CH 2| LI 2.

AfH| 2E(EC) Hi|o|E
AR 2 H0|E 9 57 E ELEHZSIY difel RFS CHAl Aot H HES sAHAIL.

1. Al B2 H0|E| 27 AEIS Solgtct,
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o ST 2o ol & & E A7t AE HIES HAHH XY * >R * > HEZ * 2 MEHGILICE O™
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° £E% repair-data 22| &E{E 25t H L5 HHS ALERILICEH

|

REpair-data show -ec-repair-status—repair-id repair ID'S & ZEsHAIL



° O] HHE ME3IH ZE 2|5 LIEEL|Ct.
Repair-data show-ec-repair-status’' 2 X5 AIL
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T 20| Aot W2 HA|E|H -repair-id' S8 S AHE3H0 =75 CHA| A|=RfL|CL

o

| BE2 57 1D 69493093192756676902 AtE5t0] Zol 7} LSt .t & S5 MA| = &L|C,
REpair-data start-ec-node-repair—repair-id 6949309319275667690
O] HH2 =7 ID 69493093192756676902 AIE5t0] AIlist 28 =& A= ELIC

REpair-data start-ec-volume-repair—repair-id 6949309319275667690
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a. Configuration * &2 2=/gfL|Ct.
b. Storage State — Desired * EELH2 SF0{| A * Online * 2 MEHSfL|CE.

c. ¥ L8 X8 * 3 2pict,
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AER[X| LE2| Lt 0|42 AEE|X| SEO| HIHUKX[TH A| AR EBLO|ET &4E|X| 42
ATEQO 7|9t AEE[X| L EE S75I{H LT HYS 2A=sl0F gLt AEE|X| SEL
ZHof 7t 2 Alist H 0| = StorageGRID A|ARIGM AER|X| LEE Al ALEE 4= JELICE

43


https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html

Of ZFHofl CH3H

O 27 BAt= 2ZEHof 7|8t AE2|X| 202 MEEL|CH {S2t0|HA AER[X] LEO|M AEE|X| 2F0)
ATzt 2 "o E2t0|HA AEE|X| LE 7" HAE AESHUAIL.

Review warnings about storage volume recovery.

v

Identify and unmount failed storage volumes.

v

Recover failed storage volumes and rebuild the
Cassandra database.

v

Restore object data to a storage volume.

v

Check storage state.
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f Jdevifade Selcistiab (e X3 EEFOCA=IeRMIRE-Eo, Bartl
var - fdev/add fvarflocal EXL3 EECOES*IEROUNT~ K0 Darrl
fdev/ade AWAQ anp defanulca n

1 local idevisde — proc fpeos pros defanirs ]
rangedb \[ 4356 Ge ayafs feys syal= A0 il

P 0 = debugta foys/kcenel fdzbug debugta Noanto o

~ Idev/sdd _i deupta Fdevipre devprs wode=0520, gid=5 o

———f— 436 GE | fdev/EdD Sredia/Eloppy =17 ] #at ROEIATO, UREE , ITHE u

fdev/cdron fodeon 2308660 o, noeauts 0 0

fdev/Eiak Aby-uald /IE4e 46873511 -4Ta7-0700-Tb31b4A55albE Sver/local/nyaql_ibde
Sdev/eappetsfagug-L2gly /l=2g xf2 dwapl mipie/f2g,noalign nobarcier  ikeep 0 2
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Volumes

Wurt Pt Oincn Simhm S Sjoce Avalably  Toie Eniries Erfries Avalsble  Wite Cache
croct  Onine B8 10468 | 453GE P& 655 %0 EES E1Y 48 Unknown 5

3 WETED MG AES B G Unkewn 5
featiocaliangedtvl s Onine B @ £FM GB 475G I PSA.F0L0R BSO.9G1L55 NN @ Unavalabie 3§
Faicalmangscty | sad | Onbng S by V0 GO 2 W0 GB A&y BSH0UI 40N BSASTALW S 4 Unavmisele 5
ymiotaliongedly? 4de  Onbe B @ 429 GE 4370GE 09 655,690,408 BS8061 305 [ §) Unavalstle

1. Ch2 HHAIE 35t o7t &list AE2|X] 28 U e ClHto|A O|F 2 7S ELCt,

a X@*>*E*>*02|E EEZX| & MEPLC

b. site * > * failed Storage Node * > * LDR * > * Storage * > * Overview * > * Main * 2 ME{5t1 22t0| Q=
UM HYAE FHELICL

Object Stores

D Total Available Stored Data ‘Stored (%) Health

gooo 956 GB 96.6 GB @ 223 KB @ 0.001 % Errar E i)
0001 107 GB 107 GB 0B 0% No Errors =Y
0002 107 GB 107 GB 0B 0% No Errors =5y

C. site * > * failed Storage Node * > * SSM * > * Resources * > * Overview * > * Main * & MEigtL|Ct. O|H
CEAON| M =felot Mufot 2t AE2|X| 282 OIRE K| I 25 37|E gelgdLIct

QEHE ML 167142 HSTL HAHZELICE oIS S0{ 00002 X HM 250|1 000FE 1680

EEQILICE o] oflofl A IDZF 00009! LEHME X &A= CIHIO|A 0|F0] sdcO|1 3 7|7t 107GB?!
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Volumes

Mount Point Device Status Size Space Available Total Entries  Entries Available Write Cache
/ croot Online EJ& 104GB 417 GB [ & 655.360 554 805 I & Unknown
Ivar/lecal cvioe Online =&Y 966 GE 961 GB HE &g 94369792 94363423  F & Unknown
fvarllocal/rangedb/0  sdc Online =&y 107TGE 107 GE I & 104,857,600 104.656,202 &5 &) Enabled
/varflocallrangedb/1  sdd Online =& 107 GB 107.GB  [5%&) 104857600 104856536 [ &) Enabled
fvarflocalrangedb/2  sde Online =&y 167 GB 107 GBE F5 &) 104857600 104856536 E& Enabled

2. HoJt gdlst AE2|X| =20 2300

a. 'ssh admin@grid_node_jp' HES STIL|CH
b. "passwords.txt" ItU0f| LIFE 25 E A= efL|Ct.
c. RER Motsla{H CH3 B2 Y=HEL|Ct

L+

o o
d. "passwords.txt" ItH0| LIS El LS E L=ASLICE

'sn-unmount-volume object_store ID’IL|Ct

object_store_ID&= Aot AEZ|X| 2F2| IDOICL O E S04, ID7} 00002 LENME K& A HHO| "0"S
x| M &L|C},

4. HIAX|IZL BAIE|H *y* & 58] AEE|X| =9 AEE|X| MH|AS SX[eLC.

@ AE2|X| MB[A7t0|0] SX[E R0 = HIAXIZF BEAIZ[X] 4ELICE Cassandra MH|AE =&
0ol 2t SXIELICt.

sn-unmount-volume 0
Storage services (ldr, chunk, dds, cassandra) are not down.

Storage services must be stopped before running this script.
Stop storage services [y/N]? y

Shutting down storage services.
Storage services stopped.
Unmounting /var/local/rangedb/0

R X 7T AEZX| MH|AZH BX|=| 2 20| 02 E SHMELICE Z2MAQ| 2t THAIS LIEHLH = HIA[X| 7}
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"passwords.txt" It 0| L0{0F SrL|C},
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SLICt. o|= EtAI0AM AEE|X|7} CHAl OF2EE[ D Yetc/fstab’Of] 3=7+HEILICE.

b. o7} it AER|X| LLEO 232

i. 'ssh admin@grid_node_ip

[=]
ii. "passwords.txt" IO LIBEl S E 2B ct.

ii. 2EZ Metsta{H ChS HH S et ct
V. "passwords.txt" TFU0f| LIEEl &S E I=dst|ct

ZEZ Z2T0I61H TETEJ}'$'0|A '# 2 HHEIL|CF
c. BJAE HET|(vi ELE vim)S A2310] Yetc/fstab’ TFUOI A ATj3t 22 AX|3t ChS TS FEBLICE
Jetc/fstab’ IO AIHSH 252 MO Ha|3tx| Q&LICH 27 TRHAME fstab

opelo| D= 0| OFRE = Il A|AEID} AX|SH=X| 0I5t 2 fstabOf| A 22 AtX|sH0f
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©

d. Zo{7t LMst AER|X| 2FS CHA| Zo5t D Bt AR Cassandra HO|E{H|0[A S X =SfL|CE
s

rformat_storage_block_devices.rbS 2igtL|C}

* AEE[X] MH|ATH Al Tl FLR MH[AE SX[StEHE HIAXZL EAIELCH 2 *y *

= L%t AL Cassandra H|O|E{H|O|AE T =6t2H= HIA|X|ZF EAEILICE.

* 05 HEYLICH ME&[= HO|E{H|0| ATt @l= BF Cassandra H|O|E{H|O| A S = LT
CI)=IE_:|| * y *

* = 0|4 AEEX| LEJ QERRIOIALE X|LF 15 St CHE AEZ|X| EJ HPARE 22 Y=
* n *
23R EE Cassandras CHA| 2 E5HX] 90 SR ELICE 7|s X £ M0 S225HHAIL.

* AE2|X| =E9| Z} rangedb =210/ E0f| CH3H "Reformat the rangedb drive_<name>_(device_<major

number>:<minor number>_)? [y/n]?", CtS S& & SILIE LHELICE.



" 2F7t = EEIO|EE CHA| BT * y * E SELICE O|FA| 5tH AEZ|X| EF0| CHA|
TOHE| 0 CHA| O El AEE|X| 250] 'fetc/fstab' THUOf| 3=7HEILICE.

" *n* E2I0|E0| 2F 7} gl ChA| ZESHA| o8 = 2.

n* 2 MEfstH ASZET SR EL|CH E2I0|EHE O ESHHLH(ERIO|E 2|

@ O|o|E{7} 2 EE[0{0f 5t 0 E2I0|EHI} &R O E dix|El 22) EBFO[EE
HAHSHYA|R. O3 CI2 reformat_storage_block devices.rb' HES CHA|
AEHBILICE.

2 H StorageGRID S XM= 2| E A3t Cassandra =2|& M 2|gtL|Ct.

@ 434 L= e MH|ATEARIE| = SA| £E2|7t AFS 22 O|F0{FL|CE "2|H" E=
"Cassandra 2| 2tl= AJZE £HE = £ JUSLICH 577t HIHMUCH= LT HIAIX| 7}
LIELIH @F HA|IX|0f] EA|El HHES MHBLICE

CHS oIX| 220 M E2t0|E '/dev/sdf'E CHA| ZBHSHOfF StH Cassandras M7 2R 7t 9l&LICH

root@DC1-S1l:~ # reformat storage block devices.rb

Storage services must be stopped before running this script.
Stop storage services [y/N]? **xy*x*

Shutting down storage services.

Storage services stopped.

Formatting devices that are not in use...

Skipping in use device /dev/sdc

Skipping in use device /dev/sdd

Skipping in use device /dev/sde

Reformat the rangedb drive /dev/sdf (device 8:64)7? [Y/n]? **y**
Successfully formatted /dev/sdf with UUID c817f87f-f989-4a21-8f03-
b6£42180063f

Skipping in use device /dev/sdg

All devices processed

Running: /usr/local/ldr/setup rangedb.sh 12075630

Cassandra does not need rebuilding.

Starting services.

Reformatting done. Now do manual steps to
restore copies of data.
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Prepare for node
recovery.

v

Replace node.

VMware Linux
No ) Yes
Linux host?
Corrective No Recovery is See the
actions taken when complge “What next?”
restoring node? section for details.
Yes
—force flag New or changed
or force-recovery block device
Select Start Recovery to Recovering from
. o i h 4 storage volume
configure the Storage Node. failure
Remount and reformat
storage volumes.
Restore object data to
storage volumes.
Check storage state.
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Recovery
Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q

Name 11 IPv4 Address I1 State 1T Recoverable I
® 104-217-51 10.96.104.217 Unknown v

Passphrase

Provisioning Passphrase | sssss

Start Recovery

°. F7 J2|E LE EH|0|20M =7 THES ZLEHZSLICH

S 7L MY = S0t * Reset * 2 22I6H0] M S5 AZE = YELICH ZEANE
C MEFSHH L2t 2HEX| b2 HEZ HOot ASS eI = FE et 4Xt7} LIEFE LT

LS

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recaovery after resetting the procedure, you must restore the node to a pre-installed state:

* For WViware nodes, delete the deployed WM and then redeploy it.
# For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

EAE METY = 578 MAIC5IH ChS0 20| =25 AP 2R 2 HEf =2 =2I8H0F L(Ct.

Do you want to reset recovery?

° *VMware *: BiEEl 7tet J2|E =5 MHPLICE O3 ChZ S5 CHA| AR ZH|7t £|H L ES CHA|
HHZgLICt.

.|.|.

° Linux*: Linux A EO0f| A 'StorageGRID node force-recovery_node-name_' &S AlisI0] . EE CHA|
INES g By

6. AE2[X| LETt ™S TA ThI| B CHAlo oM 57 BXIo| O Y Z 0|Sst] AEE|X| EES CHAl
02 E5t0 CHA| ZoetL|Ct.
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AE2|X| 258 CHA| OFRESHD CHA| ZUBLICH "5 THA").

HEH AESX| 252 CHA| OF2Eosta Zolot 2rdist AE2|X| SFS CHA| 200t E &
Mol ASEES 522 HMoljof LTt K M| A3 EE = StorageGRID 2 E2[X]
EERE SHIZA| ZoE 2ES CHA| OIR2EYLICE & Hf AFEE = OIRE SiNE 2ES
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@ MREE AL 7|8 X9 BM0f| 228 A|2. sn-recovery-postinstall.sh AT EZS AMas}X|
ORMAIR. 27 O] &S] AEE|X| L. E0|A CassandraS &% ZH0f| 15 O|LHO|| X =SHH
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ME|p TS XIS SBHLC

=
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ML 25S LA OR2ERLILE 282 7IZ HIOIHE JU= |X|ELIC.

A Mol =7 ol AEE|X| LEE MMEESHK| OFYA|R sn-recovery-postinstall.sh
Zof7t ZMot AEE|X| 2ES CHAl ZoH5HD 24K HEIH|O|HE SRILICH ol AE2[X]

@ LEE MEYYLICH sn-recovery-postinstall.sh &&= Qs MH|AE A|ZSHE{ 1 5t=
MH|AO| @F 7} 2H4510] StorageGRID HZ20[YA L EJL QX|HL BEE ZFEL|CE 9
HAIE HRSHHAIR EX| 2 ATEE,

° 'n-remount-volumes' A3 ZEJ} OIRES £ QIAL} 2 o=l AE2|X| 2§ CHA| ZOHSIL|CL.
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o TlQst AR L E0j|A Cassandra H|O|E{H|O|AZ R =EtL|CH
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1. 278 AEE|X) mEof 239

a. 'ssh admin@grid_node_ip B

b. "passwords.ixt" IFL0f| L}ZEl A4S E ABIL|CE

c. FEE Metsta{H CH3 BHE S Y=HgLct

d. "passwords.txt" It 0]l LIZE 2 E U=dEtL|Ct.
=

B2EZ 2OQI6IH TETEJ}H'$'O|A '#

2. R HmW ASZES M0 MESHH| ZoUE AEZ|X| 2ES CHAl ORRESLC.

BE Ag|x| 250| M 250|1 ZU0F SHiLL 2 Aga|X S| st AL of TS
() 2usin = v A3iES Ayl 012 HAE 2 A2 28 ChA Eog 4

UAgLCt.
O ASEE«= ClO[E7F ZetEl AE2|X| EUM H&E= O R AlZto] 22 & JASLICE

ZQO|| wa} tail-f HHEES AL ASZE 23 IHYUQ| LHES TL|E2s &

o=

@ UELICH/var/localllog/sn-CHA| OFR2 E-volumes.log"). 21 O = HHE £ L0t XpA|SH
HEI 50 JELICL.

root@SG:~ # sn-remount-volumes
The configured LDR noid is 12632740

====== Device /dev/sdb ======

Mount and unmount device /dev/sdb and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sdb:

Mount device /dev/sdb to /tmp/sdb-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12632740, volume number 0 in the volID file
Attempting to remount /dev/sdb

Device /dev/sdb remounted successfully
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====== Device /dev/sdc ======

Mount and unmount device /dev/sdc and checking file system
consistency:

Error: File system consistency check retry failed on device /dev/sdc.
You can see the diagnosis information in the /var/local/log/sn-

remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh,

this volume and any data on this volume will be deleted. If you only
had two

copies of object data, you will temporarily have only a single copy.
StorageGRID Webscale will attempt to restore data redundancy by
making

additional replicated copies or EC fragments, according to the rules
in

the active ILM policy.

Do not continue to the next step if you believe that the data
remaining on

this volume cannot be rebuilt from elsewhere in the grid (for
example, if

your ILM policy uses a rule that makes only one copy or if volumes
have

failed on multiple nodes). Instead, contact support to determine how
to

recover your data.

====== Device /dev/sdd ======

Mount and unmount device /dev/sdd and checking file system
consistency:

Failed to mount device /dev/sdd

This device could be an uninitialized disk or has corrupted
superblock.

File system check might take a long time. Do you want to continue? (y
or n) [y/N]? vy

Error: File system consistency check retry failed on device /dev/sdd.
You can see the diagnosis information in the /var/local/log/sn-

remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh,

this volume and any data on this volume will be deleted. If you only
had two

copies of object data, you will temporarily have only a single copy.
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StorageGRID Webscale will attempt to restore data redundancy by
making

additional replicated copies or EC fragments, according to the rules
in

the active ILM policy.

Do not continue to the next step if you believe that the data
remaining on

this volume cannot be rebuilt from elsewhere in the grid (for
example, if

your ILM policy uses a rule that makes only one copy or if volumes
have

failed on multiple nodes). Instead, contact support to determine how
to

recover your data.

====== Device /dev/sde ======

Mount and unmount device /dev/sde and checking file system
consistency:

The device 1is consistent.

Check rangedb structure on device /dev/sde:

Mount device /dev/sde to /tmp/sde-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12000078, volume number 9 in the volID file
Error: This volume does not belong to this node. Fix the attached

volume and re-run this script.
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Error: This volume does not belong to this node.
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Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Name

No results found.

Il IPv4 Address 1T state 11 Recoverable I

Recovering Grid Node

Name
DC1-53

Start Time Progress Stage

2016-06-02 14:03:35 PDT . O O N Recovering Cassandra
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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

VMware Services

. Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recovery is
complete.

Yes

—force flag
+ or force-recovery

N Select Start Recovery to
configure the Admin Node.

v

Restore the audit log.

v

Reset the preferred sender.

v

Restore the Admin Node
database.

v

Restore Prometheus metrics.
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Recovery
Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.
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Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recaovery after resetting the procedure, you must restore the node to a pre-installed state:

* For WViware nodes, delete the deployed WM and then redeploy it.
# For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.
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Prepare for node recovery.

v

Replace node.

VMware SEF.-.I'ICES Linux
appliance

Cormrective
actions taken when
restoring node?

See the
“What next?"”
section for details.

Recoveryis
complete.

Yes

—force flag
l force-recovery

Select Start Recovery to
configure the Gateway Node
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1. Grid ManagerOll M * X2 * > * & * > * 531+ £ MEABIL|C
2. Pending Nodes S50 57 J2|E L EE MEHSL|CE
L ET) Aot = SE0f| LIEFLEX| 2 CHA| 2X|=| 2 =5 ZH[Jt 2 WiHx] =5 dEiE & glaLot.
3. Provisioning Passphrase * £ /2¢&tL|Ct.
4. 23 A% 2 SELCt,
Recovery
Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.
Pending Nodes
ea Q
Name LT IPv4 Address IT State 1T Recoverable I
® 10421751 10.96.104.217 Unknown
Passphrase

Provisioning Passphrase | sessss

Start Recovery
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Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For WVMware nodes, delete the deployed WM and then redeploy it.
» For StorageGRID appliance nodes, run "sgareinstall” on the node.
» For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

HXE MAHS = S8 MAIS2{H Ch2at 20| =5 AP 2X| & JEf2 S5O0k gLt

Do you want to reset recovery?
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Prepare for node recovery.

v

Replace node.
VMware Linux
No ) Yes
Linux host?
Corrective See the
actions taken when R ueTY IS What next?’
restoring node? complete. section for details.
Yes
—force flag
l force-recovery
Select Start Recovery to

configure the Archive Node.
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Reset connection to the
cloud.
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Recovery
Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q

Name 11 IPv4 Address I1 State 1T Recoverable I
® 104-217-51 10.96.104.217 Unknown v

Passphrase

Provisioning Passphrase | sssss

Start Recovery

°. F7 J2|E LE EH|0|20M =7 THES ZLEHZSLICH

S 7L MY = S0t * Reset * 2 22I6H0] M S5 AZE = YELICH ZEANE
C MEFSHH L2t 2HEX| b2 HEZ HOot ASS eI = FE et 4Xt7} LIEFE LT

LS

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recaovery after resetting the procedure, you must restore the node to a pre-installed state:

* For WViware nodes, delete the deployed WM and then redeploy it.
# For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

EAE METY = 578 MAIC5IH ChS0 20| =25 AP 2R 2 HEf =2 =2I8H0F L(Ct.

Do you want to reset recovery?
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O 02 J2|E 74 IS 20151 StorageGRIDE CHA| A|ZSH| Toj| 2dle &= U=
o 18 oS thAl g o 57 32 =20 A8 WA =20 Chs S&et

=HE sl Zslof LIt ==0f Chst
O|ES ArEdHOF BiLICt.

L=E9| 'var/local' 2& | X|0l| CHet ZtMiet L2 EX| X|E S FEHAL.

|

1. 235 SAEQ| HHEEO $ixf M=l 2 E StorageGRID 12| = =('SUDO StorageGRID node list')
LIEeL|C

i

02| wE7h PAE0] UK Sop H20| ALt Y J2|S wEUt TNE P ChS1 2 HAoR
2{0| o arElLict,

Name Metadata-Volume

dcl-adml /dev/mapper/sgws-adml-var—-local
dcl-gwl /dev/mapper/sgws-gwl-var-local

dcl-snl /dev/mapper/sgws-snl-var-local

dcl-arcl /dev/mapper/sgws-arcl-var—-local

SAENAM MO ot= YR EE BE O2|E LEJH S50 gl 32 FeE O2|E L EE S 0f &LCt,
2. 'jvar/local' 80| Y= J2|=E LEE 71 L2{H:
a. 7t¥2 2t =0 Chsl "SUDO StorageGRID node import node -var-local-volume-path’E A2 gfL|C}

StorageGRID node import %"%‘é% CHAN L E71 OMIX| 2O Z MHEl SAEM 2HS| SR E A0 2t
MAZotct O™X| O™ CH21F RAFSE QF 7 ghdetL|Ct

"0| == (node-name)= CHE S AE(UUID host-uuuid)7t 288t 24O 2 HQlL|C,
S otMSICt SHAIBHTHA -force ZE2| T E AHESHMIR

a. [tE SAEJ ARSHE LB tigt @FI HAE| = B2 'force' Z2IE AHESH0] BE S CHA| A5
7194 27|2 2tZ2%L|C} "SUDO StorageGRID --force node import node -var-local-volume-path'
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3. 'lvar/local' 280| 9l 18|E L Eo| 2L o] 1A IIAUS CHA| MASIH SAE| £33k},
MK XA Qe "eE 7 OhY 2ol XA S MEMAIL.
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29108 ELICE L 929 25 A4 11¢] 0120 | = 0| 50| FBIE|of GlX| sfolat

(D) stsote SuUst HESS OlE{Ho|~, 22 x| IjE & IP 728 ALSHOF BILIC Of213t
P2 27 20 & C2 BALHOF o CIO|E 28 AAsIe(0l 27 A5} IA BT ES
BHLICHZ SOl afet & 74 Obtl % ),

o chet 7o IS ChA| MAS o "BLOCK_DEVICE_"& AlZlsts 1M H0] ZIOE A
(i) 2= Cibol2(StorageGRID =E0lA O| 0|l ALBSHK| 242 CIbtO|2)S A3
X#lg utafo gLic -2tEl 22 K| 955 £ELCH

|'|r
oﬁ
40
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H
rn

4. B SAEQM LIS BHS MHSI0] ZE StorageGRID EE LIFEEHL|CE.
'SUDO StorageGRID node list

S. StorageGRID £ =5 £2{0f| 0|50| EA|E 2f O2|E LE0f et L& 1 I fad

L
mjo
oY
>
ot
~
~

'SUDO StorageGRID node validate_node-name '

StorageGRID ZAE MH|AE A[&SH| MO 2F = Z10E siAsHOF LTt CHS MMM = S5 3o
EEHo 0|7t US £ A= 2F0l| CHal KtM[s| dFRILICE.

oy

Red Hat Enterprise Linux E== CentOSE A xX|gtL|C}

Ubuntu EE= Debian2 A X|gHL|Ct

']

FELHIERIZ 2

i —_

QIE0|A QR E +FHYLICE

all
d

FefE HERS QEIo|A @7 E SHYLIL

SAE HESTJ SHIEA LHE[X] §i%7LE O|E 2| X7t &2l B2 StorageGRIDZ}
'letc/StorageGrid/nodes/node-name.conf It X|HEl DTS 2 i< |3E* o =7t
HEANSH | O}

=2od

O| MiHut LX|St= @F E= 107 LIEHE &~ JUELICH

node_node-name_...0f| CHSH 714 It Yetc/StorageGrid/nodes/node-name.conf £ &tQ1st= SILICtH
'ERROR:_NODE- NAME :GRID_NETWORK_TARGET=HOST-INTERFACE-NAME"NODE-NAME:
Interface'HOST-INTERFACE- NAME'0|(7|') ASLICE.

J2[E HESZ, 22| HERR = S20[HE HERZ0| thet LF 7 EnE 4= JSFLICL 0] LI =

'/etc/StorageGrid/nodes/node-name.conf' It 0| HA|El StorageGRID HIE {3 E 'host-interface-name'0|2t=
SAE QIE{H[o| A0 DHESHX| T oixlf S AE0]| siE 0|52| QUE{m|0|A T} §ISE 2|0|gLICE
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0| LRIt rAlstH of CHA| S AR MEX] HRIBLICEH M Linux SAEES BHESL|CEH 22 SAENM AFREl BE
SAE QIE{H|0| A0 S O|FS AHSELICL.

L C M Oia UX|SEE SAE OIEH0|AQ| 0|28 X|XME 4 gl AQ LE M IS MRSt
GRID_NETWORK_TARGET, ADMIN_NETWORK_TARGET 5= CLIENT_NETWORK_TARGETS| Zt2
HASIH 7|E SAE QIE{H0| A UXAZ 5= USLICE.

SAE °|E1111|0|*7f MEot 22|X HIE/IE ZE = VLANO| Cigt BHA S M| S5t AE{|0| AT} Bond EE=
Bridge &X|E =7 HX6HX| gb=X| letL|Ch S AEQ| HA CHIO|A 2|0f VLAN(SE= 7|EF 7HA QIE{H|0|A)E
FHHAHLE HE|X| 3L 7het O[E U (veth) WS AtEdHOF BfLICt.
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FX|

28 23LIC
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W2 S7E A =20t frt =5 CHI0|A E4 T = S5 C|HIO[A £ THAOf|

| A&

Ciet faot AT EZI0| 0jE ==X =telgtL|Ct, StorageGRID7f
'/etc/StorageGrid/nodes/node-name.conf AN A EZE IHES HOH Fe2tE =5
ClHO|A @F 7 HA|EL|CE.

O HE 1} LR|StE QLRI & dSt= B2

"node_node-name_...0f CH3t 14 I /etc/StorageGrid/nodes/node-name.conf &2l & "error:_node-name_:
block device purpose=path-name""'node-name:_path-name_not exist.

Z, 'letc/StorageGrid/nodes/node-name.conf = Linux It A|AEIO|A X|™HEl HZ O|E0| AFESIEE node-
name_Of| AL2E|= E5 C|HIO|A S DHESHX|TH sl ?[X|0fl R&ESt E5 C|HIO|A E4 MY £ E5 ClHlO|A E4

— =T
oploj| CHSt AT EZIT VL QIS OIEIIEH-I Ct.
O| CHAIZE AZYH=X| SQISHL|CE M Linux SAEE H|ZSHL|CH Q2] SAENM AFREl Z{i1t SUsH A3 C|HI0|A
O|E2 R E 5 C[HIo|A0| ALE-ILICE.
ClHfO|A E4 DU S S76HHLE CHA| M *%* T ol 42 HES 3V U AREEX| HFEO M =25
aetstn = M ol MEsHo] A 22 ClHI0|A E4 MU S 712|7| =2 block_device purpose

Linux 2% HA K| X0l "AS2|X| 27 AR M0 = HO|A HEst 37|ot AS2|X| HEES HolsHAIL.
22 Clotol2 THE B Ho| "SAE ARalX| 7HO| Y ARIE AESHIAL.

20|} et SAE0|K 212 BF Clufo|2} & Usisly| 20| 'BLOCK DEVICE "2 Azttt
74 Thel 12:0] o A B3 A=K Clufo|AE HIZHO St 32 27} B9 BAE A=s|

() =oues Cjio] 2ol EHo| Sf5/=x ZoIBHIND. 29 AS2IXIE AR F0|2 M BEE
W3 A2 M 22 Cleo|2e| EoH0| SHIELICE BHASIK| 22 29 M 28 AE2I| CIHj0|A
=4 mlo ofeh Cfe B2 AyELct,

ocoo= 2od

F9:

M 28 2E2|X| CHIO| A0 CHEHAZE CHE BE S MABLICH 28 2AE2|X|of| 57 2 =20 oigt fat
HIO|E|7} Al ZotE[0f QAT 2= C|HFo| A9 5 CIO[E{ 7t £4&|22 0] HH S HABHX| DAL,

sudo dd if=/dev/zero of=/dev/mapper/my-block-device-name bs=1G count=1
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Ubuntu EE= Debian2 AX|ghL|CH
StorageGRID SAE MH|AE A|ZFRfLICE

StorageGRID =EE A&t SAEES THEESE = CIA| A|Z5t2{H StorageGRID A E
MH|AE A5 A|Zfs{OF 2L |Ct.

1. 2 SAEO|M CH BYS MYBILICH

sudo systemctl enable storagegrid
sudo systemctl start storagegrid

3. O|F0|l StorageGRID SAE AHIAS M U AIBSH ZR(EE MHIATH S48 U ASHE| QAR 2HI6HT) 2k
A9) Tt e M,

sudo systemctl reload-or-restart storagegrid

StorageGRID =7} J2|E0f| HAMOZ CHA| EIISHK| @ED 57 7Hs O 2 HA|EX| Ee
SME ALY £+ JASLICH LEE S ZEE 2N Mete £ JASL|CH

LEE 57 HEZ MESEH CIES LT

'SUDO StorageGRID node force-recovery_node-name_'

O] HHS Adsty| Hof| =9 HEQIS 7140| SHIEX| 2RIt A 2. HRE HESR A QIEH0[A
OHZO[LE R E D8] EYT IP F4 EE HO|ERI0|Z I8 I2| S0l Tl HZEIT] ke 4
USLICE
@ 'StorageGRID node force-recovery_node-name_' BHHE 2t = node-name Ol CHH F=7t
g3 tHAIE EsHof gfLICt.
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St CIO|E{ 7t ZHE|X| 942 =5 C[HIO|AE
olofgfLct.
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2. 7=

NetApp~ StorageGRID" Appliance Installer

Home Configure Networking - Configure Hardware - Maonitor Installation Advanced -
Home
This Node
MNode type Gateway j
Mode name MetApp-SGA

B Cco

Primary Admin Node connection

Enable Admin

Mode discovery Uncheck to manually enter

the Primary Admin Node [P

Connection state Admin Mode discovery (s in
progress

Installation

Current state Unable to start installation.
The Admin Node connection

is not ready.

e

2| LEE 2XI5tH:

. O] LE MIMO|* L= Q% * 0f|A * 7|2 &2|Xt * & MEHSIL|CT,
. Node Name * ZE0| 57 2 50| AFEE 0|E

- AX| MMM BTl HEHOl| LIEE AT E0] HTS =elgtLCt
X ZH| 7 A2 E 2TESY0| HTO0| SHIE B = A ELICH 2 X T

. CIE HHO ATEQNE HZEst2{™H * 13 * HI'x0lA * StorageGRID 2AZEQ|0| ZE * &
MEHSHL|CY,

StorageGRID 2ZE||0{ Y= E H|O[X|7} LIEFELICE.
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NetApp® StorageGRID® Appliance Installer Help ~

Home Configure Networking ~ Canfigure Hardware « Monitor Installation Advanced «

Upload StorageGRID Software

If this node is the primary Admin Mode of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the
version of the software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by
uploading the installation package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains
the software from the grid's primary Admin Node during installation.

Current StorageGRID Installation Software
Version None

Package Name None

Upload StorageGRID Installation Software

Package
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Monitor Installation

1. Configure storage Complete
2. Install OS Running
Step Progress Status

Obtain installer binaries

Configure installer

st 05 I tater VM running

3. Install StorageGRID Pending

4. Finalize installation Pending
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Home Configure Networking «

Monitor Installation

1. Configure storage

Install 0OS

o
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Install StorageGRID

4. Finalize installation
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Configure Hardware «

[IN3G]

[IN3G]
[INSG]
[INSG]

[IN3G]

[IN3G]

[IN3G]
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[INSG]
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[IN3G]
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[INSG]
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Monitor Installation Advanced -

Complete
Complete
Running
Pending

NOTICE: seeding ~svar~local with c

Fixing permissions
Enabling syslog
Stopping system logging: =syslog-n

Starting system logging: syslog-n

Beginning negotiation for downloa

Please approve this node on the A
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NetApp® StorageGRID® Appliance Installer Help ~

Home Configure Networking Configure Hardware Monitor Installation Advanced -

Monitor Installation
1. Configure storage Complete

2. Install OS Complete

3. Install StorageGRID Complete

4. Finalize installation Complate

5. Load StorageGRID Installer Running

Step Progress Status
Starting StorageGRID Installer M Do not refresh. You will be redirected when the installer is ready
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Contact technical support (TS)

= TS5 reviewsyour business objectives

* TS collects details about the extent
of the faillure

* TS develops a recovery plan

v

TS recovers failed primary
Admin Node

(if present)

) Caution: Donot us= the
TS recovers failed Storage Nodes recavery procedures designed
* Replace failed Storage Mode hardware
+ Restore object metadata .
+ Restore object data Data loss will occur.

v

TS recovers other failed nodes

for asingle failed Storage Node.
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Prepare for

decommissioning

* Review considerations

* Gather required materials

* Ensure no other maintenance
proceduresare in progressor
plnned

* Ensure nao EC repair jobs are

running
v

Navigate to the
Decommission page

v

Select
Decommission Node

Is
decommissioning
possible for the
node?

Resolve the issue

Yes 0K to No
decommission while

disconnected?

Is the node
connected?

Can you recover

the node? Contact technical support

Yes (data loss might occur)

Decommission the
disconnected node

v

Monitor data repair jobs
(Storage Nodes only)

Recover the node

———p| Decommission the node |(d——

Ensure drives are
P ‘_

wiped clean
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Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.
Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to
learn how to proceed.
Grid Nodes
Q
Name v Site 5y Type It HasADC 1T Health Decommission Possible
Mo, pri Admin Node d
DCL-ADM1 Data Center 1 Admin Node ~ o oy primary min Node decommissioning 1s
not supported.
AR BTt AR e R 0 Mo, Archive Nodes decommissioning is not
supported,
[ ociet Data Center 1 API Gateway Node - (]
; Mo, site Data Center 1 requires a minimum of 3
0C1-51 Data Center 1 Storage Node Yes (] Shrien N it A <ot
Mo, site Data Center 1 requires a minimum of 3
DC1-52 Data Center 1 St Nod i i .
ek ol PEMBRIOCE = o Storage Modes with ADC services.
2 Mo, site Data Center 1 requires a minimum of 3
DC1-53 Data Center 1 Storage Node Yes (/] Storage Nodes with ADC services.
D DC1-54 Data Center 1 Storage Node Mo 0
[ oco-aom: Data Center 2 Admin Node - (]
2 Mo, site Data Center 2 requires a minimum of 3
DC2-51 Data Center 2 Storage Node Yes (] Storage Nodes with ADC services.
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Decommission Nodes

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

A\ A grid node is disconnected (has a blue or gray health icon). Try to bring it back online or recover it. Data loss might occur if you decommission a node
that is disconnected.

See the Recovery and Maintenance Guide for details. Contact Support if you cannot recover a node and do not want to decommission it.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to
learn how to proceed.

Grid Nodes
Search Q
Name WV Site 1T Type It Has ADCIT Health Decommission Possible
DC1-ADM1 | Data Center 1 Admin Node - Mo, primary Admin Node decommissioning is not supported.
DC1-ADM2  Data Center 1 Admin Node - Mo, at least one grid node is disconnected.
DC1-G1 Data Center 1 APl Gateway Node - Mo, at least one grid node is disconnected.
DCc1-51 Data Center 1 Storage Mode Yes Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC semvices.
DC1-52 Data Center 1 Storage Mode Yes Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC semvices.
DC1-533 Data Center 1 Storage Mode Yes Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC semvices.
[~ DC1-34 Data Center 1 | Storage Mode Mo @
Passphrase
Provisioning
Passphrase
2| LS H7|5H7| Hof| Ch2 AFgoll RelSHYAIL.
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A Warning

The selected nodes are disconnected (health is Unknown or Administratively Down). If you

continue and the node has the only copy of an object, the object will be lost when the node is
remaoved.

The following grid nodes have been selected for decommissioning and will be permanently removed
from the StorageGRID Webscale system.

DC1-54

Do you want to continue?

oo o

5. LE ZES HESH *OK* & 2=IPLICH

M| SHH| =RE7F AEE[D 2t L E0f Chet T
7| X7t ddELICt.
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L]

Decommission Nodes

@ A new Recovery Package has been generated as a result of the configuration change. Go to the Recovery Package page to download it.

The progress for each node is displayed while the decommission procedure is running. When all tasks are complete, the node selection list is redisplayed.

4 Q
Name ¥ Type T Progress 11 Stage u
DC1-54 Storage Node Prepare Task
6. Ml S 7 |X|E AMEL & QA E[H YIS S2GHHLE * X2 * > * A AR * > * 531 17| X| * & MEHSI0]
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Decommission Nodes

The previous decommission procedure complated successfully.

€ Repair jobs for replicated and erasure-coded data have been started. These jobs restore object data that might have been on any disconnected Storage
Modes. To monitor the progress of these jobs and restart them as needed, see the Decommissioning sechion of the Recovery and Maintenance Guide.

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to
learn how to proceed.

Grid Nodes

Name v Site It Type It Has ADC 1T Health Decommission Possible

DC1-ADML Data Center 1 Admin Node - (] :;E‘:g]:;:ifmm Bstencsommisdonbngts

DC1-ARC1 Data Center 1 Archive Node - 0 :ﬁ;:;:;;e Nodes decammissisningisnot
[0 bae DataCenter 1 API Gateway Nade - (]

DC1-51 Data Center 1 Storage Node Yes Q ';ltc;;i;z i?)lgecs?ittiﬁl\gzqslgrf;i:;m i

DC1-52 Data Center 1 Storage Node Yes 0 :lti'fjtgz i‘:;;?;:igzq;i:‘i:;i nirmlisn of3

DC1-53 Data Center 1 Storage Node Yes 0 2;;:;; Ei?;?it&rigiq;i:;i:;m iy GF3
D DC1-54 Data Center 1 Storage Node No Q
D DCZ-ADML Data Center 2 Admin Node = o

DC2-51 Data Cantiard Storage Node Ves 0 Mo, site Data Center 2 requires a minimum of 3

Storage Nodes with ADC services,
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The following grid nodes have been selected for decommissioning and will be permanently removed
from the StorageGRID Webscale system.

DCA-535

Do you want to continue?
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Decommission Nodes

@ A new Recovery Package has been generated as a result of the configuration change. Go to the Recovery Package page to download it

The progress for each node is displayed while the decommission procedure is running. When all tasks are complete, the node selection list is redisplayed

Search
Name ¥ Type
DC1-55

1 Progress
Storage Node |

1T stage
Prepare Task
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Decommission Nodes

The previous decommission procedure completed successfully.

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to
learn how to proceed.

Grid Nodes
X Q
Name v Site It Type It HasADC 1T Health Decommission Possible
DC1-ADM1 biata Ganterd Adrmin Node B o Mo, primary Admin Node decommissioning is
not supported.
DC1-ARCL Data Center 1 Archive Node - Q E&Q;T;‘;e Hodes decorfimissioning s not
[l oaer Data Center 1 APl Gateway Node - (V]
Mo, site Data Center 1 requires a minimum of 3
DC1-51 Data Center 1 Storage Node Yes (] St Nk with A S vices
Mo, site Data Center 1 requires a minimum of 3
DC1-52 Data Center 1 Storage Nod ki . i
e Ry eas = Q Storage Nodes with ADC services.
Mo, site Data Center 1 requires a minimum of 3
DC1-83 Data Center 1 Storage Node Yes 0 Sicriage Nodlss st ADG s6rices,
D DC1-54 Data Center 1 Storage Node No Q
[] ocz-apmz Data Center 2 Admin Node - (/]
Mo, site Data Center 2 requires a minimum of 3
DC2-51 Data Center 2 Storage Node Yes Q Storage Nodes with ADC services.
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Decommission Nodes

€ A new Recovery Package has been generated as a result of the configuration change. Go to the Recovery Package page to download it.

€ Decommissioning procedure has been paused. Click ‘Resume’ to resume the procedure.

The progress for each node is displayed while the decommission procedure is running. When all tasks are complete, the node selection list is redisplayed.
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Review considerations

v

Gather required materials

v

Select Decommission Site

Is
Decommission
Possible?

Select the site

v

Review the site and
update ILM

Is Start
Decommission
enabled?

Perform the site
decommission

v

Ensure drives are
wiped clean

AOIE M|AH 12 Aret

Canyou resolve
the issue?

You cannot remove
the site. Contact Support.
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Decommission Site

o 2 3 4 5 6

Select Site View Details Revise ILM Remove ILM Resolve Node Maonitor
Policy References Conflicts Decommission

When you decommission a site, all nodes at the site and the site itself are permanently removed from the StorageGRID system.

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then, select Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state

You might not be able to remove certain sites. For example, you cannot decommission the site that contains the primary Admin Node

or a site that contains an Archive Node.

Sites
Site Name Used Storage Capacity @ Decommission Possible
Raleigh 3.93 MB
Sunnyvale 3.97 MB
Vancouver 3.90 MB Mo. This site contains the primary Admin Mode.
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Decommission Site

@—o 3 4 5 6

Select Site View Details Revisz ILM Remove ILM Resolve Node Maonitor
Paolicy References Conflicts Decommission

Data Center 2 Details

A\ This site includes a Gateway Mode. If clients are currently connecting to this node, you must configure an equivalent node at
another site. Be sure clients can connect to the replacement node before starting the decommission procedure.

A\ This site contains a mixture of connected and disconnected nodes. Before you can remove this site, you must bring all offline
{(blue or gray) nodes back online. Contact technical support if you need assistance.
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Decommission Site

o 0

Select Site View Details Revize ILM

Raleigh Details

Number of Nodes: 3

Policy

Used Space: 3.93 MB

Node Name

RAL-51-101-198
RAL-52-101-157
RAL-53-101-198

Details for Other Sites

Node Type

Storage Node
Storage Node
Storage Node

Total Free Space for Other Sites:  950.76 GB
Total Capacity for Other Sites: 950.77 GB

Site Name
Sunnyvale
Vancouver

Total

Free Space @
47538 GB
47538 GB
950.76 GB
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Remove ILM Resolve Node

6

Monitor

Referencas Caonflicts Decommission

Free Space: 47538 GB
Site Capacity: 47538 GB

Connnection State

Details

1.30 MB used space
1.30 MB used space
1.34 MB used space

Used Space @ Site Capacity &
397 MB 47538 GB
390 MB 47538 GB
7.87T MB 950.77 GB
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Details for Other Sites

Total Free Space for Other Sites: 95076 GB
Total Capacity for Other Sites: 950.77 GB

Site Name Free Space © Used Space & Site Capacity @
Sunnyvale 47538 GB 3.97 MB 47538 GB
Vancouver 475.35 GB 3.90 MB 47538 GB
Total 950.76 GB 7.87 MB 950.77 GB
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Decommission Site
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Select Site View etai!s Revise ILM Remaove ILM Resolve Node Maonitor
Policy References Caonflicts Decommission

If your current ILM policy refers to the site, you must activate a naw policy before you can go to the next step.
The new ILM palicy:

« Cannot use a storage pool that refers to the site

s Cannot use an Erasure Coding profile that refers to the site

« Cannot use the default All Storage Nodes storage pool or the dafault All Sites site.
« Cannot use the Make 2 Copies rule.

» Must be designed to fully protect all object data after one site is removed.

Contact technical support if you need assistance in designing the new policy.

If you are performing a connected site decommission, StorageGRID will begin to remove object data from the site as soon as you
activate the naw ILM policy. Moving or deleting all object copies might take weeks, but you can safely start a site decommission
while object data still exists at the site.

Rules Referring to Raleigh in the Active ILM Policy

The table lists the ILM rules in the active ILM policy that refer fo the site.

« Ifno ILM rules are listed, the active ILM policy does not refer to the site. Selact Next to go to Step 4 (Remove ILM
Refersnces).
« Ifone or mara LM rules are listed, you must create and activate a new policy that does not use these rules.

Active Policy Name: Data Protection for Three Sites (3

@ The active ILM policy refers to Raleigh. Bsfore you can remove this sile, you must propose and activate a new policy.

Name EC Profiles Storage Pools

3 copies for 53 tenant - Raleigh storage pool
2 copy 2 sites for smaller objects - Raleigh storage pool
EC for larger chjects three site EC profile All 3 Sites

2. LIEEl FXl0| glo™ * S * 2 MEHSIO] 4CHAIZ O|SEILICHILM & X X[ A).
ATHA|: ILM EFE H®|A
3. StLt O| A9 ILM T#Al0] HOf| LIEE|0] Q= B * &M M 0|2 * Foj| Qs 23 E MENhL|CE,

ILM B2 HO|X|7} A E2tX] Riof| LIEFELICE O] ®iS AFESHY ILME YHIO|ESHHA| 2. AH|A BliF| AO|E
H|O|X|= 7|Et ol A& 22 ASFLIC

a ot FR*ILM* > ARE|X| E ¢ S MEHSI0] ALO|EE HZSHK| fh= otLt O] &el AEE|X| 2
)\HJ\-I'6+|__| |:|._

ocood

(D xuizt ge B 43 57| 22| AIBsI0 HHE Balsts XA ATSHAIR,

156



L|C}.

k

=

e
o

tX| ¢b= AER[X| 25 MEHHO}

)

}

[}

x
MH Y Z2OUM * BE AREX| 2= * AE2|X| 22 AFESHK| OHYA|L.

=
E=S

AtO|

®

)ofl CHaH o Lt

.I

KO0
<+

=

KO

4 Xl

Al(ILM

157

AE2X 22

_ *

= 25 A2 M A&
*REAEZX|

i}
=

.
o
—_

FLICE. O]

=

L|Ct.
EZ|X| B £ AN 2 I2

F

=

.
[<)

A

M FEOIN * BE AERIX| C * AER|X| B2 A OHYAIL.

* MH|A SHE| AFO|E T|O|X|Q] BTHA|(ILM FX =)o CH3H Lt

®

a. M ZHof|lM ol2gt &
b. HiX| X|& S HHI0|E



158

Select Rules for Policy

Select Default Rule

This list shows the rules that do not use any
objects that do not match another rule in the
Rule Name

2 copies at Sunnyvale and Vancouver
2 copy 2 sites for smaller objects (5
Make 2 Copies (§

Select Other Rules

filters. Select one rule to be the default rule for the policy. The default rule applies to any
policy and is always evaluated last The default rule should retain objects forevar.

for smaller objects (5

The other rules in a policy are evaluated before the default rule and must use at least one filter. Each rule in this list uses at least one

filter (tenant account, bucket name, or an advanced filter, such as object size).

Rule Name

3 copies for S3 tenant (&

EC for larger objects (§
¥l 1-site EC for larger objects (3
Wl 2 copies for S3 tenant (3

Tenant Account

53 (61659555232085395385)

53 (61659555232085395385)
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Rules Referring to Raleigh in the Active ILM Policy

The table lists the ILM rules in the active LM policy that refer o the site.
» Ifno ILM rules are listed, the active ILM policy does not refer to the site. Select Next to go to Step 4 (Remove ILM References)

« [f one or more ILM rules are listed, you must create and aclivate a new policy that does not use these rules

Active Policy Name: Data Pratection for Two Sites 8

No ILM rules in the active ILM pelicy refer to Raleigh.
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Decommission Site

O—9© 0 0 -

Select Site Vigw Details Revise ILM Remove ILM Resolve Node Manitor
Paolicy References Conflicts Decommission

Before you can decommission a site, you must ensure that no proposed ILM policy exists and that no ILM rules refer to the site, even if
those rules are not currently used in an ILM policy.

Proposed policy exists A~

You must delete the proposed policy before you can start the site decommission procedure.

Palicy name: Data Protection for Two Sites (v2) (§ Delete Proposed Policy

4 ILM rules refer to Raleigh R
1 Erasure Coding profile will be deactivated v
3 storage pools will be deleted v

Previous
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Decommission Site
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Select Site View Details Revise ILM Remove ILM Resalve Mode Maonitor
Falicy References Caonflicts Decommission

Before you can decommission a site, you must ensure that no proposed ILM policy exists and that no ILM rules refer to the site,
even if those rules are not currently used in an ILM paolicy.

Mo proposed policy exisis

4 |LM rules refer to [aia Center 3 -
This table lists the unused ILM rules that still refer to the site. For each rule listed. you must do one of the following:
« Edit the rule to remove the Erasure Coding profife or storage pool from the placement instructions.
« Delete the rule.
Go to the ILM Rules page (&
Name EC Profiles Storage Pools Delete
lMake 2 Coples — All Storage Modes m
3 copies for 53 tenant — Raleigh storage pool m
2 copies 2 sites for smaller objects — Raleigh storage pool m
EC larger objects three site EC profile All 3 Sites m
1 Erasure Coding profile will be deactivated v
w

3 storage pools will be deleted
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Decommission Site
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Selec_t-SFte View .Details Reuir:e ILM Remove ILM Resolve Node Monitor
Policy References Conflicts Decommission

Before you can decommission a site, you must ensure that no proposed ILM policy exists and that no ILM rules refer to the site, even if
those rules are not currently used in an ILM policy.

MNo proposed policy exists
Na LM rules refer 1o Raleigh
1 Erasure Coding profile will be deactivated v

3 storage pools will be deleted v
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Decommission Site

O—0 0 0 0 -

Select Site View Details Revise ILM Remove ILM Resolve Monitor
Paolicy References Node Decommission
Conflicts

Before you can decommission the site, you must ensure the following:

« All nodes in your StorageGRID system are connected.
Note: If you are performing a disconnectad site decommission, all nodes at the site you are removing must be disconnected

« Mo node at the selected site belongs to a high availability (HA) group.

If a node is listed in either table, you must correct the issue before you can continue.

1 disconnected node in the grid Fs

The following nodes have a Connection State of Unknown (blue) or Administratively Down {gray}. You must bring these
disconnected nodes back enline.

For help bringing nodes back online, see the instructions for montoring and troubleshooting StorageGRID and the recovery and
maintenancs instructions.

Node Name Connection State Site Type
i
DC1-83-99-193 05 Administratively Down Data Center 1 Storage Node
1 node in the selected site belangs to an HA group v
Passphrase

Provisioning Passphrase @

2. O] HEHO| B0{T FR CHAl 22tel deljZ TgtetL|Ct

0

StorageGRID 2! J2|E == Fxjofl et BLIE{R! o 2R 42 X|AS AESHAIR. T20| WY AL 7|2
Rl 20l 2O/5HIAIL.
3. GIZE|X| Qb2 BE LTIt ChA| 2atel Mef7t 5|8 5T HA I8 MN(C 55 812)2 ZESHIAIL.
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Decommission Site

O—0 0 0 0 -

Select Site Vigw Details Revise ILM Remove ILM Resolve Monitor
Paolicy References Node Decommission
Conflicts

Before you can decommission the site, you must ensure the following:

* All nodes in your StorageGRID system are connected
Note: If you are performing a disconnected site decommission, all nodes at the site you are removing must be disconnscted.

* Mo node at the selected site belongs to a high availability (HA) group.

If a node is listed in either table, you must correct the issue before you can continue.

All grid nodes are connected
1 node in the selected site belongs to an HA group A

The following nodes in the selected site belong to a high availability (HA) group. You must either edit the HA group to remove
the node's interface or remove the entira HA group

Go to HA Groups page. (8

For information about HA groups, see the instructions for administaring StorageGRID

HA Group Name Node Name Node Type
HA group DC1-GW1-99-190 APl Gateway Node
Passphrase

Provisioning Passphrass @

Previous

o L E QIE{I|O|AE H|ARLICE.
A H|EILICE StorageGRID 2| XA S &ZotMAI2.

o

=
BE LEJ AR QD MEHSE ALO|EL| L ETJF HA O E|M AFEE|X| @t= 2 * Provisioning Passphrase
* HEJL gdetE Lt

S. IZH|NE Y= E UHeLCL

MH[2 SHH| AlEF* HEO| E-detE LIt
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Decommission Site

O—0 0 0 0 -

Select Site View Details Revise ILM Remove ILM Resolve Monitor
Policy References Node Decommission
Conflicts

Before you can decommission the site, you must ensure the following:

« All nodes in your StorageGRID system are connected.
Note: [f you are performing a disconnected site decommission, all nodes at the site you are removing must be offline.

« Mo node at the selected site belongs to a high availability {HA) group.

If a node is listed in either table, you must correct the issue before you can continue.

All grid nodes are connected

No nodes in the selected site belong to an HA group

Passphrase

Provisioning Passphrase @

........
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A Warning

The following site and its nodes have been selected for decommissioning and will be
permanently removed from the StorageGRID system:

Data Center 3
« DC3-57
= OC3-52
« DC3-53

When StorageGRID removes a site, it temporarily uses strong-site consistency to prevent obhject
metadata from heing written to the site being removed. Client write and delete operations can fail
if multiple nodes become unavailable at the remaining sites.

This procedure might take days. weeks, or even months to complete. Select Maintenance =
Decommission to monitor the decommission progress.

Do you want to continua?

B

~
ox

DS HEFLICH AIBE FH|7L 52008 * OK * & MeigiLic

M J2|= 2Mo| MME of HIA|X| 7} LIEFELICE O] Z2MAE AL BXIE J2|E =9 &} 0 w2t Ch
AlZtol 28 &+ AL,

Passphrase

Provisioning Passphrase @ | sseeeee

€ Generating grid configuration. This may take some time depending on the type and the number of decommissioned arid nodes,

Previous

£'%
B 2

M 2= 90| HEEH 6THA|(MB| A oiF| ZL|E{Z)7F LEEFE LT

() w7t 2= U7tR * Previous * (OIF *) HEO| B2 gstelLCt
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ted HeE
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StorageGRIDO| A HZ0| F71 ALO|EE H|HSHH CtZ = M2 =7t MAEL|C

1. AIO|Eg0] ==
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CHA|
1. M 27 I7|XI7H 445l SA TIYS CHRREBLIC,
Decommission Site
o
Seleét- Site View Ei-etails Revise ILM Remn.;.'.e ILM Resolve Made Monitor
Palicy References Conflicts Decommission

€ A new Recovery Package has been generated as a result of the configuration change. Go fo the Recovery Package page to
download il

i

@ MH[A SR 2 S0l 27 2 F2 D228 57 = AR Jtsth o B 57

I{7|X|E CIR2EESHIA|L.

a. HAIX|Of| A 2 E HWESEALE * RR|E4* > * A|L- > * 53 T4F|X]| < & MEELCE
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Decommission Site Progress

is,
-

<y

Decommission Nodes in Site in Progress =,

Data Movement from Raleigh

1 hour 1 day 1 wesk 1 manth Custom

Storage Used - Object Data @
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K| X[ oA 2YSEX| 2 O SOHOF g H0|E{Q| Fof| it CHE THAIZ 2tz & W7tX| HE = R FE 7|Tor g =
UAELICH A 2 CIOIHE 22[sta ILME MMBII5H7| I8 371 AlZHo] EeL|ot.

Node Progress

€ Depanding on the number of objects stored, Storage Modes might take significantly longer to decommission. Extra time is
needed to manage erasure coded data and re-evaluate |LM

The progress for sach node is displayed while the decommission procedure is running. If you need to perform another
maintenance procedure. select Pause to suspend the decommission (only allowed during certain stages).

Search Q
Name ¥ Type 1T Progress 11 stage ih|

Decommissioning Replicated and Erasure
RAL-51-101-196 Storage Node [ D

RAL-G3-101.197 Sinrage Node - Decommissioning Replicated and Erasure
" Coded Data

o Decommissioning Replicated and Erasure
RAL-53-101-198 Storage Node [0 St B
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et=

HI

4. BE BTt 2tE HAO =S 2 LIHX| AFO|E MH|A S{R| 20| 2tz & w7bX| Z|CHL|CE

° Cassandra * 23 tHA| &, StorageGRIDS A 12|=0f| Hot Q= Cassandra 22 AEE $HEHLICEH
J2|=0f ot (s AERX| E =0 [t2t o|2{et Z+10fl= HE o|&to] HE &+ JUSLICL.

=22 T M-

Decommission Site Progress

Decommission Nodes in Site Completed

Al

Repair Cassandra In Progress = =

StorageGRID is repairing the remaining Cassandra clusters after removing the site. This might take several days or maore,
depending on how many Storage Nodes remain in your grd.

Overall Progress 0%

Deactivate EC Profiles & Delete Storage Pools Pending

Remove Configurations Pending

ot A AE2|X| Z AH - THAOM TS ILMO| HFELICY.
E AW 2Y Z2E2 H[ZYetEL

2
£ 2= 2E2|X| 0| AHELCE

@ AMAER7|E 2E 2EEX| L E AEE[X| EX 2E AMO|E AIO|EE ALESIEZ
HMAE LIt

° OIX[HO 2 * 4 MAH * HAOM AOIE S o L= =of Tt LIHA| &= 22|29 LIHX| 220 A
HMAHAELICE.

Decommission Site Progress

Decommission Nodes in Site

Completed
Repair Cassandra Completed
Deactivate EC Prefiles & Delete Storage Pools Completed

; e
Remaeve Configurations In Progress 2, &

StorageGRID is removing the site and node configurations from the rest of the grid
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Decommission Site

o 2 3 4 5 6

Select Site View Details Revise ILM Remove [LM Resolve Node Monitar
Palicy References Caonflicts Decommission

The previous decommission procedure completed successiully at 2021-01-12 14:26:32 MST

When you decommission a site, all nodes at the site and the site itself are permanently removed from the StorageGRID system.

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then. select Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state.

You might not be able to remove certain sites. For example, you cannot decommission the site that contains the primary Admin Node
or a site that contains an Archive Node.

Sites
Site Name Used Storage Capacity @ Decommission Possible
Sunnyvale 479 MB
Vancouver 4.90 MB Mo. This site contains the primary Admin Mode.
¥S OHl =

MOIE MH|A Bl{H| ZAE 220t £ OFZ HYS A=YLICL
* SHAIE AOIEM| s BE AEE|X| =0 E2t0| 27} MHISHA| X[9{R =X 2l etL|C. &8 HI0E AH| =7
L= MH|AE AIE3H0 E2I0|E0|M HO0IHE SFH o= QHTSHA MARILIC.

* AIO|E0]| oLt O|AtQ| 2t2| L EJF IEHE|] T StorageGRID A|AEI0| SSO(Single Sign-On)7t M HE[0] =
Z <2 AD FS(Active Directory Federation Services)M|A] AtO|EO|| Cist ZE AME[E 2 = M| ERAEE
MLk,
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* U MEUIO HERS F4(CIDR &7|'#)7t A0{0F LCt.
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1. X *>*HERI *>*J2[E HESI * £ MefgtL|Ct.
Grid Network
Configure the subnets that are used on the Grid Network. These entries typically include the subnets for the Grid Metwork (eth0) for each
site in your StorageGRID system as well as any subnets for NTP, DNS, LDAP, or other external servers accessed through the Grid
Network gateway.
Subnets
Subnet 1 10.96.104.0/22 ==
Passphrase
Provisioning
Passphrase
2. NEY Z20|M H5t7| 7|= 5 22/510{ CIDR E7|'HOE M MEUlS F7tetL|ct

0|2 S0 10.96.104.0/22 £ 2AgtLC},
3. ZRHIXd Y2 Y2SID * Save * S S2YBILICE

N
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ot MEUI2 StorageGRID A|AHI0| CH3 XIS 2 T ELICE

4. Grid Managerdll Al Ml 27 47| XIS Cte@=gtLct,
a. QX|EA *>* A *>* 22 I7|X| * S MLt

b. ZZH|Xd =S A=PfLICt

IP =45 LIt

IPHE =75 A0 12| = 20| Chist IP £48 78510 HESR D FdE S +

HE & HASt2{™ Change IP(IP #HE) =& AFEdl{OF gILICL EX
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7|2 Ot LIEFELICE,

Welcome to the StorageGRID IP Change Tool.
Selected nodes: all

SELECT NODES to edit

EDIT IP/mask, gateway and MTU

EDIT admin network subnet lists

EDIT grid network subnet list

SHOW changes

EHOW full configuration, with changes highlighted
WALIDATE changes

SAVE changes, s0 you can resume later
CLEAR 8ll chenges, to stert fresh
APPLY changes to the grid

Exit
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Welcome to the StorageGRID IP Change Tool

Selected nodes: all
SELECT MNODES to
EDIT IP/mask, gateway and MTU

EDIT admin network subnet lists

EDIT grid network subnet list

EHOW changes

SHOW full configuration, with changes high
VALIDATE changes

SAVE changes, s0 you can resume later
CLEAR 8ll chenges, to stert fresh

APPLY changes to the grid

Exit
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CAUTION: The Admin Network subnet list on the node might contain /32
subnets derived from automatically applied routes that are not
persistent. Host routes (/32 subnets) are applied automatically if
the IP addresses provided for external services such as NTP or DNS
are not reachable using default StorageGRID routing, but are
reachable using a different interface and gateway. Making and
applying changes to the subnet list will make all automatically
applied subnets persistent. If you do not want that to happen, delete
the unwanted subnets before applying changes. If you know that all
/32 subnets in the list were added intentionally, you can ignore this

caution.
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Generating new grid networking description file...
Running provisioning...
Updating grid network configuration on Name
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Welcome to the StorageGRID IP Change Tool.
Belected nodes: all

SELECT WODES to edit

EDIT IP/mask, gateway and MTU

EDIT admin network subnet lists

EDIT grid network subnet list

SHOW changes

SHOW full configuration, with changes highlighted
VALIDATE changes

SAVE changes, 80 you can resume later
CLEAR 81l chenges, to start fresh
APPLY changes to the grid

Exit
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Generating new grid networking description file.

Updating grid network configuration on Name
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Selected nodes: all

- R - R -
s mr ex mnoem mw

SELECT MODES to edit

EDIT IP/mask, gateway and MTU
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EDIT grid network subnet list

SHOW changes

EHOW full configuration, with changes highlighted
WALIDATE changes

SAVE changes, s0 you can resume later
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ip link show
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN mode
DEFAULT group default glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1400 gdisc mg state UP mode
DEFAULT group default glen 1000

link/ether 00:50:56:a0:4e:5b brd ff:ff:ff:ff:ff:ff
3: ethl: <BROADCAST,MULTICAST> mtu 1500 gdisc noop state DOWN mode DEFAULT
group default glen 1000

link/ether 00:50:56:a0:fa:ce brd ff:ff:ff:ff:ff:ff
4: eth2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1400 gdisc mg state UP mode
DEFAULT group default glen 1000

link/ether 00:50:56:a0:d6:87 brd ff:ff:ff:ff:ff:ff
5: ens256: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc mg master
ens256vrf state UP mode DEFAULT group default glen 1000

link/ether 00:50:56:a0:ea:88 brd ff:ff:ff:ff:ff:ff
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Tool to modify external name servers

available commands:

add search <domain>
add a specified domain to search list
e.g.> add search netapp.com

remove search <domain>
remove a specified domain from list
e.g.> remove search netapp.com

add nameserver <ip>
add a specified IP address to the name server list
e.g.> add nameserver 192.0.2.65

remove nameserver <ip>
remove a specified IP address from list
e.g.> remove nameserver 192.0.2.65

remove nameserver all

remove all nameservers from list

save write configuration to disk and quit
abort quit without saving changes
help display this help message

Current list of name servers:
192.0.2.64

Name servers inherited from global DNS configuration:
192.0.2.126
192.0.2.127

Current list of search entries:

netapp.com

Enter command [ add search <domain>|remove search <domain>|add
nameserver <ip>']

[ 'remove nameserver <ip>|remove nameserver
all|save|abort|help ]

'<nameserver ip_address>' HEQ|30| QI O|F MH|AE M35t= M| IPv4 FAE FItEHLICH
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EAL SEf7F HO|X| & EHof| EA|ELICH 71 YO|O|EZt 2tz W7kK| HO[X[7} Bl g-dSHE LT},

()  MNTP MHS NTE 2 22 NTP M7 A2 SlAS0| Umole! A T ohiAe. 7%
R g SA0f BOlBHHAIL.
He|E L EO| LIES|S AZES S LI

AOIE HE= O2|= FHA| 1P 4 HE D 242 EF d&0ME otLt 0| &2 L& OF0] LIHX]
O2| =0 AEEX] = & ASLICH

Grid Manager(* support*>* Tools*>* Grid topology*)tl A .. E7} 2[MO0|AHL}, A& F0| ot CHE AEE HEAlSH=

MH|A = 0k MH|ATF Q= mf2kM L Eo| AQ L E AZ|E stolsof shiC}.

(B ey

\|  Reports . Configuration |

Overview: SSM (abrian-g1) - Services

Updated: 2018-01-22 15:03:45 MST
o) ssM
e Services
E.ﬁ‘ Eventz Operating System Linux 4.9.0-3-amd64
119 Resources
o Timing Services
(-4 CLB
- d sbrian-s1 Senice Version Status. Threads Load Memory
- abrian-s2 ADE Exporter Service 11.1.0-20171214.1441.c29e218 Running B v Boonw Brsrvs 8
- abrian-s3 Connection Load Balancer (CLB) 11.1.0-20180120.0111,02137fe Running Baes Hoorw Hsosus &
Dynamic P Service 11.1.0-20180123.1919.deeeba7.abrian Not Running Bj @ 0 Bo0% BoB Es |
Nginx Senvice 1. 10.3-1+deblut Running Ho5 Hoow Haoume [

Node Exporter Service 0.13.0+ds-1+b2 Rurining BO9s5s Box Hassus B
Persistence Service 11.1.0-20180123 1919 deeeba7 abrian Running BHws BHoosdisw B@irime B
Server Manager 11.1.0-20171214 1441.c20228 Fsfiiing @4 BE216% Bierms B
Server Status Monitor (SSM)  11,1.0-20180120.0111,02137fe Running | B4y 61 TE0.288% F458MB
System Logging 38110 Running B3 Boons BH{szrve B
Time Synchronization 1:4.2 8p10+dfsg-3+debut Running B4z Hooorys BH4i54M8 B
Packages

storage-gnid-release Installed 11.1.0-20180123.1919 deseba’ abrian

2elE =BTt AS FR T3 22 20t Y + ASLIC

* O3] =01 He|El AR o] 23°2I8HHL} Grid ManagerOfl M| ASHK| 28 4~ UESLICt
=1

* o2} mEJ} H2|E FS B B2|xte| hARE0| BAIES AE2IX| AFSEY U ST 20| A1M Aef7t o
4 QUALICH WIEYS A 20| 253 8177} YElo|=ELCt,

A2 M E sHiZstAE AXo|l M A2 g 2t H2[E LEL 89| o LE(7]E BE| =EE S| gis MBS
XA

DELE)M BEE KY2(EIE HASYLICL 0| RE2|El[= EIH HXIO|M HE|EX| 2 LE9| IP FAE
M3t A2lE & Ex = E OF0| M| J2|=0] CHA| &SHES gLt
@ HIE2| 30| mDNS(multicast Domain Name System)E AFE5HX| R = MYt AL ZH2|=l 2}
TColM BEE REZEIE AAsHoF & 5 USLICH

1. LE

M

WA St AH2| HA|X|0]| CH3H 'var/local/log/dynip.log'S 2HQIBtL|C}.
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[2018-01-09T19:11:00.545] UpdateQueue - WARNING -- Possible isolation,
no contact with other nodes.

If this warning persists, manual action may be required.

VMware 2&2 A8 ¢ 42 LEE F2|E = UCh= HAIX|ZF EA[EL|CE.

Linux BHZ O M &H2| HA|X|= "/var/log/StorageGrid/node/<nodename>.log" Tt 0| LIEHIL|CE.
2. 2| HAIX[7t EHEE D B AL OHE HE s AATLIC

'add_node_ip.py <address>'

47| A "<address>"= J2|=0f| HEE A ==9| IP FAQILICE

# /usr/sbin/add node ip.py 10.224.4.210

Retrieving local host information

Validating remote node at address 10.224.4.210
Sending node IP hint for 10.224.4.210 to local node
Local node found on remote node. Update complete.

3. o|™of| Azl Z =0 cHsl| CHS S =olgLCt
° L EO] MH[ATE AR E|ASLICE.
° Dynamic IP Service2| 4El= 'toragegrid-status’ EHE ATt = 'Running' AE{7t EIC}

° Grid Topology(12|E EZ2X|) EE[0|AM =7t O 0|4 LIHX| 22| =0 M H& SHHlE A2 LIEHLEX]

od&LCt.
(D add_node_ip.py BHS HAHHE EX|7t HEEX| ™ sifAsHoF & CHE HEXZ EH7L JAS =
OIAL_||:|-'

= AE 2| 5! 0S40 =Xt
U2 2X| H4 K= StorageGRIDS| Linux = VMware H{ O 2F = $HE| 7Lt
StorageGRID £F M| CIE 714 240 ‘.’_pé*ﬂ'—ltf.
Linux: J2|S =CZ Al SAEZ 0po| 10| M
StorageGRID ==EZ 3t Linux g*EOHkI C}E Linux SAEZ 0to|13|o|Msto] J2|E9|
Jls Ee 7840 gES FX| ¥ SAE SX| Z2|(0f: OS IHX| ME Sl THRENE A

4 UL,

ot Linux SAE("AA SAE"0|A CHE Linux S AE("OA& S AE"Z StLt O|Ae| L EE O10|g[0]MehL|Ct.
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Bt S AE = 0|M0f| StorageGRIDE AHEE FH|7} £|0f QLO{OF RHL|LCE.

() olola#io]d XS EABES StorageGRID HIZE 23t 22009t O] HAE ALSE 4 YALICH

* IR 2AEE K= 2= B8 AEEX| 2B ArEEL
E

C
3 AEMHO|A= SAE ZHof| Y2tE 0| ES ZELICH

Ot

FX| OFAA|Q. 2 AE2|X| L E0f CHal

() EYIHHUSAENNARRIN LS ) ol Ny
M8 SAES ALZolH H2|E Fof Eujelo] MBELIC

| == = AO|ERO] B9 Z2 THE RY 55 ST SAE0 #EY = AFLICE Je{Lt 22 FE2
2| ==(0f: AlO|ESIO] = 27H)7f NE BR L2 3AEN ZE QAAHAES MX|SHX| O

XiMst 22 AFE S92 Linux & MK CHSE StorageGRID A X| X|&Q| "\ = 00| 13|0|M Q7 Atet'S
AFRSHAAIL.

i
r

e

M Linux SAEE BiZ$HL|C}

Red Hat Enterprise Linux EE= CentOSE A X|gtL|Ct

Ubuntu SE= Debiang M X[&fL|Ct

Linux: £2A SAEQM LEE LHEMHL|C}

O2|E L EE 25110 AA Linux TAEN|A LHEHLICE
AA Linux SAEO|M CHS BES AdgfL|Ct

1.4 Eol|M o A 0l 2= =E9| HEfE 7t SLICt.

sudo storagegrid node status all

0f

ol

A - MEf A3 el

DC1-ADM1 configured running’&L|Ct
'dC1-ARC1 A &'

dC1-GW10| &l Z'02 LHEJUSL|CH
'dC1-S1 configured running’ LI Ct

dC1-S2 configured running(dC1-S2 2{'d 714)

dC1-S30| & & &EfZ F Y= ASLICH
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2. 0r0|23|0| ¥l = L. 22| 0|2 &QIstu T =] Ml MEfVL A T2l 2 SXIHLC.

sudo storagegrid node stop DC1-S3

''t= DC1-S3'E MEHBIL|C}

= Z=E ?lol 2o 630%2t 7|Ct2]= SYLIC

3. AA SAENAN LEE LHEWHL|C}
sudo storagegrid node export DC1-S3

"L = DC1-S32 /dev/imapper/SGWs-dc1-s3-var-local £ L ELH7|E Ot &LICE.
"StorageGRID node import/dev/mapper/SGWs-dc1-s3-var-local'S Ar2gtL|Ct,
CiA| 7t 22 &l

4. W7 BEO| ol MAIE 7IM 27| HE g 7|56 SLCh

CHS THAIGIA Ef2l S AEO0|M O] HHS H™eLCH

Linux: CHA SAEOM LE 1M 27|

AASAEN M EEE HEYH Z EFZ Linux SAENA EEE ML REM2
AARSLICH HB0M LEI AA SAERL St E5 AEZ|X| W HER3 QIHHO|A
CIHFO|AE MM[AE 5= =X 2HolgtLC,

CHAF Linux SAEO|M CHS B S Alstsh|Ct.

1. EF S AEOM = EE 7EYSLIC
sudo storagegrid node import /dev/mapper/sgws-dcl-s3-var-local

/dev/imapper/SGWs-dc1-s3-var-localdi|A| .== DC1-S32| 74 27| Ot &L|ct
"StorageGRID node validate DC1-S3"S AlgHsf{of EhL|Ct

2. M SAEO|N =E BHS ASELIC
sudo storagegrid node validate DC1-S3

''=E DC1-S32| £ 22l F... Passed +()

''e = DC1-S30]| et 74 I /etc/StorageGrid/nodes/DC1-s3.conf &2l &... Passed +()
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3. TN AA QE I WMSH O] 30| MEl L EE AZSEY| Mol 0|2 SHASHIAIL.
HE Linux 2 M|X|2| StorageGRID AX| X|& S & ZESHIAIL.

24 X

—

I

=)

Red Hat Enterprise Linux EE= CentOSE A X|gtL|Ct

rH

Ubuntu == Debians & X|gtL|Ct
Linux: OtO| 20| MEl .. EE A|RFBIL|CE

Oro[ 20| ¥ El =Eo| Rads A5 = EH Linux 2AENM HHS HAstH LES
NESEHEIES

e
1. M SAEOIN =ES AIEBILIC

sudo storagegrid node start DC1-S3
Starting node DC1-S3

2. Grid ManagerOil A L= E9| MEfTI MO Z HA|S| 1 22H0| YAHEIX| gb=X] gholgt|Ct.

== MER7} S MIX| 2Hol5tE 0fo| 12| Ml S 7t P3| ChA| AIEHE| D 2| S0f Ch
() zolElLict. Mot S400] ofd 29 5 0]4e] vt Ml Mel7} EIX| $ES #7t =g
atol 22 o] Metx| THIAIR.

Grid Manager0fl HM[A% 4= gl= 32 102 B 7|ChEl = LS S ddeLct
'SUDO StorageGRID NODE STATUS *NODE-NAME *

Oro[22f|0| MEl L0 'AlH 9| A AE

o

__
N
3}
rr
al

fot
o
i
=
n

TSM O|S¥HE 2T OFFI0|E = || =

O}7}0|E o= TSM OIS90f HHE Soll 0| Lt S3APIZ S¢ff 22C
AT E 24T 2 YBLICH 24 Sojl= ofpto|E Eo| EIAS WA 4 giaLct

HEt =2 S AHSHE MHO| 2F7L LASHH MHE wAst e HHst 55 HXHE IELIL.
Bt XE ZXol| Zeto] AELICH

OFZt0|E L= E7t TSM(Tivoli Storage Manager)2 S0l 2 M|ASH= 0f7t0|E2 AE2|X| C|HO| A0 ZOoj7t U= B2
O7I0|E LEE 22010 Z F2tst0] StorageGRID A|AHI0| HA|Z|= 22t 5 HshetL|Ct 131 CF2 TSM AMH
= AEZ[X| ClHIO|AL| 22| E2 AFESIALE 8 E5FE A0 2X|E F7t2 ZITstn sAY = JASLICH
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Hah 7N @42 @Eatoloz Metsh|ct

TSM D[S0 MHE Archive NodeO| M AFEE &= @A E & A= TSM OIS/ MHE || 2t2|517| T0]| Target
74 48 QUEERICE TSI TSM 0[S0 MHE MEY == gl 2 B2 E2|AHEE €F +E FetelLC).

23t 2= 22| xtofl 2al6Hof LIt X E= & EEffA.

A
T X *>*Eqd*>*02E EZZX| * 5 MefgtL|Ct,

2. Archive Node * > * ARC * > * Target * > * Configuration * > * Main * 2 MEigtL|C},
3. Tivoli Storage Manager State2| 2} * Offline * 22 HZASI * Apply Changes * £ Z22/gtL|C}.

&

X #2[7t 2t==|H Tivoli Storage Manager State2| Zf2 * Online * 2= HZA3SI1 * Apply Changes * £
EEEES

Tivoli Storage Manager 22| £

dsmadmc E2 07102 = =0f| MX|E TSM OIS MEHe| 22| 2
UG 70 AM|AT 2~ USLICH ARC AH|A0| CHel A=l iz
2| 20| 2318kt

— -

SALICH AHe| HHZ0 dsmadmce
t St 22| ALEX} 0| St LS E AHESHH

dsmadmcOl|A| 2L} 17| £ HAOZ MEf MEE MMSt7| 2IsH tsmquery.rb ATZEE HSASLICE OtFH0|E
L E9o| HAZO| "/usr/local/arc/tsmquery.rb status"E 2ist0] 0| AJZEE MAHT £ AUSLICH

TSM 2| 2& dsmadmcil CHE XkA|SH LIE2  Tivoli Storage Manager for Linux: AdministratorNAC’s
Reference_E & ZXSHYA|2.

HHE GFHe = MEY + YUELICE

O7t0|H L= E7} TSM(Tivoli Storage Manager) AHOf|A K|S QEStD ZHMoj| AIistH OF7I0|E .t E= 10X
tHACE Q@FE MAITELICEH NIt SRHOR A8 E7Hstt ZR(Cl: ZiA| 7} HO| oA &4 E|QL7| IfE0]) TSM
API7} O|Z O}7I0|E L E0| EA|Z 2HHO| QIO O 2 01710|H L EJI QA E A& RHA|=EHL|CT.

| ZAsHH 20| EB[AHE| D Zh0| AL BItLICh ZEE He{H * X[ *>* ¢ *>* 12|E EEZX| *
EfSrL|Ct 32 CFS * Archive Node * > * ARC * > * Retrieve * > * Request Failures * £ ME{SIL|C},

HHE SFHLZ MEY = Gl= ER MAME MBS LS 2Atol| 2HE 2 Of70[2 EO| RHE £+352=
F|AsHoF BfLICH JHHIE FTHORE MBE 4 YE=X| 6FEE =elatL|Ct

HAE YNHOR AFSE 4 gl HROIT ZHA0| MIE 4 UALICE O] B 4 24 20| HTefof BhLict,

te ILM IS AFESIEE R0 IO ST SAIES MY
O EXtof| et N7t S X O Z StorageGRID A|AHIS
HE Kol CHEE HIEHH|O[H E MAHE & /U= 2elsiof

StorageGRID A|ARIO| THY QEHNE SALES MMS
= UQH NIt A0 S+ &L t
"He|"g 2 A=K, OFFH0|E =
[2 =3

HHE SFHZ MEY & AEX| RE HelgfL(ct
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N HAM|A HTHO| QLO{OF LT
* "passwords.txt" I} 0| RL0{0F BFL|C},

s 2| 29| P FAE OO} L,

=
o| o= HnE2 =T HSELICE o] BXt= ALY £ 2le 1Al E£= E|0|E ZEES YUANZ = U= ZE Fof
g AEsH= o anl Z|X| Q&LICE TSM ZH2|of] CHSH XtA|st LH 2 TSM Server AEME EZSHYA|L.
chHA
1. #e2|xt =0 2391

a. ssh admin@Admin_Node_IP' @2 0{E Ql2istct

b. "passwords.txt" IH0l| LIFE ASE AHBILICE
2. Ol710|E L EOf|M HME 2 gl= 2K AldE:

a. ZAF 23 ool ZetE ClAE2| 2 0| SEL|C: 'cd/var/local/audit/export'

gd ZAF 23 I 9| 0| F2 audit.logLICH SFF ot H, 2t El 'audit.log' THYO| ME R, MER

‘audit.log' I} O| A|ZFEILCY, XWEI ISl O|F2 ME AlIZ|E yyyy-mm-dd.txt HAIQ 2 LIEFHLICH StF
S0l e M2 XISt YAl (yyyy-mm-dd.ixt.gz)Q 2 MZEHEl mlo| F=E|1 0| 20| HAEIL|CE.

b. ztzd ZIAt 273 MU A E2HE JHHE AME + S S LIEt = HAIXIE AMELICE o|E E0, 'grep
ARCE audit.log | less-n'S ?:IE%*%.”—IEF

OFFI0|E = E0| M ZHK|E HAE £ gl= AR ARCE ZHAL HAX|(OF7H0] 2 ZiK| M Z=2)of| At I“'201I
Arun(O}710|2 O|SYUHE AR E £ ¢l8) = GERR(YYEF 2F)0| HA|E/L|CL ZtAt 29| 2 o &
CBID 498D8A1F681F05B301| LSt A1} ArunZ ARCE HIA|X|7t ZRE[QI2S HO| FL|CH

[AUDT: [CBID(UI64) : 0x498D8A1F681F05B3] [VLID(UI64) :[120091127] [RSLT (FC32
) :ARUN] [AVER (UI32) : 7]

[ATIM (UI64) :1350613602969243] [ATYP (FC32) :ARCE] [ANID(UI32) :13959984] [A
MID (FC32) :ARCI]

[ATID(UI64) :45603497513125206311]1

KtMISE L2 Z AL HIAIX] OSHE flet XIH

mjo

A2,
C. 2F dufy} &t 2t 24x|o] CBIDE 7|=&fLICt.

N8

muin

TSMOI|A] 0}710|2 I S0i| Off XZHEl 24H|E AHstis o ALSSHE ChE T 22 271 HE
o

* *OMY S7F 0| *: OH710|E E D2t SYEL|Ct OFFI0|E .= IDE Hod{H * X[/} *>* ki * > *
az2|E EEZX| * & MEBtL|Ct O3 CHS * Archive Node * > * ARC * > * Target * > * Overview * £
[¢)

MENSHL|C}.
* 49| =& O|F *: Ot70|E 20| A Aol et 25 ID2t S = 20 Aol

0 AeiLICH E2E ID
20091127)2 AH25HH Ot7t0|E ZEAL HIA|X|of] ZHA[2| VLIDEZ 7| S ElLICH
0

| £ *: StorageGRID A|A&IO|A JHA|0| 2=t CBIDSE Z&LICE.
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d. 2 Moj|M 'exit S 2I0F2EL|C}

3. TSM MOl A 2EHAO| M AlHEl MK S FTPX o= ALY =X =St

204

C. A EIO|ZE SFHOZE AE

a. TSM M9 #2| 2491 dsmadmcOfl 22 QI8tL|C}

ARC MH|AO| CH3H L&l 22| ALgXt 0| Bt 2= E AL RLICH Grid Manager(22|E 22| XHol| AL X}
O|Z1t L= E UHTLICE (AHEXI OIS EHEH * X[} *>* = *>* J2|E EEZX| * § MEHSIL|CL.
J& CHS * Archive Node * > * ARC * > * Target * > * Configuration * £ MEHgIL|C})

b. K€ SFHL= AMEY & Y=X| =AU,

OIS S0 TSM & 20| A 8l AH|of CHet MO R2d RS !
CBID7t 498D8A1F681F05B321 ZHA||of CHot X[t o] & =211 HAMZ 5012@4 I:|'

> query actlog begindate=-1 search=276C14E94082CC69
12/21/2008 05:39:15 ANR0O548W Retrieve or restore

failed for session 9139359 for node DEV-ARC-20 (Bycast ARC)
processing file space /19130020 4 for file /20081002/
498D8A1F681F05B3 stored as Archive - data

integrity error detected. (SESSION: 9139359)
>

Q&9| EXof mzt TSM Q! 210 CBID7} 7|2 EX| 242 4 USLICH 28 A Al 230jA CHE TSM
QRE ZAMBIOF T & ABLICH

ot

2 Q= A2 'query content TSM_Volume_Name' 250 &= B E
JiX|e| CBIDE Al gfLICH

o47|M 'TSM_Volume_Name'2 A2 4= §l= EH|O|Z2| TSM O|SILICH CHZ2 0| Bl =& of IL|Ct

> query content TSM-Volume-Name

Node Name Type Filespace FSID Client's Name for File Name
DEV-ARC-20 Arch /19130020 216 /20081201/ C1D172940E6C7E12
DEV-ARC-20 Arch /19130020 216 /20081201/ F1D7FBC2B4B0779E

Client's Name for File Name’'2 Archive Node & ID(EEE TSM ""high level name") CH20i| Z4#| 2
CBID(YE= TSM ""low level name™")2t S °E'°.=.“—|Ef , Client Name for File Name2 /Archive Node
volume ID/CBID ¥4lS AHSSILICE Of[H| &2 A E'_WH E0|AM= 'THY 0| 0] Cit 22H0|¢E 0|E'0]

'/20081201/C1D172940E6C7E12 I L|Ct.
T B2t Opfo 2] e IDYLICE.

M QS FASH S50 MZEE 2 7HA[2| CBID2t OF710|E =9 . E |DJt et}

THOZ ALY 4 = ZF JHAM[Of| CHelf A @ES FAstn HEHS MESI0] StorageGRID A|AHI| 7HA|
AH20| &2AEAS S LEILICH
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FESHEAIL.

a. Ot7t0[= L =of Of%] 2QIGHK| 942 HR L

ojo
=l
my
°
Hu
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ro
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C
Iu}

i. 'ssh admin@grid_node_ijp' HES 2AEHL|Ct
ii. "passwords.txt" IO LIGE A5 E 2B Ct.
ii. REZ MetstHH O FES LHLct

L=

o
V. "passwords.txt" ItL0f| LIGE A5 E =Bt

HO|Zot s 22 T AM @82 1712 @HO| FAE|UCHs HIAIX[2F SHH FAELICEH A[ARIS| CHE
201l ZHA| AH20| EXHSHH 7HX| dM2 CHE ZE0] 2fs X2|=| 2= o|A[X|0f CHSE SE2 ™0 request
cancelled(0 request ¥|AE)"IL|C}.

d. StorageGRID A|AEI0|| Zix]| AF20| 2MEAOH It SEAHZO0| ZHE|00F B2 22| = HHS LASLICH
"/proc/cMSI/Object_lost CBID node_ID"

07|M CBID= TSM ME{O| M ZAME £ gl= 24K S A/BX0|H node_ID= HAHO| AIfi$t OF7H0|H = =9
T E IDRLCH

Ik

A E 2 JHA| SAH20]| choll Br=of FHES UsHof LT CBID HeIE 23sh= A2 X=X &LIC

CHE-22| 2 StorageGRID A|ARE2 A|ARIS| LM HMS 27 93l ZA| REME G|0|E{ 2| 7}
SAES BS7] AIEELC
SEXI2E ZHA|Of CHEE ILM #ES AFE3I0] SAMZ S SHLIEE S0 oig SARE0| &AEH HHE =7E +

AELICL O] B2 "Object_Lost" S AASHH &4 E JHA|Q| HIEHHO|E{ 7t StorageGRID AI*E"OH A
AHIELICE

Object_lost BHO| §SX 2 A7 E|H ChZat 22 HAIX[7} HEEHE LTt

CLOC_LOST ANS returned result ‘SUCS’

@ "/proc/cMSI/Object_lost" H2 0}710|E2 =0 ME = &A= JHA|of CHsi M2t Q= stL|Ct,

a. ADE 2£2 ZZLCt. 'exit
b. Archive Node(0}7}0|2 L= E)0f| A 20 BLICE "exit(BE)"
5. StorageGRID A|AHIOAM 28 A1) gfS MAEESLICE

a. Archive Node * > * ARC * > * Retrieve * > * Configuration * 2= 0| S5}t0{ * Reset Request Failure
Count * & MEfgLICE
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K

e

[

0z
HT

r

StorageGRID 22|

HA 2O AERLICE

VMware: XtS XHA[ZFS ?lol 7t HAS FEILICE

VMware vSphere HypervisorS CtA| A[Zet = JHaF THAIS CEA| A|ZFSHR] §fCQ ™ JHa HAIS
XS CHA] A ESHE S AsHoF & 5= UEL

|Ct
J2|E L EE S76IHLE CHE RX| B4 HALE 286H= S0t 7hA A|ARIO| CEA| A RE|X| §b= E2 0| FXHE
S8sHjoF ZL|Ct.
CHA|
1. VMware vSphere Client E2[0f|A] A|ZHE|X| Q42 ThAH HAIS MEHBIL|CY
2. 7HA HAIS O A QEZ HEOZ 22/81 * Power On * 2 MEASIL|CE.
3. LI&0]| 7tA HAIS XFS o2 XA ESHEZ VMware vSphere 60| IHH}O| XS LA BHL|C,
O2|E LE "Xt
EXN 02| L2 HXIE 2 —ro sfjof & 4= Q&LICt. Grid Managerd| A O|2{st EAt & &
fxl E +dg = AR CHEE L] Ao A = =2 HHZ0|M Server ManagerO|
o M| ABHOF SHL|CE.
MH Z2|Xt= 2E O2|E =20 AHE0 MH|AL] AZ 9 SX|E HS56t1 AH| AT} StorageGRID A|AEI0|
HAMOZ IRt HE[SHEE FL|CL Eot A 22|XH= 2 E J2|E 2o MH|AE DLIEASD oS

BEstE MH|AS XSS 2 CHA] A|ZFRIL|CE

() 712 X2 S M0IM XIAISH: 203t AfH] BH2IRHO A ASOF BHLICH

-

@ Server ManagerE &ttt £ ol HE A NMS 10 2026 0F SHLICE 'exit = gL Ch

M ZhefXt el 8 TS LI

2t 22|E LEOf choll e 22[= =EoflM ddl Sl A 2t2|Xte| oixl dEjet HEH S = =
AsLCt Eotsfid 2= LEoM 2l S ZE MH|A9] oiXl HEiE EE = ASLIC.

uestA

"passwords.txt" TFJ 0| RU0{0F SFL|C}.

CHA|
1. J2|E =0 2aQlstL|C},

a. 'ssh admin@grid_node_ip' HHES UEIL|Ct
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b. "passwords.ixt" IH0l| LIFE A4S E AZBIL|CE

c. REZ Mool H OIS HY ol

d. "passwords.txt" Tt 0f| LIE = S E =L Ct.
=

FEZ ZTQI5IH TEITEJH'$0l| A '#
2. 2|2 LE0f|M A3l QI M 22|Xte| HXY AEH(* service ServerManager status*)E &L|Ct

J2|E L Eo|M A3 F9I Server Manager2| $xH AE{7t E gL CHA
I

Ml O &), Server Manager?| AE{ 7}
Running®! 2%, OIX[H2E A|ZHE 0| M3 Il AlZto] LIFELICL OE &

H Ct32t 25U
servermanager running for 1d, 13h, Om, 30s

3. 12|E LEoAM A FQl A 2t2|Xte| HxH BT (* service ServerManager version*)g &LICk

SR Ol LIZELICE o € 2 a3t Z&L T
11.1.0-20180425.1905.39c9493

4. 2 Aol 2IOFRSILICE: ' * exit *

HE Mu|A9] $ixl| HEHE SLICE

rn
Ral
([T
4>
$0
>
-
]

O2|= EEoM 28 S 2E MH|A9] FHxlf HEE AA

R

"passwords.txt" IH 0| L0{0F SfL|Ct,

EHA|
1. J2|E =0 2aQlsL|Ct,

a. 'ssh admin@grid_node __ &
b. "passwords.txt" ItU0f| LIFEl 25 E A= fL|Ct.
c. REE Metola{H CHg BE S L=HgLct
d. "passwords.txt" ItA0j| LIE = s

%
EEZ 2I0I8tH TETEJL'$'0|A # 2 HELCE,
2. 12| LEOo|M M3 B2 RE MH|AQ| MEHE 'toragegrid-status'E &L|CtH

O£ E0 7|8 2| LEQ| ZHE AMS, CMN % NMS AH|A Q| 3ix{ AEHE M3 ZO=Z HA|ELICE O] &=

—

MH[A MENTHHAZEH ZA| YO|0|EELICY.

o
—_

=
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Host Mame 190-ADM1

IP Address

Operating tem Kernel 4.9.0 'hFlTlhd

Operating System Environment  Debian 9.4 i

StorageGRID Webscale Release

Networking

Storage Subsystem

Database Engine

Network Monitoring

Time Synchronization g
Running
Running
Running
FHHHlHH

dynip
nginx
tomcat

Running
Running

prometheus

persistence

ade exporter ]
attriownPurge .1.0 Running
attrDownSampl .1.8 Running
attrDownSamp2 1.6 Running
node exporter 3. 0+ds Running

3. HHEZEZE = C
4. MEfMOZ T2|E LEOo|M H&H 5O 2E MH|A0| CHst AN 21X ('/usr/local/ServerManager/reader.rb') S
=LICH
0| E1XM0l= A& OO ERl= HEMet 22 FEIF ZEE[0] JUX[TF MH|A AEf7} HAE|H O 0| EX|X|
tELICH
[ =]

5. HZH Moj|M 'exitE 2I0L2EL|C}

A

ME ZE|XHE AESHOF & == QJASLICE J2{H J2[E LE0f|M 2E AH[ATE A[RFELCE

rt

2[XF S 2= ME|AS AJRFRLICE

st

"passwords.txt" TFJ 0| RU0{0F SFL|C}.

»

Of =f4ofl CHok
A

e QI J2|E 20| Server ManagerE A|&ISHH At 2t2|Atet J2|E 29| BE MH|ATECHA|
f

1. J2|E =0 23lgtL|Ct,

a. 'ssh admin@grid_node_ip =
b. "passwords.txt" IH0j| LIFEl A4S E AZBIL|CE

c. ZER M3tsla{H Lt BHS laigtL|ct
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d. "passwords.txt" ItL0j| LIZ &l %5 S l2dstL|Ct,
#

ZEZ 2918H TE2ETEJ}'$'0|A '# 2 HFRL|CT.

2. Server Manager A|Z:'Service ServerManager A| %

3. M MM 'exitS 2I0EfLICH

M 2E|XF S 2E MH|AS CHA| AZRIL

n

MH Zt2|Xtet O2|E 20| Al S 2= MH|AE CHA] A|ZSHoF & o~ QIELICE
st A
"passwords.txt" It 0| L0{0F BrL|C},
CHA|
1. J2|E o 2algtL|Ct,
a. 'ssh admin@grid_node_ip' HHS etL|Ct
b. "passwords.txt" IL0f| LIZEl A4S E AHBIL|CE
c. ZEZ Mt 012 Yy 5|
d. "passwords.txt" It 0]l LIZE 2 E U=EtL|Ct.
FEZ ZOQIstH T2 T E 71 '$'0j| A '#'2 HFRLIC

2. MH 22|Xt 8l J2|= = E9] B E MH|A 'Service ServerManager restart’S CHA| A|ZFgtL|CH

ME 22|Xtet O2|= L EOf B E MH|ATE SX|Z|UCHt TEA] A[ZHELIC.

@ 'restart' @EHZ AI2S

rr

A2 'top' B CH30l| 'tart’ HHE AHEdt= A1t Z2&LICH

3. I M| M 'exitE 20 EL|CH

Server Managere €& AAE[EE E|0 JAX[TH M 2t2|xF S O2|E LE0N HdEl= B2E
MH|AE ZX[5H0F &

st A

"passwords.txt" IH 0| L0{0F SfL|Ct,

EHA|
1. J2|E =0 2aQlstL|Ct,

a. 'ssh admin@grid_node_ip' B =stL|Ct
b. "passwords.txt" ItU0f| LIFEl 25 E A= efL|Ct.

c. REZ HuotET Ot YYS Y2iELICt

ETH
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d. "passwords.txt" ItL0| LIE = s
M

FEZ Z10IstH TETEJL'$'0f
2. Mt 2tE|Xtt 22|E 20N MY FQl 2 E AH|A 'Service ServerManager stop'2 & X|&fLICt

Me 2rE|xfet J2|= LEoM = RE MH[AT Yo 2 SR ELUCHL MH|AS S=5H= | [t 1520]
228 4+ AFLCHL

3. HH Moj|M 'exitE 2I0F2EL|CE
MH|A Q| oixf MEHE FLICH
O2|E LENAM Al ZQ MH|AL| wiX| MEHE AHAXEX] & = YSLICH

TR A

"passwords.txt" TFJ 0| RU0{0F SFL|C}.

CHA|
1. J2|E =0 2a0lgtL|Ct,

a. 'ssh admin@grid_node_ip &
b. "passwords.txt" IH0l| LIFE ASE AHBILICE
c. FEZ Metdla{H Ctg BHE S Lot
d. "passwords.txt" IO LIEE S E

FEZ Z2TQI5IH TETETJH'$'0l| M '#' 2 HFZLICH

** service serviceName_status* J2|E LEoA A3 Fol

2. 12|12 oM A3 SO MH|AQ| Y el
Y = OFdl). olE SH L322 Z&LIT

=)
SHEE MH|AL| HAXY MEfT HOEILICHAY &

—

RN

cmn running for 1d, 14h, 21m, 2s

3. HH oM 230F2BILICE ' * exit * '

8 RX 2| ZXoM= 28| LEQ| THE MH|AS A& ATt

ol [
= o -
EX|sHoF gL Ct RX| 2t2| ZEXtof| 2l8 X|A|E Z<L0|2t IHE MH[AE ZX|SHIA L.

"passwords.txt" IFJ 0| RU0{0F BFL|LC}.

Of Zriof| Chat

o|2{3t THAE AFESHY MH|AE "2t2| ZTHSHH A 22|X7t MH|AE XSS E CHA| A|ZSHX| QEELICE THY
MH|AE £50Z A|ZlSt7 L} Server ManagerS CHA| A|ZFsHOF LTt

AE2|X] =EO|M LDR MH[AE SX[6H0} 3t= 2 & HEO| A= B MH|AE SXIst= o AlZto] 23+

rr
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A LIC

AN

CH
1. OB|E =0 23QI%LC}.

a. 'ssh admin@grid_node_ip &
b. "passwords.txt" ItU0f| LIZEl 25 E A= BtL|Ct.
c. FEZ Metsla{H CHg BH S Lot

d. "passwords.txt" It0]| LIS E 2=

ZEZ 2I913lH TETEJ}'$0f

2. Ji¥ MH|A 'service_serviceename_stop'sS SX|fL|Ct

of

i
mujn

™ OS2t 25U

service ldr stop

() MuI2Z ZRss ol Hlh 1120] ZY £ YALICE

LI
* B AFg3tol J2|E B2IXfol 2IIYALICH X|elE| s o BEte,
* QX B2| £ FE HAA AB0| UFLICH XAIT LISS StorageGRID 22| XIS HESHIAIR

Of Zhofl CHaH
StorageGRID H{E20[AA S RA[E4 DEZ HatsHH A MM AT E27h5S L7t ES| ASLICEH

@ RX| 24 ZEO||A StorageGRID O{Z2t0[H A0 Lot admin A/ &= % SSH SAE 7|&=
O{E20|HATF MH|A = 1} SLUSHA @X|ElL|C}.

ChA|
1. Grid Manager0|A| * nodes * £ MEfgfL|Ct.

2. LE hjo|X|9| E2| ROilM o{Z2t0[AA AER|X]| LES MEASLCY.

3. me)* g MeEiLICH
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Overview Hardware Network Storage

Reboot

Reboots the node. Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode.

Objects

ILM Tasks

Maintenance mode

e
Jo

tot

J

e 5 MEigfL|C)

=

X|&

N

tol et &Rk7F LIEFEILICE

5.

212

& Enter maintenance mode on S2-10-224-2-24

You must place the appliance's compute controller into maintenance mode to perform certain maintenance procedures on the appliance.

Attention: All StorageGRID services on this node will be shut down. Wait a few minutes for the node to reboot into maintenance mode.

If you are ready to start, enter the provisioning passphrase and select OK.

Provisioning passphrase

........4 ®

OD2H|XE =& Yot * OK * & MEPILICE

T EAZD "HE 2", "StorageGRID SX[" & "HEY"S £

HEZ SOIH7| 2ot THAE 2tz ASS LIEHHLICY.

813t Weio

| HIAIX| =

S20[ALT} FX|EH




S$2-10-224-2-24 (Storage Node) 2 X

Overview Hardware Network Storage Objects ILM Tasks

Reboot
Reboots the node. Reboot I

Maintenance mode

Places the appliance's compute controller into maintenance mode.

A\ Attention

Your request has been sent, but the appliance might take 10-15 minutes to enter maintenance mode. Do not perform
maintenance procedures until this tab indicates maintenance mode is ready, or data could become corrupted.

I O Rebooting..

O{E2to|ATL RX|E4 BEY mff 20l HA|X|0f| StorageGRID O{Z2t0|HA HX| ZE 0| HMASH= O
Age £ = URLO| LIEE LI,
$2-10-224-2-24 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
Reboot

Reboots the node. ‘ Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode.
o This node is currently in maintenance mode. Navigate to one of the URLs listed below and perform any necessary maintenance
procedures.

e https://172.16.2 24:8443
» https://10.224.2.24:8443

When you are done with any required maintenance procedures, you must exit maintenance mode by selecting Reboot
Controller from the StorageGRID Appliance Installer.

6. StorageGRID 0{Z2t0[¢1A HX| TZ M0 HM|ASHEH HA|E URL B SHLIE ZHELICEH

Jtstt A o{EEt0|AL 2| HEQI EZEQ| |P FATF ZBHE URLS AFESHYAIL.
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7.

214

(D) 'hitpsi/160.254.0.1:8443 MBI 2 B2l EEO| KT AZsHof BLICH,

StorageGRID O{E2t0[1A HX| Z= 0| O{S2t0[AAT} RX[E 4= HEQIX| SfQltL|Ct.

A This nodeis in maintenance mode. Perform any reguired maintenance pracedures. If you want to exit maintenance mode
manually to resume norrmal operation, goto Advanced = Reboot Controller to reboot the contraller.

L3t QX|H4 U SHELIC}
SX|E4 TS AR S YA E4 DES ZRD WA o= 2HS MIHBLICL StorageGRID O B240[91A
Mx| m2OMoH 1+ >+ HES2| WP - S MEHS C}3 * StorageGRID * O MEE * 2 MetgtL|ct

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode

Reboot Controller Upgrade Firmware

Regquest a controller reboot. l Reboot Controller ]

[ Rebool info SlorageGRID l | Reboot inlo Maindenance Mode I

HE2to|AA7 R O2|=0f ChA| ZHshs o 2| 2020] 23 4= ASLICH MEEO| §ZE|W L =T}
J2|=0f CHA| 2EIRAEX] 2Helote{H Grid ManagerZ =O0tZ{L|Ct. E:E * 111I0|I|'.: O{E2t0|HA L0 CHEt
Y dEi(=E OIE 9._|§01| OtO| 20| SlZ)E EAICHOF RLICE. O] = Edstel &7lo] glu =7 2| =0
HEE|ASS LIEHHLICY.



View the list and status of sites and grid nodes.
O‘ Total node count: 14
~
Name % Type = Objectdataused @ % Object metadataused @ = CPUusage @ %
StorageGRID Deployment Grid 0% 0% —
A DataCenter1 Site 0% 0% =
DC1-ADM1 Primary Admin Node — — 5%
DCI-ARC1 Archive Node = — 2%
DC1-G1 Gateway Node e - 2%
DC1-51 Storage Node 0% 0% 12%
r' -'.
DC1-52 Storage Node 0% 0% 11%
DC1-53 Storage Node 0% 0% 11%
ort

MH|A 2R =

ru

MHIAE FA SX|8H0F ot= HR0= ZH SX S MEE =

Lot 2

"passwords.txt" It 0| QU0{0F BfL|LCt,

EHA|
1. J2|E =0 230lgtL|Ct,

a. 'ssh admin@grid_node_ip' B =stL|Ct
3

2
b. "passwords.ixt" IL0f| L}FEl A4S E AZBILICE
C. HE gEd
d. "passwords.txt" It 0]l LIZE 2= E U=detL|Ct.

ZEZ EOQ5IH TETEJI'SHM 2

2. MHIAE 592 Z=SITE 'service_serviceename_force-stop'

s

mjn

™ Ch3a Z25LICh

service ldr force-stop
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=
[>
o

22 30X 20| MH[AE ZS=LCH

3. I MOf|M 'exitE 20X EHL|CH

MH|AE A[ZSEALE CRA] A EFREL|C

oii
Rl
rn
>

HIA S A[ZFoHOF StAHLE ME|AS SXICHIE CHAl A ZRFSHOF & = ASLICE.

"passwords.txt" T 0| RU0{0F BFL|C}.
oA
1. 32| LEof 2algtLct,
a. 'ssh admin@grid_node_ip' HH S U=EIL|Ct
b. "passwords.txt" IH0l| LIFE ASE AHBILICE
c. FEZ Metdla{H Ctg BH S Lot
d. "passwords.txt" Tt0]| LIS E 2=
FEZ 2TQI51H TETETJ}'$0

2. MH|ATH 3 A FUX| E= SX| = UA=X| o 20f| 2t dls B S ZFELICH

° MH|AZL AR SX|E B2 'start’ FES ALE3HH MH|AS S22 A[ZEiLICt.
'service_serviceename_start'

of

i
fujn

™ OtSa Z5LICh

service ldr start

° MH|AZ} IR M3 F21 HLR restart BHE AHE30{ MH|AE S| ChZ CHA| A|ZFeHL|CE
service_serviceename_restart

of

i
mujn

™ OS2 25Ut

service ldr restart

+
@ 'restart’ HHZ2 ALEst= A2 'top' B CHSO| 'tart’ BHZ2 AHEot= A1t Z5LICH HXY
MH|AZF SR Z|0] QT CEA| A|Z(restart)2 A3E 4 QJUELICE.

3. HE M| M 'exitE 20 EHL|CH
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ZE MM HAHEL|Ct

2T w2t AHIA0 TSt BHS 76t FS TE WojHo| Y E-(HY ZER o|n|
FHE EES ASSE A 7| TE HHTS HAsHOF SHLICE JHX| groH Bo|
HBE|T| BLICH oS0 DE HE WIS HAHRR MONLE TEJL SSots 2 #el
==t Ho[ERI0| =EUN ATES Moo} BT

ol x¢2dof chel
(D o=z sstsiel ms me x@o| MAHEILICH U KBS SX|sH0F SHe HS 7|4 K2 SAof
ETr N

2C HHM AEZQIES Y5t U CHet XtMieh L2 StorageGRID 2| X &S EESHHAIL.

TE TjmO| 22H0|AE HHAZ BRI A, ISt AS 2T WA BHOR ;wa rt=
() === sz 2eto0ES CEA] SLA3OF AJHIA
OHTS X 4ot 220|HE HMAT}F 2AE|DRE MM

—°¢ r»

@ H|Of B|E = AE0f ZIE|O[L = HYZEl StorageGRID AIAHOIA = O EAHE AMEE + SiSLICH 2

XEHS HZOHHA L HO TS S AE0|M ZE 2|YS HAHL|C
|
1. 20| 22QIgtL|Ct.

a. 'ssh-p 8022 admin@node_ip' S YATILICE

I E 8022 7|2 0S9| SSH TEO0|11, TE 22= StorageGRIDE Adlist= ZE|0|L AXIQ| SSH
TEQILICE

b. "passwords.ixt" IL0f| L}FEl A4S E AZBIL|CE

c. ZEZ M3lsla{H 1S HS st Ct
[3

0

d. "passwords.txt" I 0] L}
EEZ 2OQI5IH TETEJH'$'OA '# =2 HRAL|CE

2. remove-port-remap.sh 23 ZHEZ MHBIL|C}

3. =2 MR
o XA WELC 12| L HEE,

4. MohLE ZEJ SSot= 2t 22| =9 AH|0|EY0] lL.E0f| M O] BHAIE Hi=gtLCt.

i

Hye
StorageGRID 22|

H|O] HE = AEO|M ZE Y S HAHRLICE

= HEM MU A0 ot EFE Fd5e = 22 ZE MofEef nfEE-ti4 ZEZ 0[0]
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THE ZEE A5 H HA J|E ZE THoiH S MA{sHof gfL|Ct. O] g™ EF0|
MEEL[X| FELICH Ho HE SAEN A StorageGRIDE A& 0l 2 ZE JEH"H
M7= Lt Fx} CHAl o] HXIE LEMA L. S=0t= MofHE ZETLQ
AO[ESO] =0 CHEH = 714 MU S MESIH LE9| BE XEE HM|7HS

o
H=
o= 2} Jzuicszr
=t
AlZFS{OF StLICt,

CrA]

O Zte1oi| CHH

(D ojuaie 2usie 22 ZE XHY0| MALILIC UK HUS RABOF s 22 712 K12l HAol
OIAA| 2.

HU
n
I
rﬂJ
>
R
n
H
ro
|m
min
-1
0x
Of
rir
0%
IE
=2
)
rot

XMt LI 2 StorageGRID 22| X| &S & ZESHIAIL.

() === chu AR o of XS el MHIATL YAHOE AME & YALICH

1. LEE X[@sts SAE0 2QIBLICH RE K= sudo #3H0| /= AFC=Z QIR CL
2. 'SUDO StorageGRID node stop_node -name_' == YA|HOZ H|Z Motz H OIS HHS MATHLICL
3. vim EE= pico?t 22 HIAE MET|E ASSI0 LEQ| L E 714 IS MEBIL|CE
L E M oL etc/StorageGrid/nodes/node-name.conf Ol A &2 = QU&L|CH
4. TE x{Mo| ZBE = Y mpUe| MMS RELCE

—

Ct2 Oofl®ISf OFX|2 & ES HZSHAIL.
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ADMIN NETWORK CONFIG = STATIC

ADMIN NETWORK ESL = 10.0.0.0/8, 172.19.0.0/16, 172.21.0.0/16
ADMIN NETWORK GATEWAY = 10.224.0.1
ADMIN NETWORK IP = 10.224.5.140

ADMIN NETWORK MASK = 255.255.248.0
ADMIN NETWORK MTU = 1400

ADMIN NETWORK TARGET = ethl

ADMIN NETWORK TARGET TYPE = Interface
BLOCK DEVICE VAR LOCAL = /dev/sda2
CLIENT NETWORK CONFIG = STATIC

CLIENT NETWORK GATEWAY = 47.47.0.1
CLIENT NETWORK IP = 47.47.5.140

CLIENT NETWORK MASK = 255.255.248.0
CLIENT NETWORK MTU = 1400

CLIENT NETWORK TARGET = eth?2

CLIENT NETWORK TARGET TYPE = Interface
GRID NETWORK CONFIG = STATIC

GRID NETWORK GATEWAY = 192.168.0.1
GRID NETWORK IP = 192.168.5.140

GRID NETWORK MASK = 255.255.248.0

GRID NETWORK MTU = 1400

GRID NETWORK TARGET = ethO

GRID NETWORK TARGET TYPE = Interface
NODE TYPE = VM API Gateway

PORT REMAP = client/tcp/8082/443

PORT REMAP INBOUND = client/tcp/8082/443

. port_remap % port_remap_inbound ¥=2 MRS ZE WS K| AHELICE.

PORT REMAP =
PORT REMAP INBOUND =

Che BYE HAStH 2o & 714 mbof cHot HAE AtetE 2helgtL|CE. "sudo StorageGRID node
validate_node -name_'

CIS HAIZ TIASH7| Mol @F E= Z1E 25 sfESHA2.

. 'SUDO StorageGRID node start_node -name_' TEE MO|ZSHX| ¢t L EE THA|ZISHH CHS HHZ
AL Ct

. "passwords.txt" ItU0|| LI E A= E AHESI0 20| adminQE 2 21gfL|C}

. MH[AZF SHIEA| A2 E|[=X] SHQlgtL|Ct.

a. Mo = BE MH|AL| MEf SFZ ELICT 'SUDO StorageGrid-status'

HE7} IS = UH|[0| EELICE
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Overview Hardware Network Storage Objects ILM Tasks
Reboot
Reboots the node. Reboot
Maintenance mode
Places the appliance's compute controller into maintenance mode. Maintenance mode

efol thst &Xt7F LIEFELICE.

/. Reboot node SGA-lab11 X

Reboot shuts down and restarts a node, based on where the node isinstalled:

& Rebooting a VMware node reboots the virtual machine.
# Rebooting a Linux node reboots the container,

* Rebooting a StorageGRID Appliance node reboots the compute controller.
Attention: When the primary Admin Node is rebooted, your browser's connection to StorageGRID will be lost tempararily.

If you are ready to reboot this node, enter the provisioning passphrase and select DK

Provisioning passphrase

TIlIlLL ©®

Cancel
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LEo 23215t HHE KoM Server Manager HEE HHES AMAlish £ JEL|CE

"passwords.txt" It 0| QU0{0F BfL|LCE,
1. J2|E =0 23ILC}.

a. 'ssh admin@grid_node_ip B
b. "passwords.ixt" IH0l| L}FEl A4S E AZBIL|CE

c. REZ Metst{H Otz Y

2. MEi¥o=z MH|AE ZSX[ELICE: 'Service ServerManager stop'
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* QHHO 2 FEE LRI5H| floll =2 o Hol| & 7 0|4 SR = 2 ELICH
* ABAMLE 7|z X BM0M HARLZ X|ASHX| gh= o XIS Bt S0 =EE SE6HX| OHYAL.
* BE IZRMAE B0 2X|ElE /KIS 7|H 2 Ch3at 20| TIAE LT

S=EolH 7t Hilo| S=ELCH

%
° Linux =E& S=5tH AH|0[HIt Z=ELICH

° StorageGRID {Z2}0|HA LEE S26IH ARE ZES2{7t S2ELUCH

* SHAOIEOIM = 0|2 AEE|X| LEE ZEY A20|H LEE S=5H7| Hof| i AIO|E0[A 2F 1A[ZH SOt
A AMAES SKIRLCE
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'Service ServerManager stop' BE0{2| Z1t0f| A2tg10| O] THAIE A tCt
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i. HZFQ| MYS N BELED Y 7HIHE C|AE0] 2F0| HE WinHX| 7|CH2[MAIL.

= 12[E = E0AM MH|AS SX[6ljof ghict.

2| E 2o 23918t C}.

a. 'ssh admin@grid_node_ip &

b. "passwords.ixt" IH0f| LIFE A4S E AHBILICE

c. RER Metsl2{H CHg BE S Y=y

d. "passwords.txt" Tt0]| LIFE 2= E U={fL|Ct.
=

FEZ ZTQI6IH TETEJ|'$O|A '#
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b. StorageGRID node stop ==& ™X|$ICt

C. ZAE 2F MM E SEYLICL

Aojj A &l
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D= 240IME S8 T2 30| J2|=0f| HM|ASH= AHS SX|LICEH
[[log_in_to_gn] Zt A[O|E0] =0 212
a. 'ssh admin@grid_node_ip' &S 24etL|Ct
b. "passwords.txt" IFL0f| L}ZEl A4S E AZBIL|CE
c. REE Metsl2{H Ot BES AHLICH
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d. "passwords.txt" ItL0j| LIZE 2SS U=dEtL|Ct.
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4. Grid Manager0f| 2 2Q15tL|C}.

o. nodes * £ ME{StN O2|= 29| HEE ELIE-PLICE & 0| Hofl &2 0t0|Z0| Gl=X| 2elgfLCt.

Nodes
View the list and status of sites and grid nodes.
O‘ Total node count: 14
~
Name % Type = Objectdataused @ 2 Object metadataused @ = CPUusage @ 3%
StorageGRID Deployment Grid 0% 0% —
~ DataCenter1 Site 0% 0% —
DC1-ADM1 Primary Admin Node — — 5%
DCI-ARC1 Archive Node e — 2%
DC1-G1 Gateway Node e - 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 11%
DC1-53 Storage Node 0% 0% 11%
ort
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Server Manager?}l 2t El 27 HA|X|= AMH 22Xt 23 TH("/var/local/log/ServerManager.log")d| A Z4A{ &l L|Ct

Of mtAofl M FHojet HHE 2F HAIX|S 2lstHAR. 2ot A2 7|& XY £AM0 EXE ol AZ2 0] LT},
2O OYUS 7|s X[ B0 HESHEHE HAIXIZE EAIE 5 JSLICE
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27 yefel AH|A
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"passwords.txt" IH 0| L0{0F SfL|Ct,

Of ZfHofl 3
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IiSHH MH|ATF 2F SEIZ2

CHA|
1. J2|E L Eo| 239lgL|Ct,

a. 'ssh admin@grid_node_ip B

b. "passwords.txt" It0f| LIFEl 25 E A efL|Ct.
c. REZ Mefol{H [t2 EE
d. "passwords.txt" ItH0]| LIGE S

FEZ 20QI5tH TETEJL'$'0|M '#'= HEELICE

'E efelgL|ct

2. MH|A9| 22 MEl 'service_serviceename_status

o

Il
mufn

™ oS 25Ut

service ldr status

MH|ATL 27 AE{Ql AL ' serviceName_in error state’2H= H|A|X|7} HIZHEIL|CE O|E £

rg
o
ojo
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my!
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C
Il

ldr in error state
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() MBIA o7t wlgrasrel 2 of NS AESHIAIR AH|20] thét DoNotStart 142! H|71.
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NetApp® StorageGRID® Appliance Installer

Home Configure Networking « Configure Hardware « IMonitor Installation Advanced ~

Home

A\ This node is in maintenance moda. Perform any required maintenance procedures. If you want to exit maintenance mode manually to resume normal operation, go
to Advanced > Reboot Contraller to reboot the controller.

This Node
MNode type Storage =

Node name hrmny2-1-254-sn

Primary Admin Node connection

Enable Admin Nods
discovery

Primary Admin Node IP 172.16.0.62

Connection state Connection to 172.16.0.62 ready.

Installation

Current state Maintenance mode. Reboot the node
to resume normal operation.

23 #E|xt = HE MP0| SE B L= HE MPO0Z tiME LT
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3.

NetApp® StorageGRID® Appliance Installer Help

Home Configure Networking « Configure Hardware ~ Monitor Installation Advanced -
Home

A\ This node is in maintenance mode. Perform any required maintenance procedures. If you want to exit maintenance mode manually to resume normal operation, go
to Advanced > Reboot Controller to reboot the controller.

This Node
Node type Storage A
Node name hrmny2-1-254-sn
4
(T:Ione target node connection \\
Clone target nede IP 0.0.0.0
Connection state MNa connection information available.

Installation

Current state Waiting for configuration and
validation of clons target.

Disable Cloning

SEEPILE P+ ZR 22 HO|E ME Eaimlof AH2Y UE/IS ERU 2ol 2EE UA IP FAS
U2t LS * Save * 2 MEAFLICE

YUMo Z T2|E HEYIQ| IP FAE USIX|Pt 22 H|o|E M& Ecfmo|| CIE WEQIIE A8 Hof ot
A2 st HIEYI0|| Q= CHA 29| P FAE %IEAE.H-IEt.

EE Hl0IE M&0| 1GbE ZHE[A HIERIZE AMESHH S8 49 £7F =a{FLIC)

EZI O{E2t0[AAE 7+ Bl AT = &X| MPM 24 LE0fM * 2E MY AlE* 0] ZdetEL|C).
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NetApp® StorageGRID® Appliance Installer He

Home Configure Networking « Caonfigure Hardware « IMonitor Installation Advanced «
Home

A\ This node is in maintenance mode. Perform any required maintenance procedures. If you want to exit maintenance mode manually to resume normal operation,
go to Advanced > Reboot Controller to reboot the controller.

) The cloning process is ready to be started. Select Start Cloning when you are ready. To terminate cloning before it completes and retum this node to service,
trigger a reboot.

This Node
MNode type Storage ¥

Node name hrmny2-1-254-sn
[ ]
L !

Clone target node connection

Clone target node [P 10.224.1.253

Connection state Connection to 10.224.1.253 ready.

| |
Instaliation

Current state Ready to start cloning all data from
this node to the clone target node
using the Admin Network connection.
£\ Attention: the Admin Network
typically has less bandwidth than the
Grid or Client Networks. Use the Grid
or Client IP of the target node far
faster cloning.

Start Cloning

~ Disable Cloning
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NetApp® StorageGRID® Appliance Installer Help

Home Configure Networking ~ Configure Hardware « IMonitor Installation Advanced ~

Manitor Cloning

1. Establish cione peering relationship Complete
2. Clone another node from this node Running
Step Progress Status

Send data to clone target node Sending data, 0% complets, 8.99 GB transferred

3. Activate cloned node and leave this one offline Pending
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