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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups &
Parameters Try it out
Name Description
type
string filter by group type
Lol Available values  local, federated

v |
limit
integer maximum number of results
(query)
Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,
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oot 07 HaE HSSHAL @8 222 Heo w2t £-eL(
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* *recovery-package * — S+ I{7|X|E CIREE5HY| 9|8t 2.

s XY —FYE 21 ZHSHE Y

- *S3-QUHME FT 32 §3 QUME FI MH|A A,
* * server-certificate * — Grid Manage NH QIZME ED ¢
* * SNMP *— #ixif SNMP 40i| Cigt
* * traffic-classes * — E2{Z| 25 FxH
c * A2 £~ gle S20|HE-HER A *— MEY £ gl= 220|YE HIERIS Mol =Y.

* *AMER* —O2|E 2E|XF AFEAIE 21 2E2|5h= 2.

Grid Management API T 22|

u
-}
§
I'I
Ml
k]
rio
ot
I
Il

Grid Management API= HH 22| E AR50 250
o€ E0{ 0] 28 URL2 API2| T 32 X|&FEtL|C},
"https://hostname_or_ip_address/api/v3/authorize

HIHE Z2[ APIS| £ HH2 O HH It * SBtE[X] i * HE Alt0] IS o SSLICH HIHE 22| APIC|
S HHE2*_0|(7}) O HT 1t S2tElCh= HE AP0l /UAS tf SSEILICE §§F st HE Mgolls M EF E=

- -O [

M &8 7171 ZeHELCH OE oAM= HE Ao el API TS S30t= 84S 20 FLIC.

API 53 RALIC o] HF JURTIES
Ol HXI} s%t Jhs |t 2.1 292
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APItHZE SYL|Ct O] X M HH
IS

O H7Tat =8| K| G5 LICt 2.1 3.0

StorageGRID 2ZERI0IS HS MK|sts FS 743 #1A BT J2|S 22| APISH SASHEILIC J2{Lt
StorageGRID| A 715 2|Z2 I20|=8H3 sfLt 0] 41| StorageGRID 715 L2|Z0il Thgt 0|3 API B{Z10]
A% ANAE 4 AgsLich

=T M-

Grid Management APIE AH8310] X|El= HAS 14T = ASLICH XiM[St L2 Swagger API
(D HAEMO "™ MM S TS AR. 2|4 HHMZ AL8SIES 2 E Grid Management AP
S2I0|HEE YO|0|ETt =0i|= 0| HMoi| Ciet X| &S HIEMatshof erLCt.

QeliE RE2 LIS 22 YHOZ O 0|y ASEIX| ti= A2 EAIELIL]

{7} "DEPRECATED:TRUE"QIL|C}.
2t 550j|= "DEPRECATED"7} Z&HEIL|Ct. TRUE

O| &t ArZEIX| &= B117F NMS.logdf| =7tHEILICE o ST Ci3at 25U Lt

L]
inl

Received call to deprecated vl API at POST "/api/vl/authorize"
Sl 22[=0M XY= = API TS =heletL|Ct
CH2 APl 28 S AL85HH X| ¥ &= APl =2 KA ==& dietetL|ct,

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

| ciet API HE S X|FgLct

Okl
ot
rg

PATH It2t0|E{('/api/v3')Lt header(‘api-Version:3')E 0| 85l0{ API HH S X|HY £ ULt F S 25 |
sile] gto| B2 Zt2 MEoEL|Ct.

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts
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o
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0%t
o
P

(CSRF)ZEE H&
CSRF EE22 AFEdlH F7|E AHEdt

=
SHAOZHE H3 g 4 JUEL|CY.
2 g Md3)etL|Ct CHE API 2210

|d Manager % Tenant Manager— of EOP
EE= 200l iff 24st ofE W-E =

r_io

>

HTTP &4l POSTS} 20| CHE ALOIEO] Clist REE EE|AHE + /U= SHXE 2Ot MEXS| RI|E AHE5HH
u]

StorageGRID= CSRF EZ2 A8350{ CSRF 324022 H HSL|Ct &43tEl 22 EF 7|9 LHE2 EF
ol EE= ET POST 2& IJH7H H=0| LHE 2 L K|St of LT,

0| 7|52 & Matste{™ 215 F0]| csrfToken OH7H HEE true2 AH™SHMAIRL. 7| 2242 false L|CY.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

trueO|™ Grid Managerd] 21018 i 219|9| ZfO 2 GridCsrfToken £7|7} MHE| 1 H|AE 2t2|Xtof| 2218 uf
Qlo|o| 2t Z AccountCsrfToken 7|7t A& ElL|CL.

717k U= B2 ALE EN(POST, PUT, IHA|, AH)E 82 =+ = ZE Q¥ TS & SHLi7E Z2E|0{0

* CSRF EZ F7|9| gfe=2 HHEl 8|2 X-CSRF-Token 3| 4LILC}.
* ZAITYE 222 58%h= BT R "csrfToken" YA AT E 2% 22 O HL|CH

@ CSRF EZ 7| MEE 7}Zl 282 £t JSON 82X 222 CSRF 3 of gt =7t 222 M
7|tist=e 2= 28| thsl ""Content-Type:application/json™ &l|C{S X &¢tL|Ct.

SSO(Single Sign-0On)7t E X3t 22 APIE AFSRILICH
SSO(Single Sign-On)7| &%}t 22 API ALE(Active Directory)

A= EL SSO(Single Sign-On) 714 5! 245} Active DirectoryS SSO SEALE ALE%t=
&%, J2|E 22| API E= HIHE JEI AP0 Rt QIS EES V| 2l 2HS API 2FS
A
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SSO(Single Sign-On)7| d3}tEl Z2 APIO| 2IQIgL|C}

Active DirectoryZ SSO ID 32AtZ AL2St

|
=

ol

ro

rr

A< Ct2 x|&o| MBEL|CH

23t 21

* StorageGRID AFBXF 120 23t HC{20| M ALBXt] SSO AFRA} 0|20t 9SS 2T ULt
* B AE BE| APIO| HA|ABHIH EIFE HF IDS LT QLo{of BHLICt,

FRA01| CHaH
E3S gosH O}

]| JH
o
glo
=2
of
Of
i
i
>
oo
ot
4>
30
i3
-
iul

. StorageGRID AX| o M E2( Red Hat Enterprise Linux === CentOS2| AL ./rpms, Ubuntu £
Debian2| A< ./debs, VMware2| A< ./vsphere)d| = toragegrid-ssoauth.py Python ﬁﬂE'EO'LI Ct.

* curl RHC| YIAEE 0f

LS LR L2l S3eiw 22 DY AIZo| X3 4 UBLICE "0l SHO| K& SubjectConfirmationS
& gtalicrets 97 BAIE 4 laL

(D oFlcunl Y2BRE CH2 ABAIL 4B B 4 YES HootR QAL

URL QI1Z2E 2|7t A= B2 KA K| §b= SAML HE' @37t EAIE & AUSLICE

16

- Q1E EZS Yo{H O3 WY I SHLIE MEfgL|Ct
° toragegrid-soauth.py Python A3 ZEE A2 AR, 2CHA| 2 0| S 2L}

° curl EZ2 ALEEL|C} 3THA 2 o|SEtL

DEODEJ} TALH CFE Q140 Cist gr2 QladshL|C},

° SSO Y ADFS == ADFSE =gfLCt.
° SSO AMEXt O] SYLICE

° StorageGRID7} &X| &l =H|QIL[C}

° StorageGRID2| FAlL|Ct

° HI'AE 22 APIOf| AN A5tE = F2 HIFHE A|F IDYLICE

C
'toragegrid-ssoauth.py' AT EZE A38IHH AAZEZ Python SiA7|2 MESIT AIZES MMBHL|CH



python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:

T T T T T T e T T T T T T T T ST T T T T

R L e T s
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Grid Management API0]| HH[ASH2{™ 02 "TENANTACCOUNTID"Z AHEELICE.

HEl 215 URLS BtO2{™ /api/v3/authorize-SAML 0| POST &2 ELi1 SEOf|A 7t JSON
2

O| Of|d|ofl A= "TENANTACCOUNTID"Of| CHet MEE 21F URLO| CHet POST @S H0f ELICH Eit=
JSON QIF Y2 HAH3t7| I8l python-m json.toolQ 2 MEEIL|CE.

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m

json.tool

o] GFlo] SEHO= URLE 1T AHE URLO| TEHE(0f XIS 7} JSON 13T AZL TR
eteLiCt,

[P =1
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

. 4 FO{ofl ALRBHY| 2Ioh SEOIM 'AMLRequest S ML

export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7/...sS1%2BfQ33cviwA33D"

. AD FSOl|A 22I0|AHE QX D7} &=l MA| URLE 7H4SLCt.

[ PN =g

rlo

0| SECI URLS ArE3t0] 2101 AAS e¥EsH= ALIC

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

0l

Eoll= 2210|¢E 2% ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

- SHOIM S20[HE ¥ IDE MEYLIC

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

- Ol SEIM LA PO 2 XA ZEHS HHLCt.

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-i1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSER@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS& sitfofl =7 &It etz 302 2[C|2 M S HhetetLct,

@ SSO A|AE0]| CHol MFA(CES R4 21F5)7t gdstel 22 SA AA=20lls & i s =
CHE AtH 38 E ZSELCL

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8
Location:

rir

https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo

77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

. SEOIM MISAuth £7|E XN ZHgL|Ct,

export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="

- 215 POSTOIA 27| AtESIO X[HE !IXIZ GET 2ES 24LICt.

curl "https://$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SH siHoll= LIB0| 23012 AF22 I8t AD FS MM MEJt Z8e|H SH 2EE0= sAT SA L=
SALMLResponseZt EEHEIL|CE.

of
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HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1lc3BvbnN. ..l1scDpSZXNwb25zZ2T4=" /><input
type="hidden" name="RelayState" value="12345" />

L AT HEOM SE'S MESLIC

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

. XZEl 'SAMLResponse’E AHE30] StorageGRID 915 E22 MA617| 28t StorageGRID '/API/SAML-

RESPONSE' 2382 HdefL|Ct

RelayState2?| %, Grid Management API0| 221512 ™ E|'HE AE IDE AFE57LE 02 ALESHY A,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=S$STENANTACCOUNTID" \
| python -m json.tool

SHol= elE EZ0| ZetEL|C},



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. e 9l

o[

EZ2ES MYTOKENSZ XZEtgtL|C}.

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

Ol CHE RH0l= MYTOKENS M8 = UASLICE SSOE AE3HK| 242 R APIE AtE3%t= HiEat
HI gLt

SSO(Single Sign-On)7t 24 3tEl 22 APIO|A 202 LTt

SSO(Single Sign-On)7t EA3tel 2L J2|E 2| API £= HIHE 22| APIA 220H23817| Q8 L& 2| API
K8 Mdlis{of gtL|Ct. Active DirectoryS SSO ID -é,-axfﬁ AME5t= A2 OIS X|Ro| HEEIL|Ct

oot 2@ 9| thd 2012 H|0[X|0|A 210}235t7|2t 61 StorageGRID APIOIA 202 4= JUSLICE
IE = StorageGRIDO|AM R=& ¢t StorageGRID H|0{2] £E20| 227t £ 20H2(SLO)E EBAHY = JSLICH

|
1. MEE 230t ™S MMst2{H SLO APIO| 7| "SSO=true"E M gLICt.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

20} URLO| BtZtEIL|CY,

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

21



2. 270} URLE MERLICE

export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C|i MEL|C},
curl --include "$LOGOUT_REQUEST"

302 SEO| HretEIL|CE 2|C[HM 9fX|= API M8 20t20l= XM EE[X| E&LICH

- 1O (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

StorageGRID Hojz] E2 % tRlst= A AH2SHX| Qb it SYUst WA O 2 XFEHLICE cookie
"sso=true"E M|SSIX| FO™ SSO MEf0 FF2 FX| &1 StorageGRIDO|A] 20 EILICE

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 2HX glZ SE2 AEXAIF ZO0IRE[USSE LIEFHLICE

HTTP/1.1 204 No Content

SSO(Single Sign-On)7} 283tz 22 API AHE(Azure)

U= AL SSO(Single Sign-On) 74 2l 2H435} AzureE SSO ZBXIE A= 2R, &
49| ollX| AT RZIEE A3 Grid Management AP| EE= Tenant Management API0]|
Fa Qs EZS Y2 = UASLILCL

Azure Single Sign-OnO| g4 3tEl 22 APIO| 2QIgL|C}

AzureE SSO ID 3242 A83t= 22 LhS X2 0| HEEL|Ct

22



R
* StorageGRID AFSXH 120l 48 HICI20|M AFSXIS] SSO XA} HY A% SSE & ULIC
* HIAE 22| APIO| HA| 2SR E|E 2H IDS 21 QL0{oF BHLICE

o

ro
oM g

FRA0l| CHaH

EZS HOHH LIS od| 23EEES A2 = JASLIC

:I:

* EZtAH 2S5 A A A auth-soauth-so.py IHO|M AT ZIE

* toragegrid-soauth-Azure.js2| Node.js A3 EE

FASREERE StorageGRID AX| o CjHE |( Red Hat Enterprise Linux === CentOS2| 2<% ./rpms,
Ubuntu EE= Debian2| A< ./debs, VMware2| AL ./vsphere)dl| A&LILCE.

Azure2t2| API £ 7|52 ZN 252 'toragegrid-soauth-Azure.py' 23
AT E = StorageGRIDO| &F F 712 2™ S St11(HK SAMLRequestE Bl
Node.js AR EE 2 E5I0] Azure?t 4= —.%3foﬂl SSO g sAefL|Ct.

SSO 22 LT API RHES ArE5H0] adllet = AX|TH DA 8h= A2 2HESHR] & LICH Puppeteer Node js
DS 2 Azure SSO QIEH[0|AE AT || W= o AL ELICH

URL Q12 EH|7} Qe 32 'K HE|X| ¢b= SAML HT' LRIt HA|E = AFLCE

= =
a. Node.jsE MX|EL|CHELX) "https://nodejs.org/en/download/")S S2IetL|Ct.

5! jsdom)2 A X|EtL|Ct.

on
]
x0)
rot
zZ
o
o
D
)
Ha
ngn
©
[
©
©
S‘R
D
D
-

13 ChE Python 23R E = G Node.js AR EE S E8H0] Azure SSO A= XS £3BHL|CL.

3. TEDEJI HAIE|H CHS Ql=0f CHSt 242 L=SIAHLE 0i7H H-E AL SHo] MEFLICH
° Azure0l| 210I5H= 0| AH8 &= SSO O|H|Y FAL|CE
° StorageGRID2| FAIL|Ct
° HHE 22| APIOf| HM|ASIE = 2 HIEE AE IDYLICH

4. HIAIX|7F HAIEH 2SS ST 28 Al AzureO]l MFA H3HS HMI3e FH|E ©LIC

FE_sS5arpYy storage i rurs-ssoEuth. B sso-pmail-addrass ut-ul"n?‘n:." clomain . com
. 2. com - -tenant -account-id- @

EEREAREEREERFEEE R AR AR AR EER AR iR ERR AR EEEREREEREER IR EATEERERR IR

Watch- for-amnd approve-a- 2FA authorization - request

"apiVersion’:

23


https://nodejs.org/en/download/

0] A3 Z E = MFAZL Microsoft AuthenticatorE AFH25t0] =l 2402 JHHBIL|Ct HIAE
() xS o w2 3SS Uefsts 5 O Hefo] MFAS XIStEE ASRIES £330} 2
2 QAL

StorageGRID 215 E22 =30l MISELICE O[X| SSO7t AL E|X| @i= 22 APIE AFE3t= Wt |AISHA
CHE RF0 E2E MEE & AUSLICH

SSO(Single Sign-On)7t &4 3tEl 22 API AHE(PingFederate)

_._

e AR SSO(Single Sign-On) 74 8l kA% 12|11 PingFederateE SSO 232
St= 22 L9 API @HE YE9t0 Grid Management API EE= Tenant Management
APIO| 223t 915 E22 2l0{of BILICH

SSO(Single Sign-On)7} &3tz 22 APIO| 2318}

0| X2 PingFederateZ SSO ID 32AtZ AIE5t= AL MEEL|Ct

oiQst 74

=244 A

* StorageGRID AFEX} 250 £t HIH2|0[M8 AHEXI2| SSO AHEXL 0|2t = E &0 ASLILE

* HIHE 22| APIOf| AMASHEH E|I'HE AF IDE L1 A0{OF BTt

—— =

—

of ol

S,
=
SEZ

ol

Mg 4= AFLILH.

ro

o & Stit

mjo
mufn

S2{H ot

glo

* StorageGRID M X| It C|= E2|( Red Hat Enterprise Linux E== CentOS2| A< ./rpms, Ubuntu EE=
Debian®| 8<% ./debs, VMware2| 2% ./vsphere)di| ! = toragegrid- ssoauth.py Python éﬂE'EmLIEf.

* curl RHC| YIAEE of

CapH| 4ete 2y 3ef AlZHo] A1bE 4

A2 47 &LICt. "0] 80| 53t SubjectConfirmations &2
= Siﬁl-lﬁf "2hs @RI HAE £ JUSLICL

$0

() dFlcul 9aZ2E CrE B IS 2 4 YT BstK gL,

URL Q12 M7} Qe 32 'K HEX| ¢8= SAML HT' LRIt HA|E = AFLCE

CHA|
1. 915 E22 QO C}S WY 3 otLt2 MeBiLCt
° toragegrid-soauth.py Python A3 EE ALY A, 2CHA 2 0| SEHL|Ct

° curl 2 ALEEL|CE 3THA 2 ol SEtL|

Im
i
L)
=
0
(@)
>
o
1z
N
H1J
I-J
|>
|
o
Im
i
>
OOI'
ot
-
iul

C
2. 'toragegrid-ssoauth.py' ATZEZ AI238}2{H AT Z
ODEDEJ HARH CHS o100 CHot 242 = eL(Ch

° SSO g "It EASH PINGFEDERATE, LHEAHS §5)9 ZE HHES =g & Q&L Ot

° 8SO AHEX} O| EYLILE

24



2ILIC}. O] EE= PingFederatel| AFEE|X| Q45 LICt. Bl ZHR 2 FALY

° StorageGRIDZ} HX| =l =0
&Lct

ol5= 2 0 SEFA O
Aot 22 A 2 2

° StorageGRID2| FA|L|Ct

° HI'AE Z2] APIOf| AN A5tE = 2 HIHE A|F IDYLICE

python3 storagegrid-ssoauth.py
sso_method: pingfederate

saml_user: my-sso-username
saml_domain:

sg address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
e o e s T s e S e s

o S s T s e S e =T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacftb25e7

StorageGRID 215 EZ22 £20i| MSELICt O|H| SSO7t AFZE|X| §b= B2 APIE ALE5t= YW I RASH|
CHE Q0 EZ2S M8 =

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Grid Management API0]| HH[ASH2{™ 02 "TENANTACCOUNTID"Z AHEELICE

HEl 0I5 URLS 2O 2{H '/api/v3/authorize-SAML' M| POST RS EL| 11 SE0|A =7 JSON
TS HAHEL|CE.

0| Of|™|of| A= TENANTACCOUNTIDO| EHQ MHEl 1= URLO| CHSt POST 2FE 20 FL|CL Zat=
python-m json.tool0| TE =0 JSON 22 E S HAHELICE

-

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

of o2l SEole URLE QB E MHE URLO| ZEE|0] QUX|TH =71 JSON QIRE AHE2 ZEtE K|
OI-AL_||_'_|..
(=]
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

. =& HIFO| AEot7| ?I8H SEOIM 'AMLRequest & X EeIL}.

O =
export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."
d. SE1 F7|E LHELHD SES o2 LI

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "SRESPONSE" | grep
id="pf.adapterId"'

'"input type="hidden" name="pf.adapterId"

e. 'pf.adapterld' 22 LHELH D S-S of| 2EL|C,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'
f href 2tS LHEW (A SaiAl/ M7H) SES o2 ELCH

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g 'ZX[" g LHELHT|:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. X} &t et 27| =L
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curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

L ZAT EHEOM SRS MEELIC

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

J- MZHEl 'SAMLResponse’ S AF25H0{ StorageGRID 215 EZ2 MA45t7| /%t StorageGRID '/API/SAML-
RESPONSE' 22 MAMstL|Ct.

RelayState2?| 22, Grid Management APIO| 201512 H HIHE AHE IDE ALE35H7LE 02 AFESHYAIL.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=S$STENANTACCOUNTID" \
| python -m json.tool

SHol= 21& E20| ZEELC

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 3H0| ¢IZ EZS MYTOKENS E X &L|LCE.

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| CtE QHOl= MYTOKENS A2E 4= UELICH SSOE AFESIX| gf2 ZR APIE AESH= WtHat
H| X ELICE
SSO(Single Sign-On)7t dstEl 22 APIO|A 230H2EL|Ct

SSO(Single Sign-On)7}t &43tEl 22 J2|E 22| API E= HHE 22 API01|A‘| J0H2617| 2ls L& API
QHES Masof BL|Ct O] X|E2 PingFederateE SSO ID 22AtE AtE2st= 22 HEEILIC

Of ZFHofl CHaH
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Lot A2 X9 ¢l E0+2 H|O|X|0f| A 210H25}7 |2t 6HH S torageGRID APIOAf 20t2% 4= USLICEH
= StorageGRIDO||A F2%t StorageGRID H|0{2{ E20| Lot £ 2012(SLO)E E2[AHE & AUSLICH

1. JEE 273012 QNS MASI2{H SLO APIO| 37| "SSO=true"S MEtstL|C}.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| Hr2tELICE

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 270} URLE MEELIC

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"'

3. 2702 URLY| 2K ELi SLOZ E2|738t1 StorageGRIDE CHA| 2|C|2iMEtL|Ct,
curl --include "$LOGOUT_REQUEST"

302 SEO| gretElL|Ct. 2|C|HM 2|X|= API M & 20120]= HEE|X| &Lt

- T1O0 [Fo =1

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha?256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer token2 A{H|StC}.
StorageGRID Hol2{ EZ22 ﬁ. HSh= A2 SSOE AHE5HX| gh= Aat St YA = ZSTILICE cookie
A
o

AL
"sso=true"E M| 35IX| 2™ SSO AEfof| HFS FX| ¢4 StorageGRIDO|A 202 E LIt
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 2HIX QIS SEH2 AFEXI7t ZO0IREIAS S LIEFALICY,

HTTP/1.1 204 No Content

StorageGRIDO]| Cifet AMA S Ko fL|CE

m2H|xY ¢eE WL

OD

StorageGRID Z=H|X|'d A= E HASIHH CI2 EXIE MEMA . S, =& 3 X[ E+
Ao 2t Az 2FYULICEH Eot J2|E EEZX| FHE, J2[E LE E£ A% 8
T3t 23 I7|X| #US CI2EEslH QS 2ol

StorageGRID A|AEIE 55} 7|7}
HegfLCt.

Bt A
* 2 AFg3te] J2|S a|Kfo 2IAYALICH K| elEls 2 2ate K.
* QX| Be| i 2E oM A ABt0] ABLIC
* X Z2HIXY 9B} YaLC

Of ZhHofl CHaH
IZH|NE 2= B2 EX 3 |X| 22| Zxtet of 2RYLICH =7 If7|X| CH2EE 5. Z2H|Kd 2=

—

passwords.txt It20f| LFEE[X| gSELICH Z2H|Xd d2E EA st Qb e Fa0f =25 of °“—|Ef

o

=)

|
17> A HO|* >+ 02| = H|LHD * S MERBHLICE

Grid passwords

Change the provisioning passphrase and other passwords for your StorageGRID system.

Change provisioning passphrase Change node console passwords

Change provisioning passphrase and download new Change the node console password on each node.

recovery package.
Last time updated: 10/29/2021

[ Make a change — ] Make a change —
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2. Change provisioning passphrase * 0| A| * tHHZ * & MEHSHL|CE,

30

Change provisioning passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This passphrase is also required to
download backups of the grid topology information and encryption keys for the StorageGRID system. After changing the provisioning passphrase, you must download a new
Recovery Package &

Current provisioning passphrase

New provisioning passphrase

rrxuwn axen

Confirm new provisioning passphrase

rrerrarTEy

m cancc’

I

S Z2u|NY s st

M 2SS QRELICH st 87 0|4 327} O[8to{0f BLICE QB ChARAIE TEELICH
M Z2H|H oSS QRN 9Ix|ofl AABILICH MXI, 8 U KXIE4 Ato| WRBLICE
M 2SS ChA| 22f813 * Save * £ MetigLIC

OZ2H|XE = HEO| 2AREH =M 45 87 EA[ELIC.

Configuration > Grid pa

words > Change provisioning passphrase

Change provisioning passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This passphrase is also required to

@ Success
Provisioning passphrase changed successfully

downloadb ps-ofthe grid topology information and encryption keys for the StorageGRID system. After changing the provisioning passphrase, you must download a new
Recovery Package

Current provisioning passphrase

New provisioning passphrase

Confirm new provisioning passphrase

=7 07X * & dERLICt

H
M EZ2HNE d=E Y M 57 7 |X|E L2 =Lt

@ IZ2HIXY =& HEe F0l= FA M 57 7| XIS TH22E8(0F LI =7 H7 (X TS
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oM TEH|XNY &7t J}SLICE

oS

Passwords.txt IF.

@ L E 72 S| AFEE|l= SSH 7|0f| CHall B2 SSH MM A L7t QELICH O] EX}oj M= SSH

o

HH2~ Ao E HESHA| pAELICE
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.27 I7|K| CHRRE ¢ S Metgict,

=7 7K DU S SARILICE (. zip)E AFESHY F 7H2| oHstn M2 THE IX|of QFHSHA| 2 2tetL|Ct.

@ =7 I{7|X] TtU2 StorageGRID A|AE0|M HIO|E S 7HH 2= O AF Y + A= Y=ot 7(2t
A7t HEtE|of Yo D2 HotS QX[sHof BhL|Ct.
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Grid Manager?| ID H|H{2{|0|M S A BfL|C}

Active Directory, Azure Active Directory(Azure AD), OpenLDAP EE= Oracle Directory Server?t 22 CHE
AAROM 2] 2 F 3 AEXE 2E|5tH = 2 Grid ManagerOHM ID HE2o|8E L += %‘*LIEF

e
0
ro
N

* 8 AFgol0] J2|E BRI 2IOIYALIC XIREE o H2tR A,
+ S YNl B3to| ALct

* Active Directory, Azure AD, OpenLDAP EE= Oracle Directory ServerE ID 23 XAt2 A2t USLICH
(D =200 9= LDAP v3 MHIAS ABOI2IE 712 T2 A0 2SHIAIL.

* OpenLDAPE ArE35t2{™ OpenLDAP MHE FM60F BfL|CH S FHZSHMA|R2 OpenLDAP MH 4 K&
* SSO(Single Sign-On)E ALE3tE = 22 2 AEMSLICE Single Sign-On AFE0]| CHeE @1 At
* LDAP AH{2te| E2410f| TLS(Transport Layer Security)E At&%t2{ = 22 ID 32XH= TLS 1.2 = 1.32
ASELICEH 2 HESHAR LA TLS HZ0| X 5= &=,
o| ZFHofl CHal
Active Directory, Azure AD, OpenLDAP L= Oracle Directory Servergf #2 CHE A|AHIOM 382 71 22{H

Grid Manager?| ID £AE 4 5 S?i*'—l'if Ch2 Rl OFS 7IME & AUSLICH
© 22| OF: #2[X IFQ Ar8Xts O F0H EEE 22| et M2t Grid ManagerOl| 2101510 Y S e
A LIC
* XpQl ID 2AE AHESHA| fb= HIHES| HIHE MEXA OF HI'HE OF9| A= HIHE 22|Xte| aF0
e S 7|He = HHE 22 Kol 21510 XS A = ASLICH S HZSHMAL HEE AES
AL CH A HEE AEES AERLIL & HZMAIL.

24 geisiLict
1. 34 > * HN|A FO * > * ID Hcizo] 4 * S MedgtLc}
2. 1D HCizo] M AFS * 2 MefgLCt,
N

=
3. LDAP MH|A Q¥ MMO|M 42 LDAP AMH|A RAES MEISHL|CE

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other

Oracle Directory ServerE At&3H= LDAP MH 2| ZtE2 F4sta{™ * 7|Et * E MEABIL|CE.

4. 7|E}* £ MEASH 22 LDAP &4 MMo| WEE RtMYfL|CE J"X| ko™ Ct3 tHA|Z o|SELCH
° * AZXL 1] O|F *: LDAP AFEXI2| 1f AMEXI ZetEl £429| 0|FQILICE 0] £42 Active Directory?)
<2 'AMAccountName', OpenLDAP2| &< 'uid’?t Z&LICt. Oracle Directory Serverg #145t= 4%
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* 'MAIE 0|F' = uid!

* objectGUID, entryUUID, nAuniqueid

" 'en'L|Ct

* 'emberOf' EE= 'isMemberOf'

= Active Directory *: objectSid, primaryGrouplD, userAccountControl, userPrincipalName

= * Azure *:'accountEnabled' % 'userPrincipalName'
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Test Connection

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
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Edit the tenant

@ Enterdetails ——— o Select permissions

Select permissions
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Single Sign-on

You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant
Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using S50.

SS0 status @ ® Disabled Sandbox Mode Enabled
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Semnvices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

G_ Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfs!lsfidpinitiatedsignon_htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the S50 Status to Enabled, and click Save.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

identifier{s) shown below

2. Test S50 and SLO by selecting the link for each Admin Nede
o hittps:/f

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party
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lidp/statSS0.ping?PartnerSpld=5G-DC2-ADM1-106-73
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When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
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Certificates

Global

external certificate authority.

Name

Grid CA

Client

Description

Load balancer endpoints

Tenants

Type @

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).

Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an

Expiration date @ =

Management interface certificate

S3 and Swift API certificate

Secures the connection between client web browsers and the Grid

Manager, Tenant Manager, Grid Management API, and Tenant

Management APL

Secures the connections between 53 and Swift clients and Storage
Nodes or between clients and the deprecated CLB service on Gateway

Nodes. You can optionally use this certificate for a load balancer

endpoint as well.

Custom

Custom
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Manager API EE= Tenant Manager API0]| CH3t 0| 22| 2= M HZAO| AFZEILICE

o. HO|XIE M2 11X @ HEtX 7t U0 EE =5 $fLICt.

o

X2 EE Ao 5% Set

T O -

1
£0

@ M QISME HZESHAHL Mgt 20i= 22 A5 2tz &
|
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b. "passwords.ixt" It0f| LIFE A E HBL|Ct

Cc. EEZ Mool H 2 HHE et

d. "passwords.txt" ItL0]| LIZEl 2 E U=EtL|Ct

EEZ 29I8}H

3. XM M E A

DETETH$O|M # 2 HHELICH
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R
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Ho 9|'°| |:9|.I: =
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Z20[HET BME HEL = JUSLICEL
$ sudo make-certificate --domains *.ui.storagegrid.example.com --type
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20| = 22| APl 22I0|HE0| 2Rt 38 2B AMIL
4. QIZME MEfSt D SAFRLICE
MEH St=20f| BEGIN & END Ef 12 ZgHshL|C}
S. HY Mo 20F2TLLICE. '$exit'
6. QIS N7t LMEF =X Solst|ct
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2. 22 > -0 M * 22| AETO|A QB *

3. M| * S CAHIS * B2 Meizt Ot ol
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=

b. SAtSt QIZME HAE HET|0f 20 E&LICT

C. HIAE mMAUS A pem’'LE MFRLIC

O£ E0, toragegrid_certificate.pem’

S3 % swift API ISME F-ELICt
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== 9| O 0|4 AF2E|X| 8= CLB(Connection Load Balancer) AH|A EE= g2 A
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Of ZfHofl CHaf

JEHMORE BE AEEX| LEOE O2|= CAMM Mt X.509 MH 21E A7t g ELICt o[2{et CA MY
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S2o[AE0| J2|= CAABME EX[oor g == JAFLICE
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2. QIEM PEM * MU0 M Q1B ME CHR2EESIHLE SAFELCH.

|§ 3 T22E 9IXIE RIFYLICH 2ER7} pem'el THH S MEEILICEH

FabricPool2 StorageGRID 2/ ME FAELICE
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Q| HLIHEY =FE AE310 StorageGRIDO| AM| A8l 0f = < 12| = HE[XHE AHESI0] S2H0[AE 2ASA
HZESHAHLE W5t QIS M HEE 2[F =701 SAFSHOF BfLCt,

of ciet 2 & FXYAL L 2ot QIS M AR Bl AREAL X[E AMH S ME Fdot= SYILIL.

20| FEHE|X| A2 5212 0] M| ASAIL 2 DI E mf oISA
(D) MO - @dol 2uE " S2H0I0IS AIBN 20t ERMELIC, Bao| w2t 2 - > - o>
5 O|HE Elol| A Z2O|AE QIFAQ| BHE LME B #Y AS A7}

@ KMS(7| &2| MH)S A-83t04 S4:3HH T4 E 0{Z2H0|AA L 0| H|O|EI S E2dh= B¢ of TSt
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Olx| 8 ZL|EZ E2 AtE5t0] StorageGRIDM|A Prometheus HE2/0f| A M| AE 4 QE&LICE.
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A
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e. * ServerName *: 22| =9 =H|Ql 0|28 YEtL|Ct.

servername Zt2| QAIE{HO|A QIS MO EA|Z! =02l 0| E1F L X|6HOF BFL|C}.
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KMS setup

Create a StorageGRID
client in the KMS

Obtain KMS details:

¢ Host names and port

s Alias for encryption key
e Server CA certificate

* Public client certificate
e (Client private key

Add KMS to Grid Manager
for a site or group of sites

Poweron

or reboot?

Appliance setup

Enable node encryption in
Appliance Installer

install appliance:

e Disks are encrypted
with data encryption
keys (DEKs)

* DEKs are encrypted
with temporary key
encryption key (KEK)

Deploy appliance asa
node in StorageGRID

Has a KMS

been configured for
the site?

Appliance receives KMS
configuration

Appliance connects to
KMS to request key

KMS key replaces
temporary KEK

Appliance is secured by
KMS

=ME=E KMS 23 3 o{S2t0|gA 20| EE 2 O|FO{ XX, 27 At w2t A fZEt0|AA L= =0f Chet L=
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- Appliance node with node encryption enabled

Appliance node without node encryption enabled

X
- Non-appliance node (not encrypted)
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Key Management Server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key management server (KMS) fo manage the encryplion keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Nodes

You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Eefore adding a KMS:

» Ensure that the KMS is KMIP-compliant

« Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions. see administering StorageGRID

|4 Create|| # Edil || ® Rer
KMS Display Name & Key Name © Manages keys for € Hosthame & Certificate Status ©

Ne key management servers have been configured. Select Create.

2. Create * & MEHSILILCE

7| 22| ME 371 0tgEAR] 1EHA(KMS M2 FE 2=3)7t LHEHELICE
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Add a Key Management Server

o 2 3

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Enter information about the external key management server (KM3) and the StorageGRID client you configured in that
KMS. If you are configuring a KMS cluster, select + to add a hostname for each server in the cluster.

KMS Display Name @&
Key Name @&
Manages keys for & - Choose One - v
Port © 5606

Hostname @ o
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Add a Key Management Server

& :.40 3
o

Enter KMS Uplead Upload Client
Dietails Server Certificates
Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Ceriificate & Browse
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Add a Key Management Server

o 0

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Upload a server ceriificate signed by the cerificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate @ Browse k170vCA pem

Server Certficate Metadata

Server DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySacure Root CA
Serial Number: 71:CD:6D:72:53:B5:60:0A:8C:69:13:0D:4D:D7.81:0E
Issue DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySacurs Root CA
lssued On: 2020-10-15T21:12:45.0002
Expires On: 2030-10-13T21:12:45.0002
SHA-1 Fingerprint: EE:E4:6E:17:86.DF:56:B4 F5:AF:A2:3C:BD:56:6B:10:DB:B2:5A 79
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Add a Key Management Server

—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate € Browse

Client Cerificate Private Key @ Browse
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server ON:  /CN=admin/UID=
Serial Number: 7D:5ABA2T:02:40:C8:F5:19:A1:28:22:E7:D6:E2:EB
Issue DN: /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Hoot CA
Issued On: 2020-10-15T23:31:48.0002
Expires On: 2022-10-15T723:31:48.000Z
SHA-1 Fingerprint: A7:10:AC:39:85:42:80:8F FF:62:AD-A1:BD:CF:4C:50:F 3:E9:36:65

Client Certificate Private Key @ Browse k170vClientKey. pem
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Senver Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server DN:  /CN=admin/UID=
Serial Number: 7D5ABA27:02:40.C8:F5:19.A1.28.22.E7.D6.E2.EB
Issue DN: /C=US/ST=MD/L=Belcamp/0=Gemalto/CN=KeySacure Root CA
Issued On: 2020-10-15T23:31:45.000Z
Expires On: 2022-10-15T23:31:49.000Z
SHA-1 Fingerprint:  A7:10:AC:39.85:42:80:8F FF 62:AD:A1:BD:CF-4C:90:F3:E9:36:69

Client Certificate Private Key @ Browse k170vClisntKey. pem

Select Force Save to save this KMS without testing the external connections. If there is an issue with the configuration,

you might not be able to reboat any FDE-enablad appliance nodes at the affected site, and you might lose access to
your data.

] e [ o

R ME 2 MESHH KMS 7180] M= X2 2 ®MIS0A oy KMSZ2| o/ f A&2
@ HIAEEX] SSLCEH 0l 2X7F AS F2 3T MOIENM = L=otrt Edatel
O{S2o[AA LLEE MERISHA| 2 = AELICE EXI7toHZE w7kX| C|O]E{0f A M| ASHK]

g = AFHCH

8. g0l ZNE HESI T A S YN MESH{H * OK * £ MEHL|C}

=

Canfirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

Ifthere is an issue with the configuration, you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.
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Key Management Server

If your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS} to manage the encryption keys that protect your Storage GRID at
rest.

Caonfiguration Details Encrypted Modes

*You can configure more than one KMS {or KMS cluster) io manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

» Ensure that the KMS is KMIP-compliant.

« Configure StorageGRID as a client in the KMS.

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administaring StorageGRID.

| 4 Create | ‘ # Edit | | o Remove|

KMS Display Name Key Name © Manages keys for & Hostname @ Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.95 164 " All certificates are valid

2. 2t KMSOl| i3t BHo| HEE HEFL|CL
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

2. H|O|X| &Ttofl M * F=otEl L E * RS MEHSiL|CY,

[

Key Management Server

If vour StorageGRID system includes appliance nodes with Full Disk Encryption (FDE) enabled, yvou can use an external key management server (KM3) to manage the
encryption keys that protect your StorageGRID data at rest

-
Configuration Details Encrypted Nodes

i,

You can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one
default KMS to manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a
particular site.
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Configuration Details Encrypted Nodes

Review the KMS status for all appliance nodes that have node ancryption enabled. Address any issues immediately to ensure your data is fully protected. If no KMS exists for a site
select Configuration Details and add a KMS.

Nodes with Encryption Enabled

Node Name Node Type Site KMS Display Name © Key UID © Status ©
SGA-010-096-104-67 (§ Storage Node Data Center 1 Default KMS 41bi...5c57 «" Connected to KMS (2021-03-12 10:5%:32 MST)
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

*fou can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

Ensure that the KMS is KMIP-compliant.

Configure StorageGRID as a client in the KMS.

Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID,

| o+ Create | ‘ # Edit | | & Remove|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid
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A Warning

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

If there is an issue with the configuration. you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.

Cancel
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Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID

= Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid
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A Warning

Delete KMS Configuration
You can anly remove a KMS in these cases:

= You are removing a site-specific KMS for a site that has no appliance nodes with node
encryption enabled.

= You are removing the default KMS, but a site-specific KMS already exists for each site
with node encryption.

Are you sure you want to delete the Default KMS KMS configuration?

=
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Storage Proxy Settings
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If you are using platform services or Cloud Storage Pools, you can configure a non-transparent proxy server between Storage Nodes and the external S3 endpoints.

Enable Storage Proxy rd

Protocol HTTP SOCKS5
Hostname
Port (optional)
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Admin Proxy Settings

Ifyou send AutoSupport messages using HTTPS or HTTE, you can configure a non-transparent proxy server between Admin Modes and technical support.

Enable Admin Proxy |+

Hostname Mmyproxy example.com
Port 8080
Username (optional} root
Password (optional) ssesssse
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Untrusted Client Networks
ITyou are using a Client Network, you can specify wheiher a node frusis inbound traffic from the Client Network. If the Client Network is untrusied, the
node only accepts inbound trafiic on ports configured as load balancer endpoints.
Set New Node Default
This setting applies to new nodes expanded into the grid.

New Node Client Network & Trusted

Default ) Untrusted
Select Untrusted Client Network Nodes
Select nodes that should have untrusted Client Network enforcement.
| Node Name Unavailable Reason
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Create a tenant

° (1O | L —— g R t permissions

Enter tenant details

Name @

Description (optional} @

Client type @
@ s3 Swift

Storage quota (optional) @

GB w

Cancel
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HHE 2t2|xte| URL HAI2 O3 ot Z5LICE
"https://FQDN_or_Admin_Node_IP:port/?accountld=20-digit-account-id/

* 'FQDN_or_Admin_Node_IP= B12tel QI O|F & 22| =] IP FAYLICH
* ‘portE HIHE M ZEQL|C}

* " 20-digit-account-id = HIHES| 13 AA IDYLIC}
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Create a tenant

(:) Enterdetails ——— C) Select permissions —— C) Define root access

v

The tenant Tenant02 was created.

If you're ready to configure the tenant, select Sign in as root.

Sign in as root I & Slgnedin

You can now access the Tenant Manager to configure these settings:

» Buckets B :Create and manage buckets.
. Identity federation & : Configure an external identity source to use federated groups.
» Groups [ :Manage groups and assign permissions.

o Users [ :Manage local users and assign users to groups.
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Tenants

To view more recent values, select the tenant name.

Name @ = Llogicalspaceused @ =

Export to CSV Search tenants by name o

Quota utilization €@ =

Q

Quota @ =

Object count @

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

Displaying 5 resu

4  Signin/Copy URL @

ilts

Tenant 01 2.00 GB

Tenant 02 85.00 GB
Tenant 03 500.00 TB
Tenant 04 475.00TB

Tenant 05 5.00GB

10%

85%

50%

95%

20.00GB

100.00 GB

LO00PB

500.00 TB

100

500

10,000

50,000

500

4 D
4 0
4 0
4 0
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.

Searcf ameor L Q Displaying 5 results
Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ 2 Objectcount € %  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 41 D
Tenant 02 85.00 GB 8506 100.00GB 500 41 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 < [0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0

M MRS ALBBH0] 0|2 T EHUE IDZ HIUE AHS ZMsHct,
A SECHROIA * Y * 2 MEfsLICE

0| o|xl|= SSO(Single Sign-On)E AL23IX| k= D2 =0of thet HeL|Ct O] HIHE AFE x| ID 225
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Edit the tenant
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.

EIAE AFSXH= B HO|X|2 0|S510] 2t TBRo| CHSt 74X £ 20| QE HAIX|S HESHD QE7} 2Halsh A|ZtS
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

g One or more endpoints have experienced an error, Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ *+ Lasterror @ = Type @ = URI® = URN @ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl

@ ”mm RF * o A= Y7 2F HAX[o= 2= otofl 23 ID7 ZE £ JASLICH D2 = 22[Xt
=71z X °401|A1" oI DE P%OHH bycast.log2| 2F0f| CHot XtM|St EE HE 4= JASLICE

DA Mot 2HEE X
AEE|X| LEot Z2F MH[A AEZQIE 7H0f| AEE[X] ’IEAIE T8¢t B ZEA| AH| 20| A StorageGRID2|
IT

HIAIXIE S185HX| foM @FIH LA & JELICE O|2{Tt 2X|E SHASIH TEA| MH2| HE S &lsto]
Za= A1H|A 243 H|A| K| 7} KFEHE|X] QEQH=X] SISt L},

153



7(I"* 72 0Il—H01I A= 9_|E QFE7L &dct R HIHE 22|Xte| A2 =0 Z10 HAIX|7F EAIELICH 23 Ho|X|=2

UL SE MH|A 2H2 Qls S3 | 22I0|HE 0| Aofgt 4 JELICE O &0 RSM(InternaI
Replicated State Machine) AMH| AT} ZX[E|HLE LS B2 S3HE MH|A HA|X| 7t HHE CH7| 521 B2 S3
Z2t0|HE o MofgiL|Ct.

MH|A HEHE 2helste{H

L XA *>+Eqd*>*T2|E EZ2X| * § MEdgiL|Ct

2. site_* > *Storage Node * > * SSM * > * Services * & MEHBEIL|LCE,

ASIOIETL MAE = Clst 0|92 BUE AH|A Q8 ORI UME & AL YR OFE AT Y02
=78 4 UBLICH 0| S0f 1S 22 0|92 =7 It QI was £+ Assiict

* AFEAFO| A2 FHO| ATIEIQUH L Bt |l

- That Bi210] gLt

- UUS WY 4 YALIC

StorageGRIDO| Al 57 7hs%h @7 7F ZHSHHE o

OH
Mot

ot T{7kX| 2EZ MH|A 20| HA|=E L
CHE RFE =78 = §lEUCL HE S0, 20| ARNEH S7E + gls 2F 7 2L

StorageGRIDO|N S7& = gl= 28 E7f arMstH J2| = 22| X0l A SMTT(Total Events) 2i|7{A| A&7t
EE2|HEILICE Total Events Legacy(Z O[HIE 2f|7{A|) Z&S H2{H

1T X*>*E7*>*02|E EEEX| * £ MEfRIL|CL
2. site_*>*node * >* SSM * > * Events * £ ME{EIL|C}.

3. E|0|Z &Thel ObX|2} O|HIE K|

O|#HIE H|A|X|= '/var/localllog/bycast-err.log’0ll = LI ElL|C},

SMTT & LiE=0 MI = XEE et 2 E SHZoHHA2.

T * B Meotof O]HIE 4

i
=
rIo nx
0
ot
i
i)

SUE MH|A HAIX|7F M E| X

N o o &

=
HIEE0iA| 7HA[2| HIEIHIO|E] = Ei 1S YC0|ESHo] Aulist =X fE= &ElS ChAl EC|HSIES X|A[RL|CE



MH|A HIA[X]= HEE X Lo.:.l—llif O|E =01, StorageGRIDZ} I 0|4 CHAN MH[AO 1B 4= QI = CHAO A
XA SEO| YHO|EEl= 3R 0| LFIH 2dE =+ ASLICE

B3 £ Qs QEE Qo SE MH|A HAIXIE MEY £ gl AR J2|= 22|XHo|A SMTT(Total Events)
AHAl BE7F E2|HELICH

SUZ MH[A 2H0| Cist ds X3t

0| HMEElE St e AEZRIENM TS 4T = A S8 X 15t= F 2 StorageGRID
ATEL0{= Mo thet =41 S3 QHS AZSe = ASFLICH AKX =E2 tid EFL=E Uiz J7[Ct2|=

Q| W=7t U= R0l T LMBL|C.

—

th S0|2= 83 9 & AZto| O 22 ZEICl= M2 & = US

)

b Ol
2 -
0

).
H
N
rot
Rl
ot
i
E
0Ir
o
oy
A
_o'l
N

AZESHE 2R 8 £5E F0|7{LI 20| O 2 AIEXLIEE ALE30F °”—|Ef 9-** “”E_Uf 74|-’—'.*- B7t5t= 32
PUT X1 22 S210|YME S3 ZHeio| Z=2 AnfgiL|Ct.
CloudMirror QE2 UutHOoZ HM Eot it = O|HIE 22 @XM EC} O U2 00| MES EastD 2 Cha
AEZQIEQ M50 FE2 WS 7HsM0| . =&LICE
ZHE MH|A @& MofH&L|Ct
SEE MU|A0f CHE @K AIES Ha{H

1. L=+ 5 MENShL|C}

2. site*>* ESE MH|A * E MEHBHL|C

3. 98 RRE KEE FLCh

155



DC1 (Site) & X
Metwork Storage Objects ILM Platform services Load balancer
1 hour 1 day 1 week 1 month Custom

Pending Requests

200K

i
]
=

TODK

K

—~
W

13 1400 14105 (B A L1 14:20 1425 1430 1435 1440 1445

i
i
i
in
i

50 13

== Pending reguests

Request Completion Rate @

025 ops 4

Dops

E 13:55 14200 1405 1410 14:15 14220 14:25 14:30 14:35 1440 14:45
== Replication completions == Requests committed
Request Failure Rate @
0.20 op:
D15aps
Qi0ops
005ops
Jops
13:50 1355 1400 14405 1410 1415 14:20 1425 14:30 14:35 14:40 1445

ZYUZ MH|A ALS E7}* AT RSM MHIATH M3 S0[7LE AL THs 8t AE2IX| LETH AR H0{A AO|E0A
ZHUZ MH|A TUS 2UY 4 9SS LIEHLICH
RSM AlH|AL BHE AH|A 20| 2t BHOR MAE|EE $LICH

0| ZE 82312121 AO|0| RSM ABIAE EISH Axelx| =8 HIRLIC (RSM HHIAE ADC
MHIAE Berste AE2(X) Eof USLICH) 131 TS 0j2{3t AE2|X| =C 5 CfRE0] A% Z0|1 AR 7Hs3HX]
stolgL|ct,

156



@ AFO|EO| M RSM MH|A S Zotdh= AEE|X| LLEJL & JH O] 2f FoH7t L-HSHH i AO|Eof Chet
HF S¢ SUZ M2 @F0| EHELCH
SUE MH|A BH-| Chet =7 ZX| 32 X

SAE MH[A 2E =X SHZ0f thiet XiMet 82 of XES HZSHIAL HIEHE AE ALE.

—_ —_

22| S3 EHIHE AHHoi thsl =t

—

EXN S3HHEII S3 MEIS ArRS0] /¥ QEH E0]| SelectObjectContent 2K S
=]
=

o
ECEL R RS

S3 SelectE AHE&5HH H|O|E{H|0| ALt £t 2| AA S HYX[SHK| S0 CHEC| LIO|HE B 28X Q2 AMY £
UA&LICH 3t HO|HE AMSH= Ol E= H[&1F Th7| A|ZHE E0{SLICH
S3 SelectZt FAAL|TH?
S3 SelectE At25HH S3 22t0|H E 7t SelectObjectContent RE 2 A3t QLEHMEN|A LR H|O|EH 2t ZE 2
o AMe 2~ JQELICE S3 Select?| StorageGRID 71210i|= S3 Select B 3! 7|529| ot¢l ®eo| ZeHELICE.
S3 Select AFE0] CHot 12 AFg 2 27 AR
StorageGRIDO{|I A S3 MEH #{2|0j| LS CHS S A8 Ok LTt
© g M7t CSV YAI0|7LE CSV YA Mo ZXetEl GZIP = BZIP2 % DhlL|Ct.

* HHEE= J2|= 22|Xt7t S3 ME 7|52 B2 ofsl{of EL|Ct Allow S3 Select * When(S3 MEH 5|2 * A|7]) 2
SLICHHWE MY £ HHE TWE.

* SelectObjectContent M2 2 HLJOf BtL|Ct StorageGRID 2= H2iIA AELOIE AISIEIIEO|AM ALRSHE
22| 5! AO|Ef0] =E&= SG100 EE= SG1000 HEZH0|AHA == EE= VMware 7|8 AT E Q0] = E0{0}
gLt

CHS At AFetS & DSHYA|2.
* HOo] g 22 WHM E= X|/{E|X| §S&LICt
c Hols AER(X| LE2 AY 2 2 QlEL

* O o|& AFEE|X| ¢4= CLB MH[AE S8l & & #2l= X=X 5L/t

@ SelectObjectContent 282 2 E S3 22I0|HE I ZE HIFUES| 2EC HaA M52 EL &
USLICEH M2 = A= HHE T 2R3t 2202t 0] 7|5 AHESHES MdESLICE

E HZSHAIR S3 Select AFE0]| TSt X[ Al

£ =2 ELICt Grafana ALE A|Zto| Antof| 2 S3 Select XY 29| AL Grid Manager®| A * X[ &l * > * £ * > =
HEZ * S MEbgL|Ct.

157


https://docs.netapp.com/ko-kr/storagegrid-116/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/s3/use-s3-select.html
https://docs.netapp.com/ko-kr/storagegrid-116/s3/use-s3-select.html
https://docs.netapp.com/ko-kr/storagegrid-116/s3/use-s3-select.html
https://docs.netapp.com/ko-kr/storagegrid-116/s3/use-s3-select.html
https://docs.netapp.com/ko-kr/storagegrid-116/s3/use-s3-select.html
https://docs.netapp.com/ko-kr/storagegrid-116/s3/use-s3-select.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/reviewing-support-metrics.html
https://docs.netapp.com/ko-kr/storagegrid-116/monitor/reviewing-support-metrics.html

S3 2! Swift 22I0|¢E HZS FEHLIC

83 3 swift S2I0|AE AZO CHal & EL|CE

J2|E #2|XH= S3 3 Swift B E7H 2210| A E 04 Z2|70] M2 StorageGRID A|AE 0|
HESIH H[O|HE K& 5! HMot= 2 S Nofst= 714 S8 S el ct Chrst
S20[E S HIHE QF A2 $F5t= o 7HX] J dOI USLILCE.
S20|E 38 T2 M2 L3 & SILHE AZESIH WM E MESHAHLE HMed &~ AUSL|CH
© 22| LE = AHO|EH0| Eo| 85t 24 MH|A = MEINO =2 #ta| LLE K= H|0|EQ0] E9|
1Itg J(HA) 59| 7t4 IP FAL|CH
* HIO|EXO] .LE2| CLB MH|A EE= AO|EH0] wE2| nItEd JF9| 7Hat IP A (MEH AtghiL|Ct
CLB MH|AE= I O|A AR E|X| 4ELICEH StorageGRID 11.3 Z2|A Mo 1A= 22t0|AEE
@ AO|EL0] =E0|A CLB MHIAE A& Ar%%-* = USFL|CH 2E UHY S H[SSH7| 2/H
StorageGRIDO]| 2|Z%t= CHE 2= 2210|¢E o Z2[A|0|M2 EE HHM MH[AE AHESHY
HAZsH{of gfL|Ct.
© 2R 2 WMHMI} UL gl= AEE[X| LE
StorageGRID A|AHIO|N CI2 7|52 MM o= Mg 4~ JUEL|CH
* *VLAN QIE{H[O|A *: 22| L. =9} H|0|EL|0] L =0f|l A 7HF LAN(VLAN) QIE{HO|AS MASto] HOt QHAM 3

4SS floll 20| E 3 HIHE EfiS AH2[5tn S8 = ASLICH VLAN EHO|AS Mot =
U7t8E(HA) 250 =7tehct.

** 17t K O *: HO|ERI0] oS i Bo| =0 3 QIE{H|0|A0| HA DB S MAGH0] HE[S Mol AN

MASIZILE 2 2C 241 DNS = ERA 25 21K % T HA 1SS AL2510] E|S-ofE|S oS
RUELICH HA JE| 7H IP F48 AHB3I0] 22to|elE eigo] o|ZofaLic
» 2SRt MH|A * S2H0|IET} SEI0|IE HAS I8t 2 WalM BHS BIS0f 2C WHN MH|AS
AFBOHEE MHE 4 YALICH 2E WRM 2HE TS of ZHOIM HTTP £ HTTPS A2 683H=X
= BHS AZY 220|1E F3(S3 EE Swift) 2 HTTPS AZo| AR ISHEIEE 29)2 BE
2 XFELICH

© M2 o= gl= 2CH0|UE HESR S *: 22I0|HE HEHIE Mg = g3 7450 Hots Zote &
UAELICH SEO0IUE HEQZE M=gd = gl= 3R E‘EfOIO*EE 2L HHM BHL ALESIH HEY
A LIC
LESh StorageGRIDO| 21 AASH= S20[AEL CLB MH|A(AMEEIX] 432)E AMEdt= EPOI Eof| cHah

HTTPE AI8SIEE d8e =+ %19'34 3 22I0|AHE CHel S3API AEZQIE 02l 0|2 74 & UELICEH

T =

Qof: Zatolole B %P 54 U EE
S20|AHE ofSE[AH0|ME2 J2|E 29| IP ALt ST h:':01| A= HHI*OI E'j§%
A23510{ StorageGRIDO| HZAE £ U&L

0 = A

1[I

|
2tO|HE O ZE|AH[0|M2 HA 1 52| 7t IP FAE M%*M °47d°* « °'¢|—|Ef.

Of Zteiof| chat

O #0fl= S2t0|AET} StorageGRIDO| HEY 4= A= CrLet W 2t AE FHO| ALEE|l= IP T4 3 ZETL

158



HZ fIK 20| ET HESH=
MH|AQIL|CH
HA 12 EI=ETEIPY
HA J& CLB
- Xt1:* CLB MH|A LS
o O| & A E|X|
(Ra={|u g
22X e E EE M
AO|IEQ0] =E EC N
Alo|EQ0] = CLB
« &1 * CLB MH|A
o O & AL E|X|
otsLct
AER|X| E LDR

o

S3 S220[AEE HO|EH0] =E HA DS 2 M ZH-| &

AtERiLCE

|22 2C MM ZX™at HA(Z7IEY)
LICt.

JE0] o]0] =0 A= L 2= HE|Xof| A Of

IP FAQLICH ZE

HA 1E9| 7tat P - 2C RN AETQIE
FagLct IE

HA 229 744 IP 7|2 S3 EE:

« HTTPS: 8082
- HTTP: 8084
7|& Swift ZE:

» HTTPS: 8083
* HTTP: 8085

Ze| 2ol IP FAYLICH * 2 WM AEZRIE

IE

HIO|ESO] =E9| IP c EC MM JAEZQIE
FAL|Ct TE

AIO|ESO] =E9| IP I 2 S3 XE:

FaeLich

» HTTPS: 8082
* M. *J|2XOZ CLB

gl LDRS HTTP * HTTP: 8084
TEL AIREX| .
o |_||:f 7|2 Swift ZE:

* HTTPS: 8083
* HTTP: 8085

AEE|X EQ| IP
FaelLict

7|2 S3 XE:

* HTTPS: 18082
« HTTP: 18084

7|12 Swift LE:

* HTTPS: 18083
* HTTP: 18085

Zotz{H ofzfiet 20| #x3tE URLE

159



* "https://VIP-of-HA-group:LB-endpoint-port

OlE E0{ HA 129| 7tAH IP A7} 192.0.2.50|11 S3 2E w2 A BHO| I E HS I} 104432 2R S3
Z20|HE = CFS URLE AE5H0] StorageGRIDO| HZAS &~ U&L|CH

* 'https://192.0.2.5:10443"

Swift 22t0[AEZ A|0|EH0] .= HADFO| 2E WM 2T HEol2H of2fet 20| Fx=3tEl URLE
AtEetLct.

* "https://VIP-of-HA-group:LB-endpoint-port

0| E0{ HA J1E2| 714 IP 471 192.0.2.60| 10 Swift 2E WM BHO| TE HS T 1044491 AL Swift
Z20|HE = OFS URLS A0 StorageGRIDO| HZAE 4~ Q&L|CH

* 'https://192.0.2.6:10444°

Z20|AHETt StorageGRIDO| HZst= O AF3SH= IP F20] Cist DNS 0|2 A4S 4 AELICH 2Z HER2

22| Xt A 2olst AL,

tHA
1. E AF2810] Grid Manager0fl 2 Q1BIL|CH K| 22| = ¢ HE2 KA.

2. J2|E LE9| P FAE 3OoBH

a L+ 2 Mefstct,
b. AZAY 22| L=, HO|EH0| LE K AER|X| =5 MEHSiL|CY,

o
N
=

* eth0: * J2|E HE3
* *eth1: * 22| HEI(SY)

* * eth2: * 22I0|HE HEI (M)

0%
[
21
10
Mot
0z
|.|-
[n
ro
ox
40
T
>
|4
iz
10

@ 2| LE L= AO|EQ0l tEE ED QD TR
Tt IP A TF eth20] EA|EIL|C

=
=
a. AN *>*HEQI *>*nJt8M I8 * 2 MENSHL|CE
b. HO| A HA 18| 74 IP FAS SHolghLc,

—

=
a FA*S+HEYIA*>* BE WA AETQIE * E MEHSIL|CT,

2L AHM 2 HO|X| 7t LiEHLL D o]0 - E EF FF0| EAIELICE

160



24 HY Zo| 2|1 2H-of tist =7t MTE 27 BAIELICH

c. MEfot BHO| SHIE T2 EZ(S3 L= Swift)dh & AHESHEE P EIU=X] 2ot = * Cancel * (Fl&
F

@ HE H57}1 80 FE= 4430/ 3lie ZET} 22| =20 o 2fE[22 EF0| A|0|E0]
CEOMEE FHELICH OHE 2E ZEE AO|ER0] =0 22| & HFof|M LTt

VLAN QIE{H[O|AE 2 -BtL|C}

| =2 AIO|ES0] =20 M VLAN(ZHA LAN) QIE{I|0|AE MMst1 HAOE 8l 2=
WHM ETOAM AFESI] EcfE S ZH2|5t10 THE[N S Hot RN A HMsS SHY
USLILCE.
VLAN QIE{H[Oo| A0 CHSF 112 AFgE
* VLAN IDE 2st1 StLt 0| 42| Lo =0f| A A9 QIE{H|O]A S MEHSIO] VLAN QIE{HO|A S MM BIL|CE
© &2 eIHH[0|A = AR[X|0AM EF I QE{HO|AR T E|0{0F BILICE.
* 2| 2IE{I|0| A= Grid Network(eth0), Client Network(eth2) EE= VM EE= H|O] HIE S A E(0]: ens256)2
7t EE3 QlE{m|o|ATL & 2 JAFLICE
s

* Zf VLAN QIE{mf|o|A0f ol £ = =0f| CHaH StLtol &9l QIE{H|o[ARE MENS &~ JSLICE oS S0 ST

=
AOIEH0] =EO|M 2= HER S QIE{H|0|At S2I0[AE HER S QIEI0|AS Z2 VLANS| £12
QUE{H|O| A2 BHH| AHEE &= QUELICE

* VLAN QIEjH|0| A7} O2|E 22[X} 8l HHE 2t2|Xjef 2t El B2 S Eoldt= 2e| L= EeiEE VLANS!
B HE| =0 M2 QIE{H| O] A MERLICY,

* VLAN QIE{H[O|AT} S3 IE= Swift 22I0|UE E2ZE VLANG! 2 22| E
QUE{H|O| A S MHEHBIL|CE.

= L "1d

|_|'|
rir
)
o
Im
—Ho
[s)
|.|'

N
=2
>

© E™3 QIHM0|AE FII5H{0F Stz 2 AHM|T LI82 LIS 2 HERSHIAI2.
° *VMware('cE MX| 2) *: VMware: ==0|| EF S = HM[A QIE{H|0O|AS FIpefL|CH
° * RHEL = CentOS(E AX| &) * L= 74 IIUS MABH|CH
° *Ubuntu EE= Debian('e= MX| ®) * L= £ TiU S MASL|CH
° * RHEL, CentOS, Ubuntu &= Debian('c E MX| ) *: Linux: .20 EE 3 EEi= OHM[A QIEIH0|AS

k7|.0|-|__| |:|-

VLAN QIE{H|O|A S MMBtL|C}

LR
* B AFgsto] J2|E B2Xol 2IYALICH X|SlE| s o BELe .
* 2E A& ABt0| ABLICE
* E33 QIE{H|0| A7} HIEYT0H FAEACH VM EE Linux = S0 HZEIJALICH EZI QIE{H0]A9)
0|22 &7 YHLICH,

161


https://docs.netapp.com/ko-kr/storagegrid-116/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-116/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-116/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-116/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-116/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-116/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-116/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-116/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-116/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-116/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-116/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-116/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-116/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-116/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/linux-adding-trunk-or-access-interfaces-to-node.html

* 5= VLANS| IDE €1 JSLICH

Of ZfHofl CHaH

HIERIZ 22| Xt7t StLt o] &be] EF A QIE{m|0| A%t StLt 0| 42| VLANS T43H0 CHE OiE2|#|0|M0|Lt E1I‘-1'501|
£0F 2210[AUE = 22| B E EEIWE = USLICH 2 VLAN2 A ID = B2 AEELCH oS

HESI30{|A| FabricPool E2{Zl0l= VLAN 1002 AFESt1 OFF10|EH 0= 2|H|0|M0|= VLAN 2002 AtEE =
USLICt,

J2|E HE[XHE AHESH0] 22t0|UET7L EF VLANO|A StorageGRIDO| HA|A S = Q=& Sh= VLAN
QEHO|AE Mg = ASLICE VLAN °|E111|0|*§ AEE i VLAN IDE X|Z5t2 StLf 0] &o] =0l M &
(E™3) AEH0| A F IEHBIL|CE,

OFg ALl A ABHL|CE

1. FA*>* 1 EQ3 * > * VLAN QE{H|O|A * E MEHTHL|CT,

2. Create * S MEHTIL|C}

E

VLAN 2IE{m{| 0| A0f CHot MR HEE ATt
1. HEEY 30 L= VLANS| IDE RIHELICE 10lA 4094 Ato|2] ZtE i=de o~ AUSLIC

VLAN ID= 198X 2ot ElL|C} 0|2 S0 3t AFO|E Q| 22| EZfTI0= VLAN ID 2002 AMR3stD CH2
AO|EQ| 22I0|HE EB{To|= ST VLAN IDE AEE £ JELICH ZF AFO|EO|M MZ CHE A2 QlE{ho|A
o2 M85t o] VLAN QIE{H|0|AE BtE £ QIELICH J3Lt 5 °E'°J IDZ 7}Zl & VLAN QIE{H| 0| AT}

LEoM LS AEMO|AS SRY & YELICH

F

o|O] Ar2El IDE XIH5HH HIAIX|Z} LIEHEfLICE. St VLAN IDOY| CHsli CHE VLAN QIE{H[O|AE A& BHESAHLE

| o = =
* Cancel * 2 ME{SHCIS 7|= IDE HAE 4 JSLIC

—_—

2. MEHMO = VLAN QIE{H|O| A 0] CHEt ZHEHE T

—

mo

YELIC

VLAN details

VLANID @

203

Description (optional) @

VLAN for 53 tenants. Uses Admin and Gateway Modes at site 1.

3. Continue * £ MEiBIL|C},

162



49l AEHO|AE MEHBIL|CE

HOflE J2|=9| Zf AIO|Eof| l= 2E el == X AO|EH0] ==0] ok AHE 7hseh QIE{H| 0| AT} LIFE LT,
22| HE 3 (eth1) QAETO| A= 49| |E1111|0|¢§ MEE = Sl EA|L|X| 5 LICE

1. 0| VLANS HZg &9 QIE{H|O|AE S} 0|4 MEHSIYA|R.

OlE =01, AI0|ESIO0] == 3! 22| ==0f Chigt 220U E HER{ T (eth2) 2/E{H| 0| A0 VLANS HEE 5

AELCH
Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
i Q
Site @ 2 Nodename @ 2 Interface @ = Description @ %  Nodetype @ = Attached VLANs @ ;
Data Center 2 DCZ-ADM1 etho Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 etho Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 eth0 Grid Network Primary Admin _
2 interfaces are selected. Previous

4
0x
nio
oy
HT
o
Kl
g
o
o
I
n

° VLAN ID == HHZ HAHOf 5t= 2 H|O|X| T 20| A * VLAN M8 HE = * 2 MEHBILICE,

° M9l UEHo|AS HAOF Sti= 2 HIO|X| W 0| A * &Pl AE{T|O[A MEH * S MEHSIFHLE * O * S
MEfRL|C
° 4¢l QlEIHO|AS H|H3loF St R RXIE S METLICH .

2. M& 2 MetstL|ct,

3. M QIE{H|O| AT} High Availability 1& H|O|X|0i|A ME{ &5 0= HA|E|1 i = =0i| CHSH * Network
interfaces * H0i| LIS & wh7tx| £|ci 52 T 7|CHLICH* nodes * > *parent interface node * > * Network *).

VLAN QIE{H|O|A S MEISFL|Ct
VLAN QIE{I[O|A S MES of CHZut 242 RS HES oY & JSLICH

* VLAN ID = HES HF L

163



R QIEH|O|AS FIFStALE M ARLICE
O|E S0, HZE E9| MH|AES sl{H|5t2{= 2 VLAN QIE{H|0|A0|A &2| AEHO|AE HHY & USLIC
CHE At RSt AIL.

* VLAN 2IE{H[0| A7} HA O F0M A8 &= 2 VLAN IDE HEE 5 gl&LIC
* &9 AEHO[ATF HA D F0M MEEl= B0 &9l AET0[AE
OlE S0, VLAN 2000| == A2t BO| £ 2 QIE{mf|0| A0 EQEIH AL 7FE LT HA 20| .= A0j| CHet

VLAN 200 QIE{m|0| ALt .- E BOj| CiS eth2 QUE{H[O|A S AHESH= E2 == BO| CHSH AFEEX| gt B2
QIE{M|O|AE HMHE 4 UK == A| CHH AFRE 22 °_IE1111|0I__ HAHE 4 AELICH

THA|
- P> HEQIS * > * VLAN QE{H0|A * £ MEHBIL|CE

—_

M e VLAN QIE{mo| AL stolzts MEHSIL|Ct O3 CHS * Actions * > * Edit * & ME{EILICE

2
=
TR0 w2t VLAN ID £= 2ES YHO|ERfLICt. O3 T3 * A%+ S dEgL(Ch

w N

VLANO| HA JE0|M A2 E|= ZSL VLAN IDE HI0|EE 4= Q&L

4. "ol wat e
MAELICE 2

O L—

I2tS MEHSEILE M FA510] 22 QAETO[AE FIISHALE ALESHA| g QIE{H0|AS
* [

r_fE r°

VLAN QIE{H|O|AE XM AEL|CH
StLt O| 2| VLAN QIE{H|O|AE HAHE 4 JAELICE.

VLAN QIE{H|O| ATt #Tl HA I F0|M ALEE| A2 H HAHE 5= SSLICH VLAN QAUE{H|O|AS HZHstH HA HA
AE0M VLAN BT 0] A E RIH3HOF BfLICt.

SCI0|UE Eimo| TS YKot CHE & otLtE +d5t= 20| ESLICL

* 0| VLAN QIE{H|O|AZ N|AH38}7| Fofl HA 250f| Af VLAN QIE{H|O|AZ XTI},

* O] VLAN QIE{H|O|AE ALESIX| b= M HA OS2 MMetLCt,
* M7tz = VLAN QIE{H|O| ATt MR &M QIE{H|0|AQl AR HA IS HMATILICE A7tz = VLAN
OIE{HO|AE 2M &2 229 TH OrEHE O|SEILICH Af 7|2 QIE{H|O| A0 EAI0] MAHE wi7tX| 7|CH2l CHS HA

JE0|A O] QIE{H|O|AE A|AHELICE OIX|HO 2 siE =0 A VLAN QIE{H[O|AE ArK|EL|CE,

1. 24 *>*HEY3 * > * VLAN QIE{HO|A * E MEHBIL|CY,

EH
HMHE Zf VLAN QIE{H|O|AQ| 2fQl2ts MEHSFL|C O3 CHS * 2] * > * A * & MEigfLICt

3. 0of * £ MENSHO] MERS StolptL|Ct.
et B E VLAN QEIO[ AT} FIHELICH VLAN QIE{H|0|A H|O|X|of| =M HZ HHLA 7k LIEFEL|CE,

164



0ItEd OES HElL T

1IBH(HA) O& 221 e

rulru

ofed 22| & AO|ER0| &S] UEFIZ AIEIHO|AE IIBH(HA IEOR IS
RIELICE HA 52| HE|S QIE(T|0| A0 FOj7H ARt wef QIE{HO| AN HIRES
22l 4 YLtk

U7tEE(HA) 28S AHESHO] S3 8l Swift 22H0|AEN| 17HEH H|0|H AEES MSdt7L J2|= 22|k S HHE
d 2

* AO|EHO] LE, 22| L E E= = O ZE HA IE2 S3 U Swift 20| EN| nIt8H 0| HES
HMSefct.

s 2| =0k ZESHE HA 122 Grid Manager % B[S E 22| XtHof| Chg 07t2M HZES MBS ELCt.

* SG100 EE= SG1000 O{=EI0|HALF VMware 7|8t AT EQO L EE Iotst= HAJE2 0 2788 dEs
M2 4 ‘RJQLI Cl S3 SelectE AI25t= S3 HIYE. S3 SelectE Af%%* M= HA 252 AH85t= 40| £X|ot

2tEA| 2R A2 ofELCt.

F

1. 5Lt Ol &t 22| L E K= AH|O|ESI0] L E0f| CHEH HEX 3 QIEH[O|AS MEHBILIC}. Grid Network(eth0)

QIE{H|0| A, Client Network(eth2) QIEITH|O| A, VLAN QIE{H|O|A EE= L E0f| 2718 WA QIE{H|O|AS ALRE

=
% &L
() DHCP 2 IP F47 2l HA JS0= QIEH0|AS 27He 4 g&LICY,

2. StLtol QIE{T0[A S 7|2 QIE{T|0|A 2 X|FELICt Primary QIE{H|0| A= EOH7} LMSELX] ob= Bt Active
QUE{H| O] A LT},

3. DE e OIE{H|0| ALl RM 22| &2ME AFTILILCE
4.1 Z0f| 7}At |P(V|P) AZ 107 7}|.I| Stctst &~ QIEL|CH S20|ME 28 T2 22 0|2{¢t VIP A S

_HJ

Arg38t0] StorageGRIDO]

KEAISE L2

mo

HZSHAR 1UtEd OFS TRt
HE[=Z QUE{m|o|AZH FAYL|7IH?

o 235 U HADES 2= VIP F471 24 =2 &MUZ X Hi QIEmo]Ael 7|= QIE{ o] A0 =7HELICE
7|2 AEHO|AE AL A Y & U= R 220IAETL AF| VIP FA0 HEY W AFEELICH &, o &
0| 7|2 EHo|AE= OFQ| "gy" QE{H 0| A LT

OAEZLR| 2 "AF XEE =0
o

XS S0= HA DE0] Chet 4 2917} 52 QIE{HO| AT} "ol OlE{H|o| A Sj&g BHLITt. O2f3t
o1 QIE{H 0| A 2% ol

E{HO|AZ ALEE 4= Yl 27t Ot ALEE[X| gig L Ct.

[y =]

=>'.= FIF

H
g24d)

165



L EO| oiXfl HA & MEHE SLICt
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« * ZX|E *: 1718 M (keepalibed) MHIAZ £502 FX|37| H20]| 0] =E0M HA IES SAEIS 4
Si&LICt
« * ZO *: CtZ F StLt O| A2 O|RZE O] =EMA HAOIES SAEE £ QlELICH
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DC1-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Name: DC1-ADM1

Type: Primary Admin Node

|D: ce00d9cB-8a79-4742-bdef-c9c658db5315
Connection state: & Connected

Software version: 11.6.0 (build 20211207.1804.614bc1T7)

HA groups: Admin clients (Active)

FabricPool clients {Backup)

.

|P addresses: 172.16.1.225 - eth0 (Grid Network)
10.224.1.225 - ethl (Admin Network)

47.47.0.2,47.47.1.225 - eth2 (Client Network)

Show additional IP addresses v
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Active-Backup HA DNS Round Robin
GW 1 (Backup) I » GW1IP
HA Group 1 VIPs |
_L> GW 2 (Primary) DNS
Entry
GW 3 (Primar ‘
| ( & » GW2IP
HA Group 2 VIPs
GW 4 (Backup) GW = Gateway Node
VIP = Virtual IP address

Active-Active HA

. » HA Group 1 VIP

| » GW 1 (Primary in HA 1)
(Backup in HA 2)

DNS
Entry
GW 2 (Primary in HA 2)
| =1 (Backup inHA 1)
P HA Group 2 VIP
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Create a high availability group

—
o Enter details (:/} Add interfaces (3 e interf ————— (’?) Enter IP addr

Enter details for the HA group

HA group name

Description (optional)

2. ZQof 2t HA 2150 CH$t dHS U2t |Ct.

3. Continue * £ MEiBtL|C},
HA 150f QIE{m|0|AE FTFEtL|Ct

1. 0| HA 2 50f =71 QIE{I|0| A S StLI O] AF MEHSIAMA|Q.

E HE|SS Aot dS YSH7LE HMOE =50 QEHO|AS 2L} WEH &2 = ASLIC.

Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.

SEATT Q Total interface count: 4
Node = Interface @ = Site @ = IPv4 subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ DC1 10.86.104.0/22 Primary Admin Node
DC1-ADM1-104-96 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 eth0 @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth? @ DC2 Admin Node

0 interfaces selected

(D) VLAN QIE{HOIAS 293t 3 A QIEmI0| A7} Elo|Z ol LIEKE kx| 2IcH 5% F 7|CHLIC

-

QUE{H|O| & MEHS (Tt XIH
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oF = =0f| CHal Stute| QIE{H|o| AR MEHSE 2= QS L|CY,

HA 10| 12| Be|xt X EIHE Be|RtS Earots Be| mE MHIAS HAHSE I3t 32
= S0 St QIE{HO| A MetEtL|ct

r_E

2|

HA 150| S3 = Swift 22I0|HE E2{Tlo| HA BT E X|@lste L 22| ==9| QIE{H|0|A, HO|ESO]
Lc |:|:I— = |:|.E )\1EHoI-|__||:|-_

(B = |

HA 180] Cf 0|4 ALREIX| 9= CLB MH|A2] HA R3S 9I3t 22 H0|E9I0] S0l A3t QIE0|A S
Mepiict.

1 20| 0| SIEMIOIAE HEfetel B2 BT Ao| LIEKILICE HE oot sasstet ofzio] 2y
0N KBt MHIAE ME 2 mSOIM ABSHR| £ 4 ASLICE O SOf e H0|=R0] s
B2l L= HHIAS| HA S5 8 H2E & 2ISLIC DIADINIZ Hel Pl L ES 7|2 2a REJ HBY &
Sl DE X M2l BAES 22 + gaLc

=
QE|HO|AE MEHE 4 Ql= ZR oliE 2elzto] HIZ2-getELItt XMSt HE2 & B S HZoIHAL.

Site @ = Node name @ =

Mt I memtee | i | ﬁh*ﬂl

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

A1

Crata o ermmieT L P LT el

MBS 2t EE= HO|ES0|7} (e El CHE QE{T|0[ A9t HE5H= B2 AUEH0|AS MY + GIELIC]

HA

HH 1P F47t gle 22 F4E UEMO|AS MEY & GlELICE
=
=

HA 2E0i et 7|2 QIE{mo|A 5 WHey(m| 2 1) QIE{T|o[A S ZFLCt.

S B0f EOFA * Priority order * 2| 242 HARLICE
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Determine the priority order
Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) : DC1-ADM1-104-96 eth2 Primary Admin Node

2 3 DC2-ADM1-104-103 eth2 Admin Node

HA 2E0| Grid Manager0f| CHt HHAE XSot= 32 7|2 &l =0 7|2 QEHo|A R

() A8 olemo|AS Mefsjor BhLich, AR QK| H4 HAHS 7|2 B2 mooAg 29 4

ALt

SE| A N AEH|0|A = 7|2 AE{HO|ARLICE Primary QIE{T|0| A= EOH7F ZMBHA| b= TF Active
QE{H| O] AL|C,

HA 280] S 0|&9| QIE{H|O|ATF ZRE|0 AW 7|2 AE{H|O]| 201 FOHIt RHSHH VIP FATt A 7t
7

e =2 24 &9 ABI0|AZ O|SEL|Ct O] AE{H|O| A0 FOiTt LHSHH VIP FA= AL 7hsth TS
4 =9l AEHO|AZ O|STILICY.

HEHI F20= 2AE HEJF DHE[O UAX| 010k ©ILICE o E =01, '192.16.0.0/22' 7t ASLICH.

@ 32H|E HYEAIE ME3t= R VIPHESRIZ FA= AOIEHO| FA R VIP FARE
A ELCt



Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway IP and all VIPs must be in this subnet.

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP
address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IF address

2. MEiMO = 83, Swift, 22| L= HIHE S2t0|HETL CHE MEUI0M 0213t VIP FA0| HMAY HL *

HIOIERO] IP =4 * & UHYILICE AO|E/O] 4= VIP MEUL LHO]| RL0{OF Tt
SZI0|UE A 2H2|X} AL Xt= 0] H|O|ERIOIE A3 7heh IP A0 UM ATILICE

3. HA 150 CHal stLt O] AkQ| * J7HAk IP A * £ UTILICE X|CH 107He] IP FAE F7HE 4= JYSLICHL BE
VIPE VIP MEUl L{oj| QLo{0F BfLC.

IPv4 =45 Lt O] & =oHOF BiLIC MEIHO = 2T} 1Pv4 Bl IPv6 A8 XIHY & ASLICE

() HAQEBO W A0l 2 SO HBE K Ach 1527+ Z|CHRILIC

CHS A
O| HA I ES EE M A0 ALE3I2{H 2E YWHM JMEZQIEES MMt ZE Sl HEQI Z2EZSS AHSID
LR ABSME AZBLYLICE S HZSHAR 2E #E M AERES BT

High Availability 152 MXgtL|Ct

HA(Z7HEY) 252 HEI0] 0|52t B S HESHAHLL, QIE{HO|AE 27 = MHBHALE 24 &9 =ME
HFSIALE, 7HY IP FAE It = YUHOIEY = ASLICE

OIS S0, AIO|E K= L E AR ST EXI0)[A dEtot QIE{H|0| A0 HEE LEE HAHSHH HA 253 HEHO}
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1. g *>*HEQIA*>*I8H OF * S MefgiL(Ch

17tgd 28 Ho|X|ol= 7|1EQ 2= HAIEO0| EAIELIC

]E Learn more about HA groups

You can group the network interfaces of multiple Admin and Gateway Nodes into a high availability (HA) group. If the active
interface in the group fails, a backup interface can manage the workload.

Each HA group provides access to the shared services on the selected nodes. Select Gateway Nodes, Admin Nodes, ar both for
load balancing. Select Admin Nodes for management services. All interfaces in a group must be in the same subnet. You assign
one or more virtual |P addresses (VIPs) to each group. Clients use these VIPs to connect to StorageGRID.

ﬂ * You cannot select an Interface if it has a DHCP-assigned |P address.
» Wait up to 15 minutes for changes to an HA group to be applied to all nodes.

Create >ETCT O\ Total HA groups count: 2

Name @ %  Description @ 2 Virtual IP address @ = Interfaces (in priority order) @ %
X . . 10.96.104.5 DC1-ADM1-104-96:eth2 (active)
FabricPool Use for FabricPool client access
10.96.104.6 DC2-ADM1-104-103:eth2
. : DC1-ADM1-104-96:eth0
53 Clients use for S3 client access 10.96.104.10

DC2-ADM1-104-103:eth0

2. MEE HA O 89| =elghs MEigfL|Ct
3. UHO|EY $t=22 J|FEQZ L2 F 8ILIS MastL|Ct.
° VIP FAE FIFSHALE H|7{5t2{H * Actions * > * Edit virtual IP address * & ME{BtL|CL.
c B r>*HADE ME * 2 MEfSI0] O 59| 0|8 = MEES YUHO|ESHALL, QIEJHIO|AE F7} E
HA 0f71 Lt, @M £2| =M E HZASHHALL, VIP FAE F7t = MARLICL
4. Edit virtual IP address * & ME{3t Z<2:
a. HA182| 7t4 IP A5 YO0 ERfLICE

b. X% * 2 MegiLIct.
(=2

c. OFA * 8 Mefgtct
5. HA I8 H7 * 2 Meist Z2:
a LR 02t 129 0|5 £ MHS YHo|EFLICH
A

b. MEHMO 2 2tQlzts MENSALE (B 3| A5H0] QIE{H[O|AS FIFSHALE MAZLICEH
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Create a load balancer endpoint

o Enter endpoint details ———— O ct binding n

Endpoint details

Name @

Port @

Enter an unused port or accept the suggested port.

10443

Client type @

Select the type of client application that will use this endpoint.

@ s3 Swift

Network protocol @

Select the network protocol clients will use with this endpoint. If you select HTTPS, attach the security certificate before saving the
endpaint.

HTTPS (recommended) @ HrTe
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Binding mode @

Select a binding mode if you plan to monitor or limit the use of this endpoint with a traffic classification policy.

The binding mode controls how the endpoint is accessed—using any IP address or using specific IP addresses and network
interfaces.

Global @ Mode interfaces Virtual IPs of HA groups

If you use the same port for more than one endpoint, an endpeint bound to HA groups overrides an endpoint bound to Node
interfaces, which overrides a Global endpoint. If this behavior does not meet your requirements, consider using a different port
number for each endpoint.

Search Q,

Total Interface count: 3

Node = Nodeinterface @ = Site @ =2 IP address @ = Nodetype @ =
DC1-ADM1 eth0 @ Data Center 1 172.16.3.246 and 2 more Primary Admin Node
DC1-ADM1 ethl @ Data Center 1 10.224.3.246 and 5 more Primary Admin Node
DC1-ADM1 ethz @ Data Center 1 47.47.3.246 and 3 more Primary Admin Node

3. HAIE2 74 P * & MEf3t B2 siLE 0419 HA 183 MEBILIC,

Binding mode @

Select a binding mode if you plan to monitor or limit the use of this endpoint with a traffic classification policy.

The binding mode controls how the endpoint is accessed —using any IP address or using specific IP addresses and network
interfaces.

Global Node interfaces @ Virtual IPs of HA groups

If you use the same port for more than one endpoint, an endpoint bound to HA groups overrides an endpoint bound to Node
interfaces, which overrides a Global endpoint. If this behavior does not meet your requirements, consider using a different port
number for each endpoint.

Q

Total interface count: 2

Name @ = Description @ = Virtual IP address @ = Interfaces (in priority order) @ 2
) . ) 10.96.104.5 DC1-ADM1-104-96:eth2 (active)
FabricPool Use for FabricPool client access
10.96.104.6 DC2-ADM1-104-103:eth2
. E DC1-ADM1-104-96:eth0
53 Clients use for 53 client access 10.96.104.10

DCZ2-ADM1-104-103:eth0

4. HTTP* ZH2 BIEE Z20|E AISHE B3 v} QIELICH M 25 BRIM 2HS £715t2{8 * Create *
ELBILIC), 191 T8 2 ORI el 011 £ I8 08+ A - & HAIolol AENE Heo A,
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FabricPool endpoint #

Port: 10443
Client type: 53

Network protocol: HTTPS

Binding mode: Global
Endpoint ID: c2b6feb3-c567-449d-b717-4fed98c4a411
Remove
Binding Mode Certificate

You can select a different binding mode or change IP addresses for the current binding mode.

Edit binding mode

Binding mode: Global

o This endpoint uses the Global binding mode. Unless there are one or more overriding endpoints for the same port, clients can access this endpoint
using the IP address of any Gateway Node, any Admin Node, or the virtual IP of any HA group on any network.
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Endpoint Domain Names

Virtual Hosted-Style Requests

Enable support of 53 virtual hosted-style requests by specifying APl endpeoint domain names. Support is disabled if this list is empty. Examples: 83 example.com.
s3.example.co.uk, s3-east example.com
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Network Opticns

Prevent Client Modificaion &
Enable HTTF Connection & &

Metwork Transfer Encryplion @ AES128-SHA = AESZ2HG-SHA
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DC2-SGA-010-096-106-021 (Storage Node) &

Overview Hardware Network Storage Objects ILM
Node information @
Name DC2-SGA-010-096-106-021
Type: Storage Node
ID: f0890e03-4c72-401-2e92-245511a38e51
Connection state: o Connected
Storage used: Object data

Object metadata

Software version: 11.6.0 (build 20210915.1941 afce2d3)

Tasks

™ @
5% @

|P addresses: 10.96.106.21 - eth0 {Grid Network)
Hide additional IP addresses A
Interface 3 IP address &
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1
Alerts

Alert name %

Severity @ = Time triggered 5 Current values

ILM placement unachievable [&

A placement instruction in an ILM rule cannot be achieved for certain objects.

2ATLS 80 X[¥EE= e
StorageGRID A|AHEI2 D I|H{2)[0|M 5! E2tRE AE
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StorageGRID= ID H|Ez{[0[M 3 22tRE AEZ|X| E0| AFEE=
1.32 XIHELICH

9| A A}

o Major

2 hoursago @

E2[X] E0| MEE[= 2[5 A0 thiet
3t 12 MEES x|IStL|Ct

QIE A|ARO Cet HES /IS TLS 1.2 2L TLS

D E QI AA-O AR Y & JUTE X|E[= TLS P27t MHME[JELICE 0| S22 S3 E=
Swift S2t0|AE OHE2|A|0[H0M A = ALE XY= L= SFZLCE FLCH

194



TLS 74 M2 StorageGRIDO| A

DZEZS HH, %, 7| st ¢02|F 3 MAC ¥12|E0 &2
| 2l @HO| AUS Z NetApp 072 E EHEXH0f|A|

() 7uz 2 gLt ojzfet Maol et pHI=iel
SO[SHIAIL.

A== TLS 1.2 %5 02

IE(
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- TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

- TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
- TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
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- TLS_ECDHE_ECDSA_WITH_CHACH20_POLY1305
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Network Options

Prevent Client Modification @

Enable HTTP Connection & 1

Metwork Transfer Encryption & {1 AES128-S5HA = AESZ2E6-SHA
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Traffic Classification Policias

Traffic classification policies can be used to identify netwark traffic for metrics repaorting and aptional traffic limiting.

Name Description

Mo policies fourd.

Edlim 2F M Ao st SRt LIEFELICE
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3.

Create Traffic Classification Policy
Policy
Name &

Crescription
Matching Rules

Traffic that matches any rule is included in the policy,

i+ Create | | # Edit || X Remove
Type Inverse Match Match Value

Mo matching rules found,

Limits (Optional)

|+ Create| # Edit || ¥ Remove
Type Value Units

Mo limits fournd.
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|2+ TCof Ko 0|2 QladstL|Ct.
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o o|AlSH
=2 -T2

2 Q0] et * Description * (2 *) 20 FAof Cist @FS =7HefLICt.

= A2 o B2 2F YHo| JS US AME{EIS MORLICE HE S0 EF HIHES HERIR EfH0
O] HMS HMEStHH TenantS MEBILICt = 0| HMS EF 2= Wiy K| EFO| HIESRIZ Eaimo|
HEso{H 23 S MEPLIC
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a. X[ &« MMM * 2tS7| * & MERLICH
™

A RES7| chet &RE7F LEEFELICE
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Create Matching Rule

Matching Rules
Type & — Choose One - v
Match Value @ Choose type before providing mateh value

Inverse Match @ [

b. Type * SECHOIM LX[eHs 40| Teke 90| RHS Metzi |t
o UX| Zt* WEof MeHet @40 Qo] wat Ux| Zhe BLICH

+ B3l 83 0|22 AELIC

 Bucket Regex: B2l 012 3t UX|AI7|= O] LSS HAAS YRIBiLICH
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O|F E0ll ZXIAZLICE

Rl
1
i
Hr
=2
mO
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r2HV|E 2T =SR0M EF S MEELCH 2 YHM AEEQIE HO|X|0M HSt 2E
AEZRARJULICE S FRSIYARQL 2= WM AERZQIES FHRILICE
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i
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—

HHE: 7|Z H|d
SfLICh Hzlof chgt 2]

d. 232 "olst @& gl UK Zfar LX|SH= 2 E network traffic_except_traffice LX|A|7|21H * Inverse *
Q |Ct J™X| o™ =olzt3 MEfSX| Qb2 MEHE FLICH.

LS1- ©

OlM HIHES MEIRLICH BHE 2X[= AMA S HA A5H
HMA= HIAS ARt HIHESF LXIFLIC

o

7|8to =

0f, o] MMo| 2 WM EF F StLIE Mot ZE =0 MEE X of2{H Held 2= HEH M
EH
=H

=
= ) [
2HE X|™stD * Inverse * & M

@ StLt O &2| WA}7F HOpXQl 0f2] Ot E Zeldts HMO| Z? BE RF 1 LXots EHS
USK| BEE FOYSHIAL.

e. Apply * & MEHEILICE,

A0 S X1 LX|St= A HO| =0 LIEELIC].
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+ Create || # Edit|| X Rem

ove

Type
*  Bucket REegex

Limits (Optional)

+ Create | | # Edit || X Rem
Type

Mo limits found.

a. YHof CHa dde 2

a. Limits * MM0j|A| * Crea

Create Limit CHZ}AMR}}
Create Limit
Limits (Optional)

Type @

Value @

b. Type * ESLCI20{|A| &2

e S=0M *in*2 S

a 1.

Inverse Match Match Value
o control-id+

Displaying 1 matching rule.

ove |

Value Units

ias

10f| CH3H Of HHAIE Hr=gfLIct.

-

LX[5H= EciL2 F™of 2ls X2 E LT,

_'T'_
u

t= StorageGRID= HMut AUX|SH= HERIS EciEE DL HAY
—’F’SQLlEL

te * £ MEfBILICE

LHEHEHLCE.

- Choose One — ol

Aggregate rate limits in use. Per-request rate
limits are not available. ©

E=1

ol MEE MTt fHES MEfRlLIC.

3 L= Swift 2210|HE0| A StorageGRID 2 2 M Z9| E2{T S LIELH D
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+ Creats | |;' Edit :| ® Remove I

Inverse Match
"

Type
Bucket Regex

Limits (Optional)

|+ Create || # Edit || % Remove |

Type Value

Agoregate Bandwidth Out

HEE
—_"

Zt H[etol| CHal of THAIE
LA A &0l CHs 40Gbps CHY
OdEO OGbpSE MXSH

== =od

L{Ct.

XS 0|7tHIO| E
1,000Mbps £

g 7I7HH|E 2
pset EOIoH_lEl—

E=
=

S
= 1Gb

IAJE

-

SfLCt.

<

HOf| LIEE LT,

Traffic Classification Policies

Match Value
control-id+

Displaying 1 matching rule.

10000800000

gfLCt,

Hetol2{H 8

Units
Bytes/Second

Displaying 1 limi.

o

ok

StLICH O € S0, 125MB/s=

Traffic classification policies can be used to identify nebwork fraffic for metrics reporting and opfional fraffic limiling.

|_:|- Creale |! rd EstI | ® Remove | |_,|_| fu'leﬁ'icsi

Name Description 18]
ERP Traffic Control hanage ERP trafiic into the grid cd9afbc7-DEhe-4208-b6f8-TedarT9e2ch74
*  Fabric Fools Menitor Fabric Pools 223h0chb-6968-4646-b32d-7665bddca g4
Displaying 2 traffic classification policies:
O|H| S3 X! Swift 220|¢E EzfiZlo| EciTl 27 MMof w2t M2|gL(Ch EefT XtEE B0 FHMOo| 7|thsH=
EE H$he BBt UEX| Ol 4 JAFLICH 8 BESHUAIR HELT Ealg] D1|E B
Eofjm 257 ZMg myeh ot
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1. g *>*HEQA >~ EfD 27 * E MegiL|Ct

Ecjn 2R M H[O|X| 7t LIEtLI D J|E FHO| &of LIZE LT

Traffic Classification Policies

Traffic classification policies can be used to identify nedwork tfraffic for metrics reporting and opfional traffic limiting.

L:|- Create || # Edit| | % Remove | L,|_| Metrics |

Name Description 18]
ERP Traffic Conirol Manage ERF fraffic into the grid cd8afbcT-p8be-4208-06f3-TelaT9e2c574
*  Fabric Pools Monitor Fabric Pools 223p0chbb-6988-4646-b32d-7665bddea94b

Displaying 2 trafiic classification policies.
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Edit Traffic Classification Policy "Fabric Pools”
Policy
Mame € Fabric Pools

Description (opfional) Monitor Fabric Poals
Matching Rules

Traffic that maiches any rule ig included in the policy

|+ Create || # Edit|| X Remove

Type Inverse Match Match Value
LEE o515 72 10:10:152.0/24

Displaying 1 matching rule.
Limits (Optional)
|4 Greate | | » Edif || X Rem

Type Value Units

No limits found.
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J21 ChS * &0l * S Mehsto A i R[S FE HIX| Eolghict
5. A i WSS SHSALE MY S0l ¥ MG+ 2 MefsLCt
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* £ A8OHe d2| = tE|Xfof| 2aJAYSLIC K== & EELeA.
* RE MHA ABHO| ASLICH
T

1. 34> UEYI * > E2fy 23 * 8 MepiLCt,
Eajz 22 % Bo|X|7t LIELLER 7|Z Fo| Eojl LiZgLct,

Traffic Classification Policies

Traffic classification policies can be used to identify nedbwoark fraffic for metrics reporting and opfional traffic limiting.

L-|- Create || r Edlti | ® Remove | L,|_| Meﬁ'ics!

Name Description 18]
ERP Traffic Control Manage ERP fraffic into the grid cd8afbcT-p8be-4208-b6f3-Te8a79e2c574
= Fabric Pools Monitor Fabric Pools 223b0chb-6568-4646-b32d-7665bddcRo4b

Displaying 2 trafiic classification policies.

B0 theh &Rp7F LEFELICE

A Warning

Delete Policy

Are you sure you want to delete the policy "Fabric Pools"?

HES 3 Eafm HE2IS stolstL|Ct
Ecjn] 27F T HO[X[ofM MY + = I EE 20 HES3 EaiHE ZLIHIE +

UASLICE.

Lot A
* £ A85H0] J2|E 22 X0 2aAMELICH X E = & E2tfA
© RE HMA Aok = HIEE AIE Heto] JASLICE

Of Zhofl CHaH
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HIXMo= FMetetn J=X| gl # UAELICE 22z HIo|H & S3ll @MS Z=HHOoF ot=X| &l = JAFLICE
Ejo] 2 Mo cHoll & E Heto| glrete HEZ0| £FE| 1 J2fE= E2fT] =AM|E O|slfst= o R&%t
HEE HSeLCt
CHA|
1. A *>*HEQI *>* Ealjt 27 * E MEiFLICH
Egfm 27 HM 0| X| 7t LIEILID 7| & HX0| Hoj| LIZELICt.
Traffic Classification Policies
Traffic classification policies can be used to identify nedbwoark fraffic for metrics reporting and opfional traffic limiting.
|+ Create || # Edit || % Remove ||y Wetics |
Name Description 18]
ERP Traffic Control Manage ERP fraffic into the grid cd8afbcT-p8be-4208-b6f3-Te8a79e2c574
* Fabric Pools Menitor Fabric Pools 22300chb-6968-4646-b32d-7665bddca94h
Displaying 2 trafiic classification policies.
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B8 Traffic Classification Policy -
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Load Balancer Request Completion Rate ~

2020-03-30 21:29:30
=Total: 275
=PUT: 275

Requests per second

21:22 21:26 21:30 21:34 2138 21:40 21:42

= Total == PUT

o. Heatmap ?|2 HME O|SsIH ME2| & 3 AlZh FI2E=Z TAIE 7HH 27| 2 ol 712t Set 25 2F
2o F= YO EAIELIC

Write Request Size -

2020-04-01 22:21:00

KiB - 32 KiB
ni: 145
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Link Cost
Updated: 2021-03-20 12:28:41 EDT
Site Names (1-20f2) 4
Site ID Site Name Actions
10 Data Center 1 V 4
20 Data Center 2 4
Show| 50 v |Records Per Page | Refresh |
Link Costs
Link Destination
Link Source 10 20 Actions
? o

Apply Changes ‘
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AutoSupportZt FUL|7}?

AutoSupport 7|52 At25H StorageGRID A|AHIO| A AEf 5! AEH HIAIXIE 7]|& X[ &
BX0 2 = JqSLICE

AutoSupportE ArE5IH XS W= 2felstn siZ2Y = AFLILE 7|= X FEMUME AL AEZX] 27
MEE ZLIEHESHH M L ELF AO|EE FI18{0F 3H=X| EE 2EEY = AFLILH MHH O 2 AutoSupport

HAIXIE StLtel 7t = BEUHER F8E & ASLIC

AutoSupport HIA|X[0f] ZEHE HHRIL|CH
AutoSupport HIA|X|0l= CtE2t 22 DEIF ZetEL|CH

* StorageGRID 2T E |0 HHQIL|C}
* 2F HH HHYL|CH

© AAEE S X 2E &Y ZE
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* IEH|NYE O2|E ArF o
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StorageGRIDE XS X<t AutoSupport 7|5 % 7HE AutoSupport M2 A3t6HAHLE LISOf| 2t 3tst

UELICH AutoSupport?Zt 2 2tE|0] UX| EOH _'El': 22| Xt CHA| 2 E0f| B A| X7} LIEFELICE. O] TIA[X| 0=
AutoSupport 74 H|O| X|of CHSE A 37} E?:.*El(ﬂ USLICE

The AutoSupport feature is disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting

HAIX|E B Q™ AutoSupport?} HI gt El ZL00| = E2t2X FHAIZL X[/Z Wi7EX] HIAIX| 7 Al EA|E|X]
Lt

Digital AdvisorZt FQIL|7}?

Digital Advisor= 22t2EE 7|¢tQ 2 SHH NetApp A X| 7[8to| 0% 2M I HFLIE| X[6]|E EEYLICH X|&XQ
" "ot olx 20, A XA G AHSSHE ZAg Sl 2X7H LMt Toj| 0| UX[HEM A|AH MEE

ISt D AR T2 4 £ 4 AsLCH

NetApp Support AtO|E0i|A C|X|E 0 =HIO|X| CHA[EEQL 7|52 AFE5I2{H AutoSupportS &4 2tsHof tL|Ct.
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"Digital Advisor =A{"
AutoSupport HAX|E ELf= Z2EEZQIL|C
CS Ml 7tX| T2 EE & StLHE MEHSI0] AutoSupport HIAIX|E B &~ JSLICE

- HTTPS
- HTTP
- SMTP
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EA A1H1 TME £ JAELICE.

AutoSupport HIA[X|2] Z2EZE SMTPE AtESH= 22 SMTP HY AHE -dslof gfL|Ct.
AutoSupport M
CHS M2 T8I0 7|2 X2 2 A0f| AutoSupport HIAIXIE 2 & JAELICE
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* HTTPS X HTTP Z2ESS AetD Z2A| NHE AS8leis 22 S(8) 7HID YaLc 2ielx Z2 4|
MBS ZAALIC
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* * SMTP : AutoSupport HA[X|E O|HY = ELi2{H 0| M S AFELLICL AutoSupport HA|X|S] IZEEE
SMTPE AtE5t= 22 2l|lAHA| FXH MY AHE HO|X|( X[&*>* LEHEIHAN> 2| HA| MR Y HE*)0A SMTP
Y MHE FAsHoF SrL|Ct.

SMTPE= StorageGRID 11.2 Z2|A 0| 0| AutoSupport HIAIX|0f| AFRE 4 Q= RS
()  z==zolisLict #80f o/F HF ] StorageGRIDE 443t 2L SMTP7} A
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Ayt IZEEZ2 D= 2| AutoSupport HIAIX|E M &5H= O AFEEL|CE.

1. X *>* £ * > * AutoSupport * £ MEHSHL|C},

AutoSupport H|O|X| 7} LIEFLED * &7 * R0 AIEfElL T}

AutoSupport

The AutoSupport feature enabies your SterageGRID system to send periodic and event-driven health and status messages to technical support to aflow proactive menitoring
and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q for predictive recommandations.

Seftings Results

Protocol Details

Protocol @ ® HTTPS HTTP & SMTP
Nethpp Support Certificate Validation €@ Use NetApp support cerificate v

AutoSupport Details

Enable Weekly AutoSupport @ F
Enable Event-Triggered AutoSupport € %]

Enable AutoSupport on Demand @

Software Updates

£3

Check for software updates @

Additional AutoSupport Destination

Enable Additional AutoSupport Destination €

‘ Send User-Triggerad AutoSupport
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2. AutoSupport HIA|X|E ELHE O A 2E T2EZS MEHSL|CE

3. HTTPS * & MEo Z2 TLS Q1B ME AHE56I0] NetApp A& Aol CHet HAS HSHX| ({2 E MEFLICE
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72X O = StorageGRID A|AEI2 AutoSupport HIAIX|E YFL0f| ot 'H NetApp Supportdl| ELHES M ELICE

Weekly AutoSupport HA|X|7t AKX HEE|=X| 2Qlst2{H * AutoSupport * > * Results * B{QE 0| SSHUA|2.
Weekly AutoSupport * 4140{| A * Next Scheduled Time * 2} &QlgtL|Ct.

AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to
technical support to allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q
for predictive recommendations.

Settings Results
Weekly AutoSupport
Mext Scheduled Time @& 2021-09-14 21:10:00 MDT

Most Recent Result @ Idle (MetApp Support)

Last Successful Time @ N/A (MetfApp Support)

04 AutoSupport HIA|X|E RAtS2 2 HESHK| e F AFe = ASLIC.
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OTZEZS0f CHsH * HTTPS * £ MEHdSIL
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3. Weekly AutoSupport * 23} etolz2ts MEfBiL|Ct
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AutoSupport CHAS gL Ct

AutoSupportS HAslstH AE 8l Al HIA|X| 7 NetApp XY Z A EILICH 2E AutoSupport HIA|X|of CH3H
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AutoSupport HIA|X|E ELH= Ol M8ElE Z2EZS RISt HESHH of Cheh XS HZSHAIL
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AutoSupport HIA|X|] ZT2EZS X|™etL|Ct,
@ SMTP I2EZS AFE310§ AutoSupport HIAIX|Z X7} [jAlO 2 HW AL il |}

CHA|
1. X9 *>* £33 * > * AutoSupport * £ MEHBIL|C},

2. %7} AutoSupport CHAH AFZ * S MEdEHLIC

—_—

Z=7t AutoSupport Cil &t HETZF LIEFELICE.
Additional AutoSupport Destination

Enable Additional AutoSupport Destination © v

Hostname @ testbed.netapp.com
Port © 443
Certificate Validation @ Do not verify certificate v

You are not using a TLS certificate to secure the connection to the additional AutoSupport destination

“ Send User-Triggered AutoSupport

3. F7t AutoSupport CHA AHO| M SAE 0|2 & IP FAE ABHLICE
() shhel 29t chatar eleist 4+ Aot

4. 27} AutoSupport CHAN MHO|| HZSH= Of| AFRE|= ZEES QTILICE 7|22H2 HTTPS| Z2 ZE 80,
HTTPSS| 22 ZE 443QL|C}.
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SM fad A EELR20M * ALEX XIHE
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© HZ Z7E A0 Q1EM KOl AMTHZ HZE * CAHS * BEO| PEM QIRTE 2 CA 15 THUo)
DE L|8S ARSI 20 Y&LICH MEd 820 -—-BEGIN CERIFICATE-—' %! '—-end certificate--'Z

E3fofOF BILICH.
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Additional AutoSupport Destination

Enable Additional AutoSupport Destination € v

Hostname © testbed.netapp.com
Port @ 443 s
Certificate Validation @ Use custom CA bundle v
CABundle @
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Fad HAE Sl AutoSupport HIAIX|E QHHSHA| &
o

[ | = AN
6. 2IZM a4 A 210] AutoSupport HIAIX|E ELiEAH * 15 M K24 HA* ESLI20M * QIS XM &

=

o
i)

"Z=7} AutoSupport CHAH0|| CHSE HEE HS
LEEFEFLICE.

E
=
En
—
—
(92}
ro
o|>|
_I_
i
>
0
Of
N
50
>
i
T
n
it
-
2
>
>
N

AutoSupport HA|X|E =52 = E2|AgL|Ct
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1. K| * > * =3 * > * AutoSupport * £ MEHSHL|CY,

AutoSupport H|O|X| 7 LIEFLEDD * A7 * B40[ MEAEIL|CE.
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2. Send User-triggered AutoSupport * S MEHSHL|CE,

StorageGRIDE= 7|2 X[ £ A0 AutoSupport HIAIX|E ELi2{ 10 A|=SLICH A7}t H33HH * Results * &2
* Most Recent Result * %! * Last Successful Time * 20| GO EEILICt EX7t Jq= R * 7HE 229 2ot +

Zro| "Alnf"2 I0|0| EE| 11 StorageGRID= AutoSupport HIA| XIS CHA| &SR] eE&LICE.

@ AF2XL E2|H AutoSupport HIAIX|E EH T 12 F H22 X0 M AutoSupport HO|X|S MZ
K 7HE A2 Aol HM[ATHL|CY

AutoSupport HA|X| 2| si{Z&

AutoSupport HIAIX| & A7t AI{5HH StorageGRID A|AEI2 AutoSupport HIA|X|
LYo wat CHE ZA S S3SHLCE X2 * > * 7 * > * AutoSupport * > * 23t * £
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to technical support to
allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active I1Q for predictive recommendations.

S

Settings Results
{
Weekly AutoSupport

Next Scheduled Time @ 2020-12-11 23:30:00 EST
Most Recent Result @ Idle (NetApp Support)

Last Successful Time © N/A (NetApp Support)

Event-Triggered AutoSupport

Most Recent Result © N/A (NetApp Support)

Last Successful Time @ N/A (NetApp Support)

User-Triggered AutoSupport

Most Recent Result © Failed (NetApp Support)

Last Successful Time © N/A (NetApp Support)

AutoSupport On Demand

AutoSupport On Demand messages are only sent to NetApp Support.

Most Recent Result @ N/A (NetApp Support)

Last Successful Time © N/A (NetApp Support)

Weekly AutoSupport HA|X| Alnj

Weekly AutoSupport HIA|X|7} MEE|X| 2O ™ StorageGRID A|ARIOA CHS 2 S EEtL|CH

1.

7t 229 2ut £8S CHAl A|=ot=F Y| o|EgL LY.

. 1A|ZH 5ot 42010t 155 AutoSupport HIAIX|E MF 482 0 A| = gL Ch.
- ME A AZEE = 71 X 29 2 442 A E Yo|o|ERLICE.
(=) 7
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3
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5

CtZ0ll of|2FE AlZHofl AutoSupport HIA|XIE CHAl ELi2{ 0 AJ=gfL|Ct,

- NMS MH|AE AE 4= 210 HA|X| AlIH A], 7Y O|F0|| HIA|X|E EH 2, M AutoSupport &S RX|

efghot.

NMS MH|AS CHA| AFEE o= U= R 7€ 0d HIAXIE EX| g2 E2 0lM ZA| AutoSupport HIA|X| S
HLlct.
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MEXZL EB|{5tALL O[HIETZ} EE|7HE AutoSupport HIA[X| 2R LT
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3. NMS.logtll 2LFE 7|E8fL|Ct.
LRI} UMSIT SMTP7t MEHEl TZE S0l HL, StorageGRID A|AHIO| O|H|Y A7 SHIEAH LHE0f Y2
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DZEZS MESHH AutoSupport HIAXIE E& &= GISLICH 2l 2F HIAX|7F LIEFE o= ASLIC
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StorageGRIDZ £¢l| E-Series AutoSupport HA|X| F&

AEE|X| {S2t0|HA 22| LET} OfL|2t StorageGRID 22| =EE Sl E-Series
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Lt 2
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HL}= CHE AutoSupport HIA|X[ECE H #AR|H 2 LIEFELIC

O{E2to|HAQ| Z2| ZEE AMESIA| 1 StorageGRID 22| =5 £ AutoSupport HAIXI7t MEE =2
SANTtricity A|AR! Z2|XHOM E TEA| MH FAE FAAELICE O|FA| M &&= AutoSupport HA|X[= J2[=
ZE| XA LHEAS = U= 7|12 A 2l AbE S 3l ZE|Xt TEA ™S 7| ECE PLCE

Grid Manager0fA] Admin ZEA| MHE FE5t{H 2 FZoHYA|R 22| ZEA| 282 AL

0| ®AH= E-Series AutoSupport HA|X|2 2 2 StorageGRID ZEA| AHE LM SH= Z02t
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of

AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without

generating support cases.
Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.

42 Mefsc

[ |

5. AutoSupport A2 &t

H 3
AutoSupport HHE 2 714 H|O[X| 7} LIEFLICE.
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10.

224

Configure AutoSupport Delivery Method 4

Select AutoSupport dispatch delivery method...

® HTTPS
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...
Directly @

F via Proxy server @ |

Host address 0

‘ tunnel-host l

Port number 0
‘ 10225 \

My proxy server requires authentication

via Proxy auto-configuration script (PAC) Q

Save Test Configuration Cancel

=
ruE

HIEHO 2 * HTTPS * 2 Metgt|ct

HTTPS ZZEZS &M3lst=

ro

IS M7} 0|2| 2X[=|0] JASLICE

TEA MHE S3ll * E A=)

. Host address * £ tunnel-hostS Q|243tC},

Tunnel-host= 22| = =2 AF23t0] E-Series AutoSupport HA|X|E ELE E4 FAQILCH

. Port number * £ 10225 £ 2|243str},

10225= O{S2I0|HA 9| E-Series Z1E E2{0{| A AutoSupport HA|X|E $215H= StorageGRID ZEA| A{H 2]
TE Hs Lot

AutoSupport ZEA| MH9| 2tR& 8l 142 HAESHH * 714 HAE * & MEIGLIC.

SHIE Z =AM HiLH0f| "Your AutoSupport configuration has been verified(AF2 X2 T4 0| EHQIE[ A& L|CH'
HIA| X 7¢ LfEf"”—IEh
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AFBE 4 gl FR0|T AAHO| ABZT I2|S LES A4 ABE 4 YEE BLICH A 2| EE ADC
= ol
= AN

ADC MH|AE= 2t O2|E LEO| HES Sl EEEX| BEE Y £+ JUSLICE 0| 22| LE FH0|= CPU 2E,

AHg Jhset Elﬁﬂ SHAEZX7} A= BR), XEl= MH|A 8! J2|E L EQ| AO|E D7t ZeHEILICE CHE
MH|AO|M = ADC ME|AO EEZX| H2|E S5t EEZX| MEE QETLICH ADC AH|A = StorageGRID
AARO| M Aok 2[4 FH =2 2} 2|0 SEELICh

0Hﬂ

DDS AMH|AZH 272

AEZ|X| LE0|M SAE L= DDS(Distributed Data Store) A{H|A = Cassandra H|O|E{H|0| A2} AT E83510
StorageGRID A|AEI0| XMZHEl ZiK| OEFH|O|E{of CHSt W OBt = XS #%6 L|C}.

WA =

DDS MH|A = StorageGRID A|[ARC = T El & K| 2t A| ARO[ X| &= QIET|0]A(S3 E= Swift)E Sdl
_Jlk_x|5| = 7Hx| -rE xx-lol-L||_'_|.

HE AEZX =29 = HO|X] > A HoilM & JHA| =5 etele & AELICEH

= = AN

DC1-S1 (Storage Node) @& p
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
53 ingest and retrisve @ Swift ingest and retrieve @

18/s 1B/s
0.8008/s 0.800Bfs
06008/s No data 0.6008/s No data
0.400B/s 0.4D0B/s
0.200B/a 0.200 B/=

08/s 0Bfs

16:00 16:10 16:20 16:30 16:40 16:50 16:00 16:10 16:20 16:30 16:40 16:50

Object counts

Total objects: @ b
Lost objects: @ o il
=3 buckets and Swift containers: @ ]

Metadata store queries

Averape latency: @ 10:21 milliseconds
Queries - successful: @ 18,427 1l
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a. 'ssh admin@primary_Admin_Node [P’ B&& l2igtL|Ct
b. "passwords.ixt" IL0f| L}FEl A4S E A BIL|CE
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3. BHEZ SOt *Ctrl* +*C* & F+ELICL

4. CIFS 4 K& 2|E| 'config_cifs.rb’S AlZtetL|Ct

add-audit-share set-authentication validate-config

help

exit

enable-disable-share set-netbios—-name

I | I
I | I
| add-user-to-share | join-domain |
| remove-user-from-share | add-password-server |
| modify-group | remove-password-server |
| | add-wins-server |
I | I

remove-wins-server
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Can't find include file /etc/samba/includes/cifs-filesystem.inc
Can't find include file /etc/samba/includes/cifs-custom-config.inc
Can't find include file /etc/samba/includes/cifs-shares.inc
rlimit max: increasing rlimit max (1024) to minimum Windows limit
(16384)

a. HA|X|7} EA|E|H * Enter * 2 +EL|C}
LAl S2I0|HE 7 40| EA|ELICH.

b. HAIX|7} EA|Z|H * Enter * & FEL|C}.
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a. AfO|EQ| 2t2| LEo| g0z 219l

i. 'ssh admin@grid_node_ip

=
ii. "passwords.txt" IOl LIBEl S E 2ABL|C

iii. REZ MeISIHH O BES =L

V. "passwords.txt" IFU0|| LIEE = E =etL|ct
b. 2t 7} 22| L E0of Chet ZAL 3RE FASH2H A E gHEELICH
c. YA 22| o CHot F Hot & 29212 'exit E HELICH

12. & Moj|M 'exitE 20FEL|CH
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help

exit
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modify-group remove-password-server

| | |
| | |
| | |
| remove-user-from-share | add-password-server |
| | |
| | add-wins-server |
| | |

remove-wins-server
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* 2 =
= T8

HIAIX| 7t EAIZ|™ * Enter L|Ct.

CIFS 7t QEI2|E|7t EAIELILCE,
7. TO[QI0| SHIZ2A| JIQIgH=X]| &tol
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b. 2} #2| Lo CHet ZAt 3R E FMot2{H CHS TS gte gLt
c. Z2|Xt ==of CHst A Hot M =2

—_

13. Y Mo M 'exitS 2I0F2SfL|CH

>
O
o
oM
_'|-.g
omm
o
rin
@)
M
wn
oy
Rl
]
30
k=]
_>':
00
Ral
A
rr
[
N
o
RS
_\'J_
ot
4>
$0
o>
-
n

E/ze| Xt AE 2= (61 I | X0 M AP 7t )7 U= "passwords.txt" TFUO| USLILCE.

—

* "Configuration.txt" TFL 0| USLICHEH S THF|X|0| M AL TtHS).

O &% StorageGRID 2| X0 M HHE

D\I
_?_
=
HL
=
i
r
ini
°
0z
>=
0o
ful
ﬁ

@ CIFS/SambaZ E3t
Ol - UL,

T
1. 7|2 22|t 2o 2aQlgL T},

a. 'ssh admin@primary_Admin_Node_ IP BZ& Q24gtL|Ct
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3. HHEZ SO0}t * Ctrl * + * C * & FELICL
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10.
1.

12.
13.

add-audit-share set-authentication

enable-disable-share set-netbios-name
add-user-to-share join-domain
modify-group remove-password-server
add-wins-server

I | I
| | |
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| remove-user-from-share | add-password-server |
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validate-config
help
exit
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add-audit-share
enable-disable-share
add-user-to-share

|
|
|
| remove-user-from-share
| modify-group

|

|

set-authentication
set-netbios-name
join-domain
add-password-server
remove-password-server
add-wins-server

remove-wins-server

3. At = OZ M7 AlZE: remove-user-from-share'
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Select the share to change:

Remove user or group?
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[User/group] :

Select the user to remove:

Removed user "audituser"

Press return to continue.
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from share "audit-export".

validate-config
help
exit
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add-audit-share
enable-disable-share

add-ip-to-share

remove-ip-from-share

validate-config
refresh-config
help

exit
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° StorageGRID HHE 7} Tt ALO|EQI A2 CHS THAIZ 0| SEHLICE
° StorageGRID 7+=0]| CHE AFO|EQ| 22| =Tt Eotk|=
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2 (‘add-ip-to-share")&

= IP A HRE 'client_ip_address'2

L.
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B. "passwords.ixt" IY0l| LIFE A4S E A BILICE
C. RER Matslz{H OIS By d
D. "passwords.txt" Tt0]| LIEE 2= E U={SfL|Ct.
i. O] CHA|IZ hE3sto] 24 7} 22| L0 CHSH ZA 2RE AL,
ii. P12 22| =0 cist YA 2ot & 27018 BHELICE 'exit 2 ZIJEL|CH
9. HH MM 'exitE Z20I2EtLICE
NFS ZiAt 22I0|AUE= IP FAE 7[8IOE ZIAL SR0I| CHEE ANA
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b. "passwords.txt" ItU0f| LIFEl 25 E AHefL|Ct.
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ZER Melst{H oS
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d. "passwords.txt" ItL0| LIEE S E L=ATLICE
RER 2I0I5lH T2 T EJ|'$'0| M # 2 HELICE

2. NFS 714 RE!2|E| 'config_nfs.rb’S A|ZEtL|Ct

add-audit-share add-ip-to-share validate-config

help

| | | |
| enable-disable-share | remove-ip-from-share | refresh-config |
| | | |
| | | exit |
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10.

add-ip-to-share2 |2igtL|Ct
| 20| AEE NFS ZAL S/ 50| EAIEL|CH ZA 3R & 'var/local/audit/export’ 2 LI EL|C}

ZA 28 HS('audit_share_number')S UEtL|Ct

[=]
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T Qo w2t 'validate-config' +AS &holgtL|Ct
MH|AZ} &l gl FA|EIL|C},
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StorageGRID H{E7} THY AO|EQI B2 CtHZ tHA|=Z o|SELILCE.
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a. AlO|EQ| 8| Lo Aoz 279
i. 'ssh admin@grid_node _ip' @S 23gtL|Ct
ii. "passwords.txt" IOl LIBE S E 2ABL|CE
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b. 2t B2| =0 Tifgt ZAF RS PABIT CH BAIS wHEELIC)
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2. 2210|UE 2 MHo]| Hetdt HHS AHE3I0] AL 87| W8 SRE OIREYLICE Linux B2 o= Ch21t

o ol

mount -t nfs -o hard, intr_Admin_Node_IP_address_:/var/local/audit/export_myAudit_

AMS MH|AS S AERISHE 22| 29| P FAF ZHAF A| AR CHol 02| FolEl 3/ O|FS AFSH™LICE OR2E
X&E2 %EFOI?_*EOHH MEISE 2= O|F (0l 0| HHON 'myAudit)d = ASLICH

3. At SROIM S A £ A=X| ZAFLICE Is_myAudit / *'S A={etLICH

O7IM, 'myAudit= ZAt 72| OH2E X|FYULICE Stit 0|42 21 0| LIEE|0{0F LT}

AL SROIM NFS ZAL S2H0|AES HMAHSLICH

FS ZAt 2EI0[AEE= IP FAE 7[HOZ ZA SF0| Cieh HAMA #Sto] RO ELICH IP
FAE MAHSHH 7|E ZAF 220[HEE MAHY & ASLIC

™ M

FE/E[X AE L= @Y M7 XM AFE 7Hs)7t Q= "passwords.txt" TFYO0| UEL|CE.
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a
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2. NFS 74 RE2|E| 'config_nfs.rb’S A|ZtEIL|Ct

add-audit-share add-ip-to-share

| validate-config
enable-disable-share | remove-ip-from-share

|

|

| |
| refresh-config |
| help |
| exit |
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m Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT
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AH83ste 74°°1|" Hlo|= Zo| ZRdtX| SLICE

HO|Z= AEZ|X| 22 Mdst2{™ TSM AHOIA o2 THAE et=s{oF RrL|Ct H|O| 2to]|E2{2|2} H|o| =

2to|E2{2|0f St OI* 9| E2lo|EE FhEL|CE *1H'|01|A1 2to| 2 2|7, *1H'|01|A1 Ceto|EX| Z2E Holst Cta
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T
1. EHO|Z= 2t0| 22| & ‘Y-dEfLIct.

Define library_tapelibrary_libtype=scsi

47| M, 'tapelibrary'= HIO| T 2t0|22{2|0j| CHsH MEiSH 2129| 0| S 0|11 libtypel| 242 H|O|Z 2t0|E 22| A
w2t CHE & AELICE.

2. MHol|A E|o| 2to|EE{2| 22| A2 E FolgfLCt.
Define path_servername tapelibrary_srctype=server desttype=library device=Ilib-devicename'

° 'servername'2 TSM AH 2| 0|2 IL|Ct

° 'tapelibrary'= ArEXt7t @2l et H|o| I 2t0|H2{2| O| S LTt

° E|o| 2to|E2{2| 2| C|H}O0|A O|E2 'lib-devicename' & L|C}
3. 2to|=2{z|e] =E2to|2E HolgfL|Ct.

Define drive_tapelibrary__drivename _

° 'drivename'2 E2t0|E0f| X|Hg o|SL|Ct

° 'tapelibrary'= AtEXt7t 2ot E|0| & 2to|EE{2| O| S ILICt
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2to| = 2|0f| M S i &I210] U= Fibre Channel 29 X|0f| HZE|0] U= Z 2 Y=o T3l E2t0[EHE
Holg = ASLICt.

4. MH{0|l M Felgt EEt0|EX|e] Z2E HeolgtLct.

Define path_servername_drivename srctype=server desttype==2}0|E 2}0|E2{2|
=tapelibrary_device=_drive-dname"

° 'drive-dname'2(=) E2t0| 29| EX| 0|2 QIL|C}

° 'tapelibrary'= AEXt7F F2|ot H|O| X 2t0|22{2| O| FILIC}

Zt £2to|20f| CHsl HE 2| 'drivename' L 'drive-dname'S AF2610] H|0| I 2t0| 2 2{2|0]| CHal & o|st 2t
EE}O'EOH EH6H Ol J_I‘I'{O Hl-EoI-L_“:I.

[ = |
5. EE2to|E 9| C|Ho|A 22fA S FoletL|C},
define devclass_DeviceClassName_devtype=LTO library=_tapelibrary format=_tapetype'

° 'DeviceClassName'& &X| 22A 2| O|FRIL|Ct
° 'LTO'E MHol| HAE E2t0|E2 LT
° 'tapelibrary'= MEXt7F 2ot H|O| T 2t0|E2{2| 0| SRILICH
° 'tapetype'2(=) HIO|Z FAULICHO: ultri3)
6. 2toj=z{z|e| QI ER|of H[o|= 2 ES FT7tfLICH

'checkin libvolume_tapelibrary '
'tapelibrary'= AEXt7t 2| ot H|O| I 2to|E&{2| 0| S /ILICE.
7. 2F Ho|= AEZ|X| E2 MHEL|CL

Define stgpool_SGWSTapePoolDeviceClassName_description =
descriptioncollocate=filespace _maxscratch=_XX'&L|C}

° 'SGWSTapePool'2 Ot7t0|E L E9| E|0|Z AEE|X| 22| O|SYLICt. O|F0| TSM MMM o &= 7=
TAE A8%t= 42 HIO|Z AE2|X| 2| 0|FS MY + USLICE

AN
° 'DeviceClassName'2 E{|0| I 2}0|E2{2|2| C|HI0|A Ze{fA 0|F/LICE

° 'description'2 'query stgpool' HHES AR50 TSM MHO| EA|E & U= AEZ|X| o st dHUL|CE,
of: "ot7t0|H L EQ| E|O| = AEZ|X| &

° ‘collocate=filespace'= TSM AMHIt SL ot IjYU Z7t9| K|S thY E|O[Zof| 7| st &F X|F LTt
° 'XX'E LIS & StLtL

* Hlo|Z 2to[=={2|2f Bl H|O| & £~(2}0|EE{2|E AFEdt= R 0fE (A0l FR)

* StorageGRID A|ARIO|M ArESHEE 2Pzl E|O| X £~(H|O| & 2}0|E2{2|7t SREl= ER)

8. TSM MHOl|M C|AS AEE|X| 22 MHSLICE TSM M2l 22| 2&0|M S LASL|Ct

define stgpool_SGWSDiskPool_DISK DESCRIPTION=DESCRIPTION_maxsize=_maximum_file_size
nextstgpool=SGWSTapePool_highmig=_percent_high_lowmig=_percent_low'&!L|C}
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° 'SGWSDiskPool' 2 0t7t0|2 ' E9| C| A3 Z 0| SYILIC}. 0| F0] TSMO|A ol &= 2 AE AHEdte
AL A3 AEZ|X| E9| 0|5 MEHSH & Ql&L|LC}.

=T

° 'description'2 'query stgpool' @S AR50 TSM MHO| EA|E 4 U= AEZ|X| Z0f gt MEQIL|CE
of: "op7to|E L EQ| AR AT AEZ|X| &™

° 'maximum_file_size'= C|A3 E0f| FHA|=|X| @11 0] 2 7|ELC 2 K|S H|O|Zof| 2 M= oLt
'maximum_file_size'E 10GBE & dt= 20| £Z&L|CH

° 'nextstgpool=SGWSTapePool 2 C|A3 AEZ|X| 22 Ot70|E = =0f CHsl Ho|=l Ho|T AEZ|X| E2
LIEFHLICE.

° '%_high'= C|A3 29| LS H|O|Z EZ 00| 12{|0| M3}t= O AEE|l= &
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° '%_low' H|O|Z E=2| 0}0|12{|0| 80| BX|=|= afS AFELICE C|A3 E2 X|23HH '_ percent_low_'E
022 dFdt= 0| EFLICL

9. TSM MHOIM ClAS E& (= 28)2 WHte C|A3 Zof gefLct.
Define volume_SGWSDiskPool _volume _name_formatsize=size'

° 'SGWSDiskPool 2(=) C|A3 Z O|S|LIC

° 'VOLUME_NAME'2(=) HIO|Z M& S FH|SH| 2ld C|A3 Eo| LIS M= TSM MHS| =& 2IX|(0ll:
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° 'size'= LIA3 289 37|(MB)YILICE.
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J2{LE TSM AlB7} E|AS B
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Deletion is triggered by ILM or S3 bucket
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Lock enabled must have met retention date

and cannot be under legal hold.)
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ILM evaluation l
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Acfivate to make this policy the active ILM policy for the grid.

Name Example LM policy

Reason for change MNew policy

Rules

1. Select the rules you want to add to the policy
2 Determine the order in which the rufes will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the

policy and cannot be moved.

I == Select Rules

Default | Rule Name Tenant Account Actions
- Rule 1: 3 replicated copies for Tenant A (% Tenant A (56889986524346589742) x
& Rule 2: Erasure coding for objects greater than 1 MB (& — x
4 Rule 3: 2 copies 2 data centers (default) (8 — x
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Create ILM Rule step 1 of 3: Define Basics

MName
Description
Tenant Accounts (optionaly selecttenant accounts or enter tenant 1Dz

Bucket Name matches all v | Value

/ Advanced filtering. . (0 defined)
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Placements @

Fromday | 0 store | for 385

days

XE 20 FLC}.

11 Sort by start day

Type @ replicated v [ Dt .

Copies | 2 |

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with informatien lifecycle management for more

information. o
Type = erasure coded v Location | All 3 sites (6 plus 3) v Copies 1 + x|
From day 385 store | forever v m
Type | replicated v Location | Archive ~ | Add Pool Coples | 2 Temporary location  — Opfional — b 2 |E
1 R HW UK X|E2 A ool & ZE2 BEAIELIC
1. X oM = & 7H2| Clo|E MIE| AO|Eo]| & 7He| SXIE 7HA| SEAtE S
orELICt
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SAHEO[ AFH|ELIC.

ILM 72! o

O] ILM w#&] 0of= HI'AE A0 £3t= Aol MEELICH F, ol2{st Ao SME=EE = 71 ddstn 24 SH=ES CE

AO|EOf| MESLICH & JHe| AHE2 F7 20| AELICH =, StorageGRID= 0| XS 2 AH|SHX| gt LIt
CH4l, StorageGRIDE= 0|2{gh Z4K[7F 22t0|AUE AMK| RF0H| 2o AR|=AHL H2l =8 7|7t etz 2 winbx] siE

HHE FRIGLIC

O] 72 £4 %0l 78 SME ALEYLICE HHUE ATt 7HNIE StorageGRIDO| X &SH= ZA| & ALO| E HYX|
BHO| HEELICL T, & HRSt SHES ZF A Hdd £ IELICHL ol S0 HIHE AL HRHIE ML of
ALO|E 20| HEY =~ gl= 82 StorageGRID= AIO|E 19| AEE|X| LLEO| T JHe| B7F HHES THELICH AIO|E
2E ME8Y + U =™ StorageGRID= Sl AIO|EOf|M HRTot SAM2E CHELICEH

Two cupies at two sites Tor Tenant A

Description: Applies only to Tenant A

Ingest Behavior: Balanced

Tenant Accounts: Tenant A (34176783492629515782)

Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:

Trigger Day D
Site 1 —
= 5 E—
Site2 wl
Duration Forewver
2 M

+ HlojE| HEE 93t 47 B
« AE2|%| Bl Ho|

+ 2242C AE2|X| B2 R

2E2(X| S8, 2E2[X] &, EC Z2IHY 8 SH= YIELICt
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DOE AEZX| LE 7|2 AEE|X| S22 AHEE £ JSLICT
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1 ILM * > * AEE|X| 55 * S ME{EIL|CL.
2. AEE|X| S2 MA:
a. Folslof st= 2t AE2|X| SZ0ll Chel * Insert * & ME{BILICH (D WS FIt6tn AE2|X| HHQ| 20|22
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Storage Grades

Updated: 2017-05-28 11:22:39 MOT

Storage Grade Definitions e
Storage Grade e Actions

0 Default

1 [aisk 20

Storage Grades e
Data Center 1/DC1-S1/LDR Default P 4

Data Center 1/DC1-52/LDR Default V' 4

Data Center 1/DC1-53/LDR Drefault 4

Data Center 2DC2-51/LDR Default Vg

Data Center 2/DC2-S2/LDR Default i 4

Data Center 2/DC2-53/LDR Drefault V4

Data Center 3/DC3-31/LDR Default 4

Data Center 3/DC3-52/LDR Default V4

Data Center 3/DC3-53/LDR Default P 4

Apply Changes *

a. J|E 22X BHS HHSIHE * Edit * S MEYLIC g 20|22 B0 et ~FELCH

b. Apply Changes * & ME{gIL|CE.
0|2{8t AEZ|X| S22 O|H| AEZ|X| LE0f| Eehst 4 QIAL|CE
3. AEE|X| LEOf| AEE|X| S2 &

a. Zt AE2|X| ==9| LDR AMH[A0 T3l * Edit * £ MEPLICH g SE0|M AE2[X] WHS MEBLIC
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Storage Grades "4

LDR Storage Grade Actions
Diata Center 1/DCA-S1/LDR IDefauIt ;I f
Data Center 1/DC1-S2/LDR h P 4
Data Center 1/DC1-53/LDR Default V4
Data Center 2/DC2-S1/LDR Default _?
Data Center 2/DC2-52/LDR. Default V4
Data Center 2/DC2-S3/LDR Default _?
Data Center 3/DC3-51/LDR Default V4
Data Center 3/DC3-S2/LDR Default _?
Data Center 3/DC3-S3/LDOR Default V4

Apply Changes .

XHE AER|X| LSO AEE|K] ST o Ot BEBLICH SO0 BRE ASRX| =2
() olHdl goel A2z S22 QAFLICH ILM o] 2astel Sofl o] B
0HIAIQ. Brefo] HED Af Ag2|X| S3of wat ololefst HErELiC

a. Apply Changes * £ MEigtL|CE,
AEZ|X| 22 FLHELICH
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StorageGRID A|AEI0A] 24iA| HIO[E{E XM Edt= flX|et AEE AER[X] RS ZHYLICE

AEE|X| 20l F 7HX £40| JASLIC.
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A% B MY x|
AEZX 22 74 X ABY M= CHE XEE MEYA L.
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AE2|X] 20| XAIS2 2 YH|O|EE LT,
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—— Make 2 Copies (2 sites, 1 pool)

2HH, O] BMo M= o2 AE2(X| 22 MEY W N7t MT == Y42 Hof FLICE o] of|FIof A ILM 7212 2
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MO|ES| BE AEZ|X| =7} ZotEILICE 2t JHA|Q| SAHE2 ZF ALO|E0| ME =22 ALO|E FOHLE MM A
£7tsd =5 E A Clo|E{ 7t 2= ELICt.

— Make 2 Copies (2 sites, 2 pools)

Site 1, Pool 1 Site 2, Pool 2
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Storage Pools
Storage Pools

A storage pool is a logical group of Storage MNodes or Archive Nodes and is used in ILM rules fo determine where object data is stored.

+ Create| | # Edt || % Remove | | @ View Details

Name © 11 Used Space @ 11 Free Space @ 1t Total Capacity @ 11 ILM Usage @
‘® Al Storage Nodes 1.10 MB 102.90 TB 102.30 TB Used in 1 ILM rule

Displaying 1 storage pool.

Cloud Storage Pools

You can add Cloud Storage Fools to ILM rules to store chjects outside of the StorageGRID system. A Cloud Storage Peol defines how to access the external bucket or container where objects will
be stored.

[+ Create| | # Eat || % Remove | [ Ciear Error |

No Cloud Storage Pools found.

Eol= AAH- 7|2 2E2(X] &, Al2” 7|2 MO[E, 2E MOIE, 7|2 AEE|X| S8 ZE AERX| LEE
MESt=E RE 2E2|X[ LLEJF ZotE LICH

@ DE AEZ|X| LE AEZ|X| Z2 A O|0|E] ME| AFO|EZ £7}8 mjojC} XFE0 2
OHO|EE2Z ILM HEI0|AM O] AER|X| 22 AHESt= U2 HEE|X| QELICE

2. M AEE|X| 22 MM5l2{H * Create * & MEATILICE.
Create Storage Pool CHSFAMAFZ} LIEHEFL|CE,

Create Storage Pool

= For replication and single-site erasure coding, create a storage pool for 2ach site.
» Forerasure coding at three or more sites, click + to add each site to a single storage pool.
+ Do not add more than one storage grade for a single site.

Name
Site — Choose One — v Storage Grade All Storage Modes v L
Viewing Storage Pool -
Site Name Archive Nodes Storage Nodes

"‘

3. AE2|% Bo| IR 0|22 YRBtLCt,
AN FY D2 Y ILM TS THE o A A 4 U 0|28 AFBSHIAIR.
4. Site * (MO|E *) EBLHR SR0|A 0] AE2|X| Bo| AfO|ES Meiptct,

E=2

MO|EE MEiSHH H|O|SQ| AE2|X| == Y OHFI0[E L E 7} RS2 2 YH|0| EE LT,

326



LEHO = AER[X| Z20|M 7|2 ZE AMO|E MO|EE AFESH| OHHUA|R. 2E AIO|E AE2[X| 22 AHEdt=
ILM %2 M8 IS¢t 2E ALO|EO]| HHME HHXIOFDE WA HHXIE B MO 5= ASLICH EoF ZE AMOIE
AEZX| F2 M AIO|ES| AER|X| LEE FA| ARSI, Ol AHEXLZL 7|tHdts S20| Ot =& ASLICY.

- ILM #A0] O] AER|X| 22 AIEStE 2R * 2E2|X| S5 * EELR SE0M A AE2[X| RES
MEdgtL|Ct.

78 BE AR X L& 2AEEX]| SE0i= M=ot AO|ES| BE AER|X| = ETF ZEHEILICE, |2 OfFto[=

LE AEEX GHE= MEe )\POIE°I HE OF7H0|E = =7} ZetElL|t. 2= AER[X| =0 T 37F

AEEX] HE MG 3R g 2E2[X| S50 EEH20 LHEE LT

. LS MOIE AMH| 2 Z2OAUNM AEE|X| E2S AHE0IE{H S MEBLICH 4= 2 AJO|EOf TS 2FS
AE2|X] S0f 71U,

Create Storage Pool

» For replication and single-site erasure coding, create a storage pool for each site.
* For erasure coding at three or more sites, select + to add each site to a single storage pool.
* Do not select more than ene storage grade for a single site.

Mame All 3 Sites for Erasure Coding

Site Data Center 1 v Slorage Grade All Storage Modes v x
Site | Data Center2 v Storage Grade | All Storage Nodes v [x]
Site | Data Center3 v Storage Grade | All Storage Nodes v [x]
Viewing Storage Pool - All 3 Sites for Erasure Coding

Site Name Archive Nodes Storage Nodes

Data Center 1 0 3

Data Center 2 0 3

Data Center 3 0 3

You are creating a multi-site storage pool, which should not be used for replication or single-site erasure coding.
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Storage Pools

Storage Pools

A storage pool is 2 logical group of Storage Modes or Archive Nodes and is used in ILM rules to determine where object data is stored.

+ Crea!e| # Edit || % Remove i@ View Details |

Name & 11 Used Space @ 11 Free Space @ 1T Total Capacity @ 1T ILM Usage ©
& Al Storage Modes 1.88 MB 280TB 28078 Used in 1 ILM rule
DC1 62177 KB 932.42 GB 932.42 GB Used in 2 ILM rules
DCcz2 675.82 KB 932 .42 GB 932 .42 GB Used in 2 ILM rules
DC3 578.95 KB 932 42 GB 932 42 GB Used in 1 ILM rule
All 3 Sites 1.688 MB 2507TB 280 TB Used in 1 ILM rule and 1 EC profile
Archive — — — —

Displaying & storage pools.

Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Fool defines how to access the external bucket or container
where objects will be stored.

[4 Create || # Ecit|[ 3 Remove || ciear Error

Mo Cloud Storage Fools found.

O Holl= AER|X| =0t ZetEl 2 AE2|X| Z0f st LhS FE7F Zote|of AELICE

° *O|F *: AE2[X] 29| IR HA| O|FYLILCE.

° * Used Space *: 2E2|X| 20| 24K E X &St= Ol 2™ ALE Sl St YLt

° * 0 STt AEEX B0 M E MTot= ol MEE = U= HO U= S 7L
E

AN
o+ E Y AR EQ AV|2, AE2|X| 29| 2E L0 thdh QEHME C|o[Hof| MY + U= F

32te| o PHLIL
© LM AFSH % AE2|X| BO| S| AFZ Ol iy AE2|X| Z| ALBEIX| 7L SILE 0[4fe] ILM T, At
29 T2H T & ColA ABE 4 YBLIC

328



()  ue 30l asax B2 g 4 glgdch
L B3 AE2|X| B0 et M5 HEE e She 202 HES Sl * View Details * S MEHELICH
AE2|K| ML HE D o] LiepdLich

L ESHE| x L E *EHS H AEZ2|K| E0| ZoHEl AE2|K| LLE = 0FF10|E =0 CHBH LOoEAA| L.

Storage Pool Details - DC1

Nodes Included ILM Usage

Mumber of Nodes: 3
Site - Storage Grade: DC1- All Storage Nodes

Node Name Site Name Used (o) @ 11
DC1-53 DC1 0.000%
DC1-52 DC1 0.000%
DC1-51 [ 0.000%
Close
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Storage Pool Details - DC1

Nodes Included ILM Usage

ILM Rules Using the Storage Pool

The following ILM rules in the active ILM policy (Example ILM policy) use this storage pool

« 3 copies for Account(i1
= 2 copies for smaller objects

1 ILM rule that is not in the active ILM policy uses this storage pool.

If you want to remove this storage pool, you must delete or edit avery rule where it is used. Go to the ILM Rules page (3.

EC Profiles Using the Storage Pool

No Erasure Coding profiles use this storage pool.

() LM A ArgEIE AR B FE 4 elaLich

O oflofl M= AR 2E Z2IFACA 37H AO|E AEEIX| E5 25 AHSRLICH J2{H MM 29 Z20telo| 2y
ILM Z22| Bt ILM A of| 2/ AtE-ElLICH.

Storage Pool Details - All 3 Sites

Nodes Included ILM Usage

ILM Rules Using the Storage Pool

The following ILM rules in the active ILM policy (Example ILM palicy) use this storage pool.
« EC larger objects

If you want to remove this storage pool, you must delete or edit every rule where itis used. Go to the ILM Rules page (3

EC Profiles Using the Storage Pool

The following Erasure Coding profiles use this storage pool

Profile Mame Profile Status €
6 plus 3 Used in 1 ILM Rule
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Client application

A

Client stores i

@ objectin I @
StorageGRID. :
1

StorageGRID

A

StorageGRID ILM
moves object to

@ Cloud Storage
Pool.

Cloud Storage Pool
(external S3 bucket)

S3 bucket
lifecycle maoves
object to Glacier
storage.

Storage Class:
— Glacier or - -
Glacier Deep Archive

1. * StorageGRID * Of| &=l FHAH|
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Client retrieves object
copy with 53 GET
Object request.

Client restores a
retrievable copy with S3
POST Object restore
request.
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Client application

Client stores f‘ Client retrieves object
@ object in | @ copy with $3 GET
StorageGRID. : Object request.
1

StorageGRID

A

StorageGRID ILM
moves object to
Cloud Storage

Pool.
i
o
Azure Blob Storage y
(external container) I
I
I
StorageGRID I Client restores a
sends request to : retrievable copy with S3
Set-Blob-Tier: I POST Object restore
Archive. I request.
I
I
I
—p Archive Tier -1

1. * StorageGRID * Off K& =l JHA|
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HI82 H| X 52 HALICH TA| H[ES 7HE ZA| ':*”3PE1E Cloud Storage Pool|A] 7HX|0]] HM|ASH=
A7t HIEE E1°H0F LI 22IRE AER|X| E2 XtF AN ASGHK| o= 2EHIX0]| 2 AL SH= 20|
E5LICL

* Swift 22I0|AHEJ} QIH|AESH ZHK|0|= Cloud Storage PoolS AF23SHX| OHAMA| 2. Swift= POST 2E %%

2HES X|ASHK| 2oB 2 StorageGRID= S3 Glacier 2E2|X| EE= Azure Blob AE2|X| Ot7t0|E |§
1*2“5' Swift QHX*'EE duMigh & IELICE o|2{st A E HMSHY| 2Tt Swift GET RLENE NS Wa E*
SSLICH403 AL 2X).

* FabricPool0f| A 22tRE AEE|X| F EHUC| KIS AMots XA AlZH0| F=7HE|A7| 20| 22tRE AE2X|
=2 M8E + glELITH

Cloud Storage PoolS 445t= O Rt HEQIL|Ct
Cloud Storage Pool2 M-ddt2{H HX 2|2 S3 Kl &= Cloud Storage PooIOiI A% 2|2 Azure Blob AEZ|X]|

ZE|O|HE “H-gdhof LTt 13 CHS StorageGRIDOIAM 22tRE AEZ|X| 22 WHE M L3 FEE X|FsH0F
gLt
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* 20| w2t 20| ZE|O]Lof TS TLS HES =l | ISt AFEXL X1 CA S MYLILH.
S2HRE AEZ|X| 20| AHEEl= ZEO| Chet 115 At

ILM .ﬁlxlo| x|I-IE| aa|-_<|3_|: AEE'x' = 7|-01| Qt:IJHIEE 0|E
HEIAE Fg8lof gL|Ct. CHE ZE T} Cloud Storage Poolzt
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UTE st2{H A AR AER|X| =T} TEHEl
= QU=X| 2eleoF L.

7|2X O 2 Cloud Storage Pool2 CtS ZEE AFEELILCE.

* *80 *: httpZ A|Zst= EF URIZLICE
* * 443 *: hitpsE A|ZSt= 81 URIS| 32

S2HRL AELX] 22 YEStHL HEY W CHE ZES XEY = ASLICE
FEOHA| g2 ZEA| MHE AIE5t= FR00| T EREILC AEE|X| ZEA S FAEiL|CE QB EFa 22 2F
EHCZE MAIXIE 2 &= AT BfLiCt

HIZ0il chist 112q Abet

229 AER|X| B3 ABOH0 S2HRCo| AE2|X|0f AR 2L gt LIES $1Zo| WRBILICY,
S2t9C AE2|X| 3 AF20}0] StorageGRIDI} 22LE 7H0j| 0S8 HOR ol 4ts|= HlO[E| of w2t Z2C
oM A0 ALSE HIESIT QI mat B8 S Tefot T B TRH|xsHoF ik,

StorageGRID7} 9| 2EHPE AE2|X| B ASEQIE0| HZE|H Chedt QS HU) HAS DUE D LR
AAS L3t & QT BHLICE Of2{3H 2ol 27} H0| 2AYE 2 AX|BH, Cloud Storage Pool BLIEI HIE2
$3 T AzureO|A QEFES XSS o S 7K tl2e] 36 2so] SELIC,

to

2 2eRE AL X| E A=EXQIE| M StorageGRIDZE QEME S CHA| 0|S3l{0F St= Z% O B2 H|E0]
HEAHS o
=

s 2~ QIEL|CEH CIS 1t 22 AR RLEHMEE StorageGRIDE LCHA| 0|SE 4= USLILCE

S 2 Z2teC AEZ|X| E0f /2 CiAl StorageGRIDO| JHH|E XMESI7|2 ZHEILICE 0]
2ILM 1_1”" | A g CHA| AdSHH ELICEH ILM HIt7t 2/45HH StorageGRID2 02 282 HZdt¢
%ﬂ%E AEZ[X] E0N QLENEE AMEIL|CE 07 CF2 StorageGRID= SH|El SAHE = A 22
EAHES 20| XI™El £013 MMTHL|CH QEHMEE StorageGRID2Z CHA| 0|53 £ 22t E AEZ[X| E9
EAH20| AMH|EIL|CE

. 7HX|°I 2ot AL
aj

* AEZ|X| LE FOHZ Qs KTt &AM E
StorageGRIDE 7HHIE LAHOZ 26t E7E AER|X] 20| M SAHES MAMTL|CH

FI->

LICE ZHA| Sl LIH K] SAR2 2 22tRE AEE|X]| 20 /U= R

AN L—

QENEE Z2tRE AEZ|X| Z0|M StorageGRIDE LHA| 0|5 E<2 S orageGR D%
@ QEMEQ Z2RE AELX| E AEEEN o2 RMEE UG LH2 s
0|S3t7| Tofl 7|= X 2Mol| 22l5t0] 7|2H &l 2 HI8S —’F—’Sﬁﬂ*li
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§3: 22HRE AEZ|X| F M0 CHeh Meto| LTt

222 AEE|X| 0| AF2E &= 28 S3 132l K3l M2 StorageGRID| LEMEE HZIOE 0|5, QEHNE
MEf 7IN 27|, Rt B2 Glacier AEE|X[0|M QEME =2 S9| #otES 20{5ljoF BfLIC}. StorageGRID=
HH210l| CHEE ZHA| X0 AWM|A HTH('3: *)S 2d= AO| HHEFEISHX| T, 0| Z40] 7HSSHX| gbg 2 M3l HME
StorageGRIDO|| CtS 2 22 S3 #tE S ofsloF gLCt.

* '3:AbortMultipartUpload’S MEHSHL|C}

« '3: DeleteObject'

* '3:GetObject'

* 3EE HI

 '3: ListBuckketMultipartUploads'

* '3:ListMultipartUploadParts’S ME{gtL|Ct
* '3: PutObject’

* '3:RestoreObject’ L|Ct

§3: 9|F Hzlo| =3 F7[0f et 2] Abed

StorageGRID2t 22t E AER|X| E0i| X|HE 2|7 S3 HZl 7tof] QEMEES 0|F5H= A2 ILM 78] 2
StorageGRIDS| &4 ILM HxHof| 2|sH XM|O{ElLICL BtH, Cloud Storage Poolof X|™ &l 2|2 S3 HZI0f|A] Amazon
S3 Glacier E£= S3 Glacier Deep Archive((E= Glacier AEZ|X| 22AE FHSI= AER|X| £FMH)E QENE
Het2 off g H2lol 2t0|ZALO|E ol 2|3l Mo ElLICE.

SR AELX| E0|M RLEMEE Tkt = 3¢ 2F S3 A0 HEt 2t0[ZA0| 2 43 A Hdlof otH,
Glacier 2AE2|X| S2AE 701511 S3 POST RLEHME 7 APIE X|&t= AEE|X| ERHS AHE6l0f gL|Ct.

O£ =01, StorageGRIDO|A 22tR2E AEZ|X| EE2 0|FE ZE QEMEE FA| Amazon S3 Glacier AE2|X|2
Metste{ 1 BhLICH CSat 20| BHY XA (* Transition*)2 X|™st= 22 S3 HZl0]| 2t0|TALO|2 1S A BLICE

<LifecycleConfiguration>
<Rule>
<ID>Transition Rule</ID>
<Filter>
<Prefix></Prefix>
</Filter>
<Status>Enabled</Status>
<Transition>
<Days>0</Days>
<StorageClass>GLACIER</StorageClass>
</Transition>
</Rule>
</LifecycleConfiguration>

O] Fxle IE H3l QEHEZ MM 2l Amazon S3 Glacier2 M&H8tL|CHZ, StorageGRIDO|A 22t
AER|X| 22 0|3 EM}.
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CloudMirror 2| MH|A
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U&LICE. CloudMirror 2H|l= =& S3
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HHE AFXIJLICE CloudMirror S X 14
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* 2 ARBS0Y J2| BE|RHo) 2OQIRALIC X|RiE s B Hate X,
- £ oyl Ato| Agsict
- Z2teC AEE|X| B 40| it XIAS HEBLIC
+ B3PS AEE|X| Bo|M HESHE 2 H2 e 0|17} ofo] LC,
- B{210|L} ZIEf0]L{0] AN ASHE B WRY BE IF Het AL

of zreiof chef

Cloud Storage Pool2 £ 9|5 S H'I | &£ = Azure Blob AE2|X| ZiE|0|HE X|™EELIC}. StorageGRID&=
NEStHE SA| 22tRE AEZ|X| 22 ASSIEZ, 22t AEZ|X| Z0f X[™HE tHZlo|Lt HE|0|LH 7t ZxHsta HE

7tsetX| 2elshof BiLct.
chA|
1. ILM *>* AEZ|X| & * & MEHEIL|LCE

AE2|X| & H|O|X|7} LIEFLICE. O] TO|X|0l= AER|X| E2t FEIRE AEZ|X| E2 F MM0| JUSLICE.

Storage Pools

Storage Pools

A storage pool is a logical group of Storage Nedes or Archive Nodes and is used in ILM rules fo determine where object data is stored.

+ Createi # Edit || ® Remove | | @ View Defails |

Name @ 11 Used Space @ 1T Free Space @ 11 Total Capacity © 1T ILM Usage @&
® All Storage Nodes 1.10 MB 102.90 TB 102.30 TB Usedin 1 ILM rule

Displaying 1 storage pool.

| Cloud Storage Pools

*You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how o access the external bucket or container where objects wil
be stored.

+ Create} # Edit || % Remove || Clear Eror

_ No Cloud Storage Pools found.
H|Oo|X|o] S2tRE AEZ|X| E MMM * MY * S HEfRIL|CE

Create Cloud Storage Pool CH3FAFXZL LEEHEL|CH,
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Create Cloud Storage Pool
Display Name @
Provider Type @

Bucket or Container @

3. [I2 HEE UL
oo Y=gt A
HAl 0|2 Cloud Storage Pool2t 11 8 =& 7tetstA| 4Hst= O|ERILICEL ILM
TS A of 2A AEE £ Q= 0|E2 ASELICL

Sait 7d O] S2tRL AEZ[X| 20| AEE 2R Sk

* *Amazon S3 *: S3, C2S S3 E= G
AN ZOIE 0| Chal O] SMS MEHBHLIC.

HiL-_—=2 —-"1d

* * Azure Blob M&rA *

© AT DEX KUS UG MHIA B, 91F U M

[}
M40 H|O| x| SFEHOf| LIEFELICY.

—

3! = ZH|O]L Cloud Storage Pool22 2 M3t 9|2 §3 B3l EE= Azure ZIE/|0[LH 2
O| QLI 7| M X|H3tH= 0| §2 3l EE= ZiE||0[LH2] 0| 1t HEd|
Ux[eHOF BLICH OHK| oM S2IRE AEE|X| ES MM
XELICE 2R AER[X| 22 MET 20z 0| S HEL =
AELICE

S0l et Ho|X|O| AH|A ASTQIE, 91F 8 M AZ M4

(0)]

3: 2EtRE AEZX| 20 Uit oI5 MR HEE XIFH
=
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—

83: 2= AE2(X| E0 tigt 21 MR & XIFE

S3& Cloud Storage Pool2 &g f Cloud Storage Pool A= Q!
S S dEsf{of fLIC E 2
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- S2l9C AE2|X| Zof ChEh 7|2 MEE oltstn ZIX QO E * Amazon S3 * 2 X|HAALICEH

Display Name © | S3Cloud Storage Pool
Provider Type @ = Amazons3 v
Bucket or Container @ = my-s3-bucket
Service Endpoint
Protocol @ HTTP ® HTTPS
Hostname 9
Port (optional) (2] 4
URLStyle @ | Auto-Detect v
Authentication
Authentication Type (2 v
Server Verification
Certificate Validation 9 Use operating system CA certificate v
Cancel

© HMA 7| QB S ALE0t=E R 2/F S3 A AUMA 7| ID X HIE AMA 7S S0 A0{OF BLICE

|
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1. MH|A 27 * MAoM CHg FEE HMSeLich

a. 22RL AEL[X| EO| AEY U] A Y Z2EES MERL|C)

'3-aws-region.amazonaws.com’S MEHSL|Ct
@ O| ZEOf| K2l 0|2 85X OHMA|R. HZ! 0|2 * B2 = ZE|0| * HEo]| ZEetLct.
a. oo met 22tRE AER|X| E0| HZY i AT ZTEE X|FEL|Ct
712 ZEHTTPSS| 82 EE 443, HTTPS| 32 XE 80)E Ar835t2{H 0| HEE H|| SLICt.

b. 22tRE AER|X| £ K32 URL AEHY MEH:

=SS ME{RILICt MY

THA SAE AEFY 7hat SAR BEA Ol URLE AHESHY] HZIS MM ABILICE 7MY SAE
#AlO] URLO|= 'https://bucket-name.s3.company.com/key-name’
at Zo| =m|Ql 0|22 YL E K3l 0|F0| ZtEIL|CE.

A2 AEMY A2 AEY URLE AE5H0] H3l0| AMABLICEH 2 AEMY URLS

Z0f|= 'https://s3.company.com/bucket-name/key-name” 1} Z
HZ! 0| F0| ZetEL|Ct.

* 1 F2 AEMY URL2 O O] AFEE[X| S5LICE

NI N HZE HEE 7|82 ALY URL AEIYE XS 2 UX|3H FLICH

Ol =0, IP F&AE XIHstH StorageGRID= A2 AEHY URLS
AFSELICH A 8Y EX AEIUE B2 Z200H 0| IME
MEHSIL|CE,

2. Authentication * Ml0{|A Cloud Storage Pool A EZQIEN| LRt QIE RES MEHSIL|CY

gHg Mefgict My

OHM[A 7| S2tRE AEE(X| E HAS WM ASHHH HMHA 7| DL H|Z HHA
7|17t HREL|Ct.

ol 2 E AHEXI7} Cloud Storage Pool HZIN| HMAS 4= QUELICEH BM[A
7| IDL} H|Y HHA 7| = HREHK| 4SL|CH

CAP(C2S UM~ ZH) C2S S30i|3t AFREIL|CH 2 0|SBHLICt C2S $3: 22I2E AEEZ|X| 20
Ciot 215 M2 EE X[H.
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3. Access KeyE MEiS A2 C}2 HEE LHPLICH

SMS MefphC) gy
M~ 7] 1D QI IS ARSHE AH| HHA 7| IDYLICH
HI QA& 7| HZE H|L MM A 7|,

4. Mt =l Mol 22HRE AE2|X| Z0] Tt TLS HA| CHE 1B M REEE HASH= Ol A 8Y S

MENSHL|C}.
S48 MepLICt oy
29 MR CAQIBAIE AISBILICE 2% MRlo| MXIE 712 12| CA ASHS Arstol HBS B,

AEXXE CARUBME ARt X[E CARUSME MEYLILE. Select New * & MEiSH
ARERfLICt QAIZYE CARASME HZERILICE
ASME 2IstA| f&LItt TLS HE0| ArEE|= ASM7L HBEX| FUASLICE

S2teC AEZ|X| ES MZEE 0ff StorageGRIDE L2 £8EL|Ct

= A=K HSELIC)

20| X TEY
* H3lof| oA I[f° % MH H3I0| 22IRE AEZ|X| 22 AEY £ JUSLICE x-ntap-sgs-cloud-pool-uuuid2t=
Al

Cloud Storage Pool Z430| A1istH AZ0| it 0| RE HHSH= 2F HAIX|7} EA|ELICE 6§ &0
RFIL UALL X|™E HZl0| 0|0| gl= 3R @FI HIE 4 JELICEH

@ Error

422: Unprocessable Entity
Validation failed. Please check the values you entered for errors.

Cloud Pool test failed. Could not create or update Cloud Pool. Error from endpoint: NoSuchBucket:
The specified bucket does not exist. status code: 404, request id: 4211567681, host id:

HZSHUAR 22t AER[X] 2 ZA| sfZ233 ot

][0}
Mo
é
mujn
=.£
rol-

o

2IEM

t C}S Cloud Storage PoolS CHA|
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C2S §3: S2RE AEZ|X| 20f Tt 215 M HEE XIFSLICt

C2S(Commercial Cloud Services) S3 MH|AE 22t2E AEZ|X| EZ AF25I2{H C2S
WH|A EEY(CAP)S 915 RO TLAsH{of BHL|Ct J2{™ StorageGRID7t C2S HIH2| S3
HZIS HNASH| 2ot A Xt SHE 28 = JSLICL

ZQst A
* MH|A AEZQIES E5H610 Amazon S3 Cloud Storage Pooldf| Cist 7|2 MEE l2AMEL|CE.
* C2S AlFof| gEl RE s G MEHX AP| 07 M5 ZSSH0] StorageGRIDZF CAP AMEHOA 2IA| XA
ZHS O AHEE MA| URLS Z10 USLICH
* MEDHHE QT 7|B(CA0IN LZot MH CA 1B M7t AELICE StorageGRID= 0| IBSME A0 CAP
M2l IDE ZRIBtLICt MH CAQIZ M= PEM QIZY S AtEdHoF 2hL|CE.

* Mot HE QB 7|2H(CA)IM LSt 220|HE ABSMIt USLICE StorageGRIDE 0| QIEME AHESHO

CAP Mol Tt XkA| IDE ZHSLICE S20[AE S M= PEM 12 Y S A8 OF SHH C2S Aol Chet
UM 2 ZSHO| RO =[0{OF BfLICH.

* SCIO|UE AS Mol CHet PEM QIR E 421 7|7t AELIC

* SEH0[AHE 2l

Ol
N

Mof 7Hel 7|7t e stEl B Y2 E si=0t7| /et =t ASLICE

*

*
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1. 2l

—

>
rz

ol
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0l

9|

Ol

{8 * CELIR0|M * CAP(C2S HM|A ZE) « S MENSL|CT,

CAP C2S 215 2 =7} LtEHEL(CY.
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Create Cloud Storage Pool

Display Mame

Provider Type

Bucket or Container

Service Endpoint

Protocol

Hostname

Port (optional)

URL Style

Authentication

Authentication Type

Temporary Credentials | (. o o 1 eame

URL

Server CA Certificate

Client Certificate

Client Private Key

€ | C25Cloud Storage Pool

9 Amazon 53 ¥

©

my-c2s-bucket

(2] HTTP ® HTTPS

© | s3-aws-region.amazonaws.com

(2] Auto-Detect v
(2] CAP (C2S Access Portal) v

Q
0 [

Client Private Key

Passphrase (optional)

Server Verification

Certificate Validation

o

0 Use operating system CA certificate =

Cancel
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a. QIA| X2 B% URL * 2| 22 StorageGRID7} C2S 0]l 2EHEl mE T 9l Mef™ AP| D7} 4 S
E3H610 CAP MHOIA YAl X4 52 2 of A8 F4| URLS 2fgiLic,

b. Mt CAQIZA = o] 29 * M2 MeH * 2 MEH3}T StorageGRID} CAP MH{S SHolsti= o AFRE PEM
olaEE CAISHE YR EBLICH

o. 22J0|2IE QIFN * O A2 * M &2 MeY * 2 MEHS}] StorageGRID7} CAP M0 KIS Al8sts of
N2 PEM @I RLE SIZHE RREBLIC

d. 22f0[2lE sl 7| * | P * M &S M+ 2 Meistn Z2t0|o1E IS Mof thEt PEM 212 Kol 7|2

IRl 717t Y= otEl AR J|E HAS AL8dHOF HLICH (PKCS #8 Y= hel A2 X|/UE|X| §45LICH)

e. 22I0|AUE Il 7|17t Y= otEl 2 SE0[UE JHQl 7|9 A= E sfl=35t7| 2o Y= E Y=eL|ch 2K
O™ * Client Private Key Passphrase * ZEE H|9| SL|C}.

3. Mty 2ol MMM CtE HEE HSeLCh

[e]

a. AZM frd AAt* 2 FL * A XH CARUSM AHE * S MEigL(CH
New

b. Select

S22t AER|X| 22 X & ff StorageGRID2 LSS +&EfLICH
© M3l MH[A 20| JQ=X], J2| 10 X[™E Xt SHS AL THE £ J=X| A3 LICt
* H3lof| Ot oS MM H3l0| 22RE AEZ|X| F2YUS AEY & USLICH x-ntap-sgs-cloud-pool-uuuid2t=
0|E9| 0| I HMAHSIX| O AR

Cloud Storage Pool Z{Z0| AlTsl® ZZ0| AlIj3t 0| S Mests @2 HAIX|7H EAIELICH oS Sof ol5A
Q271 UHLE X|He B{310] 00| gl B 257
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@ Error

422: Unprocessable Entity
Validation failed. Please check the values you entered for errors.

Cloud Pool test failed. Could not create or update Cloud Pool. Error from endpoint: NoSuchBucket:
The specified bucket does not exist. status code: 404, request id: 4211567681, host id:

EXSHUAR 222E AEE|X| Z ZX o 2387 CHZ EXIE i 2%t CHS Cloud Storage Pool2 CHA|

Azure: 22tRE AE2|X| Z0] gt Q15 MR HEE X[FeUCt

Azure Blob AE2|X|& Cloud Storage Pool2 4-4g i StorageGRIDO|| A 7HA|E K& SH=
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Ol AtEe 2/ F ZIE0[H2| AF O|F A AlIE 712 XIFsHoF &LICt.

A
* 225 AEZ[X| Z0f et 7|2 HEE ™ot S5k FH2E * Azure Blob Storage * £ XIS LICH *
3771 * 7t Q15 Y * Lo LIEHELICE

Create Cloud Storage Pool

Dicplay Mame @& Azure Cloud Storage Pool

Provider Type @ Azure Blob Storage

Bucket or Container & My-azZure-coniainer

Service Endpoint

URI © | hitpsiimyacc

count.blob.core

—F

T
o
!

Wwindows:net

Authentication

Authentication Type @ Shared Key

Account Name @

Account Key @

Server Verification

Cerificate Validation @& Use operating system CA cerlificate

* 22IRE AEZ|X] E0| AH2E|= Blob 2E2[X| ZAH|0[LH0f| M| ASH= O AHEE|= URI(Uniform Resource
Identifier)S 10 QU&LICH
* AEEX| O 0|2 &% 7|2 L1 USLICH Azure ZEHES AFRSI0] O|2{8H Zt2 &S £ AUSLICH

THA|

1. Service Endpoint * MlM0j| A Cloud Storage Pool0f| AtEE|= Blob ME A ZHE|0|L0f| HMASH= O AFBE =
URI(Uniform Resource Identifier)S J2gtL|Ct.

= -ddg
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CHS YAl B SILIE URIE XIERLICH
o (https://host:port’)
o (http://host:port’)

HEES XHSHK| QOB J|2HOZ TE 4430] HTTPS URIO ARE T EE 802 HTTP URIO| AR EL|CH,
Azure Blob x-|x|-A ZAH|0|H & ++ * Of|M| URI *: + “https://myaccount.blob.core.windows.net

2. QIE * MMM ChZ HEE MS L.

a. A|IE O|E * ofl CH3ll 2| MH[A ZE|0[LHE 2Rt Blob ME 4 AF2| 0|E2 HLIC

b. AH 7| * of 22 Blob M&EA AFo| &= 7|5 HFLICH

@ Azure 289 A2
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AEXXH CAJABME AKX X|E CARIBME MEYLILE Select New * £ MESI T PEM
AtEgLTt AIYE ASME =T
ASME 2lstA| giaLitt TLS HE0| ArEE|= ASM7L HEEIX| FUSLICE

2R AEZ[X| E22 MEY I StorageGRID2 L2 2 & eL|Ct.

* ZHO| 2t URIZE JA=X], X[Fet X1 SEE AHESHO] olie ZiH|O|LHof| HZE 4 A=X| =l
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Cloud Storage Pool A430| AmistH HZ0| & A F HAIXIZE EA[ELICE ol E S0 213N
QI UALE K|t ZAE| 0| 7} 0|E|| = 2R F/NENE £+ °'§|—|Ef.

Of XX E HXSIA R 222 AEL[X] E 24X siZ23H Chs XM E s Ze ChE Cloud Storage Pool2 LA
NSl EAAN 2.

2219C AE2(X B2 HYBLIC

Cloud Storage Pool= HESIH 0| &, MH|A 28 L= 7|EL M F FEE HEY 5+ JUX|TH
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* 2(8) dEJSUICE 222 AE2[X]| S0 gt 12 Akel

CHA|
1 ILM * > * AEZ|X| & * & MEistL|C]

AE2|X] 2 HO|X|7} LIEFELICH 22tRE AER[X| E H|O|IEME 7|1E 22RE 2E2|X| Z0| LIZELIC}

Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how fo access the external bucket or
container where objects will be stored.

Pool Name URI Pool Type Container Used in ILM Rule Last Error
*  azure-endpoint hitps:/istoragegrid.blob.core windows.net azure azure-3 v
s3-endpoint https:/fs3.amazonaws.com s3 53-1 v

Displaying 2 pools.

2 BEY 2eRC AE2|X| Bo| 2t HES MestLCt
3. WE - 2 Mgt
4. TR wtet HA| 0|2, ME|A B, 915 A2 B £ ABN 924 HA WHS WAL,

()  =sotec Aseln 2o 230 88 EE 53 #3 £ Azure ZE(0lLl WA 4 glgLch

O|F0j| MH{ EE= 220|UE ABME HZETH FR * ¥ H7| * & MEHSIH oIXf ALE Sl ABME HEY +
olAL|C}
A H .

SRE 2E2(X] EE MTEY [[H StorageGRID= H3! o2t MH[A A=EQAETL QU=X| BHolstn

e e
XE A SHE ALZoiol o Bof e 4 YUK ASELIC

Cloud Storage Pool Z&50| A1fstH @F HA[X|Z7t EA[ELICE O S0 QBN 277 A= BR LFI

HhE = ASLIC

XA R SERE AEEX] E ZX i 233 Cf2 EXE sifZ¢t CH2 Cloud Storage Pool2 LA

S2tRE AE2|X| E2 MAHEUT

ILM F2l0f| AF2E|X| 10 QEHME [{|0|E{7} gl= 22IRE AEZ|X| E2 MAHY = YELICE
QB 3%
- 2 Alg3to] O2|= a|xtof] 2IQIMALICH X2 E = 2 2atex.
« EX N A HBHO| Ql&LICH
* S3 H{3l = Azure ZH|O|L{0f| QEME T} TEE|X| %S S HOIMALICH Z2IRE AE2|X| Zof 2K|7t TEE
AL ot 22 H|Hsl2|n ot QI WMBLICH 2 AXSHIAIQ 222 AE2|X| Z 25X s Z.
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S2te= AEZ|X| E2 MM Ml StorageGRID2 Ot TS B3l EE= ZAE]|0|LH0f| ZHM 85I
@ 22tc AEZ|X| E2 AYBL|C} x-ntap-sgs-cloud-pool-uuuid2tH= 0|52 0] It H|AHSHX|

ES MEHE + A= ILM #A 2 0[0] MAMYELIC

1T ILM * > * AER|X| & * & MEigfL|CE
AE2|X| & H|O|X| 7} LIEHEL|CY,
2. B ILM ROl AFRE|X| &%= 22IRE AEZ|X| E9| 2IC|Q HES MEdSIL|C),
ILM T#2]0f] AHE|= Cloud Storage Pool2 MAE 4= QI&LICH M7 * HEO| H|g Mt EL|Ct
Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or
container where objects will be stored.

Pool Name URI Pool Type Container Used in ILM Rule Last Error
*  azure-endpoint hitps:/istoragegrid blob.core windows.net azure azure-3 4
s3-endpoint hitps://s3.amazonaws.com s3 53-1 +
Displaying 2 pools.

Remove Cloud Storage FPool

Are you sure you want to remove this Cloud Storage Pool: My Cloud Storage Pool?

oo [0

4. OK * £ MEffLCE,

22t AE2[X| 20| MAHELICEH

SHRE 2EE|X| 2 2H A

M

S2HRE 2E2(X 22 WY, HE L= AW o LRV EU5= 22 OIS =4 i Z B
AHE5I0 ZHIE SHESH AL,
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StorageGRID2 Z2E S2IRE AE2|X| E0i| CHal 1:=20] o HAY ZHEHSE JEf HHS +AsI0] S24RE AEE[X|
A

= L O
S0 AMAY 5 ACH SHIZH| 2SsH=X| 2l Ch dEi BA Al EXI7F HXIEH AE2[X] Z H0|X]| 9|

SotRE AE2[X| E HI0|S2| OtX|2t @F Sof| HIAIX|7F EAIELIC.

O Boll= 2 22tRE A& K| Z0i| el HXIE 7t 2|2 LFR7E EA|Z|H R7 & AZHo] EA|ELICH

Cloud Storage Pools

You can add Cloud Storage Pools to ILM rules to store objects outside of the StorageGRID system. A Cloud Storage Pool defines how to access the external bucket or container where objects will be stored.

lPea URI lPost Container Used in ILM Rule  Last Error
Name Type

Endpoint failure: DC2-51-106-147: Could not create or update Cloud Storage Pool. Error frem endpoint: RequestError: send
e 53 10 96 106 142-18082 s3 53 » request failed caused by: Get hitps:/110.96.106.142:18082/s3-targetbucket/x-ntap-sgws-cloud-pool-uuid: net/http: request
canceled while waiting for connection (Client. Timeout exceeded while awaiting headers)

8 minutes ago

http-/ipboerkoe@10
Azure  96.100.254:10000/d  azure azure +
evstoreaccount!

Displaying 2 pocls

trob Ae A Al X[t 52 LHO| StLt O] 42| A Cloud Storage Pool 277t 245t 242 ZHX[SHH * Cloud Storage
Pool connectivity error * 2107t E2|HEIL|C O] L 0]l CHot e-H|Y S WO AEZ|X| Z H[O|X[(* ILM * > *
AEZ|X| & * ME)E 0|Sot0] OiX|2 @F FHo| @F HAIXIE HESD of2fe| 2| sHZE XA S HESHIAIL.

2 EHE A = LRI HEEJU=X] 2ol = ASLIL. 22tRE 2AE2|X| E H|O[X[of| M EFO| 202
HES MEstn * QR X[R7] * & MEgLICt 2l HA|X|= StorageGRIDO| A 22tRE= AEE|X| Z0] Ciet @7 E
HMAMSS LHEH-HLICH

Error successfully cleared. This error might reappear if the underlying problem is not resolved.
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S2HRL AEL(X| 22 YESHAL S L & M O] 2F 7L AT = JSLICH 0| LR = 2R HE £= 719
ZH 2 2I8l| StorageGRID7} 22tRE AEE|X| E0f| CIO|EHE £ & 9132 LIEFLICE

EHE sliZstHHE EHM 2F HAIXIE HESIHAIL.

* Q5 HAIX|0f 'get_url_:EOF' 7} &=l AL Cloud Storage Poold| AF2E|= MH|A A= ZQAEH A HTTPSZH
LRt 1B 0|L] = 30| CHeH HTTP Z2EZS AFRSHK| R=X| oIBtLC},

* Q2 HAIX|0f 'get_url_:net/http:request cancelled While waiting for connection’0| Z8tE|0{ JYOH HELI3
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2ot 0| F2of 2|7 ZH|0| = HAlS gt tHE, M Cloud Storage

° Cloud Storage Pool0i| X|& ot Z4E|0[L] EE= K3l O|§E &3t A Cloud Storage Pool2 CHA|
MNESHIA2.

RF: 0| ID7} ¢ SEHRE AEEX| ES HE = YUSLICH

Cloud Storage PoolS HZISILE AX[st2 1 512 0] QE7}F WS & YKLICH 0] 2R = BHO|M 404 SHS
aksket of WAYSHD, Of= T+ & SHLIS 2/0j2t 2 YUBLICH

* Cloud Storage Pool0f| AHZEl Xt& S| HZIol it ¢17] #oto] &L,
* 22 AEZ|X| E0f| AFRE|E W30 'x-ntap-sgs-cloud-pool-uuuid' O Tt 0| EEHe|X| t&L|Ct,

CtZ EtA & oLt 0| &2 A5t EXIE HZSHYAIL.

QF: SR AELX| 29 2HAE el £ glELICH BHUM LF 7L LAASLICH

S2tRE AEZ|X| 22 AH[SI2 1 S1H 0] LFIH HWY = AUFLICE 0
AE2|X] E HZQ '—H%é AHX| Rot= HE = 7 2H7H LYY SS LIEHRLICE

Il

HE siZ5tE Z2HUM 2F HAXIE HESIHAI2.
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QF: 4H|7} o] HZlof| o]of BHX| =[S LICH

222 AER|X| E2 AH[st2{ 1 5tH 0| LR 7 LS &~ ASLICH ILMO]| 2[sl 0| S %t H|O|E, Cloud Storage
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CHe THA| B StLt O] &2 A=510 2XIE SHESHYAI2.

* "2ERE AEZ|X| F K| 2t0|ZAO|Z"0| M Z4K|E StorageGRIDE CHA| 0|S3h= X|H S HEYAL."

* ILME &3l LIHX| Z4K|7} Cloud Storage PoolOfl ZetE|X| 42 Q2 2HiIsh= 2 HIIOAN HHE =522
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@ ILMOi| ofoli B X| &l 22tRE AER[X] S20|M JHME +S 22 AH|SHA| OHYAIL. LIS
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* AEZ|X| TEA| MO HIEQY 1AHS EolgtL|Ct
o g=
Cloud Storage Pool 7iX|2| £~ZEZ7|L|C}
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1. ILM* > * 4| 2g * 8 Megct,
ARl 2 T2 10|X|7} LIEFELICE,

Erasure Coding Profiles @
An Erasure Coding profile determines how many data and parity fragments are created and where those fragments are stored

To create an Erasure Coding profile, select a storage poo! and an erasure coding schems The storage pool must include Storage Nodas from exactly one site or from three or more sites 17 you want to
provide site redundancy, the storage pool must include nodes from at least thrae sites

To deactivate an Erasure Coding profile that vou no longer plan to use, first remove it from all ILM rules. Then, if the profile is still associated with object data, wait for those objecis to be moved to new
locations based on the new rules in the active ILM policy. Depending on the number of objects and the size of your StorageGRID system, it might take weeks or even months for the objects to be moved.

See Managing objects with information lifecycle management for important details.

|+ Creale| # Renamg | | @ Deactivate

Profile  Status  Storage Pool Storage Nodes Sites  Erasure Code Storage Overhead (%) Storage Node Redundancy Site Redundancy

No Erasure Coding profiles found.

2. Create * & MEARIL|CE
EC Z=oj 2=7| tieh &Xp7F LEFELICE,
Create EC Profile
You cannot change the selected scheme and storage pool after saving the profile.
Frofile Mame & New Frofile

Storage Pool @ :v

RO LIt 7| & Z2II9| 0| FS AHESHH =m0 Higdstel 20 =

(D 47 22 Z2ne /22 LM Tl chet 81Xl XIAe] AE2IX| E 0|5 FIkELCh

Fromday @ 365 store | forever v : Add [ Remove
: Erasure Coding profile name -

Type | erasurecoded v Location | Al 3 sites {6 pius 3} v Copies | 1 L |

Storage pool name

4. O At 2 m2mpUof s Moot AEE|X| 22 MEASLICE

2| S0j| $H AR} SHLITH EBHEl AL J|2 AER|K B, DS AEE|K| LE EE |2
() MoOIE, BE AO|ES Z3rsts AEE|X] B3 ABY 4 QAL 0] SE2 & Wi AL|E7}
278l 29 ARl 2E Z2 0| SRR B A WAELICH
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Create EC Profile

You cannot change the selected scheme and storage pool after saving the profile.

Profile Mame & G plus 3

Storage Pool @ All 2 Sites

9 Storage Nodes across 3 site(s)

Scheme
Erasure Code & Storage Overhead (%) & Storage Node Redundancy @ Site Redundancy &
L 6+3 50% 3 Yes
2+1 50% 1 Yes
4+2 50% 2 Yas
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Ct2at 22 22 HAIXIZE EAIELIC

° MEfol AEE|X| 22 MO|E O|SeHE HMSOHX| gd5LICH MESH AZ2|X| S0 ALO|ET} SHLERE ot E
CIS BIAIXIZE EAIELICE ILM 7 A0[M Of AH| 2 Z2MAUS AMESI L= JOHZRE Eogt +
Ql&LICH
=] .

Scheme

Erasure Code & Storage Overhead (%) @ Storage Node Redundancy @ Site Redundancy &

. 241 50% 1 Mo

The selected storage pool and erasure coding scheme cannot protect object data from loss if a site is lost
To provide site redundancy, the storage pool must have at least three sites.
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Hetd| £ e AO|EJH X El B L3 UilklxIWEAIE.:.'-IEh AH 2E S AE5I0 RLEXE H0[EE
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Scheme
Erasure Code @ Storage Overhead (%) @ Storage Node Redundancy @ Site Redundancy &

Mo erasure coding schemes are supported for the selected storage pool because it contains two sites. You must select a storage pool that
contains exactly one site or a slorage pool that contains at least three sites.

° J2|E0f= AtO|ETL Sttt ISE|H 7|2 AEE|X| &, ZE AE2|X| L& E= 7|2 MO|EQ 2E AIO|ET}
EotEl AE2|X| 22 MEYUSLICE

Create EC Profile
You cannot change the selected scheme and storage pool after saving the profile.
Profile Name EC profile

Storage Fool All Storage Nodes v

3 Storage Nodes across 1 site(s)

Scheme

Erasure Code Storage Owverhead (%) Storage Node Redundancy Site Redundancy

No erasure coding schiemes are available for the selecled storage pool. The storage pool includes the All Sites site, so it cannot be used in an
Erasure Coding profile for a one-site grid
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Create EC Profile
You cannof change the selected scheme and storage pool after saving the profile.

Profile Mame & 2 plus 1 for three sites|

Storage Pool @ All 3 Sites v

9 Storage Nodes across 3 site(s)

Scheme
Erasure Code € Storage Overhead (%) @ Storage Node Redundancy @ Site Redundancy &
6+3 50% 3 Yes
L] 2+1 50% 1 Yes
442 50% 2 Yes

The selected storage pool and erasure coding scheme overiap an existing Erasure Coding profile. Use caution if you apply this new profile‘fo
objects already protected by the other profile. When a new profile is applied to existing erasure-coded objects, entirely new erasure-coded
fragments are created, which might cause resource issues.

Of oM = CHE AH| 2 Z2OHA0M 2+1 FIEE M-S0 THE Z20tU9| AEZ|X| Z20ME 374
MOIE 2& AEE|X| 22| AO|E & SILIE AIESIEZ Z 1 MIA|X| 7} LIEFEL|CE,

O M ZEmMAS TS 4 A= A2 OFLIXITH ILM HMOM ALY W= 0f<S F=2I8HOF BfLICt O] A T2 HO|
ojo| CtE 2o ok B == 7|E2| A Y JHH|0ll HEE|= Z? StorageGRIDE 23| M2
QENE X7} NEE MMBILICE 7|& 2 + 1 2212 MAHESHR| ELICH AX| 2 WA0] SUSHHEHE Bt A
I Z2ZO0|M CHE Z2E = 010|230 de o 2[AA ZH|7F 2dE £+ AFLIC

5. = 0|2te AM| ZE MAIZH LHEE0] A= R ALY AMH| I WS MEgL|CH
MEY MH ZY HAIE 2EY W S7E AT UEHZ B2 27 At iZSE(2|E| MAHEES T
ROl HRACZM HYE)S 2 A =l of LICh=A2 BE+F HERR ER HI”OI S7te). HE =4,
4+2 M|A2 6+3 HA| & SILIE 2EY W =I7tEQl Ii2|E| 8 LIAYE S HR2 5t= 3R 6+3 MAE

MEHSILICE == S7 S0 HIERR 2[2A7H HIEQIS MEYE S0I=5 Hote= 32 4+2 A7|0HE
MEdStL|Ct.

e
o
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N

* 8 Abgot0] J2| BRI 2IRIYSLICE KR o H2le X
* S YNl Foto| ALct

b
1. ILM * > * ARl 3 * S MEgLIC)
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AR 2E T2 HO|X| 7} LIEFEL|CE O|F HF7| * 5L * H|Zdst * HEO| 2= H|Z-d & LTt

!+ Create l # Rename || @ Deaciivate ||

Profile-. | Status -'gt_.oragé Pool Storage Nodes Sites Erasure Code Storage Overhead (%) Storage Node Redundancy Site Redundancy
I DC1241 DC1 3 1 241 50 1 No
DCc2 2-1 Dc2 3 1 241 50 1 Na
DC3 2-1 DC3 3 1 2+1 50 T No
* Al sites 6-3  Deactivated All 3 Sites 9 3 6+3 50 = Yes

2. 0| S HiE T2t Z MEABILICE
0| Ht7| * 8l * H[Z-de} * HEO| Z-dtELICt.
3. O|& HHL7| * & MEHBILCE,

EC T2} 0|2 HHY| Cha AKXE7} LEEREHLICH,

Rename EC Profile

Profife Mame EC DC3

=1 £

4. AH| 3 Z2HO| N[ 0|FS YHSLIC
AR Y 204 O|F2 ILM HAof| THet B X| X[& 2| AE2[X| E 0|0l =7HE LT

Fromday @ 385 store | forever v x

Erasure Coding profile name

Type | erasure coded v Location | All 3siies (6 plus 3} Copies | 1 - | %

Storage pool name

o
ol

()  uH=8 Z2oige R0 B JIE Z2uigicl o]EE ARl Z2To)
B ZBtEl 20| RN HAF QF I HAIBLICE

5. X3 2 MedstLct
AN 2Y Z=LS H|ZHstefL|ct
O o[ & AFEE AlZlo| gln T2 HO| HXf ILM #A0M AFE[X| @i= 22 MM I Z22S
Hlghdetet = ASLICH
Lt 2

* 2 Abgotol 12| Ra|xto) ZOQIRALIC K 2E|s 1 HEke R,

- S i A Hsto] YaLict
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* AH| ZY OOl S 2 = MH|A SiH =AY 5
Hghdststain o mf of={eh X & StLizt Tl S W 2

—

=__

Of Zrioi| Chat

AH 2 Z=ES H[ZGostH sl T2 2 OS] A Y T2 H|O[X|of| TA|=|X|2H MEf= * H|gdst*
OI|__||:|.
=] .

[ Croste]  Rename | © Dacvat
Profile Status Storage Pool  Storage Nodes  Sites Erasure Code Storage Overhead (%) Storage Node Redundancy Site Redundancy
DC1 241 DC1 3 1 2+1 50 1 No
DC22-1 Dc2 3 1 2+1 50 1 Mo
DC3 241 DC3 3 1 2+1 50 1 Mo

®  Allsites 6-3 | Deactivated | All 3 Sites 9 3 6+3 50 3 Yes

Higtdeotel AN 2Y Z2ES O 0| ArEE 4= RISLICE ILM £ of| Tt Y X| X[H
D2mA0| EA|EX] 4Lt Higdetel Z2E2 ChA| Zdstet = glsLitt.

ﬂlIO

ddg o= HiggetE

Lt & StLtol| i oHH StorageGRIDOIA 4K 2 Z2ES H|Zdete & GlELIC

o AN Y T2LS SR ILM RO AFRE| D QSLICE

R
« A Y DRIAL O 0f4F ILM FE|0 A AREIX| e4Xgt mEntelo] 2| Glo|E X M2l X2 ojH3|
Exjferict

e
1. ILM * > * ARl 29 * & MefgL|ct,

AR 2E T2 H0|X|7F LIEFEL|CE O|F HF7| * 5L * H|Zdst * H{EO| 2= H|Z-d & LTt
2. e * B2 AESIO] H|Z a5t = AMd| 2E Z2EO| ILM A0 M AFZE|X] §b=X| gfelgtL|Ct.

ILM 20| A AfK| Y T2 HS ALE5H= A0 = H2dete 4~ I&LICEH O] WoAM *2 1 EC Z2OHY * 2
O StLFe| ILM FEIOIA AF2EIL|CE

[+ Gt

Profile Status Storage Pool Storage Nodes Sites Erasure Code Storage Overhead (%)  Storage Node Redundancy  Site Redund
O 2_1EC Profile Used In ILM Rule Dc1 3 1 241 50 1 No
O Site 1 EC Profile Deactivated DCA1 3 1 2+1 50 1 No

- ILM A0 Z2OMU S A5 R TS HAIE TELIC.

LM * > A x5 MESLCE

b. L}HEl 2t F&lof CHal 2iC|Q HES MEiStD H= Clo|ojaE
L2US FAIS A3t gelgfuiot,

{50 H|2dstste = AR 2E

D\I

Of oflofl A * M| AFO|E EC for larger objects * #2I2 * all 3 sites * 2h= AE2[X| E} * all sites 6-3 * AHK|
Y ZZMAS AZELICH K| 3 ZT2EU2 CH3 010|222 HAIE LT [
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ILM Rules

Information lifecycle management {ILM) rules determine how and where object data is stored over ime. Every object ingested into StorageGRID is evaluated against the [LM rules that make up the aclive

ILM policy. Use this page to manage and view ILM rules. You cannot edit or remove an ILM rule that is used by an active or proposed ILM policy

Used In Proposed Policy

| 4 Create | B Clone || # Edit | | X Remove
Name Used In Active Policy
. | 2 copy replication for smaller objects v
'®  Three site EC for larger objects <
) | Make 2 Coples

Three site EC for larger objects

Description: 6-3 erasure coding at 3 sites for objects larger than 200 KB

Ingest Behavior: Balancad
Reference Time: Ingest Time

Filtering Criteria:

Matches all of the following metadata:

System Metadata Obiject Size (MB) greater than 0.2
Retention Diagram:
Trigger Day 0
) I
Duration Foraver

a. ILM A0| HIgHgotste = AN 2 TR0 S AMES=E 3¢ 24
MEE[E=X] gtlgtLct.

Ol ool M= &M ILM H*Hof| A * 3 site EC for larger objects * #%/0| At ElL|LCE,
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T2 ofC|of AFBEIRELINt? Z2TS H|EYssty| Hof| =3E =7 THAIYLICE

Sl 2 ILM EA0l| A= ILM .

Aol A

Vi.
Vii.
AR M[QHE! ILM HEof| U= ILM i.
AN M '
ii.
iv.
V.
Vi.

ILM ™&0f| 7|2 FQ! ILM 74! .

2y WMol S22 MABILICH
A 2T Z2TS NS ILM A2

SHLE O] &f2f M ILM &S 71510 20 H| 7+
HoE[E 5 gLt

M M K& A|22|0|M 8l EMststL|Ct.

M Mol HEE wintx| 7|Ct2[H, M2 7ot
Ao w2t 71E AA7F A fIX|Z ol SELICt

° Xt1: * StorageGRID ILM 2& A7}
MEL ILM 7RIS 7|Z2Z JHHIZE M
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2 ASLCh
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4. TZ2MAUO| ILM 70| AF2E|X| QO™ 2L HES MEHSI * Deactivate * £ MEHEILICE,

EC T2t d|gt s} chst AR} LEEFELIC
Deactivate EC Profile

Are you sure you want to deactivate the profile "All sites 6-3'7

StorageGRID will confirm that the profile is safe to remove (not used in any ILM rules and no
longer associated with any obiect data). After this profile is deactivated, you can no longer use it.

5. TZLE H|EM3}st2{™ * Deactivate * S MENBILICE.
° StorageGRID7I 4K 2T T2 LS H|ZMote 4+ Y= AR i MEHE * deactivated * RILICH f O] A
ILM %l0f CHelj O] T2 M S MEHSEE 4= I&L|CT
° StorageGRIDO|AM TZIOIAUS H|ZMoIE 4= ¢le AR 2F HA|X|[7} LIEFELICE O|E 0, 7HA| CIO|E{7}
O| TZLnt HZAE|0| QJOH Q7 HA|X| 7} LIEFEL|CE H[ZHMSE T2 MAE CHA| A|E5H7| o R FE
7|Ct2{of & 4= JUELICY.
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LM 7412 S3 4218 MAT Heie J|Z0s oEHES HEYY 4+ Qo0 of2] X/%e)
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* E AH83t0] J2|= 2e|xtof] 23 ELICH X = 2 EEfeK

- 3 N2 Hto| LT

0| kol CheH
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ILM Al S Hye o S3 Malnt HAEE FHE U5 BEHZ ALEE 5= JAFLICH 0| S0, us-west-2 SH0| A
HHEl s3Il QEMEN T HEE[= FAS HAY & ASLICE O3 LhS ST X< Liof Ci|o|E MIE

=
MO|EO|M AEEX] LE0f 0|2{3F QEMES| SALE S HIXISI=E X|F5H0] XA AlZhS £[Fstet = ASLIC.
FHE T W LIS XHE TEHA2.

* 7|2HOoR BE W2 us-east-1 X|H0l| 3= ZHO = ZHFEL|CL

* HHE ZE|XH E= HEHE 22| APIE AHESHY HZIS MY mf o= S3 PUT Bucket API 2X0]| CHet
LocationConstraint 8 42t 74 7|2 0| ot St ™ HXA Grid Managers A5t JY S
A-Jofof SLICt PUT HZ! 280| StorageGRIDO F2|=[X| 42 SHE ALESt= 32 2F 7 &dgL|Ct.

* S3HZAS WML mf Mot X|F 0|2 AHEdHofF &fLICt X|Y 0|2 tH/AZKXIE 7 25HH 2K} 04 32Xt

O[5t0{OF BfLICt 2ot 2Xt= <AL, ZAF & 50| ZILCE.
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@ EU= EU-West-12| BH Q2 7FRE|X| §4&LICH EU = EU-West-1 X[ S ASSHHH H2fot
O|ES ArEdHOF BfLICt.

* M 2 ILM FM = FHQHE ILM FH LHOAM AL R = FH2 MHSHAHL =HE & IELICH

*ILM #E0M g EEHEZE MEEE SH0| ZRE FR0 T Mete Mo oy &S =7t = ASLCE
2Lt MQHE HAME MESALE 2detste 0 SHH QLRI LMBILICE (ILM 720N g 1g EE =
AR LhE0f 3llE S S ANe FR L= 2= 22| APIE AFESHH #AlS TS0 Yo K| g2 S

XHE 32 HRE P B & AL
Al

oHA|
1. ILM * > * X|d * 2 MEistL|C}

Gixf "olEl Yol LIFE E HO|X|7t LIEFELICE * XY 1 * 2 7|2 EHQl us-east-1(+H E= HAHY =
%S)2 EAILICH

Regions (optional and 53 only)

Define any regions you want to use for the Location Constraint advanced filter in ILM rules. Then, use these exact names when
creating 33 buckets. (Region names are case sensitive.)

Region 1 us-east-1 (required)

Region 2 us-west-1 -+

3. AFBSIX| gh= FHE M52 AH| Of0|2S MEHTEIL|Ct %.
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4.

@ Error

422: Unprocessable Entity

Regions cannot be deleted if they are used by the active or the proposed ILM policy. In use:
us-test-3.

HE
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25}
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* 2 MespLC,

Save
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UAGLICH 2 FZOHHAIRILM QHOHH =15 S f%‘.’:.“—llif.

-

ILM &S -t

ILM

A 4 OPg ALl A ABTL|CE

ILM #2IS ALE0H0] A|ZHof| [HE QEHE O|0|E HiX|E 22" & ASLILE LM FAIS
UHSEH ILM & TS| OPHAIS AHSEILICEH

r

() FHOI Tl M RHE ees HP0ks ol TS HAHE ABSYNS. 712 1L 2

me
fo

368

dgLct.

o %
£ Abgotel 02| R2IRtol 2RI LICH K| 2E|S 2 HAkR R,

S5 o2 Heto] Yttt

o 0| HBE|L EIE AHS XIFotH HIHE AR Asto] YA 2 AHO| AF IDS L1 0{of BHLICH
A0 OFX|2} M A A7 BIEFO[EOf A QEMES WE{ZStz{H S3 Ei Swift® ZIE|0|L{0l A OFRI2 N2

AlZt HE|O|EE Edatsliof gL|C.

SHE ZAES MMt 2D A AEE|X

AERX] 22 MEYLITt 3 22RE AEEX

Salec Aga|x| B2 PHYAL

MHH THH
Il
Mo
ikas
P
of
o>
>
to

o
2 DlCE A9 A 2 DTS TNWBELICH 2 HEHINR Ax| 7Y Z2HS

kel
=

-1l

0
i
=
ric o

S3 QEHE FHF0f| AFESHY| 23l 7Y E4 #AS US0{0f St= FR off Aot AYLICH S3 QEHE FHF0
CHet ARt

MEHXO 2 HIC|RE AHMELICL "H|C|2: StorageGRID ILM &) A|Z5t7]".


https://docs.netapp.com/ko-kr/storagegrid-116/using-advanced-filters-in-ilm-rules.html
https://docs.netapp.com/ko-kr/storagegrid-116/using-advanced-filters-in-ilm-rules.html
https://docs.netapp.com/ko-kr/storagegrid-116/using-advanced-filters-in-ilm-rules.html
https://docs.netapp.com/ko-kr/storagegrid-116/using-advanced-filters-in-ilm-rules.html
https://docs.netapp.com/ko-kr/storagegrid-116/using-advanced-filters-in-ilm-rules.html
https://docs.netapp.com/ko-kr/storagegrid-116/using-advanced-filters-in-ilm-rules.html
https://docs.netapp.com/ko-kr/storagegrid-116/using-advanced-filters-in-ilm-rules.html
https://docs.netapp.com/ko-kr/storagegrid-116/using-advanced-filters-in-ilm-rules.html
https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=beffbe9b-e95e-4a90-9560-acc5013c93d8
https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=beffbe9b-e95e-4a90-9560-acc5013c93d8
https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=beffbe9b-e95e-4a90-9560-acc5013c93d8
https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=beffbe9b-e95e-4a90-9560-acc5013c93d8
https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=beffbe9b-e95e-4a90-9560-acc5013c93d8
https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=beffbe9b-e95e-4a90-9560-acc5013c93d8
https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=beffbe9b-e95e-4a90-9560-acc5013c93d8

|

1.

=+ 0] CHal
ILM 7| M Al

0x
ru|o
_."'i
ot
i
=
to

StorageGRID A|ARIS| EZE2X| 3l AEZ|X| 7
My QHNE SAE Y (SH = AN 2Y)t Qo 2t @EX

|

= 2 ==
StorageGRID A|ARI0| AESH= S8 T2 0| M ALEEl= 7HA| HIEIHO|E RS 2lgtL|Ch ILM #AI2
S MIEIEIOIHE 7| o= JHME 2EHZRLIC

AlzZtol et QEME ZALE S B 9IKIE ne{e|Tt.

=3 Al CI0[E B3 40| ALY S4S ZEELILH(ZY, 94 L= 0[F 7).

ILM * > * 3&] * S MEiSHL|CE,

2 & SH ILM 2] H|O| X| 7t LIEILIH Make 2 Copies(27H SAH2 2HS7]) 7t MEREIL|CE.

ILM Rules

Information fifecycle management (ILM) rules determine how and where object data is stored over ime. Every object ingested into StorageGRID is evaluated against the ILM rules that make up the active ILM policy. Use this page to manage and view ILM rules. You
cannot edit or remove an ILM rule that is used by an active or proposed ILM policy.

ﬂCIune‘ # Edit || % Remaove

Name Used In Active Policy Used In Proposed Policy
* Make 2 Copies v

Make 2 Copies

Ingest Behavior: Dual commit
Reference Time: Ingest Time
Filtering Criteria: Retention Diagram:
Matches all objects. Trigger Day 0
Al eisis s O
w0
Duration Forever
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https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=beffbe9b-e95e-4a90-9560-acc5013c93d8

StorageGRID A|ARI0|A F1% S3 7| 3 HH0| ZHotEl H2 ILM 74| HO|X|7} 252t
(D =7l BAELCH 99 efojZols * 72 * Fo| EaiE|n Meizt o] et M Heols ¢
72+ W BHELC,

2. Create * & MEHTIL|CY,

ILM & 4 Ot ARl 1EHA|(Z]2 F2l)7t LHEFELICE. 7|2 Aret Fo| HO|X|E AHE5HY] 20| HEE|=
HHE FelgfLict.

CHA 1/3: 7|2 Atet H Q|

ILM & 2tS7| OEALS] 1EHA|(7]2 F2)E A8t 2l 7= & g EHE Had =
OIAL|C}.
O =te1oi| CHaH

ILM &2 7|22 2 JHNIE "7 U StorageGRID2 7HA| HIEHH|O|E{E A9 EE{2} H| W SfL|C}. FHA|
HIEHHIO|E{ 7t 2= EE{2F UX|SHH StorageGRID= &S AHE3H0 71K S BHXISILICH 2 ZHA[0 MY #AlS
BASEALE 5Lt Ol &2l HI'HE A = M3l O|F 22 7|2 2E = QEMEQS| I 7|Lt AFE X} HEIEH|O|E{ 2t
Z2 15 BHE XFE = AL

Create ILM Rule step 1 of 3: Define Basics

MName
Description
Tenant Accounts (optionaly selecttenant accounts or enter tenant 1Dz

Bucket Name matches all |»| value

/ Advanced filtering. . (0 defined)

1. O|E * HEO| 29| 1R 0|2 YHFLICL
1X+0{[ A 64Xt AFO|OOF BfL|CH.

2. HQof w2t * Description * (& *) ZEOf| FXlof CHE 2HEHSH MHS Qi=igtL|Ct

LHs0l| #AlS AAME = JLE 2o X k= 7|52 8 0f gL Ct.
Mame Make 3 Copies
Description Save 1 copy at 3 sites for 1 year. Then, save EC copy farever
3. i 0] FA0| MBE|E BiLE 0|40| S3 i Swift EIHAE AFS MeHBILICE 0] FAl0] BE HIHE MgE|=
4% 0| 2EE H|g| SLICt
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Matches All * (25 YX| *)& MEISt 3 (7|22) 7&2 2E S3 H3l E£= Swift 16|00 X ZElL|C.
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HIEIH|O|8f R LI K| #E[= ARt HIEHH[O|E] ZXRiLICt
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Advanced Filtering

Use advanced filtering if you want a rule to apply anly to specific objects. You can filter objects based on their system metadata, user metadata, or
objecttags (33 only). When objects are evaluated, the rule is applied if the object's metadata matches the criteria in the advanced filter.

Objects between 10 and 100 MB

Matches all of the following metadata:

Object Size (MB) j greater than or equals j 10 :I
+ %

Object Size (MB) j less than or equals j 100 :I

[+]

02| &=2 ALESHH UX|SH= 7HME HLUSHA Mo = U

N st 2~ QIGLICH CFS MMM 722 Brand A E£= Brand B7t
camera_type AF2X} HIEIC|O|E{Q| i =2 MHE o MEEL|Ct J2{Lt O] #Xl2 10MBEL} X2 HHE B
Aol ot MEEIL|CE
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Advanced Filtering

Use advanced filtering if you want a rule to apply only to specific objects. You can filter objects based on their system metadata, user metadata, or
objecttags (33 only). When objects are evaluated, the rule is applied if the object's metadata matches the criteria in the advanced filter,

Multiple filters

Matches all of the following metadata:

User Metadata j camera_type equals j Brand A +

+ x|

Or matches all of the following metadata:

User Metadata j camera_type equals j Brand B u
Object Size (MB) j less than or equals j 10 =]

+ x|
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Create ILM Rule step 2 of 3: Define Fiacements

Configure placement instructions to specify how you want chjects matched by this rule to be stored,

Example rule

Two copies for one year, then EC forever

Reference Time Ingest Time v
Placements @ 11 Sort by start day
Fromday o0 store | for v o365 days

v

Type | replicated

Copies | 2

Location | Add Pool El_il

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information.

From day

365 store forever v | m
Type | erasure coded '. Location | DC1(2plus 1) » Copies | 1 Ez|
Retention Diagram & T Refech
Trigger Day 0 “Year 1
= .l
ez S I
(2plis2) (5]
Duration 1 years Forawver
THA|
10 E&ZE AZH* ol BHX| IR AR AIZHS At h ALS A7t RES MEARIL|CH
FMS et =k
= A2t K7 =T E AZFLCE.
OFX|2f MM A AJZFJL|C HHIE OrX[HQ = AMBE A[ZHSIT| EE= ET)
« &1 * 0| SME AEGI2{H S3 M3l = Swift ZAH|O[L0f| CHH
OFX|2f HA[A A|ZHO]| CHEt C|O|ES g4 stsliof giLiCt 2
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Placements @

Fromday | 0 store | forever v

11 Sart by start day

Type  replicated v L acakon ||DC1 || ANl storage Nodes | Add Poor

Copies | 2 Ii .

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See M
information

anaging objects with information lifecycle management for more
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I sort by start day

Placements ©

Fromday | 0 store | forever v

Type | replicated v Location || Data Center 1 Add Pool Copies | 1 Temporary location  — Optienal - v E

An ILM rule that creates only one replicated copy for any time period puts data at risk of permanent loss. View additional details.
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Erasure coding is best suited for objects greater than 1 MB. Do not use erasure coding for objects that are 200 KB or smaller. Select Back to return to Step 1. Then,

use Advanced filtering to set the Object Size (MB) filter to any value greater than 0.2,
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From da 365 store | forever v ?
: Erasure Coding profile name

Type  erasure coded v Location | Adl 3 sites {6 pius 3} v Copies | 1 E »

Storage pool name
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Type
If you want to use a Cloud Storage Pool, you must remove any other storage pools or Cloud Storage Pools from this placement instruction

*E 2N 0lde=

HME SAES S MEE & ASLICE Copies

E7H Cloud Storage Poold| A=
MX™SIH Q= HA[X| 7} l—fEf"FL|E|'

Type | replicated v Location || testpoal 5 Add Pool Copies

The number of copies cannot be more than one when a Cloud Storage Pool is selected

L1
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HEE SA2S N&EY = ¢ELICEH Cloud Storage PoolE
— HOo
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Placements © 11 Sort by start day

Fromday @ o store | for v 10 days m Remove
Type | replicated v Location || csp1 & | Add Fool Copies | 1 |i|"

Type | replicated v Location || £5P2 OO |Add Pool Copies | 1 + | %

A rule cannot store more than one object copy in any Cloud Storage Pool at the same time, You must remove one of the Cloud Storage Pools {csp1, csp2) or use multiple
placement instructions with dates that do not overlap. Overlapping days: 0-10

To see the overlapping days on the Retention Diagram, click Refresh.

Retention Diagram © 2 Refrash

Trigger Day 0 Day 10
espl ~
ey |
csp2 O
Duration 10 days Forever

* StorageGRIDO|M REMEE SH| = AH| 2 SAIR2CE XESh= SAl0| 22RE AEZ|X] E0
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Create ILM Rule Step 3 of 3: Define ingest behavior
Select the data protection option to use when objects are ingested:

Strict

Always uses this rule’s placements on ingest. Ingest fails when this rule’s placements are not possible.

® Balanced
Optimum ILM efficiency. Attempts this rule’s placements on ingest. Creates interim copies when that is not possible
Dual commit

Creates interim copies on ingest and applies this rule's placements later.

oo o [ e

£
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Aclivate to make this policy the active ILM policy for the gnid.

Mame Example ILM policy

Reaszon for change Exampte policy

Rules

1. Select the rules you want to add to the policy

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The defaull rule will be automatically placed at the end of the
policy and cannot be moved

i + Select Rules

r Default Rule Name Tenant Account Actions

” EC for Tenant A (% Tenant A (91643888913299990564) x
v | 2 copies 2 sites (8 = ®

|
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ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any policy.

<= Create Proposed Palicy | | i Clone | # Edit || 3% Remove

Policy Name Policy State Start Date End Date
% Baseline 2 Copies Puolicy Active 2017-07-17 12:00:45 MDT

Viewing Active Policy - Baseline 2 Copies Policy

Review the rules in this palicy. If this is a proposed policy, click Simulate ta verify the policy and then click Activate to make the policy active.

Rules are evaluated in order, starting from the top.
Rule Name Default Tenant Account

Make 2 Copies (4 v Ignare

Simulate

387


https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=c929e94e-353a-4375-b112-acc5013c81c7

388

g4g Mestct e
o|n| MeHEl Fxlo| gti= MokEl A a. HohEl ILM EMo| SIxY EXsHs 2L e B Meetn + KA ¢
Mg Mt £ Megsict
RIOHE! F#40] 0|0] = A2 M HIOHE FMS MY 4 el
b. RIoHEl B A4 * S MeABtLCt
S HMS 7|9oR HotE MMS  a FIOHEl ILM EMo| SR ERfets A9 sHe HAHS Metstm - H -
MBI S depprct,
RIOHE! 0] 0]0] Q= FL BN HMS =HT 2 glaLict
b. EO| 20N T4 HAS Mep|ct
c. 222 Mg
J|E0| Hotel MS ML a efolZof HetE HMS Mefstct

ILM YA 1 chst &7t LEEFELICE
M et HMS Ztdsts 32 BE EE7HH|0| A A0 MEHE[X] §iELCEH

Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Aclivate to make this policy the active ILM palicy for the grid.

Name

Reason for change

Rules

1. Select the rules you want to add to the palicy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

i'+ Select Rules

Default Rule Name Tenant Account Actions

No rules selected,
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MName Baseline 2 Copies Policy (v2)

Reason for change
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Select Rules for Policy

Select Default Rule

This list shows the rules that do not use any filters. Select one rule to be the default rule for the policy The default rule applies to any
objects that do not match another rule in the policy and is always evaluated last. The default rule should retain objects farever.

Rule Name

2 copies 2 sites 4

Make 2 Copies (§

Select Other Rules

The other rules in a policy are evaluated before the default rule and must use at least one filter. Each rule in this list uses at least one
filter (tenant account, bucket name, advanced filter, or the noncurrent reference time).

Rule Name Tenant Account
| | EC for Tenant A § Tenant A (91643888913299990564)

| | 2 copies 2 sites noncurrent time (5 —
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Two-Site Replication for Other Tenants

Description: Twa-Site Replication for Other Tenants
Ingest Behavior: Balanced

Reference Time: Ingest Time

Filtering Criteria: Matches all objects.

Retention Diagram:

Trigger Day 0
[ I
DC2 ﬁ

DCl1

Duration Farever
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Rules

1. Select the rules you want to add to the policy.
2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved.

!“+ Select Rules |

Defauit Rule Name Tenant Account Actions
* Isite ECEH Ignore x
3 i=site EC & Ignors »®
+ 2 copies at 2 data centers (§ Ignore x

B3]

712 AAOM HHE SAHC = FRISHK| §EH F17} LIEFELCE O] YMS gdotet mf M3l
=g Fo0of w2t M E & 22 EESHA| LOE o 7|2 w#&loj chet BiX| X|E 0| Zate
StorageGRIDOI M ZHAIE RS Z4Q1K| 2tQlsf{ofF LTt

Default Rule Name Tenant Account Actions
@ + Isite EC lgnore x
L3 1site ECEH ignore »
v 2 copies at 2 data centers for 2 years (§ lgnore x

The default ILM rule in this policy does not retain objects forever. Confirm this is the behavior you expecl Otherwize, any objects that are not
matched by another rule will be deleted after 720 days.
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ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or delete a proposed policy; clone the active policy; or view the details for any palicy.

I = Create Proposed Folicy ' | B Clone ‘ | # Edit| % Remove

Policy Name Policy State Start Date End Date
'®  Data Protection for Three Sites Propesed
Data Protection for Two Sites Active 2020-09-18 16:01:24 MDT
Baseline 2 Copies Policy Historical 2020-09-17 21:32:57 MDT | 2020-09-18 16:01:24 MDT

Viewing Proposed Policy - Data Protection for Three Sites

Before activating a new ILM policy.

» Review and carefully simulate the policy. Errors in an ILM policy can cause irreparable data loss
« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource
issues when the new placements are evaluated and implemented.

See Managing objects with information lifzcycle management for more information

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or
smaller from being erasure coded. See Managing objects with information lifecycle management for more information.

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Added a third site

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
Tenant A
One-Site E Coding for Te tA &
ne-Site Erasure Coding for Tenant A & (20033011709864740158)
Three-Site Replication for Other Tenants & v Ignore
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ILM Policies

Review the proposed, active, and historical policies. You can create, edif, or delefe a proposed pelicy; clone the active policy; or view the details for any policy.

| = Create Proposed Policy | | B Clons | # Edit || X Remoye
Policy Name Policy State Start Date
'®  Baseline 2 Copies Policy Active

2021-02-04 01:04:29 MST

SetEl= ILM

End Date

Viewing Active Policy - Baseline 2 Copies Policy

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.

Rules are evaluated in order, starting from the top. The policy's default rule must be compliant.

Rule Name Default  Compli Ti t Account
Make 2 Copies (§ v v Ignore
‘Simulate
= S = o
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Select Rules for Policy

Select Defauit Rule

rule applies to any objects that do net match another rule in the policy and is always evaluated last

Rule Name
Default Compliant Rule: Two Copies Two Data Centars (5
Make 2 Copies (§

Select Other Rules

filter (tenant account, bucket name, advanced filter, or the noncurrent reference time).

Rule Name Compliant Uses Filter Is Selectabie
. Ccrr;pllant Rule: EC for bank-records bucket - Bank of AB v v Yes

cE
| Mon-Compliant Rule: Use Cloud Storage Pool (8 Yes

This list shows the rules that are compliant and do not use any filters. Select one rule to be the default rule for the policy. The default

The other rules in a policy are evaluated before the default rule and must use at least one filter Each rule in this list uses at least one
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Activate to make this policy the active ILM policy for the grid.

Mame Compliant ILM Policy for 33 Object Lock

Reason for change Example policy

Rules

1. Select the rules you want to add to the policy.

2. Determing the order in which the rules will be evaluated by dragging and dropping the rows. The default rule (and any non-compliant rule without a filter) will
he automatically placed at the end of the policy and cannot be moved.

I = Select Rules

Default Rule Name

Compliant Tenant Account Actions
Compliant Rule: EC for kank-records bucket - Bank of ABC (8 v Bank of ABC (90767802913525281639) x
Mon-Compliant Rule: Use Cloud Storage Pool 8 Ignore x
s Default Compliant Rule: Two Copies Twa Data Centers (§ W Ignore x
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ILM Policies

Review the proposed, aclive, and histerical policies. You can create, edil, or delefe a propoesed policy, clone the active pelicy, or view the details for any policy.

< Create Proposed Poiic B4 Clone | | # Edit|| % Remove

Policy Name Policy State Start Date End Date
® Compliant ILM Policy for $3 Object Lock Proposed
' | Compliant ILM Policy Active 2021-02-05 16:22:53 MST
Non-Compliant ILM policy Historical 2021-02-05 15:17:05 MST 2021-02-05 16:22:53 MST
' Baseline 2 Copies Policy Historical 2021-02-04 21:35:52 MST 2021-02-05 15:17:05 MST

Viewing Proposed Policy - Compliant ILM Policy for 53 Object Lock

Before activating a new ILM policy

« Review and carefully simulate the policy Errors in an ILM policy can cause irreparable data loss
« Review any changes to the placement of existing replicated and erasure-coded objecis. Changing an existing object's location might resul in temporary resource issues when the new
placements are evaluated and implemented

See Managing objects with information lifecycle management for more information.

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or smaller from being
erasure coded. See Managing objects with information lifecycle management for more information

Review the rules in this pelicy. If this is a propesed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change:  Example policy

Rules are evaluated in order, starting from the top. The policy's default rufe must be compliant

Rule Name Default Compliant Tenant Account
Compliant Rule: EC for bank-records bucket - Bank of ABC (& L {9076?2:;;10;;55281639)
Non-Compliant Rule: Use Cloud Storage Pool (5 Ignare

Default Compliant Rule: Two Copies Two Data Centers 4 v Ignore
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Before activating a new ILM pelicy

« Review and carefully simulate the policy. Errors in an ILM policy can cause irreparable data loss.
« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource issues when the
new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Example policy

Rules are evaluated in order, starting from the fop.

Rule Name Default Tenant Account
Tenant A
%4 2
e e (94793396238150002349)
PNGs (8 Ignare
Two Copies at Two Data Centers + Ignore

2. 83, Swift 220|HE L= £ AFEEILICH Experimental S3 Console2 MEHSIL|CHZE HHEQ| H|HE 22| XI0f| A
A% £ Q= oM e 2t FAIZ HIAESH= O st UK E L£F6Hof fL|Ct.

—

3. AlZ2f|o]d * & MEBLIC

Simulation ILM &t CHS} AFXE7F LIEFEL|CE,
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https://docs.netapp.com/ko-kr/storagegrid-116/tenant/use-s3-console.html
https://docs.netapp.com/ko-kr/storagegrid-116/tenant/use-s3-console.html
https://docs.netapp.com/ko-kr/storagegrid-116/tenant/use-s3-console.html
https://docs.netapp.com/ko-kr/storagegrid-116/tenant/use-s3-console.html

4. QHHE * LWEOf HAE QEHEC| S3 HZ/QEHE 7| EE Swift E|0|/2EHE 0|52 Ystn *
AlZ2[0] M * S MEgtL|C)

FHEX| 42 M E XIZoHH HAX| 7} LIEFE L.

@ Dbject

photostest

Simulate

Object ‘photos/test” not found.
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Simulate ILM Pclicy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucketimy-object-name or my-containerimy-object-name

Simulation Results ©

Object Rule Matched Previous Match
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photos/\Warpath.jpg X-men (& o
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Viewing Proposed Policy - Example ILM policy

Before activating a new ILM policy:

* Review and carefully simulate the policy. Errorsin an ILM policy can cause irreparable data loss

s Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location
might result in temporary resource issues when the new placements are evaluated and implemented

See the instructions for managing objects with ILM for more information.

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size
advanced filter to prevent objects that are 200 KB or smaller from being erasure coded. Using EC is best suited for
objects greater than 1 MB, See the instructions for managing objects with ILM for more information

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make
the policy active.

Reason for change:

Examiple policy

Rules are evaluoted in order, starting from the top.

Rule Name Default Tenant Account
Two copies, two years for bucket-a G =
EC objects> 1 ME (B -
Two coples, two data centers (4 v —

THA|

1. FAE FItstn Mg K&t = * Simulate * & ME{RILICE
ILM A A|Z2i|0|M Ciat &Rt} LIEFE LT

2. QI:UHIE * JIII:()” E-"J\E (o] =Pl | |;|-|9|/ | CL = Swift 9-|E1|o||_-|/9|:|x1IE o|§% ?:IEH.'5|'_T'_ *
AlZ2[0| M * g MEfBtL|CE
Simulation 227} LIEFLED HAMO[ ot 7 4]0| HAESH ZF 7iK|t LK[SH=X|E E{FL|Ct.
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Simulate ILM Policy - Example ILM policy

Simulates the active ILM policy or, if there is a proposed ILM policy, simulates the progosed ILM policy. Use this simulation fo test the current configuration of ILM

rules and determine whether ILM rules copy and place object data as intended

Object

Simulation Results @

Object Rule Matched

bucket-a/bucket-a object pdf Two copies, two years for bucket-a (4

bucket-bftest object greater than 1 MB pdf EC objects >1MB (§

bucket-hitest object less than 1 MB pdf Two copies, two data centers &

Previous Match

3. ZF 2K 7t SHIE A2lof| YX|SH=X| &elgfL|Ct.
0] of|of| A
a. bucket-A/bucket-a object.pdf= bucket-A2| LEMEES LE{ZSH= A M 72110t HotohA| LXIMSLICH
b. bucket-b/test object greater than 1 MB.pdf= bucket-b0il 01 U0 & x| x| aF L X|SHX| E&L|Ct CHAI
IMBEL} 2 2N E HE{Z St F HIMl 72/0] 2ol SHIEA| LX|=ASLICEH
C. bucket-b/test object less than 1 MB.pdf7t M2 F 7H2| F&/0f| U= HEQL LX[SHX| g0t BE7} gl= 7|2
&o]| k2t B K| =L Ct.
off 2: ®[QtEl ILM M S A|Za[o| Mt mf X &AM HHRY|
o of|®|oi M= HME AlZelo|de mf ZHE HASH| QU #A9 =M E HESH= WHE B0 FLICL
0| oilofl M= * Demo * HME AlZ2|0|M35t11 USLICE O] M2 A|2|= = x-men ALEX} HIEHH|O|E{7t U= THHIE
7] s CHEa 22 Ml 7HK| 2lE ZEetL(ct,
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Viewing Proposed Policy - Demo

Before activating a new ILM policy:

= Review and carefully simulate the policy. Errors in an ILM policy can cause imeparable data loss.
» Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource

Issues when the new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information.

Review the rules in this pelicy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.

Reason for change:  new policy

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
PNGs (F Ignore
Tenant A
X #
|6 (24365814597594524501)
Two copies two data centers (3 v Ignore

Com | e

CHA|

1. XIS X760 HHES A8 S * Simulate * S ME{SHL|CH

2. QHHME * L0 HAE QEHMEQ| S3 HII/QHHME 7| L= Swift Z4E|0|L{/QEXE 0|2 Q2{stn *
AlZ2[0|M * 2 MEHBIL|C}

Simulation Z1t7+ LIEHLITHA 'Havok.png' 24| 7L * PNG * #Al0f| LX|¥SS LIEFALICE

Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucket/my-object-name or my-container/my-object-name Simulate
Simulation Results &
Object Rule Matched Previous Match
photos/Havak png PNGs (§

x

J2{Lt SHEE png2| tH40| H|AESHLHE #AI2 * X-MEN * #2[0|} S LT},

a. ILM E* A|E2{|0|M H|o|X|E Hoa{H * OtA * S MEighL|Ct.
b. YHS MESHH » MY * & ME{FLICE.
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Acfivate fo make fhis policy the active ILM policy for the arid.

Mame Demo

Reason for change Reordering rules when simulating a proposed ILM policy

Rules

1. Select the rules you want to add ta the policy
2. Determing the order in which the rules will be evaluated by dragaing and dropping the rows. The default rule will be automatically placed at the end of the

policy and cannot be moved.

| 4 Select Rules

Default Rule Name Tenant Account Actions
3 X-men (8 Tenant A (48713995194927812566) x
& PNGs (3 — x

-

v Two copies, two data centers (8 — x

d. Xz * 2 MEfgtL|Ct,
4. A|E2fo|d * & MEfSL|Ct,
O|Tofl A Eoh Z4K|= HOo|Exl FMof Tholl RHE7H=|10 M A|=22{[0]d Z k7t EAIELICE Of ool M Rule
Matched &2 'Havok.png' ZiA|7} Of &CHZ X-Men MEIH|O|E] A|1f LX[otit= A4S HOFLICE OfF LX|
E2 PNG 12/0] 0| A|Z2{|0|M0i| M FHA|t LXIHSS LIEFALICE
Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucketimy-object-name or my-container/my-object-name Simulate
Simulation Results ©
Object Rule Matched Previous Match
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Simulate ILM Policy - Demo

Simulates the active ILM poalicy or, if there is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILIM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucket/my-object-name or my-container/my-object-name
Simulation Results ©
Object Rule Matched Previous Match
photos/Beast.jpg Two copies two data centers (&

x

HIAE K7t MOl of| & &laf UX|SHK| pfo™ Mol 2t FAIS HALSID RFE +Hl{of gfL|Ct.
CHA|

1. F™o| Zt F&|of| CHol %! O|F = XtA|EE HE 00|22 MESHo] A BH S 2QlPfL|Ct g 20| BEAIE=
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2. A9 HHE AF, HZ A2 2ER J|EE HEYUICH

O] GIMIO[A] X-MEN w#&12| HIEIH|O|E{ 0= @F 7t Eote|0] Q&LICH HIEFHIO[E{2Q] 22 "x-men” CHAI "x-
men1"2 YAL|AUSLICE

X-men

Ingest Behavior: Balanced

Tenant Account: 0B846027571548027538
Reference Time: Ingest Time

Filtering Criteria:

Matches all of the following metadata:

User Metadata series equals ¥-men‘
Retention Diagram:
Trigger Day 0
AllStorage Nodss [

Duration Forever

Close
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Simulate ILM Policy - Demo

Simulates the active ILM policy or, ifthere is a proposed ILM policy, simulates the proposed ILM policy. Use this simulation to test the current configuration of ILM
rules and determine whether ILM rules copy and place object data as intended.

Object my-bucket/my-object-name or my-container/my-object-name
simulation Results ©
Object Rule Matched Previous Match
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A Warning

Activate the proposed policy

Errors in an ILM policy can cause irreparable data loss. Review and test the policy carefully before

activating. Are you sure you want to activate the proposed policy?

Aol chist 712 20| JHAHIE ST E 2 RXISHK| ¢= 22 F1l HAIX|Of ZEZET} LIEFELICY. Of
OiElof M 2ZE CHo|{ a2 7= #£10] 2 20 JHHIE é.I1I3h_ WS B0 FLICE. ZMo| OHE A1t LX|SHK]
o= M= 219 =0i| StorageGRIDO|M HMAE S Q1 5t2{H HAE Aol * 2 * £ Q=8HOF gL}

[ gy

A Activate the proposed policy

Errors in an ILM pelicy can cause irreparable data loss. Review and test the policy carefully before activating.

The default rule in this policy does not retain objects forever. Confirm this is the behavior you want by refarring to the retention
diagram for the default rule:

Trigger Day 0 Year 2
e Wl ]
Dc2 [.L]
Duration 2 years Forewver

Mow, complete the following prompt:

Any objects that are not matched by another rule in this policy will be deleted aftar years.

Are you sure you want to activate the proposed policy?

2. OK* & MeEfgtL|Ct.
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ro

20|
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* A2 ILM ZH Ho|X|9| &of 2 HM e o EA|ELICE Start Date(Al % M) &=
=N S A[ZHS LIEFAL|CE

ILM Policies

Review the proposed, active, and historical policies. You can create, edit. or delete a proposed policy: clone the active policy; or view the details for any policy.

== Create F'roposeGF'olicy”l’i Clone | # Edit || ¥ Remove
Policy Name Policy State Start Date End Date
& New Palicy Active 2017-07-20 18:49:53 MDT
" Baseline 2 Copies Policy Histarical 2017-07-19 21:24:30 MDT | 2017-07-20 18:49:53 MDT
* O|Fofl EdstEl HMo| YM el 7|5 = HAIELICH AZH &Nt 8l S= G0 S=2 FMo| 24zl Al7|2t
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Object Metadata Lookup

Enter the identifier for any object stored in the gnd to view its metadata.

ldentifier sourceftestobject
Version ID VEJGMkMyQzgtNEY 50 COxMUU3LTKkzMEY tRDky N TAWQKY 5]
(optional)
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System Metadata

Object ID
MName
Container
Account

Size

ATZ2ESEFF-B13F-4905-9E9E-453T3FEETDAS

testobject

source

t-1582139188

524 MB

Creation Time 2020-02-19 12:15:59 PST

Modifisd Time 2020-02-19 12:15:59 PST

Replicated Copies
Node Disk Path
99-37 ivarflocallrangedb/2/p/06/08/00nMEBHS TFbnQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/0A/00nMBHS [ TFEoW28ICXG%
Raw Metadata
“TYPE™: “CTHT®,

“CHND" :

"A1ZESBFF-Bl3F-4985-9E9E-45373FGETDAR"™,

"MAME": "testobject”;
TCEIDT: "exSB2IDEVECTCIBLIG",
"PHED": "FEABAES1-534A-11EA-9FCD-31FFBACIB056",
"PRTH™: “source”,
"META": {
"HASET: {
“"PAWSS: =27,

6. JHA|7F SHIE 9IX| = 9K MEEO] A1 SHE |E| SARZAX| olgfLct.

AL SH0| ZdstEl 22 ORLM JHA| 72 S5 HIAIX|Of TSt ZAt 208 ELEHEE
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Viewing Historical Policy - Example ILM policy

gfLCt,

S L= MeHE ILM MO M FAI0] A EIX| §b=X] 2helgtL|Tt.

o
e

TAE MEIIX| gt 2R B HES MENSID * MA * E MEASIL|C
=
=

ILM _H.xl Mxﬂ

o +&lofl TSt OF0| = 0|

Review the rules in this policy. If this is a proposed policy, click Simulat

Reason for change:  new policy

Rules are evaluated in arder _starfing from the fon

Rule Name
This is a historical ILM rule.
Historical rules are rules that
2 copies 2 sites) (3 ®  were included a policy and then
edited or deleted after the policy
became historical.

Erasure code |a ger abj




I
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QHEL ILM MM = 2 ILM "Mof| AL R = HE S T EAE s
HE 2A2S WRE ARIOR HAT 2 QIALICH S8t StorageGRID H{E 10.3 O/H0) ML
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o

Xl mEIsk & of A |} CHAl o|2{3t f&l2
A

(BAFR 27 BHE7)) £ ILM FEI2 HAE 4 gl&LCh

ct

@ HEE AAS 24 ILM FMof| =715H7| Tof| ZHA[2] BiX| X|HS HESHH AA-o| #ot7t St &
ALtE Hofl FeASHUAIL.

ZHA|
1.

ILM * > * & * 2 MeistLct,

ILM & T|O[X| 7} LIEFEfLICE O] H|O|X[0f= AME 7t ZE At 2 FH = Qe YMoM A S¢!
A0 EAIELICE.

ILM Rules

Information lifecycle management (ILM) rules determine how and where object data is stored over time. Every object ingested into the StorageGRID Webscale is evaluated
againstthe LM rules that make up the active ILM policy. Use this page to manage and view ILM rules. You cannot edit or remove an ILM rule thatis used by an active or

proposed ILM policy.

= Create | | # Edit | | i Clone || ® Remove

Name Used In Active Policy Use-d 3T
Policy
| Make 2 Copies v 4
| PNGs v
~  JPGs
© ¥-men v

2. AFEOIR| b Al Metotn * B * S MeisiLCt,

ILM & HE OtHAE 2L

Edit ILM Rule Step 1 of 3: Define Basics

Name JPGs

Description
Tenant Accounts (optional) Tenant-01 (16229710975421005503) H Tenant-04 (§3132053388229508098)
Bucket Name contains I~ az-on

A Advanced filtering.... (0 defined)

Loocs [ o]

= ZE AE, 20

!

3. off CHgt ThAlOf w2t ILM & HE opAre| H0|X|§ &tZetL|CHILM & PHE7| 8l
wtat,
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Viewing Historical Policy - Example ILM policy

Review the rules in this policy. If this is a proposed policy, click Simulat
: Reason for change:  new policy

Rules are evaluated in arder starting from the ton

Rule Name
This is a historical ILM rule.
Historical rules are rules that
2 copies 2 sites) (3 &  were included a policy and then
edited or deleted after the policy
became historical.

Erasure code la ger obj

ILM 72 22 =5

RIOHE! ILM B2 = 2 ILM HM0| B EE DAIS M £ s A 72 22 =X 22 2 E
=AHES T ¥ AelS A3 & ASLICH 12 T3 TRt 29 RotE FHM|M 2 7AIS HHetn 2HE
BHO H}Z 4 AULLICE StorageGRID M 10.2 082 ALBH0] ILM 7212 Maiet 2ol efiet 742 =x|g

+ gLtk

ot

H LM Mol SRIE 7AlS F7H0t7| Holl JHA[2| BiX] X[ HS HESHH A|A-| tist 2271 571 4 ASLIT.

7
1 ILM* > * 34 g Meysict.

ILM & H|O|X| 7} LIEFEHL|CE.

ILM Rules

Infarmation lifecycle management (ILM) rules determine how and where object data is stored over time. Every object ingested into the StorageGRID Webscale is evaluated

againstthe ILM rules that make up the active ILM policy. Use this page to manage and view ILM rules. You cannot edit or remove an ILM rule thatis used by an active or
proposed ILM policy.

+ Create | | # Edit | | Bl Clone || * Remove

Name Used In Active Policy Use_d — AT
Policy
| Make 2 Copies v v
| PNGs v
~ JPGs
| X-men e
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2. 2/ ILM #&2 MEYStD * Clone * 2 MEfgiL|C
ILM 7| 2HE7| Ot AL EEILICt

3. ILM & HE gl 13 TE AL HAof met SX|1E 7212 HH0|EgL|Ct
ILM 7Al2 Sx o M 0|SS L{sH{of BrL|Ct.

4. 1
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EHStLICE.

M ILM 20| Mg ElL|Ct.

ILM B2 25 07|22 gLt
ILM 40l thol Tt 7| Zoll L= JHHO| 48 ARIEX| 2 4 ASLICH ILM K2 Th7| B2 BLEISI0] AIAH
M58 Solg & YALIC F7t 28 A AH0| 57 x| 2543, 22H0|E ofZ 2| 0449 =Tt R

371'—h LR HZ LA HEWZL EXEL S LIEHE = ASLICE

OO 1L- ©

CHA|
1. CHA|EE * = MedEtL|C},

Q o - 2 Root v

= N NetApp | StorageGRID Grid Manager Search by
DASHBOARD

ALERTS @ DaShboard

Current

Resolved Health @ Available Storage @

Silences @

Rules : Overall HE DataCenterl B

Email setup

NODES Recently resolved alerts (4)  License

TENANTS

Information Lifecycle Management (ILM) Q DataCenterz &
M
- Cli ) < e
CONFIGURATION Awaiting - Client 0 objects _i
Awaiting - Evaluation Rate 0 objects / second = 3-1 TB
MAINTENANCE Scan Period - Estimated 0 seconds ﬁ
SUPPORT DataCenter3

Protocol Operations @
Free
S3rate Ooperations/secend B9

Swift rate 0 operations / second B
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StorageGRID S3 2EHE EZ 7|52 Amazon S3(Amazon Simple Storage Service)2| S3 QEHE ZZ2 1}
SESI QHNE HS £2MQIL|C}

J0IM 2 % YUS0| StorageGRID Al A0 el 22 53 QEHE BT MHS ARSI S3 HIUE A/H0| 53
OUHE S8 ABSLILL AIBOIN ST HAE B4 + USLIC H20| 53 OEHE 30| SEE 22 S5
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StorageGRID with S3 Object Lock setting enabled

StorageGRID S3 tenant
Bucket without Bucket with Bucket with 53 Object Lock
53 Object Lock 53 Object Lock and default retain-until-date

Objects with

: retention settings
$3 client Objects without SEHIngs

application retention settings

A

Objects without
retention settings

StorageGRID S3 REHE 32 7|52 Amazon S3 8 &4 ZE0| 485H= Y EE DEE MSEL|CH
JEMOZ EE JiH HAEL MRIWF HO{MALE AFH[e 4 QIELICE StorageGRID S3 QHH' A3 7lse
HHEA RES X[ASHK| o, EESE #TH0| A= ALXIL BE HA™E RAISHALL ESE QENEES Mg

== T
HAI:IL|E'|-

HZl0| S3 QENE xH20|
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PoeE DEE MEHXOZ X|™HE 4 Q&LICE

* * Retain-until-date *: 7H#| {7 2Q| Retain-until-dateZ} 0|22l AL
AELICH ERo [[fﬂf QHHMEEQ| HZE J|7HRetain-until-date)S &

e)= =
s R B R H2 NN M0l A B IR 27 7|52 Mgt
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: Review considerations for
Grid 53 Object Lock <

Administrator

Is
default rule in
active ILM policy
compliant?

Create new default rule
that keeps at least two
copies forever

l

Enable global | Create new proposed
S3 Object Lock setting ¢ ILM policy and activate

v

Maintain compliant ILM
rules and ILM policy

L 4
Review considerations for
using 53 Object Lock

Tenant User

Is the global 53
Object Lock setting
enabled?

Contact Grid
Administrator

Create bucket with 53
Object Lock enabled

v

Add objects and specify
object-level retention
settings

v

As required, change
retention settings

J2|c ma| &

=

AZ 22 Clo|oj 2ol EA|E! KT, 12|= 22|X= S3 HUE AL S3 QERIE EH22 AMSH| Mo
CIEat 22 7 7HK 52 &2 HYS +doHoF HLcth.
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+ Create | | B Clone | | # Edit | | ¥ Remove

Name Compliant Used In Active Policy Used In Proposed Policy
= | Make 2 Copies ' +
'®  Compliant Rule: EC for objects in bank-records bucket J

' 2 copies 10 years, Archive forever

() |2 Copies 2 Data Centers +

Compliant Rule: EC for objects in bank-records bucket

Description: 2+1 EC at one site
Ingest Behavior: Balanced
l Compliant: Yes I
Tenant Accounts: Bank of ABC (94793396288150002349)
Bucket Name: aquals 'bank-records’
Reference Time: Ingest Time
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Description: 2 replicated copies on Storage Nodes from Day 0 to Foraver

Ingest Behavior: Balanced

Compliant: Yes

Tenant Accounts: Bank of ABC {94793396258150002349)

Reference Time: Ingest Time

Filtering Criteria: Retention Diagram:

Matches all objects. Trigger Day 0
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Buckets

Create buckets and manage bucket settings.

1 bucket Create bucket

Name = §$3 ObjectLock @ |+ Region +  ObjectCount@® = Space Used @ = Date Created =

bank-records v us-east-1 ] 0 bytes 2021-01-06 16:53:19 MST
1
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53 Object Lock Settings

Enable 53 Object Lock for your entire StorageGRID system if 52 tenant accounts need to satisfy regulatory compliance requirements when saving object data. After this sefting i= enabled
it cannot be disabled.

$3 Object Lock

Before enabling 53 Object Lock, you must ensure that the default rule in the active ILM policy is compliant. A compliant rule satisfies the requirements of buckets with 53
Object Lock enabled

« [t must create at least two replicated object copies or one erasure-coded copy.
» These copies must exist on Storage Modes for the entire duration of each line in the placement instructions.
= Object copies cannot be saved on Archive Nodes.

= Atleast one line of the placement instructions must start at day 0, using Ingest Time as the reference time.
« At least one line of the placemant instructions must be "forever”

| Enable 53 Object Lock
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The 53 Object Lock setting replaces the legacy Compliance setting. When this sefting is enabled, tenant users can create buckets with 53 Object Lock enabled.
Tenants who previously created buckets for the legacy Compliance feature can manage their existing buckets, but can no longer create new buckets with legacy
Compliance enabled. See Managing objscts with information lifecycle management for information.
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Enable 53 Object Lock

Are you sure you want to enable 53 Object Lock for the grid? You cannof disable 53 Ohbject

Lock after it has been enabled.
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422 Unprocessable Entity
Validation failed. Please check the values you entered for errors.

The default rule in the active ILM policy is not compliant.
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@ Error

503: Senvice Unavailable

Unable to update compliance settings because the changes cannot be consistently applied on
enough storage services. Contact your grid administrator for assistance.
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Edit ILM Rule step 2 i 3: Define Placements

Configure placement instructions to specify how you want objects matched by this rule to be stored.

Two Copies Two Data Centers

Reference Time Ingest Time v

Placements @ 11 Sort by start day

Fromday @ 0 store | forever v m fleicnn s

Type | replicated v Location || Storage Pool DC1 H Storage Pool DC2 Add Pool Copies | 2 E x

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information

Retention Diagram @

% Refresh
Trigger Day 0
Btk g ol ) I
Storage Pool DC2 ﬂ
Duration

Faorawver

=1 3
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Create ILM Rule step2 of 3: Define Flacements

Configure placement instructions to specify how you want objects matched by this rule to be stored

EC for 53 bucket finance-records

Reference Time Ingest Time v
Placements & 11 Sort by start day
Fromday @0 store | forever v m -
Type | erasure coded v Location | All 3sites (B plus3) » Copies | 1 E: x
Retention Diagram © © Refresh
Trigger Day O
All 3 sites
(6 plus 3) 1 I >

Duration Forever
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it tater as required. Click Simulate to verify & saved policy using test
objects. When you are ready, click Activate to make this policy the active ILM policy for the grid.

Mame Object Starage Policy
Reason for change new propesed policy

Rules

1. Select the rules you want to add to the policy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved

[ 4 select Rules |

Default Rule Name

Tenant Account Actions
EC for $3 bucket finance-recards (§ Ignore x
L Two Copies Two Data Centers (5 Ignore x

Ch= Ol &l %
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Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it later as required. Click

Simulate to verify a saved policy using test objects. When you are ready, click Activate to make this policy the active ILM
policy for the grid.

Mame | UseEC for objects greaterthan 1 MB

Reason for change new policy

Rules

1. Select the rules you want to add to the policy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will
be automatically placed at the end of the policy and cannot be moved.

== Select Rules

Default Rule Name Tenant Account Actions
EC only objects = 1MB (% == o
v Twoa replicated copies (% = x

.
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EC image files> 1 MB

Matches all of the following metadata:

Object Size (MB) v | | greaterthan vil1 + | %
User Metadata v | | type equals v | | image 4+ (X
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Create ILM Rule step 2 of 3: Define Flacements

Configure placement instructions to specify how you want objecis matched by this rule to be stored.

Three Copies Ten Years
Save three copies for ten years

Reference Time Ingest Time v

Placements & 11 Sort by start day
Fromday 0o store |for  v| | 3652 days [
Type | feplicated ¥ Location || DC || pec2 || DC3 | Add Poaol Copies | 3 +|%

Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. Ses Managing objects with information lifecycle management for more
information

- - -
Retention Diagram @ 2 Refresh
Trigger Day 0 Day 3652
DelL 3 [—
pcz C‘1 B |
o O
Duration 3652 days Forever
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Noncurrent Versions: Two Copies Two Years
Save two copies of noncumrent versions for two years

Reference Time Noncurrent Time ] v

rin
I Ho

fLICE 20| ZLIE %4 HHO

r
mjo
=)
Rl
ok

Placements € 11 Sort by start day

Fromday | o store | for v | 730 days m '

Type | replicated ¥ | | ocation ‘ DC1 ~ |[DC2 * | Add Pool copiss | 2 + =
Specifying multiple storage pools might cause data to be storad at the same site if the pools overlap. See Managing objects with information lifzcycle management for more
information.

£ Refresh

Retention Diagram @

Trigger Day 0 Year 2
e wl________
pcz Cﬁ i
Duration 2 yaars Forewver
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Configure ILM Paolicy

Create a proposed policy by selecting and arranging rules. Then, save ihe policy and edit it tater as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Aclivate to make ihis policy fhe active ILM policy for the grid.

Mame ILM Policy for 33 Versioned Chjects

Reason for change store 3 copies of current version for 10 years and 2 copies of noncurrent versions for 2 yaars

Rules

1. Select the rules you want to add to the policy.

2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the
policy and cannot be moved

| == Select Rules

Default . Rule Name ) Tenant Account Actions
l Noncurrent Versions: Two Copies Two Years (3 lgnors x
U4 Three Copies Ten Years § Ignore x

The default ILM rule in this policy does not retain objecis forever. Confirm this is the behavior you expect Othenwise, any objects that are not
matched by another rule will be deleted after 3652 days.
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Strict ingest to guarantee Paris data center

Description: Strict ingest to guarantee Paris data center
Ingest Behavior: Strict

Tenant Account: Paris tenant (25580610012441844135)
Reference Time: Ingest Time

Filtering Criteria:

Matches all of the following metadata:

System Metadata Location Constraint (53 only) equals gl-west-3

Retention Diagram:

Trigger Day D
REk it ] I
) I
Duration Forever
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2 Copies 2 Data Centers

Description: 2 Copies 2 Data Centers
Ingest Behavior: Balanced
Reference Time: Ingest Time

Filtering Criteria;

Matches all objects.

Retention Diagram:

Trigger Day O
DC1 (Paris) B |

DC2 (us) B

Duration Farever
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and adit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Activate to make this policy the active ILM policy for the grid.

Mame Example policy for Sirict ingest
Reason for change Do not store certain objects for Pans tenant in US

Rules

1. Select the rules you want fo add to the policy.
2. Determine the order in which the rutes will be evaluated by dragging and dropging the rows. The defaull rule will be automatically placed at the end of the
policy and cannot be moved

| 4 Select Rules
Default Rule Name Tenant Account Actions
Strict ingest to guarantee Paris data center (§ Paris tenant (255680610012441844135) x
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ILM Policies

Review the proposed, active, and historical policies. You can create, edit, or deleie a proposed policy; clone ihe active policy; or view the details for any policy.

+ Create Proposed Palicy | | Ei Clone | | # Edit || % Ramove

Policy Name Policy State Start Date End Date
‘s Data Protection for Two Sites Active 2020-06-10 16:42:09 MDT
| Baseline 2 Copies Policy Historical 2020-06-09 21:48:34 MDT 2020-06-10 16:42:09 MDT

Viewing Active Policy - Data Protection for Two Sites

Review the rules in this policy. If this is a proposed policy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Data Protection for Two Sites

Rules are evaluated in order, starting from the top.

Rule Name Default Tenant Account
; ; Tenant A
One-Site Erasure Coding for Tenant A (8 (49752734300032812036)
Two-Site Replication for Other Tenants (§ v lgnore
=
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Viewing Proposed Policy - Data Protection for Three Sites

Before activating a new ILM policy

« Review and carefully simulate the policy. Errors in an ILM policy can cause irreparable data loss.
« Review any changes to the placement of existing replicated and erasure-coded objects. Changing an existing object's location might result in temporary resource
issues when the new placements are evaluated and implemented.

See Managing objects with information lifecycle management for more information

This policy contains a rule that makes an erasure-coded copy. Confirm that at least one rule uses the Object Size advanced filter to prevent objects that are 200 KB or
smaller from being erasure coded. See Managing objects with information lifecycle managament for more information

Review the rules in this policy. If this is a proposed palicy, click Simulate to verify the policy and then click Activate to make the policy active.
Reason for change: Data Protection for Three Sites

Rules are evaiusted in order, starting from the top

Rule Name Default Tenant Account
Tenant A
Three-Site E Coding for T tA &
Vi DI BRI DU for T (49752734300032812036)
Three-Site Replication for Other Tenants (& 4 Ignore
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Buckets

Create buckets and manage bucket settings.

1 bucket Create bucket

Name =+ S3 ObjectLock @ |+ Region + ObjectCount@ = SpaceUsed @ = Date Created

-
-

bank-records g us-east-1 0 0 bytes 2021-01-06 16:53:19 MST
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Create ILM Rule step 1 of 3: Define Basics

Tenant Accounts (optional)

4 Hol
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B ]
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Uses §+3 EC across 3 sites

Bank of ABC (20770793806808351043)

/ Advanced filtering. . (0 defined)

Compliant Rule: EC objects in bank-records bucket - Bank of ABC

~ | bank-records
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Edit ILM Rule step2 of 3: Define Piacements

Configure placement instructions to specify how you wani objects matched by this rule to be stored,

Compliant Rule: EC objects in bank-record bucket - Bank of ABC

Reference Time Ingest Time j

Placements & 11 Sort by start day

Fromday | 0 =] store Tore\ferj Add S|

Type | erasure coded j Location | Three Data Centers (6 plus 3) j Copies | 1 :| + | x

Retention Diagram & 2 Refresh

Trigger Day 0

thee=Buin e B
(& plus 3) Eerj >

&p

Duration Forever

oo | oa [ on
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Create ILM Rule step 1 of 3: Define Basics

Mame Mon-Compliant Rule: Use Cloud Storage Pool
Description DC1 and 2 for 1 year then move to CSP
Tenant Accounts {optional) @ Select tenant accounts or enter tenant IDs

Bucket Name matches all v

/ Advanced filtering. (0 defined)
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Create ILM Rule step 1 of 3: Define Basics

Name Compliant Rule: Twe Copies Two Data Centers
Cescription 2 copies on SNs from day 1 to forever, reference time is ingest
Tenant Accounts (optional) Selecttenant accounts or anter tenant ID2
Bucket Name matches all |:| Value

/ Advanced filtering. . (0 defined)
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Compliant Rule: Two Copies Two Data Centers

Reference Time Ingest Time j

Placements @ It Sort by start day

Fromday | 0 = store  forever LI Add ]

Type | replicated j Location “ Data Center 1 || Drata Center 2 Add Pool Copies | 2 :| + | X
Specifying multiple storage pools might cause data to be stored at the same site if the pools overlap. See Managing objects with information lifecycle management for more
information.
Retention Diagram @ i Refresh
Trigger Day 0
L 0 I >
[_)"a:tait";é:;t:er' 2 ﬁ |
Duration Forever
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules. Then, save the policy and edit it Iater as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Aclivate to make this policy the active ILM policy for the grid.

Mame Compliant ILM policy for 53 Object Lock example
Reason for change Example policy

Rules

1. Select the rules you want to add to the policy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule {and any non-compliant rule without a filter) will
he automatically placed at the end of the policy and cannot be moved.

i = Seleci Rules

Default Rule Name Compliant Tenant Account Actions
Compliant Rule: EC for bank-records bucket - Bank of ABC @ v Bank of ABC (90767802913525281639) x
MNon-Compliant Rule: Use Cloud Storage Pool B Ignaore i

"4 Default Compliant Rule: Two Copies Two Data Centers (0 4 Ignors x
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Create a load balancer endpoint

o Enter endpoint details ———— O binding 1

Endpoint details

Name @

Port @

Enter an unused port or accept the suggested port.

10443

Client type @

Select the type of client application that will use this endpoint.

@ s3 Swift

Network protocol @

Select the network protocol clients will use with this endpoint. If you select HTTPS, attach the security certificate before saving the
endpaint.

HTTPS (recommended) @ HrTe
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Policy

Name @ | FabricPool

Description (optional) Limit traffic other than FabricPool

Matching Rules

Traffic that matches any rule is included in the policy.

4 Create || # Edit || ¥ Remove

Type Inverse Match Match Value

(@ Endpoint L4 FabricPool (https 10443)

Dizplaying 1 matching rule.

Limits (Optional)

+ Create || # Edit || ¥ Remove

Type Value Units
Concurrent Read Requests 50 Concurrent Requests
Concurrent Read Requests 15 Concurrent Requests
Read Reguest Rate 100 Requests/Second
Write Request Rate 25 Requests/Second
Per-Request Bandwidth In 2000000 Bytes/Second
(@ Per-Request Bandwidth Out 10000000 Byles/Second

HHS M S FUS MEHSED * Metrics * S HEi5H0] HAo| E2HTS o ATHZ RSt
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Traffic Classification Policies

Traffic classification policies can be used to identify network traffic for metrics reporting and optional traffic imiting.

i_+ Create | | # Edit | | ® Remove | i Wetrics

Name Description 1D

®  FabricPool Limit traffic other than FabricPoo! 587153b2-7cf2-44b9-af5c-694ebbdda2ch

Displaying 1 traffic classification policy.
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