A2+ REON = 23}
DL|E{Z(SG5700)
StorageGRID

NetApp
February 20, 2024

This PDF was generated from https://docs.netapp.com/ko-kr/storagegrid-116/sg5700/clearing-key-
management-server-configuration.html on February 20, 2024. Always check docs.netapp.com for the

latest.



=0

FAEs ZEOM LE Aot 2LIE{Z(SG5700)
7| 22| M S XISLIC



X S0l o{SEto|H 20 thigt L=
ME(KMS) M2 HEE Z5H0] Z o

USLICE
Lt 2
* MRSt SO o{Zato|tA0| Chef L= Y17 EAIBHE|0f 2L0{0f BHLITH 0{Z2}0|AAS MA|S ol LE
AsBtS BB 4 YBLICH
* HIZ0| O} E|UBLICH RA|4 BEZ FegL|Ch
o

1. StorageGRID H{Z2t0|HA HX| T2 0| M * SIEQ0| 74 * > * L E Ao} * S MEASHLCE

= L "1d

MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.
Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abccedb1facfceliib1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99.164
10.96.99.165
Port 5656

Server certificate >
Client certificate >

Clear KMS Key

A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is

deleted.

Clear KMS Key and Delete Data
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View the list and status of sites and grid nodes.

LM

Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

T T S L R T T T

e

HEE

StorageGRID 22|

7| 2e| M #8= KLt

KMS(7| 22| M) 1dS XIRE 0{E240[ALMM L= Lol H|ZGotEL Tt KMS
42 AHE 20fl= o{E2t0] 29| H|O[E{ 7} %'—T”E*.QE A= o O] &h KM AT 4~
USLICE O] HIo[E = |7 = SlgLItt.

‘.

LR
0jZ210|91A 0| H|0|E|S HEHOF St ZL KMS TS XIS7| Hojl L= MH|A ofF| HAIE $3OIAL 28
=Rsfof gHLict.

() KMSE MHStel Ao HOlED B RO ML T Oy A2 4 G BTk o] olet
=28 4 gL,

= MH|A 8K EEHEl H|0|E{E StorageGRID2| CHE = E 2 0|52 LSS A gtL|Ct.

of ZpHof CHaf
O|Z2I0[AA KMS 7 E X|2H LE A= 2lt HIZ Mot E O{F2H0|AUA - E2F StorageGRID AO|E2| KMS
T 7tel HAZAO| MAELICH 22{H O{E210|HAL| H|O|E{7F AR E| 1 O{E2t0|AATE AR MX| MEfE FX[ELICE

o Z=MA= B[S &+ YSLIT

KMS 78S X|</0f ghL|C}.


https://docs.netapp.com/ko-kr/storagegrid-116/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ko-kr/storagegrid-116/maintain/grid-node-decommissioning.html

KMSE ALE3IX| %7 Lt CHE KMSE AHE 6= CHE StorageGRID A|A IO MEF 2 AX|St7| Hof

@ STt KMS 7|E AE5t= StorageGRID A|AHIN| O{Z210|HA EE MAX|SIH = L KMS
THE XX OHYAI2.
* KMS 7+40| &ME|T KMS 7|
* O|Fof| HEO|M AR SO|H HE
* L 5ot MY E 0| E20|HAE MH|A S| =
KMSE H|H317| Mol o{Z2t0|AHAL| M Z 6l{A|SH StorageGRID A|AHIS| CHE L EZ H|O|HE

() oIseILIth KMSE HYIst7| Hofl st HIO|EIt AAE| T ofFato|d ATt K5 oA % 4
0|A|_||:_|-_

THA|
1. HE2tRXE B1 o{Z2t0|HAS ARE HEEHO| T IP T4 T SILIE YHFLICH (+)*
https://Controller_IP:8443*

'Controller_IP'= 3712 StorageGRID HIERI3 & 0 oF Xo| ZFE HEER(AEE|X| AEEZ{7} ot)9| IP
FAaYLCh

StorageGRID O{E2t0[1A HX| 22Xt F H[O|X|7} LIEFEHL|CE,

SIEH0f T4 * > * IS QEt+ B MEBILICE



MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status
A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales

External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate

Client certificate

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is

deleted.
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |

Cloar KMS Key and Delete Data
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