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Dashboard

Buckets
View buckets

1 6 Platform services

endpoints

View endpoints

Storage usage @

Groups User

View groups View users

Total objects

6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
BN e Sl
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9GB 583,245
1C: 3341 1240 0546 8283 22048
Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ S3selectensbled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575

@® Bucket-09 899.6 GB 589,677

@® Bucket-15 889.6 GB 623,542

@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T700.8 GB 420,493

® Bucket-11 663.5 GB 993,729

@® Bucket-03 656.9 GB 379,329

@ 0 other buckets 23TB 5,171,588
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ﬁ Only 0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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o Hl HZ1S AFH[SHL|C}H

o =
* deactivated - features * — H| &M SL=l 7|

* B —2HE Helots &Y. JEXQIE = S3 HAI0| StorageGRID CloudMirror S|, & L= M
S0l 22 MH[AE ALY & JUEE SLCL

* A *—EZHHUE OFS e[t 9/F ID AA0M ST HHE OF
* identity-source * — 2|5 ID £AE Mt E I15

* X|H * — StorageGRID A|AEI0]| CHe M=l XS 2™ st= =Y.

* 83 * —H|HE ALXIE 2I3t S3 AN A

7 3
*S3-2ENE FF *—=2E S3 EHE TZ 2FM 2F, 7™ &= K[| ArEELICH
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o5 e~ .
2} AP 212 SHIStH HTTP S5, 2% URL, T4 £ MElX o7 i 22 9F =22(LQst ZQ) ofH &
tsst SES 2 2 &L|C}
oL oHd=2 2 T AM\d
groups Operations on groups
Jorg/groups Lists Tenant User Groups

Hame Description

type filtker by group type

string

(query)

limit maximum number of results

integer

(query)

marker marker-style pagination offset {value is Group's URN)

string

(query)

includeMarker if set, the marker element is also returned

boolean

{(query)

order pagination order (desc requires marker)

string

(query)

Responses Response contenttype | applicationfjson v
Code Description

200

Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
b "amiVer=ion": "2 2%

APl QHS YSiSHL|Ct

st DE AP| 2L 21o|E RHAQIL|CH Al 2 1A H|0|E{Lt
MHSHA] R E FOlSHA2,

@ API Docs ¥ H|O|X|E AtE3I0] 4
7|Et HIO|HE 2, YUOIO|E E&=

A

11



1. 2N MR HBS HH HTTP XS Mesict.
2. Q0| OF = ALKt IDRE 22 F7t 07K HaT7F HRotX| =helgtL|Ch O3 oHg o] 2fS FRiLIC Hest
MEE 7| /s HXN CHE API @H2 LZdlof & = J&LICH
3. OH| 2K 222 $Hl|oF sh=X| &IEL|Ct 0] AL * Model * 2 MEHSHY] 2t LES| @3 AFES golgt 4~
A&LICE
4. H@sty| * E MEfRIL|CE
S. Hot o7 H-E HFSHHL 28 222 o w2t ~J et
6. Execute * & ME4RILICE
7. S IEE AESIH 80| H3/=X| SlSfL|Ct
HHE 22| API A 22
HHE 22| APIE HA 22| E A8t FE T 4 08[0|=EE X[AgL T

O|£ £0{ 0] & URLE APIQ| HA 38 X|&EtL|C}.

https://hostname or ip address/api/v3/authorize

HILE 22| APIQ R HAS o[ HMZ +_Sote|X| ot * 17 AR0| IS 1 ZSFLICH HIUE 22| APIC)
SHES -+ 0|(7h) O|F BHT SHEICH Sz AfSto| 2 T ESELICH S HS et ¥ Aol A 2 £
M 44 %7771 ZHELICH T2 ofFOIME 12 Sso] Tiat API HHS 2S5t w2 2o FLICk

APl 817 Q3QIL|C} of X JURTES

ol HM3} S3t FHsBLICH 2.1 2.2

Ol BT} S2hE|X| YBLICH 2.1 3.0

StorageGRID £2ZE20{E XS EXIStH 7Ha |4 HT 9| HIHE 22| APIZH Z-detEL|CE J2{Lt

StorageGRIDE M 7|5 EE|=E 20| =5}H StLt 0| 4H2| StorageGRID 7|5 2| =01 Cigt 0| API HXOf|
71|A OHA-"JKOI- A 0|J|=|\|_|[:|.

QEE RE2 LIS 22 YHOZ O 0| AIBEIX| b= A2 HAIELIC

* S 367t "DEPRECATED:TRUE"LILCY.
* JSON S& 220 = "DEPRECATED"7 Z&HE/LICH TRUE

M 2| =0 M XY El= API TS 2letL|Ct

CH2 API S ALESH0] X[EE[= API £ HE SES HHetgfLct.
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GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

0| ciet API TS X|FgtLCt

PATH It2t0|E{('/api/v3')Lt header(‘api-Version:3')E 0| &30{ API HT S X|&e = ULt F U2 ZF H3otH
Sl 20| 22 2 P LCt

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

AIO|E 2t 2K Q|X(CSRF)ZEEH B

0|I)

CSRF EZZ At8s0o| 7|5 ALEStE Q1SS Z31stH StorageGRIDO| L CSRF(AO|E
_cl)_ o

2t X 2|x) —3—7_4.9§‘='E1 Hog & JSLICE Grid Manager 3! Tenant Manager= 0| ¢t
7152 XS 2 EdotetLCt CHE API 20| EE 200Y I ghdst R E MEly £
UAsLCt

HTTP 24 POSTRL 20| CHE ALO|EO| Lot REE EE|AHY + U= SAX= 228 AR 27|15 AHE5H0]
X ey2 ots & YALICH

StorageGRID= CSRF EZ& AFE350{ CSRF 3422 2H HogL|Ct &d3tEl 22 EF 7|9 L2 EF
8|6 e= £8 POST 22 IJH7H H=0| it LKX|SHOF LT,

0| 7|52 &Mstst{™ 21F 0| csrfToken D7 HEE true2 AESIYAIRL. 7| 222 false RILICH.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

trueO|™ Grid Manager0Ofl 231 of QI19|9| 2O Z GridCsrfToken 7|7} M ™E[1 HIHE 2a2|Xtof] 221 of
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717t A= B AAH HEH(POST, PUT, THX|, &M E £+8Y &= A= BE QH0|| Ct=Z 5 StLtIt ZetE|0fof

* CSRF EZ2 F7|9| g2 =2 MH = ¢f|{2| X-CSRF-Token 8| &IL|C}.
s ZOo|AQE BE2S 5|25t= BFQ| R "csrfToken" @Al Q1FLEl @K HE o7l tHLQIL|CT

CSRF 23 & PM8I2{H £ ASILICE Grid Management APIS A 5 A|

10)
32
rir
)
|'|_
[m
c]
i)
>
Y

@ CSRF EZ 27| MIEE 7t M2 =5t JSON K 222 CSRF SH0| st 27t ESZ A
7|tist=e 2 E Q80| thsl ""Content-Type:application/json™ 8l|C{E X &&tL|Ct.

A AE HMAS Er2fefL| ot

HAE OF S AEAE O #MEA 88 = ACH, HEHE
MEXHE °'*3* XP—:'. SEE AFESH HIHE A|Foll 2a0E 4~ ASLICEH

AE
BIHE 2t2|Xtoil Cheh ID H|E 20| 84S LT

HYE O& % AFEXHE Active Directory, Azure Active Directory(Azure AD), OpenLDAP SE= Oracle Directory
Server2t 22 CHE A|ARIO|M 2t2[SHEE St2{H H|'AE 2t2[Xtoi| chet ID mH{2jjo| M2 ’S‘é* & UELICH

"t 2
© 5 AFRSI0] HlIE Ba|Xt) 2OQIRALIC A|2lE = 2 Hate K|
- S5 oyl FBto| gLt

* Active Directory, Azure AD, OpenLDAP EE= Oracle Directory ServerZ ID S2XtZ AF2st0 U&L|CH
() ==0l 9= LDAP 3 MHIAE AFSIRIE 7|2 K2l 2 Ao 2olstIAlL.
* OpenLDAPE AtE25t2{H OpenLDAP AMHE FM8HOF BL|Ct 2 EZTSHMA|2 OpenlLDAP A 714 X[A.

LDAP AE2to| S0 TLS(Transport Layer Security)E AE5t2{= A2 ID SAH= TLS 1.2 £= 1.32
ArEolOfF BIL|CH S TZSHMA|Q 2HA TLS HZ0| X5 = 2.

O =fe4oi| CHaH
HIEEQ ID HIE{2[0]d MH|AE T = A=K HRE
Manager&2 2 #4& ID HH2{|0]d MH|AS SRY = AFLICL ID 111|E‘|E1|0|*4 If|Of X|of| M M| AZH i O HAIX[Z}
HA|Z[H O] EIHEO CHal o Se ID £2AE T8 4 glELIth

o This tenant account uses the LDAF server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.
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1. M2 22| * > * D HC{|0| M * S MEdgtL|Ct,
- ID H|E{20]d AtE * S MERILICY.
A

2
3. LDAP MH|A Q¥ MMO|M 74 LDAP MH|A Y S MEiSL|CE

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenlLDAP Other

Oracle Directory ServerE At85t= LDAP AMH 2| Zt2 FAstH * 7|E * E MEHRIL|CE,

4. J|Ef * £ HEiSt B2 LDAP £ MMO| HEES ZtgefLICt O™X| g4 ChZ HAZ o|SHLILY.

—_ 71—

x|
ASEXEIE IotEl £ O|EQILICE 0] £42 Active Directory2|
A2 'AMAccountName', OpenLDAP2| A2 'uid’?t Z&LICt. Oracle Directory Serverg #+4st= 22
"uid"E Y erL|C.

m

° * At&X} UUID *: LDAP AFEAte| E3t 1R AlEXp7L ZetEl £E49| O|E|ILICE 0] £42 Active
Directory2| &< objectGUID, OpenLDAP2| &2 entryUUID2t Z&LICH Oracle Directory Servers
Tdst=E 82 "n2uniqueid"E YBSLICH X|™HE &dof Cigh 2F AL8XI2| 22 16HIO0|E = EXHE
gAlo| 32Xt2| 16%l4= = XI0{OF 61, 5H0| =2 FA|ELIC

°*JF 1R 0|E * LDAP 52| 11 AMHXIIt ZohEl £ 9] 0| S RLICE O] 42 Active Directory2| 32
'AMAccountName', OpenLDAP2| Z<% 'cn’dt Z&LILt. Oracle Directory Serverg #18d5t= 2% cna
olzdstL|Ct
H=—dg .

° * 1F UUID *: LDAP 82| g+ 117 AEX7t ZetE £49| 0|FYLICt. 0] £42 Active Directory®)
4% objectGUID, OpenLDAP2| Z< entryUUID2}t Z&L|C}. Oracle Directory ServerE #85h= 8%
"n2uniqueid"E YSLICL X|™HE &dof Cigt 2F 1F9| 242 16HI0|E = 2XHE dAl9| 32X2] 16%!+

ZXAHO{OF SHH, SO E2 FAIELICE

5. D E LDAP AMH|A Q30| CHal LDAP ME A MMoj| Z Qs LDAP M 2 HIEQ3 HZ HEE st Ct
° *SAE 0|E *: LDAP M| FQDN(H2tEl =2l O|E) EE= IP FAQILCE

° * LE * LDAP MHOf| 3 &5t= O] ArE&[= ZEYLICE

@ STARTTLS?| 7|2 X E = 3890|101 LDAPSS| 7|2 ZE = 636QL|Ct. d2{L} EstHO|
SHIEA M E ER 2E TEE ALY £ Q&LICE

° * AL2X} 0| & *: LDAP Aol HZY AFEXte| DN(27 0 &)2| Al Z= LIt
Active Directory2| 22 Of2i% 22 0|F = MEXL 7|2 0|52 XFE += ASLICH

XEE MEXtE OF 3 AFEXIE LIZSt D Ch2 £-40] AMA S = A= Hoto] A0{0F Lt
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o

o

* MY 015 EE uid
* objectGUID, entryUUID, nAuniqueid
" 'en’YLICt

* 'emberOf' EE= 'isMemberOf'

= Active Directory *: objectSid, primaryGrouplD, userAccountControl, userPrincipalName

* * Azure *'accountEnabled' ¥ 'userPrincipalName'

* ol *: AFgRL 0|23 GIZE s eLiTt

Directory Of||(OF2H)0lA | 0|£0]| 7|2 DN(DC=StorageGrid, DC=example, DC=com)a} &l R &
OES EY IECZE AIBE 4 &LICH

T M
©® =

* AFEXE 72 DN *: AF2XHE AME LDAP 89 E2|2] 117 0| E(DN)2| A = L|CY.

1RO * &2 * OF 7|2 DN * Lol M 1F73f{oF ghL|Cf.

iz

(D) M8% DR OIS~ 22 * AFEXH 712 DN * LioflA TR sHof BiLic

* ALSXH 012 Al HIOIT * (Meh ALY IS X502
OIS TEIS Ao BILICE

Jiot

folgt 2 ¢l= AL StorageGRIDUIA 7|2 AF2X}
StorageGRIDZt MH|A AFo| HiQlP e 4= gl= 2 AFZXIIL 201 = YLD Z * ALEXt 0|5 4
HiQIE * = M|Sdt= A0| ZELICH
CHE HE & SHLIE gLt

* * UserPrincipalName IH&l(Active Directory 3! Azure) *: '[UserName]@example.com'

* * 519 £F 22 0|2 &l (Active Directory & Azure) *: “example\[AF2 X} 0| E]'

= * 1R O|& IfEl *'CN=[UserName],CN=Users,DC=Example,DC=com'

[UserName] * & A JCH= ZotetL|C}

6. TLS(HE AIZ o) MMoilM Hot MHS MedgtL|Ct.

o

o

o

* STARTTLS ALE *: STARTTLSE AF25I0{ LDAP AH{ete| EA Hot2 MHBILICE 0] M2 Active
Directory, OpenLDAP = 7|E} O] CHaH # &= X2 AzureOll M= K| E|X| F&L|CH

* LDAPS * At2: LDAPS(LDAP over SSL) M2 TLSE AI25t0{ LDAP MHO| HAZEL|CE Azure| HL
0| SME MEHS||O} SHL|C},

—_= ="

*TLS * AFE ¢t 8 StorageGRID A|AEIT} L DAP At Zto| HIEQIS ERiE 2 H5E[X| gi&LICt Ol 382
AzureOf| A X[ E|X| gF&LICEH

@ Active Directory AMH{7} LDAP MEE XME%t= 2R *TLS AL ¢t &t * SHE MEY =
Si&LICt STARTTLS = LDAPSE AtE4H0F BHL|Ch.

7. STARTTLS = LDAPSE Mot Z2 & Hotof| AFBE[= ASME MEiSL|CE
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° * AFEXL X[E CAASAM ALE *: ALEXF X|F 2ot S M E AHE-LICE

O] MHE MENDt ZD ALSTH X HOt AISHS ASHO CAQIBA HAE Axjoll £0] YBLICH

cam
0%
mjo
Rl
oA
oF
N
r
=2
2
Y
Io
>
[m
=°.=
=
ot
r
Inl
w
o
N
«Q
D
®
Ry
U
mr
—
o
>
T
Rl
=
=2
flm
rPl
ruﬁ
nx
o0z
ic]

o A MM0| R=5tH "Test connection successful(HZ EHIAE HZ)" HA|X|7t LIEFLLICE Save * &

MEtisto] 2ES MERLIC
© 3 HYO0| BRE R "EH|IAE HES AWEY + YUSLICH HIAX|ZF LIEFELICE BE2] * & HEtRL|C
O LS 2HE 2S5t HES ChA| B|AESLC

3. HIQIE ALEXt 0|8 HAIS HST 22 Ra% S8 AFZXI| AgXt 0|1t Y= 5 YL,

Ol S0 AtEX} 0| 21t A= E YHYLICL @ =/ E2 S SXAHE ALK} 0| 0| Z&oHX| DA 2.

Test Connection

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username

myusername
The username of a federated user,

Test password

Cancel Test Connection

o Hd 40 | R75}H "Test connection successful(Z HIAE H3)" HA|X|7} LIEHEL|CE Save * 2
MEHSto] A™ 2 MERLICL

o I A, HIQlY ALEX} 0|8 WA EE= HIAE ALEXL 0| B2t =7t SHIEX| Q™ 2F HA|X| 7t
LIEFEfLICH 2E EXE sl Zstn HES CHA| E|AERILICE

ID AAQ} ZHH| 2 =7|3kH|C}

StorageGRID A|ARI2 ID AA0M HE{2{0]d 2D AFBXE H7|1HMo = S7ISHRfLICt. AFZXE #ets Z[chet
wa| HSHALL Moot = 22 S7ISHE ZHZ AIRE £~ JASLCH

|
ID H|E{2{[0] 4 H|O|X| 2 O] SEHL|CY.
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H|OfX| 2 2{0f[A * Mt S7[=t* & MEFLICH

S7|st T2 M| AE 2F0f e Ok AfZHo] 2™ = AFLICE

@ ID 2A0AM HEH2[0|M O F AEXE S7|2t6t= Ol X7t /e 42 * ID 0| 57|39t
Amj * 207t E3|HELCH

D H|H2j[o| M E H|gdstetL|Ct

a5 % AFE X CHEh ID HIEHY0|ME LAMOZ E= HAMOZ H|gMstet 4 JUESLICEH ID HIE0|MS
ALESIX| A= F HHSHH StorageGRIDSH ID A4 7H0l| S410] O|F0{X[X| tELICt 2Lt fdst B¥2 Otz

FXEEZ LE0 ID HE20[ES & ChAl ALEE & ASLICEH

Of ZFHofl 3

ID HIC{[0| M S ALESHK| =& HAFSt7| Tofl THS AeS 2helsliof hL|C.
* HE2|0|d AEX= 20" 4= §lELICE

* A 2let HE2|0| M AL Xt= M|M0| 2= W77HX| StorageGRID A|AR0]| CHet A M| A 2SS R X|SHA| 2
Mldo| =l 20l= 2a0le 5= giELICH

* StorageGRID AIAEITH ID A2 7to] S7|3Hs £HE|X| 00| S7|3te|X| 42 Aol cheh L = Fwot
SBER| QLI

* SSO(Single Sign-On)7t * Enabled * EE= * Sandbox Mode * 2 A El A2 * Enable identity federation *(ID
H|E2|0]H AHE *) =hel2to| Hlg-dsHElL|CE ID HH2[0] 8 S HI%’SQFOH#E Single Sign-On H[0|X|2| SSO
AFERT} * AL OF B * 0]|0OF HL|Ct 2 EESHMA|R SSO(Single Sign-On)E H|ZHAslstL|Cl,

A
1. 1D HT{2{[0] M TO|X] 2 O] SEfLICt.

2. |D H|C{2|0| 8 AHE * 2telztol MEdS FAptL|Ct

OpenLDAP AMH T4 X|%|
OpenLDAP AMHE ID H|C{2]|0]| M0j| ALt OpenLDAP MHOA EX M-S FMsl{of gfL|Ct.
ActiveDirectory &= Azure7} Ol ID 2 A 9| AL StorageGRIDE 2| £ 0| A H|ZHHSHEI AF2XL0]

(D tlitt S3 AHAE FSO= AEHHR| SHALICH S3 ANAE Ketdteiel A8 RIel 53 7|8 Atlsta
BE JIZ0IA ALBXIE FARILIC

MemberOf %! 714|3t QHz|[0]

MemberOf X 4|2t @H{2{|0| £ &-dStsoF SfLICE XiAet LIE2 o e I8 A4 | | 22| XHS
KRS A 2http://www.openldap.org/doc/admin24/index.htmli["OpenLDAP A *“1' M: HT 2.4 2t2| Xt 7HO[EMA).
ol Al

X HEl QA 7|2/ EE A0 CHS OpenLDAP &4 71 AsHOF gL Ct.

+ olcDblIndex:objectClass eq

 "olcDbIndex:uid eq,pres,sub’
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* 23 Dblndex=cn eq,pres,sub

* olcDblIndex: entryUUID eq

ot XMool M52 2ol AHEXL 0|5 =20l AZE LEES Qe AsHof ghuct,

ol de OF A RX| 22(of chet BEE

£t x5 A| 2http://www.openldap.org/doc/admin24/index.htmI["OpenLDAP & EAl: T 2.4 22| Xt 7H0| E"A].
JE8 stelgct

S3 HIHUEO Cist OIS HALICH

22 058 495104 S3 ArEXAF 2F0| thist Hets #eled +=

$O ofm

|y mot

e

L |_J

Sy
o
N
Pl
O
N
—

e
9
ro
N

* £ AI8%H0 HIHE t2|Xtof| 2 a1sHof SHL|CE X s = & HErRA.
© RE ML ABHO0| A= AHEXF 2F00 Fohof LICH S HESHYA|L HEHE 22| Zet,
* Y IES /tNRH = 4% ID HEHH0|ME Y5t Se 21F0| o[0] FHE ID 240 AELICH.

S30i| Chet XMt LHE2 & EXRSHYAR S32 AFE R LICE

1. AA B2 *>* OF * 2 MEfBLCt

Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

: e

Hame = m = Type = Access mode =
Applications 22¢cc2el7-8Bee-4461-38c6-30b550beeech Local Read-write
Managers 8b15b131-1d21-453%-9353d-229334Tc4dB Local Read-write

1

2. Create group * S ME{BIL|C}.

EH
3. 24 158 MM3St2{H * Local group * B2 MENSI, 0|

L off 2HE ID AA0N IEE 71 22{H *
Federated group * B2 MEHSIL|CE,
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10.
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. Continue *

AN A RE
A

o * 0| OE *: 1Rt 0|2 2ITtL|Ct. Active Directory2| 22 1193t 0|22 'AMAccountName'
£ M1} 2AE 0|2QL|CH OpenLDAPS| ZQ 18 0|22 "uid" EA 1} 2= 0|2 QL C}

=

=

£ MERILICH AFEXIZE o2 OF0| £l 0 2E OF0| 7| HEC R AHE U= FLR
AMEAHE MEiSE 2= &3 8 7IS0 tiel 17| TE Hets HA| LIt

7
° *QII-MT| * (Z122)): ArEXH= HIEE ZE[Xto 2a205t0] HIHE 7S 2l = ASLICE

© " S3 M A gig % 7|23t 0] 1 O Bt 53 2|4 A0
AMATE 4 YBLITL O SHS MASIH TE ALBXIBE J| 2O S3 2| A0 AYAE 2 YL
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"Statement": |
Read Only Access (
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials
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Groups = Applications

Overview
Display name: Applications #
Unigue name: group/Applications
Type: Local
Access mode: Read-write
Permissions: Root Access
53 Policy: None
Mumber of users in this group: 0
Group permissions 53 group policy Users

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and
features.

@ Read-write Read-only

Group permissions @

Select the tenant account permissions you want to assign to this group.

Root Access

Allows users to access all Tenant Manager features. Root Access permission supersedes all other

permissions.

Manage All Buckets Manage Endpoints Manage Your Own
53 Credentials
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Manage users

You can add users to this group or remove wsers from this group.

.

Username = Fulllame = Denied =

User_ 02 User_02 Managers
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Add users

Select local users to add to the group Applications.
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Edit group name X

Specify a new name for the group Applications.

Must contain at least 1 and no more than 32 characters
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.
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Users

View local and federated users. Edit properties and group membership of local users.
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To save the keys for future reference, select Download .csv, or copy and paste the values to another location.
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Buckets

Create buckets and manage bucket settings.
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Create bucket

Enter bucket details

Enter the bucket's name and select the bucket's region.

Bucket name @

Region @

us-east-1 v

Cancel

— =y 2]

° 2f StorageGRID A| A0 M D R3H{OF SILICHEIHE AFHH M DRSH 242 OFH)
° DNSE &=31{0F gfLCt.

° 3Xt 0| &t 63X O|5HC{OF BHL|Ct.

© 2t Elol2e ARK} EE 22 AXISID ZLIOF SIT ARK, £t U SO|Z B MY 4 UBLICE
© Th SAE AERU QHOIA 717t AFESH| ZOLOF BILICE DR AfH] UETIE QIS SHolo]| 278
Ao 4 AgLict

@ XMt 82 E HESHA|2 "H3! BE [ 2l0]| CHet AWS(Amazon Web Services)
FMALICH.

4. 0] H7lo] FS MeEfgLCt.

StorageGRID J_,—'_|'E|I|-7|- )\f% 7}%@‘ %:'(Z', EO” I-I_g_E|E E||O|E'| HS E‘,‘x_,HOﬂ

g2 0| £ QELICt 7| EMoz 2

=T MHd

49


https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html

O] HZlof| 2 RLEMES| R = HTS Motz QEHE HH He|E SysiotiAl. O3 Ch3 ER0| utat
ZHH|2] o] H *% Yaeh = ASLIT

7. 3 QEFE B3 MH0| LIEFIE t{3l0f teh S3 2ERE T3S MHHO= s,
() izis wus S0l 53 QuslE HFS MHSPLL N 4 el
S3 QEME Iz MM

S3 S2f0[AE OHEE(A |0| O| H20 =otel QERE et 22 S= =Mt 8l HHY 2R 282 A[Fot={H
HX 210 Cisl| S3 REME HFS edstaliof gLt

o 2E|7t MHSe 2 dgstELInt Eot ThsE 29| 7
Rot 2Z 282 AFoHA| g Ao =EE 2 IHAo HEEL

[

Bzl CHali S3 REHE T3 dEoIH H
HEQC gl J|B HE J|7HE X =}

8. Create bucket * & MEHSHL|C.

H210| H-g&[0] M2l H|o[X|2] E|o|S0f| =7HELICt.

=R

ILMZ AHESHH JHMIE 2t2|ghL|Ct

rH

BlE1E 2H2] API 0|3}
S32 AFRELICH
S3 B2l M HEE =L}

HIEE AFAHAM B2 S H3 28 552 = =+ ASLICL

|

u
fo
rot

A

* £ AE3H0 HIAE 22| Xfof| 23 l8l0F fL|CE X H 5= 2 HEteA.

A
1. AE2|X|(S3) * > * K2l * S MEfpL|CY,

Bucket H|O|X| 7} LtEHLtT E'H E A|Fof| Chet 2= H3I0| LIFEL|Ct

50


https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/s3/operations-on-buckets.html#using-s3-object-lock-default-bucket-retention
https://docs.netapp.com/ko-kr/storagegrid-116/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/ilm/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html

Buckets

Create buckets and manage bucket settings.

Create bucket

3 buckets
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Buckets = bucket-01
Overview o
Name: bucket-01
Region: us-east-1
Date created: 2021-11-30 09:55:55 MST
View bucket contents in Experimental 53 Console [7]
Bucket options Bucket access Platform services
Consistency level Read-after-new-write (defauit) v
Last access time updates Disabled v
Object versioning Enabled v
S3 Object Lock Disabled v
My BY 2ES WIS
S3HIHEE A%tz 22 HIUE #E|Xt E= HIHE 22| APIE AHE610] S3 H{ZI9|
- i - = —_ A
QEHE| Cioh £3E FIo| HEHA HoIS WA £ ALt
L%t 2
* £ AH25t0] HIHE t2|xtof] 2al8H0f PLICH X2l 5= 2 HErRA.
* BE WA | E= RE MM A AHTH0| A= AFEXF AF0| £3H0F LI ol2{gh #ot2 OF E= HA FMo|
AL Aot B S MEQELCH S XA BHE 22| 2ot
Of ol s
NN B3 HHe QUHES| IR 4T AR CHE AE2X| LT U ALO|E0|A Of2{3t QEE|E 0| 2A2ky 7to]
7Y S MIELICH LEE O = HII0| CHSH * Read-After-new-write * Hefd &S ALESH{OF SLICEH
M MI| = 7|+ Hetd 2% 2f| 20| 22t0[AE ofZ2|AH[0| M2 27 AltS XX = 3 HI Hgd &2
HHSI7ALL 2 A5 Hetd EZ RS HEY & UELICt consistency-Control HE|2. & SEIYLIC

Consistency-Control d|E & H3l ety 2|H S @HEI0| =L L.

®

CHA|
1. AE2|X|(S3)* > * B3l *
2. ZE0|M HII 0|ES

#300] Hety

mo

Gl

oX

MY

& ohet w1

ot
1

F=| Kot

Hi- 1

=z 2R SHAH 2FELIC)

S MEfghL|Ct.

—

-

Megiict

52


https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html

o

*
o3
I
o
>
o

*
Py
D
QO
Q.
>

E

>.
=
i
=
=2
::
::
39
e
|&
N

0
0z
mot
0x

-After-new-write * (7|
ﬂ“éic’ Ml S gL, I'_7f

fva
o
00
0% E
wa
o
_'T_'
HI
oy
=
Ok
fim}
I
M
10
ox Mjo
40
2
rH
0z
L
r
_IT|_

ne
-

= o|
o — — . -

|9(01| 74°| E’o“.: EJ OI EE*E._' H2lol 2R = EXSHR| gb= 79
—?—) S3 FabncPooI K22 X E| K| Sb&LC

MENSHL|CE

=

*
>
ot0

r

>(-
=>.;

\I

:l:
i

pist

\I

:l:
i

1%
E
_m
_|
=2

[

OF

22>
e 00
‘_°-°.l
|_
1

d

5. ¥

S
0l
Rl
0
M
mlo

OpX|2h HAMA AJZH HCIO|ES AMEStAHLE AESHA| == AFRfLIt

J2|= 22|Xt7} StorageGRID A|AEIOf| CHEH ILM(BE 8 F7

QHHEO| O}X|Tt H|A A|ZIS ARSI Sl QEHMEE [I2 AER 2
ORE AN E MO =E X|™HY + USLICH SIHHEE Argars 22 S3
QEMEO| CHTH OFX|2 ANA AIZH FHO|EE &HAM3}5I0 0]2]t @8y

o] X|&2 B X| X|E0|M * Last Access Time * M E AESH= ILM 1Al 2 StLt 0|4 Z&StH= StorageGRID
A AR 2 M EEL|CE StorageGRID A|AEI0f O[2{3t 70| ZSE|0] /K| ptQH O] XS FAIY &= JUSLCE

Lot 2
* £ ALZSI0] EAE B2|Xtoll 2IIHOF BILICH K| I5|= 2 H2te X,
* DE Hi3 PE| £ RE ANA ANO| Ol ASIF IFO £0F BILICE Of2{¢t MBS IF i H3l HHO)
12 2t S HESIHUI, B AEHUALL A o) A

* ORX|2f HMA AIZE* 2 ILM FHEIOf CHEE * F = AlZE* BiX] B A8 = A= 4 T StLtLIch 7
= AZHS OFX| 2 °—*.'A1|¢ AZtez *E“EﬂOPE 2|2 FHE|XHE S JHMIE DX = HMBE AZ|(847] E=
EI0)of w2t £ M2 X0 JHAZF X & =5 XY = ASLIT.

=

=

M

o=

I 20| 2 LEMEES O WE AE2[X|0 RX[St7| o 22|= #E|XtE LSS XS ILM #AIS
M o
o

* XLt E S0k ZME AHls 2 Aga|X) Soj Lot ofof gich
K|t 0] ZMSIX| Q2 A= O AO|E %I O|SBH0F HLICH
() == 23 37) 2212 AISsI0] NS BRIsHs WOl it XAS BESHAIR.

7|2H O OpX[at M| A AJZH0]| CHSE YOOI E = A2 E|X| 24&LICE StorageGRID A| AR * Last Access Time *
=SHE AHBSH= ILM 7|0 ZEE[0 1 o] FMO| O| Hzlo| QHHMEN M| E st2{H sifT 72lof XI™E S3

710l CH3t OFXI 2t o H|A AlZboll CHEF QB0 ES ErAdsisfof BiLIct,

53


https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html

@ WH|7F A2 o OpX|at M A A[ZHS YH[O|ESHH E5|

StorageGRIDE= 44| 7}

LB

ZHAH =]
[ R 1

mjotch CFe

O—o—

- K|S M EFAAIZ QArfo|EFLICt

* ILM TH7| B0l JHMIE =7

O| H0il= OFX|2f HA|A A|ZHO] HIZHY

UFLILH.

2HA|, S HAA
Mol S5 E=oiY
HIEIH[O|E &
Hdalists ELIC

il e| HIEHHIOIEE
YO0l ESIE S
LI

oF H2I0|M CHE
HIICZ QEHNE
=ALEH

o R
2ESEE
LI

=
R2ECE

A

1. AE2|X|(S3) * > *
2. ZE0|M H2l 0|F

HZ MF HE

3. Bucket options * > * Last access time updates

=
4. ORX[2h A AlZH ACIO|ES 2 2tdtr Lt Hl 2 dstot2{H

54

FStod iz ILM 72! 8!

=7t HAE =-slof

SHE[ ALt EdstE off HZle] RE QENE

OX|2} M| A AJZHO| HIEH-dStEl B2

S(7123Y

OFX|2F HAM| A A[ZHO|
HEIOIEEIASLIIN?

ofL| R

o

* oL, A
SH 2L

* Off, ched SAL=of
CHaH fLich

ol 2= o]
Chsl FHserich

o =
T

*

mjo

rx

JITI

il

-

o

| O X| 7} LIEFEfLICY.

ILM ™7t CH7|Eof|
ZHH| 7}
FItE[R}AELII?

ofL|R

o

* OfLR, &2
SRt

* ofl, et SAR=O]

CHEH RiL|Ck

of. 2= o]
ChsH FHsetich

“ g Meypi

ZMofl Chell CHAl Bt 5=

StEZ ORX|2f M| A AJZE

AL

OFX|2f A2 A|ZEO]

OFX|2F A M| A A|ZHO
HCO|EEIASLII?

o

o

© Oof. 22 SH =20
CHo 7%2 L|Ct

* Of, et SAR=O]
CHoH i LIch

of. 2! JHof
Chs FHserich

|Ct.

28 Z

xt2 JiH|2| StorageGRID A&50| A3t

YHO|E Al §5 FE0

off HEE&l= SE0| R9fE[0]

ILM ™7t CH7|Eo
ZHH| 7}

FItE|AS LI

of

of

* 0ol &A SR 2|
CHa ZHsEL|ct

* O, CH& SAH=0]
CHoH RiL|CF

off. =&l ZHAof
CHol 7hs gLt

Y 2|2 HES MEfgiL|C)



Bucket options Bucket access Platform services

Consistency level Read-after-new-write (default) v

Last access time updates Disabled ~

Enable ordisable last access time updates for the objects in this bucket.
When last access time updates are disabled, the following behavior applies to objects in the bucket:

® Requests to retrieve an object, its access control list, or its metadata do not update the object's [ast access time. The object [s not
added toILM evaluation queues.

s Requests to update an object's metadata update the object's last access time, The object is added to ILM evaluation queues.

» Requests to copy an object from one bucket to another do not update the last access time for the source copy and do not add the
source object to the ILM evaluation queue. However, the last access time is updated for the destination copy, and the destination
object is added to ILM evaluation queues.

s Arequest to complete a multipart upload causes the last access time for the assembled object to be updated. The new objectis
added toILM evaluation queues.

o Updating the last access time when an object is retrieved can reduce performance, especially for small objects.

Enable last access time updates when retrieving an object

@ Disable last access time updates when retrieving an object
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Bucket options Bucket access Platform services
Consistency level Read-after-new-write (default) v
Last access time updates Disabled v
Object versioning Enabled A

Enable object versioning if you want to store every version of each object in this bucket. You can then retrieve a previous object version
to recover from an error.

After versioning is enabled, you can optionally suspend versioning for the bucket. Mew object versions are no longer created, but you
can still retrieve any existing object versions.

@ Enable versioning

Suspend versioning
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<CORSConfiguration
xmlns="http://s3.amazonaws.com/doc/2020-10-22/">
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>

CORS 7 XMLO|| CHEE XbA|TH L8 2
Storage Service JHZX} 70| = & & XSHUA|L".
HIHE Z2|Xto|M * AER|X[(S3) * > * B3] * & MEfRIL|Ct.

2204 B2 0122 Mefztct

2! M2 H & H[O[X| 7} LIEFEfL|CE.
Bucket access * > * Cross-Origin Resource Sharing (CORS) * £ ME{SIL|C}.
CORS * gzt giolets MEHgtL|Ct,

SAE MK CORS 74 XMLS 204 911 * #12 LH8 Mz * 2 Megh|ct
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Bucket options Buchket access Platform services

Cross-0rigin Resource Sharing
(CORS)

Disabled ~

Configure Cross-Crigin Resource Sharing (CORS) for an 53 bucket If you want that bucket and objects in that bucket to be accessible to web
applications inother damains,

Enable CORS

CCERSLonEiguration

rmins="http:/ /33 amazonaws.com/doc/2020-10-22 /">

<CORSEnle>
ZA1lowedOrigins*< Al lowedlrigins
<A1t owedMethod -GET< /Al 1 owedMathod
<hllowedHeader>*< /Al owedHeader>

«/CORSRules

<CORSEule:
<]l lowedCrigin>http: //wwd.example., coms fAl T owedOrigins
<4l TowedMethod>GET /K] lowedMethod
<A1l owedMethodr-POST< /Al lowedtethod>
¢RllowedMethod>DELETE</Allowedtethods|

7. #{719| CORS MHS +st2{® HAE X0 A CORS 74 XMLE UO|0|ELHLE ChA| A|ZHst2{ @ * Clear *
S MEfSHUAIR. 021 Chg * 3 ARt MT g MEiBLITE
8. #210f| LHEH CORSE HIZH43t6t{H * CORS * B3} stolztol Melg #A8hCg * HA Al HE * 2
et
$3 HZIS AmgLCt
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CHEE XEA[SH LHOS £ HESHHAMR FE +F F7| 22| E AESH0 A 25| /et K&,
A
1. AER|X|(S3) * > * {3l * & MEdgL|Ct
Bucket H|O|X| 7} LIEtHLET 7| ZE Q| HE S3 HZIS HA|LICH
Create buckets and manage bucket settings.
JbL‘Ckcts
Experimental 53 Console [
Name = 53 Objectlock @ % Region % ObjectCount @ % SpaceUsed @ 2 DateCreated =
bucket-01a P us-east-1 0 0 bytes 2022-01-06 13:48:08 MST
bucket-02a v us-east-1 0 0 bytes 2022-01-06 13:48:26 MST
bucket-03a us-east-1 0 0 bytes 2022-01-06 13:48:38 MST
2. MEIE Y H 3l golzhs MERBIL|CE o Hof| & of&e| H3lg MES o~ JUEL|CH

Y w7t 2detELcH
3. TR DlOIA * B2 AR| * (= 5 O[4g MEi3t 22 * B3 A%l *)5 MetBiLICH
Experimental 53 Console [
Delete bucket
PE——— — Region % Object Count @ 2 SpaceUsed @ = Date Created =
bucket-01 us-east-1 0 0 bytes 2021-12-02 11:14:26 MST
bucket-02 us-east-1 0 0 bytes 2021-12-02 11:14:49 MST
4. =0l CHat &XL7F LIEHLIH * of * £ MENsto] MENSH I E HZIS AMM|RLCh

StorageGRID= 2t 10| H|0| JASS &elst O3 2

oo

LS — -

H210[ H|0] QUK QLF HIAIX[Z LIEFELICE HZIS AfHSte{E HA HE 28

Experimental S3 ConsoleS AF2%fL|Ct

AF23510] S3 HZle| QEHNE
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==

S
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M NetApp ‘ StorageGRID Experimental S3 Console enanto1

Buckets > bucket-01

1 (7 bucket-01

Upload Mew folder Refresh Actions v search by prefix Q

Loglcal space
used

Name Last modified on

2021-12-03

03_Grid Primer_11.5.pdf 2.73MB
09:43:26 MST

2021-12-03

4 i i
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

Display name @ = Lasterror ® = Type® = URI®@ = URN® =

Mo endpeints found

Create endpoint
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Create endpoint

o Enter details & ct authentication type

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @

URI @

URN @

Cancel

HAI 0|52 Y=t 2t O 88 Zt=kot| 28—t

HE MH|A RE2 2 HOIX|o LI i EF OIF
[ ]

- URI* ZEO|M 82 18 URI(Resource Identifier)S X[ & gfL|Ct.

CtS A4 & SILIE AFS-LICE

https://host:port
http://host:port

FOoll EA|ELICH K2k o Fo| s

TLEE X|™SIK| $OMH T E 4430 HTTPS URIO| AF2E| 11 ZE 802 HTTP URIO|| AF2EIL|CY.

O£ £0 StorageGRIDAA SAEE|= K319 URIE= CHE 2t Z&L|CH
https://s3.example.com:10443

0] of|0lA{ '3.example.com’= StorageGRID HA(High Availability) 1&2
LIEFLHD, 10443'S 2C W2l B0 Mo|sl BEZ LIERHLIC}

_._

| 7k IP(VIP)Ol CHEE DNS S22




o

() rsste o moj XiES met| Sle 2 ety

ORE7ER 2 AWSOll M 2 ARIE|= 219 URI= L2t #
https://s3-aws-region.amazonaws.com

@ AEZAETL CloudMirror S| MH| A0 ALZE|= F2 2! 0[S URIO| ZESHA| OFYAIL.
B2l O|E S * URN * HEOf| ZEHA|ZL|CE

5. 2H0f oigt 1R URN(EIAA 0|8)2 L SLCE

6. Continue *
7.

Create endpoint

e Select authentication type

@ Enter details

Authentication type @

Select the method used to authenticate connections to the endpoint.

Anonymous w

Access Key
Basic HTTP
CAP (C25 Access Portal)

Previous Continue

HMSste X4 S0l Ce 2[220] gt 47| M5H0] A0{OF gHL|CE,
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Create endpoint

@ Enterdetails — Select authentication type o Verify :s.en.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate

Previous
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Platform services endpoints

use.

4 endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Display name @ lasterror @ + Type® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2
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2 MF [O|X|Z} LIEFELICE
Overview N
Display name:; my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration
Verify connection @
Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.
Test connection

M

oot

3. Test connection * FLICE,
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80

use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Displayname @ * Lasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

28 MF ZE& Ho[X|7} LtEtELICE.

Configuration * 2 %}

L|Ct.




Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate
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Platform services endpoints

use.

4 endpoints

Displayname @ * Lasterror® <= Type@® = URI® =

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1 $3 Bucket http://10.96.104.167:10443
my-endpoint-2 € 2hoursago Search http://10.96.104.30:9200

my-endpoint-3 Notifications http://10.96.104.202:8080/
my-endpoint-4 3 Bucket http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2
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* > % T AMR| * 2 MEASHL|C}.

el HIAIX| 7} LIEFELICE,

Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-10?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

- HIE Z2|Xtof| M * AEB[X|(S3) * > * B3l * S MEIRIL|CY,

- 22 HZIO| O|F S MEPfLICY.
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Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.

# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<ReplicationConfiguration>
<hole></Rale®>
<Hule>
<StatusrEnabledsy Status>
<Prefig»zZ020</Prefigs
<Destination
<Bucket>Rra: Bgwsts 53 L2l —recovds</ Bucket>
<StorageClass>STANDARDS/StorageClass>
< /Destinacion>
</ Bules>

<;Repllcatichcnflguratlcnﬂ
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X
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>

<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>

<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled

Event notifications Disabled

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.

® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

<NotificationConfigoration>
<TopicConfiguration>
«Id>»Image—createds/ Ids
wFriters
<5 3Key>
<FilterRule>
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterBule>
</ 5G3Key>
</Filters

< ToplcsSrnsaws

rEnssus—cast—1 050340850352 sgwa—topics/Topics

®
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J2|E 22 Xt E= O2|E 22| APIE AHE 510 StorageGRID 22| X7t 2t B E A of| CHal
ZHE MH|AE &MSISH0F BLICEH M XMLE MEE I 2 7} EH5HH StorageGRID
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Of IR M= "images/" MFAIZ K|S 2H= wiotct O|HIE LEO| MESE LT,
b. L20| T4 SNS etz o2 MEE|JU=X| QIS C},

o|E £0f CHA F=H|7F AWS SNS(Simple Notification Service)Ofl SAEIE AL A2l M4 Al O|HYS
HI|EE MHAE 2HT & JUSLICH

"Records": [
{

"eventVersion":"2.0",

"eventSource":"sgws:s3",

"eventTime":"2017-08-08T23:52:382",

"eventName" :"ObjectCreated:Put",

"userIdentity":{
"principalId":"11111111111111312121211"

br

"requestParameters": {
"sourceIPAddress":"193.51.100.20"

br

"responseElements": {
"x-amz-request-1d":"122047343"

by

s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"11111111111111112111"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {

"key":"images/cat.jpg",

"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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aM Set MH|AE 2fd MM El StorageGRID AEZQIES| URNES AHESHH CHAHE X|&sHof giL|Ct. o|2{et

AEZEOIE = Elasticsearch 22 AE0f| Mol QlHA 5l @3S LIEFALICE

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>
</MetadataNotificationConfiguration>

O EO|M= HIEtCOIE 23! 14 XML2| 240 CHa AF LT}

o|& 443

MetadataNotificationConfiguration  0|E}C||0|E] 22| 7iA| &l CHAIS X|MSH= O] AIRE|=

2 AXSHHAIR Fxlo| ZE|0|Lq EjaQIL|C}.

SHLL O| Ao Al QA7 TEte|of YELCE,
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MetadataNotificationConfiguration 240 Z&Hx|0f
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* "arn:aws:region:account-
ID:domain/mydomain/myindex/MyType"

* 'urn:mysite:es:::mydomain/myindex/MyType'

& XMLEZ HE5t7| Holl E-E dstiof LCt.
J=X| pfO™H 404 RLF = 2l #40| HmjgtL|ct,
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<MetadataNotificationConfiguration>

<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>

<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>

</Destination>

</Rule>

</MetadataNotificationConfiguration>

T 7HX| #AS AHESH0] HELT|OlE 2E T

Of oflofl M= T FAt fimagest LA[SH= ZHA| Q| ZHA| HIEHH|O|E{ 7t S CHE Q2 HEE| 1 HEFAL /videos2t L X|SH=
Mol A HIEIH|OIE = & H tie = HSE LT

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>

</MetadataNotificationConfiguration>

HIEtC OB Z2tol] ZHEl JHA| O EFCH| O|E{ L Ct
JSONO| A S8t MH| A0 I8 M E[ASL|CH

M ESH MH|AZ

A
(== R | =

o

-4

ME
met
C
Iul

97


https://docs.netapp.com/ko-kr/storagegrid-116/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-116/s3/index.html

A4 SBf AU AS PYBILICH

o O,

M S MH[A= JHM|7F A, AR L= oS HIEHE|O|E] EE= B 17t YT[O| EE motrt
A QU A JHH| HIEHH|O|E S E".:'.“—IEL

)
>

oY

=0
(o]

* StorageGRID 2|7t EI'HE AIFHof| CHall Z22HZF MH|AE AHE3I=E 80k SLCt.
* Qlelde FRIXIE Q= S3 HZlES o[0] M4 dsloF gLt
© dM S8 MH|AQ| T o = AMESIE{= 70| 0|0 RL0{0F 5HH URNO| RL0{of BfL|Ct.

Iio|
e _e= o
et B8 S 22| = ASLICE O[2{s A2 HIHE 2A2|KE ARSI HAlE P W OF &

[ |

+ DE B3 B2| EE 2E AN|A 0| U AR DF0H £3H0F BILICH O] HEHS ALBBOY HIUE
S3 B{210j ciet M

B2l FMo| At HHS WHOIBLC

rr to
rin

A HZlof chet ZHAM St MU|AS TSt = A S 2HS7LE HA[2| HIEHH|O|E = Ei S YC|O|ESHH thY
AEZQIEZ ZHA| HEIH|O|E{7} ’.‘Jé%!'—llif O|O] Z4A|7F ZetEl E210]| Chol 2424 %°* MH|AE EdststH 7|1E
Zixoff chst HEFCOlE ZEO| AIS 2= MEE|X| S LICE O[2{et 7|1E JHM|E Y0 ESHe CHeh ZA A= A0
'S MIEICOIE{ 7t = 7tE| = = SHjOf BLICH.

718 MEstH AM SEfS Edetdts ol 2R HIEtHI0[E 2 XMLE ZHELIC.

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

2. HHE 22|Xtof| M * AE2|X|(S3) * > * K2l * S MEASL|C]

l.

3. A2 HZI9| O|§S MEfBLICY.

B2 M 2 HO|X| 7t LIEFELICY.

98



Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)
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"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1"
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"
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