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NetApp® StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Installation Advanced -
Home

€ The installation is ready to be started. Review the settings below, and then click Start Installation.

This Node

MNode type Storage E|

Mode name MM-2-108-SGA-lab25

Primary Admin Node connection

Enable Admin Node discovery [
Primary Admin MNode [P 172.16.1.178

Connection state Connection to 172.16.1.178 ready

|

Installation

Current state Ready to start installation of MM-2-108-5GA-1ab25 into grid with
Admin Mede 172.16.1.178 running StorageGRID 11.2.0, using
StorageGRID software downloaded from the Admin Mode.

Start Installation

3. E5500SG ZIEE2{7t DHCPE At83tH] IP FAE 7IME = 8l

o.
%Lr-

rr

a. O|C{ull #[0| =2 A3 MH|A BES E5500SG ZEE2(9| 22| X E 20f HZERLICE




b. MH|A ME0AM & HetXE Lt
C. StorageGRID O{Z2t0[AA HX| T2 Mol Cigt o] URLE = LT + ~ *
https://169.254.0.1:8443%*

StorageGRID O{E2t0[AA HX| 22| X}t F H|O|X| 7} LIEFEL|CE. O HIO|X|0f| X Z HMAE [ HAE[=
HE S HAIX]= 0| Z 20| A AT oix HEE|0] A= YAl w2t CHELIC

() B2 2EUEE S S HOM ALY G T2 UL UE P FLE 160.254.02'%
YT 3 CHA] AIZBHIAIR

A 27 Arg

StorageGRID 0{Z20|AA HX| T2 HME =felstn gazf|oj=ghL|ct

O{Z2t0|AHA9| StorageGRID H{E2t0|HA Mx| T2 M2 StorageGRID A|AEIOf|
MX| =l AT EQ0] HF D} LX[S0F ZE StorageGRID 7|50]| XK EIL|C

|
ol
T
!

Lt

StorageGRID O{Z2(0|AA HX| TE=H0f| AN AHSLICH

S

Of ZfHofl CHaf

StorageGRID 0{Z20|H A= StorageGRID {Z2I0|HA HX| T= 20| AR HX[E AEl=E ®ZELICEH £ 20
2 12)|0| =&l StorageGRID A|AHI0| O|Z2I0|HAE FII5H= B2 H{E20|UAE M LEZ HAX|5H7| Fo
StorageGRID H{Z2[0|HA MX| Z2THE S5O = ¢TI2|0|=8H0F & 4 USLICH

M StorageGRID HHM QO Z ¢ 2{|0|=38tH StorageGRID ({Z210|AHA MX| Z2TIH0| X522 Y I2|0|=EL|Ct.
MX| =l o{Z2t0|HA =0 M StorageGRID H{E2I0|AA M| T2 1S HO0|=E LRI}t iELICt o] BAt=
0| H{T19| StorageGRID O{Z210|A HX| T2 20| ZetEl O Z2I0|AAE HX[St= 0T HetL|Ct
oA

1. StorageGRID {Z2}0|AHA M| TZ a0 * 05 * > * HYYof Fao|E *

2. X Hello| ™S StorageGRID A|AEI0]| HX|El AZEQ0] HE 1t H{mBL|C (22| 22| Xt A THoll A
C2H Ol0|Z S Mt » HHE * & MEPfLIC)

i
>~
m
=
o

-

o

T HFO| & I X7t Lx[siof BL|CE O] S0, StorageGRID A|AEIA HH 11.*6 *.x._y £ Aist=
4 StorageGRID O{Z2I0|A HX| ZT= 1 HM2 3. * 6 *._z_ 0[0{0f BL|CE.

3. o{Z2t0|AA0| StorageGRID O{E210|¢A HX| ZEMO| 519 £F HTO| Y= EL E O[S LICH "NetApp
CI2ZL: StorageGRID HE2t0[ A",

NetApp AIF2| AHEXL O|E 1t F= E AHESI 2 URfLICH.
4. StorageGRID Appliances*& * X| 2l It 2| MEot T} sl X3 MUS CIREESHYAIR.

StorageGRID O{Z2}0[AA m ol X|@ IS H = StorageGRID O E20[2AA ZHIC
HME Zotst="zip' OFFI0|ER, 2t HEER RHQ| o9l CIAE2|0| UYSLICE

|-O|'
=
s
o
rxd
ne
e}
2


https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-116/admin/web-browser-requirements.html
https://mysupport.netapp.com/site/products/all/details/storagegrid-appliance/downloads-tab
https://mysupport.netapp.com/site/products/all/details/storagegrid-appliance/downloads-tab
https://mysupport.netapp.com/site/products/all/details/storagegrid-appliance/downloads-tab
https://mysupport.netapp.com/site/products/all/details/storagegrid-appliance/downloads-tab
https://mysupport.netapp.com/site/products/all/details/storagegrid-appliance/downloads-tab

StorageGRID O{Z20|AA MU E X| @ TS CHREESH 2 '.zip' 0}710|E 2| &f=E E11 StorageGRID
O Z2fo|AA MX| T2 HX|0f it £ MH= README IIY S EXSIHMA|L.

S. StorageGRID O{Z2t0[21A HAX| Z=O40] 0] F2i|0[= HO[X|off A= XIH|| w2t kS EHAHIE
sl CF,

a. 7ZES2| 9 U X34 To] MEet x| THAYEeo] o|0|X))S Y=L
b. bl THE|MS @ Jao|=BiLick,
c. MEYStD DHE|MS HRELICE
d. S (I THEIMS Yaeo|=ELCt.

=

—

StorageGRID O{Z2}0[AA HX| T2 OH0f| HMATHLICE

i

0
HT

HES3 23 7X4(SG5700)

HECI0|AAS OB|E HESZ, ScI0[UE HERZ 8l ZE| HIES 20| HESH= O
MEEl= ZEO Ciet HIEX I IS Y + JASLILL B3 S ZE Sl HESA AE

BEES MFY 4 UBLICH

oA
0/25-GbE ZEO0|| 25-GbE 3 £ 5 AtE%}E = B
* AL8%tE{= ZEO| SFP28 EFHAIHE AX[}ELICH
* 0|2{gt 7SS XYY = U= 290X ZEE HAERSLICE
X

0| I AR

muln
>
00
ot
|.|-|
Jhu
[>
o
>t
ufn
-1
0x
Of
rr
oz
IE
o
o
of
mot
4>
o
o>
-
_IT|_

Aggregate LE ZAg R LACP U|E®|3 Z2Y ZE = 10/25-GbE ZEO| tigt VLAN Ef D X|H S A5t H
LSS sdeLch
* O{E2}0|AHAS| IEES VLAN U LACPE X|@E £ = AQX|of| HAZSLICE

* LACP Z0]| 0f2] A9{X[7t MEE[= B2 291K

MLAG(Multi-Chassis Link Aggregation Group) &= 0|2t
S5t A9/%|S KIBILIC,

* VLAN, LACP, MLAG £ 0|2f SS¢t 7|52 AH80t=R A2(X|E Tdot= Y#S Ol
aE

&2
=]
o
ruio
ﬁﬁ
E
m
u
Hu

* ZHHEQ 30| A 2E 1Q VLANE|D % 2t Q&L|CE O] VLAN Ef 1= HIES
2IREE| =2 2t HIEQI3 iZl0f| FIHEILICE

* 22| HERIZ0| Active-Backup Z=5 AESHHE 32 HEE2{Q & & ZEO| 0| A 0|S2
HEJUSLICE
ChaH

Ao
212 4712] 10/25-GbE ZEJ 1H XE A RE(V|2 740l Hegkl= HAE HFLI|CE

0| &
o1



i LEJF AR A=K| ZHeletL|Ch

O] IEQIZE ME3t= 42 ZE 11+ 30| 22I0|RIE
HIEX 30l cHaf 21 HZE LIt

TE 22t 4= O2[E HERITE ?ld AE HEE 0
UELICE.

£d BAY|
1

i LEJF AR A=K| =gt

—_

470 TE DE CHA | ACP B2 OESEEE B
ZEES 02|t HERZ 8 20| E HESH A E2fH0
AHE & USLICE

KOFE[0f AFLICE 7|2 22 FA EAIELICL 7|=20] ot
7|2 5t EL|Cf.

= 4719 10/25-GbE ZEE

23S M93f31“4 T8 HE 111I0IXI01I*1



HEHI & 2 S20[AE HIESRIS H|E4st S2t0[AE HIERIAL

(71272 2 dotE| A SLICH
Active-Backup(7|2Z}) * TE 29t 4= J2|E HEYZ0| <+ EZE 2%t 4= J2|E HIERZ0|
HE[H-EHQ] HetS AFEELICEH HE[H-tHQ] HetS AFEELICEH
* ILE 11} 32 AI2EX] * LE 11} 32 20| E
&L HIES{Z0i| CHalf HE|L-EH

A2 AIL3SH|C
. VLAN EHJE.*_'IE—I]I Al'-éc-,}'?zll-ll:l'. [ ] I'ol:l | I'
* VLAN Ef2 &= & HEY3q|

Choll 2= X|1EHE &= AELICEH

LACP(802.3ad) * TE 29t 4= J2|E HEQI0| « ZE 29t 4= J2|E HEYI0
LACP Zgfe AHgRiLICt. LACP Zgg A8 RILICE
« TE 11} 32 AFRE|X]| * IE 11 32 E20|AHE
okAL|LC} HIES 30| LACP ZE2

ARERILICt.

VLAN Ei1= MEH AtStRIL|C,

VLAN Ei1= = HIES{ 30|

CHol 25 X|8E & ASLICH

crEAZE BY RE

HEYD HF e S2}0|QlE HEYS B S3t0|QE YESTI}
(7122 Mot ASLICE
LACP(802.3ad)2t sHt * LE 1.4 2|2 HEYA0 * LE 145 J2EHEYI Y
chel | ACP Zgte AR Zal0|E HES30j| TH

. £l VLAN A T3S LACP 22 AtEEL|Ct.
HER 3 7S AlEshL| Tt * = J42e| VLAN Ef1E E5Y
J2|E HEE/a IEls
Z20|YE HIEY 3 miZlat

el 4 ASLIL.

HESZ Zg D=0 chet XiMISH L8 2 E5500SG AEE2{2] 10/25-GbE ZE 1A HE

]

O] 20N = E700SG ZHEE2{2| 1GbE 22| ZLE 2717t 22| |E 32| Active-Backup HIE®3 HE ZEE
HEE = YA S B0 FLICL

VTR e i SR




HEHZ Y3 74 Ho|X|ofl= HERZ 5! 22| ZE HIt X|HE 0{S2t0[AA THo|o{ 20| EA|ELICE

Network Link Configuration

@@@@

A\ You might lose your connection if you make changes to the network or fink you are connected through. If
you are nol reconnectad within 1 minuts, re-enter the URL using one of the other IP addresses assigned lo
the appliance

F

23 el H0|S0ll= H= 7t OHAZ ZEQ| I3 HEH(RI/0t2H) 2 £ =(1/10/25/40/100Gbps)7t LIE & LICt.

Link Status

Link State Speed (Gbps)
1 Up 25

2 Up 25

3 Up 25

4 Up 25

5 Up 1

6 Up 1
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Link Settings
Link speed
Port bond mode

Grid Network

Enable network

Metwork bond mode

Enable WLAMN (202.1qg)
fagging

MAC Addresses

Admin Network

Enable network

Metwork bond mode

MAC Addresses

Client Network

Enable network

° SE0[AUE HIERZ * It H|Z =t LICt

| Auto
@ Fb-:ed.:} () Aggregate
Choose Fixed port bond mode if you want to use ports 2 and 4 for the Grid Network and ports 1

and 3 for the Client Network (if enabled), Choose Aggregate port bond mode if vou want all
connected ports to share a single LACP bond for both the Grid and Client Netwaorks.

i

=

@ Active-Backup '_ () LACP (302.3ad)}

[

S0:6b:4b-42.d7:00 50:6b:4b:42:d7:01 50:6b:4b42.d7 24 L0:6b:4b:42:.d725

If wvou are using DHCF, it is recommended that you configure a permanent CHCP reservation. Use
all of these MALC addresses in the reservation to assign one IP address to this network
interface.

M

(@) Independent | () Active-Backup

Connect the Admin Network to port 5. Leave port 6 unconnected. If necessary, you can make a
temporary direct Ethernet connection to port 6 and use link-local IF address 165.254.0.1 for
ACCess

déc4.97 2a.e4.50

If you are using DHCP, i i= recommended that you configure a permanent DHCP reservation, Use
all of these MAC addresses in the reservation to assign one IP address to this network
interface.

(O0)

LE’ﬁ'ﬁinngthE Client Metwork causes the default gateway for this node to move to the Client
Metwork. Before enabling the Client Network, ensure that you've added all necessary subneis
to the Grid Metwork Subnet List, Otherwise, the connection to the node might be lost,
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Link Settings

Link spe=d

Part bond meosde

Grid Network

Ensble network

Network bond mods

Enable VLAN (802.1q)
tagging

WLAN (B02.1q) tag

Admin Metwork

Enable netwark

Network bond mode

Client Metwork

Enable network

Network bond mode

Enable VLAN (802.1q)
tagging

VLAN (B02.1q) tag

{~ Active-Backup

o LACF (302.3ad)

v

{~ Independent

v Active-Backup

ary, you can make 3 temporany

@, then connecting to port &

¥

(" Active-Backup s LACP (802 3ad)

If the port bond mode is Aggregate, all bonds must be in LACP (B2, 3ad) mode
v
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216372121
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 =

Il

3. Static * (BX *)2 Meist 22 CHS tHAlofl 2t Grid Network(J2|E HEH3)E FALICE
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&dmin Metwork

The Admin Metwork is a closed network used for system administration and maintenance. The Admin
Metwaork is typically a private network and does not need to be routable between sites.
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Client Network

The Client Network is an open network used to provide access to client applications. including 53 and Swift.
The Client Metwork enables grid nodes to communicate with any subnet reachable through the Client MNetwork
gateway. The Client Network does not become operational until you complete the StorageGRID configuration
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Ping and MTU Test

Use a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectivity
through, and enter the IP address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test
Metwork Grid o

Destination [Py
Address or FQON

Test MTU [
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Ping and MTU Test

lUse a ping request to check the appliance’s connectivity to a remote host. Select the network you want to check connectraty
through, and enter the |P address of the host you want to reach. To verify the MTU setting for the entire path through the network to
the destination, select Test MTU

Ping and MTU Test

Metwiork Grid [

Destination |Pvd 10.96.104 223
Address or FQDOMN

Test MTU

Test Connectivity

Ping test passed

Fing command output

PING 18.96.184,223 (1€.95.184,223) 1472(1588) bytes of data.
1438 bytes from 18.96.164.223: icmp_seq=1 ttl=64 time=8,318 ms

--- 18.96.184.223 ping statistics ---
1 packets transmitted, 1 received, 8% packet loss, time @ms

rtt min/favg/max/mdev = 8.318/8.318/8.318/8.808 ms

Found MTU 1588 for 18.96.164.223 via bre
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Port Connectivity Test

Network Grid ¥
|Pv4 Address 10.224.6.160-161
Ranges
Port Ranges 22,2022
Protocol e TCP ubpP
Test Connectivity
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Port connectivity test passed

Nmap command output. Note: Unreachable hosts will not appear in the output

# Nmap 7.70 scan initiated Fri Nov 13 18:32:@3 2020 as: /usr/bin/nmap -n -oN - -e br@ -p 22,2022 10.224.6.160-161
Nmap scan report for 10.224.6.160
Host is up (0.80872s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

Nmap scan report for 10.224.6.161
Host is up (0.80060s latency).

PORT STATE SERVICE
22/tcp open ssh
2022/tcp open down

# Nmap done at Fri Nov 13 18:32:04 2020 -- 2 IP addresses (2 hosts up) scanned in 9.55 seconds
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© Port connectivity test failed
Connection not established. Services might not be listening on target ports

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:07:02 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,80,443,1524,1505,1506,1508,7443,9999
Nmap scan report for 172.16.4.71
Host is up (@.20020s latency).

PORT STATE SERVICE

22f/tcp open ssh

80/tcp open  http

443/tcp open  https

1504/tcp closed evb-elm
1505/tcp open  funkproxy
1506/tcp open  utcd

1508/tcp open  diagmond
7443/tcp open  oracleas-https
9999/tcp open  abyss

MAC Address: 00:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:07:03 2020 -- 1 IP address (1 host up) scanned in .59 seconds
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© Port connectivity test failed
Connection failed to one or more ports.

Nmap command output. Note: Unreachable hosts will not appear in the output.

# Nmap 7.70 scan initiated Sat May 16 17:11:01 2020 as: fusr/bin/nmap -n -oN - -e br@ -p 22,79,80,443,1504,1505,1506,1508,7443,9999 172.16.4.71
Nmap scan report for 172.16.4.71
Host is up (@.00029s latency).

PORT STATE SERVICE
22/tcp open ssh
79/tcp  filtered finger
80/tcp  open http
443/tcp open https
15@4/tcp closed evb-elm
1505/tcp open funkproxy
1506/tcp open utcd
1508/tcp open diagmond
7443/tcp open oracleas-https
9999/tcp open abyss

MAC Address: 0@:50:56:87:39:AE (VMware)

# Nmap done at Sat May 16 17:11:02 202@ -- 1 IP address (1 host up) scanned in 1.6@ seconds
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Set Up SANtricity® System Manager b ¢

More (10 total) »

Welcome to the SANtricity® System Manager! With System Manager, you can...
® Configure your storage array and set up alerts.
® Monitor and troubleshoot any problems when they occur.

o Keep track of how your system is performing in real time.
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Node Encryption

MNode encryption allows you to use an external key management server (KM3) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the
appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed.
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https://docs.netapp.com/ko-kr/storagegrid-116/maintain/removing-port-remaps.html

Remap Ports

If required, you can remap the internal ports on the appliance Storage Mode to different exdernal ports. For example, you

might need to remap ports because of a firewall 1ssue.

Metwork | Grid j Protocol | TCF j

Remap Direction | Inbound j Original Port | 1 =]
Mapped-To Part = 1 =]
Network Protocol Remap Direction Original Port Mapped-To Port
©  Grid TCP Bi-directional 1800 1501
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